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# multipath -11

3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50

retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
@ T LUNOI= 471 O| 82| ZZ7t BRSHK| S5 LICH H=Z7}F 471 o[ &l A AEZ|X| ZoH A| B2
EH7F 2l ASLICL
Hl ASA 74
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|1 HStILICE &, ol 22[HI0|EZL /IX|ot AE S0 28 M2|ELICh M =217t $2 22= &4 HE|o|X|2HCHE
AEEZ 0N MSE 7| WZ0l| XSt X| SELICH XMt X| 42 F2= XXt A28 AMEY = gl ZR0T
AL ELICh
o

CtS ofl= 5 7H2] Active/Optimized Z 22t 5 71| Active/Non-Optimized ZZ7t Q= ONTAP LUNO|| CH$t
£ 2 EAILIC}

#multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l

alua'

Wp=rw

| -+- policy='service-time 0'

prio=50

status=active

| |- 11:0:1:0 sdj 8:144 active ready
| |- 11:0:2:0 sdr 65:16 active ready
"—+- policy='service-time 0'

running
running
prio=10 status=enabled
|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running
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22 HHES MBSt oHIO|E "l MAZ THE =+ “touch /etc/multipath.conf JUELICL
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chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEIoHA] o= FRIZF AL 7|22 S [P QSt= 7|ZE 2F0| gle 32 THof 2T olR A
[ )

It 227t multipath.conf YI&ELICt X[ @f= C|HIO|AE H|e[6t2H Mol OS2 22
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blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode ""cciss.*"

CtE oflofl A= ClHtO| A2 WWIDE 2218t multipath.conf MU0 F7betL|Ct.

cHA|
1. WwWID &tol:

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833E XSt A2



_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"

no path retry | gqueue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

[

|

|

|

|

|

|

|

| features | "2 pg init retries 50"
|

|

|

|

|

|

| polling interval | 5
|

|

|

prio | "ontap"
product | LUN.*
retain attached hw handler | yes



| rr weight | "uniform"

| user friendly names | no
| vendor | NETAPP
|=

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these

parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

7|23t {path_checker readsector0 no_path_retry fail} C|HFO|A {device{vendor "NetApp" HM|E "lun. *
"no_path_retry queue path_checker tur}}

== Known 1issues

The SUSE Linux Enterprise Server 12 SP5 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1284293[1284293"] | Kernel disruption occurs
on SLES12 SP5 with QLogic QLE2562 8GB FC HBA during storage failover
operations | Kernel disruption occurs during storage failover operations

on the SLES12 SP5 kernel with a QLogic QLE2562 Fibre Channel (FC) host bus
adapter (HBA). The kernel disruption causes SLES12 SP5 to reboot, leading
to application disruption. If the kdump mechanism is enabled, the kernel
disruption generates a vmcore file located in the /var/crash/ directory.
Check the vmcore file to determine the cause of the disruption. A storage
failover with a QLogic QLE2562 HBA event affects the "THREAD INFO:
ffff8aedf723c2c0" module. Locate this event in the vmcore file by finding
the following string: " [THREAD INFO: ffff8aedf723c2cO]".

After the kernel disruption, reboot the host OS to enable it to recover.
Then restart the applications.

// 2024 SEP 2, ONTAPDOC-2345
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# multipath -11

3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50

retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
@ T LUNOI= 471 O| 82| ZZ7t BRSHK| S5 LICH H=Z7}F 471 o[ &l A AEZ|X| ZoH A| B2
EH7F 2l ASLICL
Hl ASA 74
H ASA 742 22 M =27t M2 LIE F 79| Z2 10| A0{of gL M 2271 0 22 22= &Y
|1 HStILICE &, ol 22[HI0|EZL /IX|ot AE S0 28 M2|ELICh M =217t $2 22= &4 HE|o|X|2HCHE
AEEZ 0N MSE 7| WZ0l| XSt X| SELICH XMt X| 42 F2= XXt A28 AMEY = gl ZR0T
AL ELICh
o

CtS ofl= 5 7H2] Active/Optimized Z 22t 5 71| Active/Non-Optimized ZZ7t Q= ONTAP LUNO|| CH$t
£ 2 EAILIC}

#multipath -11
3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode

size=80G features='3 queue if no path pg init retries 50' hwhandler='l

alua'

Wp=rw

| -+- policy='service-time 0'

prio=50

status=active

| |- 11:0:1:0 sdj 8:144 active ready
| |- 11:0:2:0 sdr 65:16 active ready
"—+- policy='service-time 0'

running
running
prio=10 status=enabled
|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ Bt LUNO= 47H o] &9l Z27t HROHX| gigLICh 27} 47 o]l B2 AER[X| Holj Al H2
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22 HHES MBSt oHIO|E "l MAZ THE =+ “touch /etc/multipath.conf JUELICL

TS AEol0 LIE 32 MH|AE Zdsistn
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chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEIoHA] o= FRIZF AL 7|22 S [P QSt= 7|ZE 2F0| gle 32 THof 2T olR A
[ )

It 227t multipath.conf YI&ELICt X[ @f= C|HIO|AE H|e[6t2H Mol OS2 22
multipath.conf F7t5l0 <Devid>E H|2[e C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLIC

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode ""cciss.*"

CtE oflofl A= ClHtO| A2 WWIDE 2218t multipath.conf MU0 F7betL|Ct.

cHA|
1. WwWID &tol:

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833E XSt A2

10



_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"

no path retry | gqueue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5
prio | "ontap"
product | LUN.*

[
|
|
|
|
|
|
|
| features | "2 pg init retries 50"
|
|
|
|
|
|
|
|
|
| retain attached hw handler | yes

11



| rr weight | "uniform"

| user friendly names | no
| vendor | NETAPP
=

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and

‘no _path retry' that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

7|22} {path_checker readsector0 no_path_retry fail} C|HIO|A {device{vendor "NetApp" XM= "lun. *
"no_path_retry queue path_checker tur}}

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP4 with
ONTAP release.

ONTAP2} 271 SUSE Linux Enterprise Server 12 SP32
Al-Q_oH__l |:_|-

ONTAP SAN SAE A MHES AF2510] ONTAPZt E&El SUSE Linux Enterprise Server
12 SP32 CHAO 2 L Me &~ QI&L|CE

Linux Unified Host UtilitiesS A X|&HL|C}

.I_

NetApp Linux E8f SAE QEIZ|E| AT EQ|0] I{F|X|= "NetApp Support AtO|E"32H|E ! 64H|E rpm IO A
HSELICH -0 Melet US D2= B2 E AHE0t0] 2Rttt IUS "NetApp 4= 284 IHEEIA =
"gtelgtL|ct

REEEIS XY AS T ATYSIX|L E4= OtELICE O] REE|E|= Linux 22

NetApp2 Linux St SAE E
FEZ|EIE ALESHH 22| E JHMSHLD NetApp 02 X[ O] AAS] M MEE RIS

MES WA LIt
%!EE K| &gt

Xl Linux Unified Host Utilities7t AX| £ A= 2 2L HHEOE A8 0|ESHALE M|AHSt = CFS THAI| w2t
A A HME MKX|S{OF Lt
CHA|

1. Of|M 32H|E EE= 64H|E Linux Unified Host Utilities 2ZE Q0] I{7|X|E CHRZEHLICH "NetApp Support
AO|E" SAEO.

2. 2T EQ0 Ij7|X|S MX|gL|Ct.
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https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
https://mysupport.netapp.com/matrix/#welcome
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"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

&LIC} "Cloud

$0

@ O| EM0| MIZE 4 dHZ AFE6IH of| HZEl 22t2E S20|HEE A4S
Volumes ONTAP" & "ONTAP& Amazon FSx".

SAN SZIE EZHAIR

0] E22 NetApp Host Utilities TH7 | X| & MX|e M XAfSS=E MX|ELICL 0] 7|E= LUNZH HBAE #t2|st= Ol

E20| &= "anlun' RE2|E|E MSELICE 'anlun' BES SAE| O{Z =l LUN, Ef ZZ 9 O[L|A|OfO|E 1B S

Yoot ol 2t Yol chet =S HratetL|ct.

o

CtE o|0f| M= 'show’2F= 'anlun lun show' HEE AF23S10] LUN B HEE dietstL|Ct

# sanlun lun show all

off %l ==:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl  /dev/sdc  hostl5  FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun?2 /dev/sde  hostl5 FCP

120.0g cDOT

=3
o=
& &¢I OS, HBA, HBA 0 5! HBA &l BIOS, ONTAP HTO0| X[ E|=X| 2elgfL|Ct,

EHA|
1. SAN 2& LUNE =

2. 02 Z=2E A8 & A=K gelghuct.

®

I >
2
0
==
oH
ot
-
o

fot
|>
Im
Mo
08
>t
=
N
>
o2
4%
oX

20|M ofz] ZZE A" = ASLICH

|

=

SAN —'?'—%'% Afg*fﬂ" B2 740l Qsll X|H=|0{ofF LTt £ A8 E &= UAFLICH "NetApp = 2EH IEZA
=" A
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https://mysupport.netapp.com/matrix/imt.jsp?components=80043;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=80043;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=80043;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=80043;&solution=1&isHWU&src=IMT
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3. SAN 28! LUNO| 0jZE|= ZE0j| CHsh M BIOSOIAM SAN R2&&

SUSE Linux Enterprise Server 12 SP32| AL /etc/multipath.conf It 0| QL0{0F S} X|2t IS MM O = HAE

=
Q= AQELICEH SUSE Linux Enterprise Server 12 SP32 ONTAP LUNS QlAlstT SHIZA| 2h2|ste o] 2 st
DE MdFYO= AMUEL|CE

'multipath -II' BE S AF235I0{ ONTAP LUNS| XS geld 4= AUSLICEH
CHS M0 M= ASA B! H| ASA CH-&fofl 0HE & LUNO|| Chist CHS 3= &

2= SAN 0{g|o] 7

ASA(AIl SAN Array) &2 XIEE LUNOI| Chet 2= Z2E 2| Xotsto] 2 S |AILICE O 2 2=
Z2E &l 110 HYES SA| ME|Ze =M H50| e E LIt

o
CHS OlFl= ONTAP LUNO| Chet SHIE £3 8 2 FL|Ct

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP, LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

|-+- policy='round-robin 0'

prio=50 status=active

| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running
(D THY LUNOII= 47 0|4 Z271 HROIX| gS&LICH B2 471 0|42 2R AEZ|X| ol Al 22
ZH7F Y+ ASLIC

H| ASA 74

HI ASA 7189 22 24 =27t MZ LtE F 72| 3= JF0| Aofof gLt @M =7t O =2 B2= €4

A ALt =, O J2[AH[O|EF #| KISt HEZE2{0]| 23 M2|ELIC 24 =27t R2 2= &d JEfo[X|2 THE
HEE2{0|M MSE7| 20l 2| Mt x| FELITH 2| Mot X| 2 2= A[Xet F2E AISE + gl= 30T
AEELIT.

of

CHS Oll= & 712l Active/Optimized 22t & 7i2| Active/Non-Optimized 227} /= ONTAP LUNO|| et SHHE
E3 S EA[ELCL
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# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handler' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ T LUNOlI= 47H o|&o F=27t HRSHK| §EELICH HZ271 471 0|&el 22 AEE|X| FHol Al B=

g 2%

H

SUSE Linux Enterprise Server 12 SP3 OS= ALY E|0{ ONTAP LUNS QIAISH B E 1M {7 HSE SHEEA|
Ats MHSLICH multipath.conf 'COFE ZE 22 AZStHE mHA0| QUojof LICH. o] mo| gl=

HATT
22 HHES MBSt oHIO|E "l MAZ TS =+ “touch /etc/multipath.conf JUSLICL

‘multipath.conf OI¥E XMZ US mf CIZ BHE AMESIH OIS ZZ2 MHIAE gdslstn
AlZfoioF & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEIoHA] e = FRIZF AALE 7|22 S [ZQSt= 7|ZE 2F0| gle 32 THeof 2 olR A

=7te Rt multipath.conf YUELICEH HA| @4= ClHIO|A S H|QSt2{H THAo| L2 22

[ ==

multipath.conf F7t5l0 <Devid>E H|2[g C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLIC

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

CHE oflofl A= ClHto| A2 WWIDE 2213t multipath.conf MU0 F74etL|Ct.

oHA|
1. WWID &ol:
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=
=

/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0ch8335 A ZSIHAIL

_I_

"sda’ is the local SCSI disk that you want to add to the blacklist.
Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :

[source,cli]
+

HE|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | 2 | FD | MD | dm - | SR

| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }
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Always check your “/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf”™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "2 pg init retries 50"



flush on last del | "yes"
hardware handler | "0O"
no path retry | queue

path checker | "tur"
path grouping policy | "group by prio"
path selector | "service-time 0"

polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

vendor | NETAPP

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker’ and
‘'no_path retry’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

7|22t {path_checker readsector0 no_path_retry fail} C|HFO| A {device{vendor "NetApp" M= "lun. *
"no_path_retry queue path_checker tur}}

== Known issues

The SUSE Linux Enterprise Server 15 SP3 with ONTAP release has the
following known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089555[1089555"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPel6002 16GB FC during storage
failover operation | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPel6002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the

kernel disruption generates a vmcore file under /var/crash/directory. You
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can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli ringtxcmpl put+51” and is logged in the wvmcore file

— exception RIP: lpfc sli ringtxcmpl put+51.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1089561[1089561"] | Kernel disruption observed
on kernel version SLES12 SP3 with Emulex LPe32002 32GB FC during storage
failover operations | A kernel disruption might occur during storage
failover operations on kernel version SLES12 SP3 with Emulex LPe32002 HBA.
The kernel disruption prompts a reboot of the operating system, which in
turn causes an application disruption. If the kdump is configured, the
kernel disruption generates a vmcore file under /var/crash/directory. You
can investigate the cause of the failure in the vmcore file.

Example:

In the observed case, the kernel disruption was observed in the module
“lpfc sli free hbg+76” and is logged in the vmcore file

— exception RIP: lpfc sli free hbgt+76.

Recover the operating system after the kernel disruption by rebooting the
host operating system and restarting the application.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117248[1117248"] | Kernel disruption observed
on SLES12SP3 with QLogic QLE2562 8GB FC during storage failover operations
| During storage failover operations on the Slesl2sp3 kernel (kernel-
default-4.4.82-6.3.1) with QLogic QLE2562 HBA, the kernel disruption was
observed due to a panic in the kernel. The kernel panic leads to a reboot
of the operating system, causing an application disruption. The kernel
panic generates the vmcore file under the /var/crash/ directory if kdump
is configured. Upon the kernel panic, the vmcore file can be used to
understand the cause of the failure.

Example:

In this case, the panic was observed in the “blk finish request+289”
module.

It is logged in the vmcore file with the following string:

"exception RIP: blk finish request+289"

After the kernel disruption, you can recover the operating system by
rebooting the Host OS. You can restart the application as required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117261[1117261"] | Kernel disruption observed
on SLES12SP3 with Qlogic QLE2662 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel



(kernel-default-4.4.82-6.3.1) with Qlogic QLE2662 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption generates a vmcore file
under /var/crash/ directory if kdump is configured. The vmcore file can be
used to understand the cause of the failure.

Example:

In this case the Kernel disruption was observed in the module "unknown or
invalid address" and is logged in vmcore file with the following string -
exception RIP: unknown or invalid address.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=1117274[1117274"] | Kernel disruption observed
on SLES12SP3 with Emulex LPel6002 16GB FC during storage failover
operations | During storage failover operations on Slesl2sp3 kernel
(kernel-default-4.4.87-3.1) with Emulex LPel6002 HBA, you might observe
kernel disruption. This prompts a reboot of the operating system causing
application disruption. The kernel disruption

generates a vmcore file under the /var/crash/ directory if kdump is
configured. The vmcore file can be used to understand the cause

of the failure.

Example:

In this case kernel disruption was observed in the module

“raw spin lock irgsave+30” and is logged in the vmcore file with the
following string:

- exception RIP: raw spin lock irgsave+30.

After kernel disruption, the operating system can be recovered by
rebooting the host operating system and restarting the application as
required.

// 2024 SEP 2, ONTAPDOC-2345
ONTAPZ2} &1 SUSE Linux Enterprise Server 12 SP2E
ArEgLICE

ONTAP SAN A E 1M H™HZ A5 SUSE Linux Enterprise Server 12 SP22}
ONTAPE ERlICZ 7 4E = ASLICE

Linux Unified Host UtilitiesS A X|&tL|C}

NetApp Linux E8 SAE REZ|E| AT EQ0] IHF|X|= "NetApp Support AtO|E"32H|E 5! 64H|E rpm IHA0| A
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1. Ol A 32H|E = 64H| E Linux Unified Host Utilities 2T E|0] I{7|X| S CRZ =L "NetApp Support
AO|E" SAEO.

2. 2T EQ0 I{7|X|S MX|gLICt

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"

i

@ O] ZMoi| Mz 7+ BHEE ArE510 of| HZE SR = S20|AEE Y = AFLICt "Cloud

Volumes ONTAP" & "ONTAPE Amazon FSx".
SAN E3l2 EESIHUAIL
0] £3!2 NetApp Host Utilities TH7|X|E HX|e mf AtS2 2 AX[ELICt 0] 7|E= LUNZ HBAE #2[dt= H
L 20| £ "anlun' SEZ|EIE HZELICE 'anlun' BE2 SAEO| OHE = LUN, CHS ZZ2 5! O[L|A|M|O|Ef O&2

dgsh= ol 2t YEof oist 2 E gretefL|ct

o

CtS M= 'show’2H= "anlun lun show' @S AF23SH0] LUN M EE dtatkgtL|Ct

—

# sanlun lun show all

ol ==:
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controller (7mode/E-Series) /
vserver (cDOT/FlashRay) lun-pathname
Product

data vserver /vol/voll/lunl
120.0g cDOT
data vserver /vol/voll/lunl
120.0g cDOT
data vserver /vol/vol2/1lun2
120.0g cDOT
data vserver /vol/vol2/lun?2

120.0g cDOT
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SUSE Linux Enterprise Server 12 SP22| A< /etc/multipath.conf It 0| ZXHsHOf SHX|2f TIUS AH|HOZ

device

filename

/dev/sdb

/dev/sdc

/dev/sdd

/dev/sde

Al. (=13

A
T

UAELICt "NetApp &= 2EH IHERA

=3
o o=
& &2l OS, HBA, HBA H<l0] 3! HBA £&! BIOS, ONTAP HZ0| X| = =X| 2telgfL|Ct.

host
adapter

hostl6

hostl5

hostl6

hostl5
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CtE M M0iM= ASA & H| ASA CH&Of| D E LUNO|| CHist CHs 2= &3

D E SAN ofgj|o] 1M

ASA(AIl SAN Array) A2 X|HEl LUNO| CHet R E Z2E x| x3}si0] &

BE2E &l 110 HYUS SA| ME|F=M 450] ehetEL

lun
protocol size
FCP
EHEP
FCP
FCP

ot

SHtEA| 22[st=
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o
CHS OlFl= ONTAP LUNO| Chet SHIE £38 2 FL|C

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP, LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

@ T LUNO= 47} O|&te] B27t HRSHX| SELICH B271 47l 0| ¢2l HR AEE[X| Foi Al 22
EH7E LAY &~ ASLICH

H| ASA T4

HIASA 7182 22 24 #2917t M2 CHE & 719l 2= 1F0| A0{0F HL|Ct @M =2|7t

.|

A HSRILICE =, O 22| A0 E7} 9| X|et ZIEZE 0] ofdH M2[E LT @M &27t I2 F2= 24 HE{o[X|2 THE

=)
I
[
o == T T X © ==
o
G0t

— o
HEEC0IM RMSE7| W20l X[ Hte|X| gtELICh XXX 42 2= 2|Xet Z2E MEY = 8
AEE ULt

o

CtS ofl= 5 7H2| Active/Optimized HZ2t 5 712| Active/Non-Optimized ZZ7t Q= ONTAP LUNO|| CHt SHIE
£ 2 EAILIC}

# multipath -11

3600a09803831347657244e5277663%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ Bt LUNO= 47H o] &9l Z27t HROHX| gigLICh 27} 47 o]l B2 AER[X| Holj Al H2
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H

A
SIS

SUSE Linux Enterprise Server 12 SP2 OS& ALY E|0{ ONTAP LUNZ QIAlst B E 1M 7 HLE SHIEH|
Ats MHEYLICH multipath.conf 'S ZE OES AIZStHHE mo| Qlofof fL|Ct. o] mUo| gl=

22 HHES MBSt oHIO|E "l MAZ THE =+ “touch /etc/multipath.conf JUELICL

TS AEol0 LIE 32 MH|AE Zdsistn

glo
fjo

‘multipath.conf OI¥E M 05 o Ct
AZfoffop & &~ USFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEIoHA] o= FRIZF AL 7|22 S [P QSt= 7|ZE 2F0| gle 32 THof 2T olR A
[ )

It 227t multipath.conf YI&ELICt X[ @f= C|HIO|AE H|e[6t2H Mol OS2 22
multipath.conf F7t5l0 <Devid>E H|2[e C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLIC

blacklist {
wwid <DevId>
devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"
devnode ""cciss.*"

CtE oflofl A= ClHtO| A2 WWIDE 2218t multipath.conf MU0 F7betL|Ct.

cHA|
1. WwWID &tol:

/lib/udev/scsi id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/1lib/udev/scsi_id -gud /dev/sda

360030057024d0730239134810c0cb833E XSt A2
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_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
_.|_

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev _loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5
flush on last del | "yes"
hardware handler | "O"
path checker | "tur"

[
|
|
|
|
|
|
|
| features | "3 queue if no path pg init retries 50"
|
|
|
| path grouping policy | "group by prio"

| path selector | "service-time 0"

| polling interval | 5

| prio | "ontap"

| product | LUN.*

| retain attached hw handler | yes

|

rr weight | "uniform"
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| user friendly names | no
| vendor | NETAPP

=
.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
"detect prio  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

7|22k {path_checker readsector0 detect_prio no} ZX| {device{vendor "NetApp" H|Z "lun. * "path_checker tur
detect_prio yes}

== Known issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP2 with
ONTAP release.

ONTAPZ &1l SUSE Linux Enterprise Server 12 SP12
AF23HL|C}

ONTAP SAN SAE M MAMS AF2310] ONTAPZt A X|El SUSE Linux Enterprise Server
12 SP12 MO 2 e &~ JELICE

Linux Unified Host UtilitiesS A X|&tL|C}

NetApp Linux £8 SAE QEIZ|E| ATE J|01 I§7|X|= "NetApp Support AFO|E"32H|E 8l 64H|E rpm LI 0| A

RIZEILICE BA0| HEr3 TS B2E F2 S ALBsI0] BRE IS NetApp 45 284 HEA S
"srolBtL|ct.

rIr
lo

NetApp2 Linux S& @ 2E REZ(E[E 2X|E NS H= AHSHX|T B4= OFEHLICE O] REE[E|= Linu SAE
HYS HEGHK| FELCH RELEIS AFESHH 22| S 715t NetApp 124 XY O] HAtel 714 HEE 8 &

UAEE XLt

N

@xH Linux Unified Host Utilities7t EX|=|0] Y= Z2 £ HEQZ H 0| =8tAHLE M| Aot = CHZ ThA|of w2t
£ TS EX|sf{oF gL|Ct.

A

1. 0jl A 32H|E EE= 64H| E Linux Unified Host Utilities 2 E 9|0 I{7|X|E CIR2ZEZL|CtH "NetApp Support
AOIE" ZAEQ.

2. 2T ES)0] I§7|X|E EXISLCE

"rpm -ivh NetApp_linux_unified_host_utilities-7-1.x86_64"
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@ O| M0 MIZE 4 dHE AFESI0] of| HAEl 22tRE S20|HEE A48 & UELICt "Cloud
Volumes ONTAP" & "ONTAPE Amazon FSx".

SAN =72 XS R

0| £7!2 NetApp Host Utilities TH7|X|E Mx|g uf Xt52 2 MK|EL|Ct. 0] 7|E= LUNZF HBAS &&2|8H= o

T 20| £[= "anlun’ REZ|E|E HMSELILE ‘anlun’ BE2 2 AE0| 0EE LUN, Ef% Z= L OLIAO0IE 282
ddot= O 2o o et =2 E gheteti|ct

o
CH2 Al M= 'show’2t= "anlun lun show' B S AF23SH0] LUN M EE gatgtL|Ct,

# sanlun lun show all

Oof|H| &£3:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun? /dev/sdd hostl6 FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

=
SAN BE&IZ A5t = 2 240 2lsH X|& = 0{of SL|Ct E AT 4= JUESLICH "NetApp A= 224 IHEEIA
A £91 0S8, HBA, HBA 2|0 2! HBA £E! BIOS, ONTAP HT0| X| x| =X| &tolstL|Ct,

1. SAN 28 LUNE &

2. o 225 A8 £ A=X| gelghLct,

|>
2
=]
__
0H
I
r
n

oX

() =AE 29 AN UYE 3 A20|M of2 Z22 ABE 2 YBLICE

3. SAN 2E! LUNO| D g]= T E|| CHsl M BIOSOIA SAN EEIS MASHL|C},
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SUSE Linux Enterprise Server 12 SP12| A< /etc/multipath.conf IFZ 0| ZXHsHO} SHX|Tt IIU S LHHO =
HAL Q= Q&L SUSE Linux Enterprise Server 12 SP12 ONTAP LUNS QIAl5t1 SHIZ2 | &t2|8t= o
RSt IE MYoz HOAEL|CE

'multipath -II' BE S AF235I0{ ONTAP LUNS| HH S geldd &= AUELICEH
CHE MM0iM= ASA & H| ASA CH&fofl D E LUNOI| CHet Cts 22 &3 o E M3 et

D E SAN ofgj|o] 1A

ASA(AIl SAN Array) A2 X|FE LUNO| CHet 2E &
ZEE E8) 1/0 XIS SA|0f H2|E 2 M M50 SHAEIL|CY,

off
CHS OlFl= ONTAP LUNO| Chet SHIE £3 S 20 FL|CH

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:604 active ready running

2 LUNO|

474 O|&tel H27t HROIX| LT B=It 47l 0| &Ql 2 AEE|X| FoH Al 3=
M7t 2 by

& UL,

®

Hl ASA 1A

Mo ro
et rir

HIASA 7182 22 24 =917t M2 CHE F 719l 2= OFO0| A0{oF gL|ct M =2|7t o

= O
IA[HSRILICE =, OH 22| A[O|E7} 9| X|et ZIEE20]| o8 M2[E LT @M &27t I2 Z2= &4 HE{o[X|2 THE
HEEHM ®MSE7| 2ol £ Mt K| FSLICH 2| Hete|X| b2 2= 2 Hst 28 AIEE + gl= 3ot

A ELICEH
off

CHS ofl= 5 7H2| Active/Optimized 222t & 7H2| Active/Non-Optimized ZZ7t 1= ONTAP LUNO|| CH$t SHIE
=22 EAIRL|CE
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# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ T LUNOlI= 47H o|&o F=27t HRSHK| §EELICH HZ271 471 0|&el 22 AEE|X| FHol Al B=

g 2%

H

SUSE Linux Enterprise Server 12 SP1 OS= ALY E|/0{ ONTAP LUNS QA5 B E 1M {7 HSE SHEEH|
Ats MHSLICH multipath.conf 'COFE ZE 22 AZStHE mHA0| QUojof LICH. o] mo| gl=

HATT
22 HHES MBSt oHIO|E "l MAZ TS =+ “touch /etc/multipath.conf JUSLICL

‘multipath.conf OI¥E XMZ US mf CIZ BHE AMESIH OIS ZZ2 MHIAE gdslstn
AlZfoioF & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CHS Z2E HEIoHA] e = FRIZF AALE 7|22 S [ZQSt= 7|ZE 2F0| gle 32 THeof 2 olR A

=7te Rt multipath.conf YUELICEH HA| @4= ClHIO|A S H|QSt2{H THAo| L2 22

[ ==

multipath.conf F7t5l0 <Devid>E H|2[g C|H}O|A 2| WWID(Worldwide Identifier) 2XtE 2 CHA|RHLIC

blacklist {
wwid <DevId>

devnode " (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

CHE oflofl A= ClHto| A2 WWIDE 2213t multipath.conf MU0 F74etL|Ct.

oHA|
1. WWID &ol:
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/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833E HESHYA|IL

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your “/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf”™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.

//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

[

|

| Parameter

| Setting

| detect prio | yes

| dev loss tmo | "infinity"

| failback | immediate

| fast io fail tmo | 5

| features | "3 queue if no path pg init retries 50"
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flush on last del | "yes"

hardware handler | "O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

|

|

|

|

|

|

| prio | "ontap"
|

|

|

|

| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf’ file defines values for "path checker' and
‘detect prio’ that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device

stanza.

7|22k {path_checker readsector0 detect_prio no} ZX| {device{vendor "NetApp" XM= "lun. * "path_checker tur
detect_prio yes}

== Known 1issues

There are no known issues for the SUSE Linux Enterprise Server 12 SP1l with
ONTAP release.

ONTAPZS2} &7 SUSE Linux Enterprise Server 125 At2%tL|C}
ONTAP SAN S AE 1M MHZ AI23510{ ONTAPE A2 Z SUSE Linux Enterprise
Server 128 4 & JUELICH

Linux Unified Host UtilitiesS A X|&fL|C}

NetApp Linux £ SAE REIZ[E| AT EQ0 I{7|X|= "NetApp Support AO|E"32H|E 8l 64H|E rpm I 0f| A
MZELICH 8o Mot M2 Z2= 22 E AMESt0 Bt IHAUS "NetApp & 2EH UEZA =
"gtolptL|CY.

NetApp2 Linux & S AE REZ|EIE dA[g WS M3 HTSHK|T o= OtEL|CE O] REE|E|= Linux 24

E o
HHES HESH| ELICE REE|E|S ArESHH 22| S M5t NetApp 124 X[& O] #Ate| 718 HEE 8 =
UA=E XLt
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#1H Linux Unified Host Utilities7+ A4%|=[0f QU= 2 £|41 HHO 2 AT|0| S517LE M3 2 T+ Thlof mpat

A& TS 2 XISOf LTt

EHA|

1. Ol M 32H|E I 64H|E Linux Unified Host Utilities 2T E9||0f I§7|X| S C}R2Z=8HL|C} "NetApp Support
AMOIE" SAE.

2. AT EQ0] {7 |X|E EX|ELICH

"rpm -ivh NetApp_linux_unified _host_utilities-7-1.x86_64"

@ O| M0 MZE 4 dHE ARSI of| HAEl 22tRE S20|HEE A48 & UELICt "Cloud
Volumes ONTAP" & "ONTAPE Amazon FSx".

w

AN S7IS HZSHHAIR

0| E2!12 NetApp Host Utilities TH7|X|E &X[g o] Xts2 = MX|EL|CE 0] 7|E= LUNZH HBAE 22|3tH= O

T20| £[= "anlun’ RE2|E|E S LI} ‘anlun’ BE2 2 AE0f 0 E LUN, Ef% Z= Y O[LIAOfO]E 282

Aot ol 2t Y=o et YEE greteti|ct.

o

CHS Al M= 'show’2H= "anlun lun show' @S AF2SH0 LUN MEE BhetgtL|Ct

# sanlun lun show all

off %l ==:
controller (7mode/E-Series) / device host lun
vserver (cDOT/FlashRay) lun-pathname filename adapter protocol size
Product
data vserver /vol/voll/lunl  /dev/sdb  hostlé  FCP
120.0g cDOT
data vserver /vol/voll/lunl /dev/sdc hostl5 FCP
120.0g cDOT
data vserver /vol/vol2/lun?2 /dev/sdd  hostlé  FCP
120.0g cDOT
data vserver /vol/vol2/lun2 /dev/sde  hostl5  FCP

120.0g cDOT

SAN HEl

QB %

SAN HEIS Arﬂ*ra% A 1ol st X|IE|0{ofF BHLICH 2 ALRE 4 ULSLICH 'NetApp AIS 2824 jE2IA
E" A2 921 0S, HBA, HBA 9|0 2! HBA 2E! BIOS, ONTAP HZHO0| X[ E[E=X| +0|o+|_|q
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https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://docs.netapp.com/us-en/cloud-manager-fsx-ontap/index.html
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
https://mysupport.netapp.com/matrix/imt.jsp?components=68964;&solution=1&isHWU&src=IMT
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3. SAN 2& LUNO| i E[= ZE0i| CH3ll Mt BIOSOA SAN 2ES dFetL|Ct.

SUSE Linux Enterprise Server 122| A< /etc/multipath.conf It 0| ZX{s{jo} o} X| 2t mAS AN MO Z HAE
Q= PELICH SUSE Linux Enterprise Server 12= ONTAP LUNS QlAlst 1 SHIZA| 2t2|st= of| 2t 2
AFo=z HuAEL|Ct.

i

'multipath -II' B2 S AF2510{ ONTAP LUNS| A™ S 2ol 4= Q&L
CtS MMM = ASA 2! H| ASA CHAN| OHZ &l LUNO]| CHSt CHs B2 =3 of|E M3 Ct.
D E SAN ofgj|o] 1A

ASA(AIl SAN Array) A2 X| ==l LUNO] EH
ZEE S5l /10 S S0 ME[ge=2n o

0|r rol-
0'"'
0z
ot
r
A

o
CtS Of|M[= ONTAP LUNO|| CH3t 2HIE &HE2 HFL(CT.

# multipath -11
3600a0980383034466b2b4a3775474859 dm-3 NETAPP,LUN C-Mode
size=20G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw
| -+- policy='round-robin 0' prio=50 status=active
| |- 1:0:8:1 sdb 8:16 active ready running
| "= 2:0:8:1 sdd 8:48 active ready running
"—+- policy='round-robin 0' prio=10 status=enabled
|- 1:0:9:1 sdc 8:32 active ready running
"= 2:0:9:1 sde 8:64 active ready running

474 O|&tel H27t HROHX| ELIC B2t 47l 0| &el 2 AEE|X| FoH Al =
o

0|4
4+ &Ltk
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H| ASA 71

HIASA T+d9| 22 24 =217t M2 CHE F 719l 32 OFO0| A0{0F gL|ct M =2|7t

T T
IZ|H St ILICt =, O 22[A|0|EZF IX|et AEE2{0f 28 M2|ELIth M =917t K2 B2

AEE0M MSE7] w20l £[HSt=|X| LTt 2| Htk[X] 42 B2E 2| Kot Z2E Al
A ELICEH

oo r
9'1-

o

LIS ofl= S 71| Active/Optimized 222 & 712| Active/Non-Optimized ZZ7t = ONTAP LUNO|| CH$t S2HIE
E3HE FARLICL

# multipath -11

3600a09803831347657244e52776639%94e dm-5 NETAPP,LUN C-Mode
size=80G features='4 queue if no path pg init retries 50
retain attached hw handle' hwhandler='l alua' wp=rw

| -+- policy='service-time 0' prio=50 status=active

| |- 11:0:1:0 sdj 8:144 active ready running

| |- 11:0:2:0 sdr 65:16 active ready running

‘—+- policy='service-time 0' prio=10 status=enabled

|- 11:0:0:0 sdb 8:16 active ready running

|- 12:0:0:0 sdz 65:144 active ready running

@ EH2 LUNO|I= 47H o] &9 B27t ERSHK| EELICH H27t 471 0|l B2 AE2|X| FHolj Al B=
M7t EEE

Ay o
SUSE Linux Enterprise Server 12 OS= ZAIE|0{ ONTAP LUNS QAlst| 2= M 07 H4-E SHIEA|
M

YLICH multipath.conf OtE ZZ HIES AlESHE{H o] A0{0F BL|CE. O] o] gl= FL
o

~
o
HZ2 M85t oHIOIE Hl mMYUS PHE = “touch /etc/multipath.conf UELICE.

08 n

‘multipath.conf IS MZ US W OHF TFHS AESIH LIS 2 MH|AE Edsistn
AlZfotop & 4= UAFLICE.

chkconfig multipathd on
/etc/init.d/multipathd start

CtEs B2 E 22|HX| goei= &X|7t QALE 7|22 MEe|st= 7| & AH0| gl 49 W0 2F ofF A
FHY BRIt multipath.conf YUSLICEH AX| @t= CIHIO|AE H|QIStH™ O OHS 122

multipath.conf F7t5l0| <Devld>E H|2|& C|HFO|A L] WWID(Worldwide Identifier) EXHE 2 CHA[EFLICE
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blacklist {
wwid <DevId>
devnode "” (ram|raw]|loop|fd|md|dm-|sr|scd|st) [0-9]*"
devnode "“hd[a-z]"

devnode "“cciss.*"

Lt oflofl A= ClHto| A2 WWIDE 218t multipath.conf IO F74etL|Ct.

£
1. wwID &l

/lib/udev/scsi_id -gud /dev/sda

3600a098038314c4a433£5774717a3046
/lib/udev/scsi id -gud /dev/sda

360030057024d0730239134810c0cb833E & ESHYA|IL

_I_
"sda’ is the local SCSI disk that you want to add to the blacklist.

Add the "WWID  to the blacklist stanza in "~/etc/multipath.conf :
[source,cli]
+

=HZ|AE {WWID 3600a098038314c4a433f5774717a3046 devnode"(RAM | RAW | FZ | FD | MD | dm - | SR
| SCD | st) [0-9] * "devnode"(a-z] "devnode"(devnode) }

Always check your ~/etc/multipath.conf®™ file, especially in the defaults
section, for legacy settings that might be overriding default settings.

The following table demonstrates the critical "multipathd’ parameters for
ONTAP LUNs and the required values. If a host is connected to LUNs from
other vendors and any of these parameters are overridden, they must be
corrected by later stanzas in the "multipath.conf’™ file that apply
specifically to ONTAP LUNs. Without this correction, the ONTAP LUNs might
not work as expected. You should only override these defaults in
consultation with NetApp, the 0OS vendor, or both, and only when the impact
is fully understood.
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//ONTAPDOC-2578 9-Dec-2024
//ONTAPDOC-2561 25-Nov-202

Parameter

Setting

detect prio | yes

dev loss tmo | "infinity"
failback | immediate
fast io fail tmo | 5

features | "3 queue if no path pg init retries 50"

hardware handler | "0O"

path checker | "tur"

path grouping policy | "group by prio"
path selector | "service-time 0"
polling interval | 5

prio | "ontap"

product | LUN.*

retain attached hw handler | yes
rr weight | "uniform"

user friendly names | no

[
|
|
|
|
|
|
|
|
| flush on last del | "yes"
|
|
|
|
|
|
|
|
|
|
| vendor | NETAPP
|

.Example

The following example shows how to correct an overridden default. In this
case, the "multipath.conf' file defines values for "path checker’ and
"detect prio  that are not compatible with ONTAP LUNs. If they cannot be
removed because of other SAN arrays still attached to the host, these
parameters can be corrected specifically for ONTAP LUNs with a device
stanza.

7|22k {path_checker readsector0 detect_prio no} ZX| {device{vendor "NetApp" H|Z "lun. * "path_checker tur

detect_prio yes}
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== Known issues

The SUSE Linux Enterprise Server 12 with ONTAP release has the following
known issues:

NetApp Bug ID

Title

Description

link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=873555[873555"] | scsi dh alua module is not
loaded during multipathd startup on local boot | scsi dh alua is a Linux
ALUA device handler module. This is is not loaded during multipathd
startup on local boot. Due to this device handler will not be loaded
though ALUA is enabled on target side.
| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=863584[863584~] | The message "conflicting
device node '/dev/mapper/360xx' found" appears on the screen when you
create a DM device on SLES12 | You might observe a failure in creating a
link to DM devices under /dev/mapper dir in SLES 12 and see the messages
"conflicting device node '/dev/mapper/360xx' found".
| link:https://mysupport.netapp.com/NOW/cgi-
bin/bol?Type=Detail&Display=847490[847490"] | Multipath daemon shows path
failures on SLES 12 | You might observe path failures on the SLES12
multipath daemon during I/0O with storage or fabric faults.

// 2024 SEP 2, ONTAPDOC-2345
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