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Create Agaregate

To create an aggregate, select a disk type then specify the number of disks.

Name: agor?
6 Disk Type: SAS | Browse |
Number of Dizks: 8 g Mzx: B fexcluding 1 hot spare), min: 5 for RAID-DP
RAID Configuration: RAID-0DP, RAID group size of 16 disks Change
Mew Usable Capacity: 4963 TB (Estimated)
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Storage Virtual Machine {5¥M] Setup

o (1) O

Enter SWM basic details

VM Details

@ Specify a unigue name and the data protocols for the SYA

WA Marme: wslexdmple.com

@ IPspace: ~

(@ pataProtocalss M aFs B nFs [T iscsl [0 FOFcoE T

(@) Default Language: CUTE-8[ cutf 8] h
The language of the Swh specifies the default language encoding setting for the Sk and

tsvolumes. Usinga settingthat Incarparates UTF-8 character encoding |5 recommended.

@ Security Style: LML v

Root Aggregate: data_01_aggr

f. DNS Configuration * F0f| A 7|2 DNS ZAAM =02l 8l 0|5 A7} O] SVMO]| AH2E AH{QIX|
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DNS Configuration

Specify the DNS domain and name servers. DNS details are reguired to configure CIFS protocol.

y Search Domains: example.com

"L; Name Servers: 1892.0.2.145152.0. 2146 192.0.2.147
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“ | Data LIF Configuration
¥ Retain the CIFS data LIFs configuration for MFS clients.
Data Interface details for CIFS
Assign IP Address: | Without a subnet i
IP Address: 10.224.107.198  Change
&) FPort ghecorp_1:edb | Browse... |
o NIS T8 * HHO| HAE|H 2FgpfLCt.
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« | MI5 Configuration {Optional}

Configure M5 domain on the 5%Wh to guthorize MFS users.

Comain Mames: gxample.com

IP Addresses: 182.0.2.145,192.0.2.146,182.0.2.147
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Provision a volume for NFS storage
Export
MName Eng
Size 10 GB |
Permission: Change
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Create Export Rule

Client Specification: | admin_host

Enter comma-=eparated values for multiple client specification=
Access Protocols: [ CIFS

[ = v = B =0

[ Flexcache

ﬂ Ifywou do not =elect any protocol, access is provided
through any of the abowve protocols |CIF5 MFE or FlexCache)
configured on the Storage Yirtual Wachine {34 hi).

Access Details: v Fead-Cnly ¥ Readinrite
UNIX W v
Kerberos 5 r v
Kerberos 5i r ¥
Kerberos Sp r ¥
MTLM r v

I allow Superuser Access

Superuzer access is =8t to all
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Create Export Rule #

Client Specification: | 0.0.0.040

Rule Index: 1 3
Access Protocolz: L) CIFS
Ll NFS |# NFSv3 || MFSv4
|| Flexcache
If you do not zelect any protocol, accese iz provided

through any of the above profocolz (CIFS, NF5, or
FlexCache) configured on the Storage Virdwsl! Machine

SV,
Access Details: [#| Fead-Only |_| Readnirite
UNE L -
Kerberos 5 I [}
Kerberos Si [} [}
MTLM I -

| Allow Superuser Access

Superuzer sccess iz 2ef fo all
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Create LDAP Client

General Binding

LOAP Client valclientl
Configuration:

Servers

#® Active Directory Domain example.com

Preferred Active Directory Servers

Server | Add |

182.0.2.145

Active Directory Servers

€. Binding * & 225t 215 +F, Bind AFEX}F 8 &=, 7|2 DN & ZES X[FEL(C.

Edit LDAP Client

General Binding

Authentication level: zasl w
Bind DN (User): ugser

Bind user password:

Baze DN: DC=example, DC=com

Tep port: 389 ﬁ

oThe Bind Distinguizhed Mame (DN} is the identity which wil be used to connect the
LDAP server whenever a Storage Wirtual Machine reguires CIFS user information
during data access.

f. q& = &t| ~ & S2IghCt.
SVMOIM AtEE £ JEE M S2H0|HETH MM |1 HZEILICE
5. SVME [t A LDAP 20| E X|H:

a. EMM Xkof| M * LDAP Configuration * 2 2&lgtL|C}.

b. T+ 2 2Bt
. U3 WAEt 22H0[AET}* LDAP S20|91E 0[S * off A ME{=|1=K] etelstict



Active LDAP Client

LDAP client name: valclientl hd
#| Enable LDWAP client

Active Directory Domain example.com

Servers

SVM2 M LDAP Z2I0|HEE AtETL|LC}.

6. NIS(Network Information Service), 22 AM&X} &l JE3 22 CHE AL8X HE AAHLELDAP 24
INESIHE e

F|>
40
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a. SVM * &t &2 0| EtL|C}.
b. SVME MEHSI D * Edit * & S2I8fLICt.
C. NH|A * Eig S2Ish|Ct,

d. O|F MH|A AQ|X| * Ol M * LDAP * £ HIO|E{H|0] A R 7|2 O|& MH|A AQ(X] AAZ X|HSLCH.

Edit Storage ¥irtual Machine

Details Resource Allocation Services

Mame service switches are used to look up and retrieve user infarmation tao
provide proper access ta clignts. The arder of the services listed detarmings in
wihich order the name service sources are consulted to retrieve information.

Marne Service Switch

hosts: files i dns 7
narmemap: Idap ¥ fileg "
Eroup: Idap M files ¥ nis g
netgroup: Idap ¥ files ¥ nis A
passwd: Idap ¥ files ¥ nis w
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HeLC cd /mnt/ CEEES| S O2E EHZ HERLCHL

VMQ| IP FAE A0 M| 2L E M5t 02 ERfLIC

QUBABLICt mkdir /mnt/folder & =2 M EHE RHSLICT

(]

| 2

K

UHHLICt cd folder CIMEEZ|E M ECZ HEHLICH

I

=
C

>~

HEL 0| =ES OH2ERLICE

= —d

2 MHSIH test10|2H= BT MAEILICEH testt OFRE EH2] 192.0.2.130 IP 0] vol1
OF2Est M test1 CIHEZ|Z HATIL|CE

host# mkdir /mnt/testl
host# mount -t nfs -o nfsvers=3,hard 192.0.2.130:/voll /mnt/testl
host# cd /mnt/testl

4. A mpe

)
i
i}

=
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mn ol

®
i

_.,
]

22 TS iAol /=X

Jlot

toloh = Chz mhUof| IAES HLCE

—

HYILICE touch filename HIAE MY ohEL|CE.

QUEBILICH 1s -1 filename OFUO| JY=X| =HQIptL|C

UYLIC} “cat >filename’S S5t HAES ol LHS Ctri+DE =5 HIAE DA HAES
LICE.

UHSLIC cat filename HIAE DSl L1ES HAIEL|CE

UHSLICH rm filename HIAE IHUS FNIHELICH

UHYLICt ca .. E =8 49 CIMEZZE SorL|Ct.

host# touch myfilel

host# 1ls -1 myfilel

-rw-r--r—-—- 1 root root 0 Sep 18 15:58 myfilel
host# cat >myfilel

This text inside the first file

host# cat myfilel

This text inside the first file

host# rm -r myfilel

host# cd

A2LICt mount -t nfs -o nfsvers=3,hard IPAddress:/volume name /mnt/folder
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Create Export Rule w

Client Specification: | 10.1.1.0/24

Rule Index:

Access Protocols: ] CIFS
Ll NFS e NFSv3 L] MFSv4
|| Flexcache
If you do not eelect any profocol, sccese iz provided
through any of the above protocolz (CIFS, NF5, or

FlexCache) configured on the Storage Virusl Machine

[SVI).

Access Details: |#| Read-Onhy |#| Read/\rite
UNE{ ] [+
Kerberos | ||
Kerberos Si |+ ||
NTLM |« |+
LI Allow Superuser Access
Superuzer secess iz 2ef fo &l
4. UNIX 22I0|AEA O|X| EE0H HMAT > A= ALK} T SLLIE 2016t E&S ORESHD IYS

AT 4 QX SHRIBtLICE

7| SVMO]| Cliot NFS HM[A S - etL|Ct

7|Z& SVMO|| NFS Z2I0|HEO0]| CHet HMAE 7512 H SYMO|| NFS +M42 71641, SVM
FE EBO|dATTE MAMS H1 | DAPE MEHMOZ Mt UNIX 22| s A 01IA1 NFS
HM|AE =tQlsljof L|Ct O™ r.r NFS S20|HE HNAE FMHT £ JUSLICY.

_— 1 ™ M

7|1Z SVMOI| NFS M AES X7pgtL|C}

7|E SVMO| NFS AM|AS =70t H HIO[H LIFS ddstd, MMHO = NISE #d5t1
252 DRHNYeD, EES BT, HAZE FHS 1O BT
Alztet7| o
* SVMOIM ALEE HIERZ 714 245 FAYULITN?
" LeE Y ofY 20| £ EEOA GIOJE] =2] QIEHO|A(LIF)7E ML LT
* OB LIFS| IP F45 Z2H|NJE AEY T MHXOR Hlo[E LIFO| 2P SF 1P F2AE XIFELCH

* DE QE HoH2 HEQY 3 MH| A0 CHot HMHAS S8t E HASHA| 714 =00k BHL|CE.
* SVMO|IA| NFS Z2EZ2S 8|30} L Ct.

KtMISt 82 & FZSHMAIR "HER T ZE] ZE A"

EHA|
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1. SVMS| TRESS PAY 4 U HHOR OSELIL
a. TAE SVMES MetgiLc
b. Details * &0f|lA * Protocols * F0ll A= * NFS * & E2/gfLIC,
Protocols: © wrs  [IECECEEN
2 NFS T2EZ 74 * Chst AXIolM HOIE LIFS A ELICH
a. X|™st MEUIM XSO Z LIFY| IP FAE SESHALE 502 FAE 2EL|CH

b. A0t 7| * £ 22l LIFQt HEE L EQF TEES MEHTIL|CE

= | Data LIF Configuration

V¥ Retain the CIFS data LIFs configuration for MFES clients.
Data Interface details for CIFS

Assign IP Address: Without a subnet h

IP Address: 10224107188 Change

2)Port ghecarp_1:elb | Browse... |

3. AIO|EO| M NISE O|§ MH|A K= 0|5 i AL83H= Z2 NIS Mo =Ml 8L IP FAE X|F5H NIS
O|F MH[A 2AS FIHE CIO|EH|0| A RHS MEFLC.
« | NI5 Configuration {Optional}

Configure M5 domain on the 5%Wh to guthorize MFS users.

Domain Mames: example.com

IP Addresses: 182.0.2.145,192.0.2.146,152.0.2.147

NIS MH|AS ALEE 4= @l= 32 FE5HX| O A2, NIS MH|AS B F45HH I0[H ME A AMA ZH 7t

=
L = ASLIC

4. NFS HNAE 2[et 28 MH L LHELHY|:

b. mels Zotst 2§29 37|E XIFeLICh

Export

Name Eng

Size 10 GB v

Permission: Change

7P“ At Jtset 32t0] = o a2|AH|0|Eof| XIS AoB= ZFFC| 0|Z|AIO|EE KB HRIt
ZLCt.

HAI:I
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NFSV3E

C. permission * I"':OHH Change * & £2/5}1 superuser HMA S EESI0{ UNIX 22| SAEO| CHEt
NFSv3 HMAS HSote AARE 1?’5!% X ™gfLct.

Create Export Rule

Client Specification: | gdmin host

Enter comma-zeparated values for multiple client specifications
Arcess Protocols: [ CIFS

R T = 2 ] = T I Y] =08

[T Flexcache

ﬂ Ifywou do not =elect any protocol, access is provided
through any of the abowve protocols |CIF5 MWF5 or FlexCache)
configured on the 3torage YWirtual Machine {34}

Access Details: v Read-Only ¥ Readanrite
UMY 3 7
Kerberos 5 r v
Kerberos 5i r v
Kerberos Sp r ¥
NTLM r 7

I allow Superuser Access

Superuser access iz st to all

Eng2l= 0|52 10GB 282 4ot EngZ WEUYD, #HFX HMAE Zot50] "admin_host™
SCIO|UE0| LHEL 7| A AMA Hots R{St= ﬁ‘*'g =t = ASLIL

=~

HE o o+ E S=let s * &l * 2 S2IRL

LICHZ|ZE SVMO| CHEE NFS HA|A TLA).

oHﬂ

SLIC} 0] FX|0| GO BE NFS 22H0IAE7F SVMAERIX| 7ha THA) 8 250
UM AT 4 QBLICH

H e =32 |- |O_-|E7|- OHA-"AoI- A OIEE 7|E OilAEE I-IkHo-” I% 7|-'c'5|-|0|:

HA H

O] Zfeioi| CHaH
DENFS HNAE 7|2 AAZE HMOZ X[™HstD LIF0| 7HE EE0 CHSt ALEXL X AAZE M S MAMSH0]
HE S Eof Chst °“A1|¢§ dI5tsioF ErLCt.
CHA

1. SVYM * O = o|sgL|ct,

2. sVM MH * g SEIFL|CL

3. Policies * Xt0f|Af * Export Policies * & 22IgtL|LC}.

4. SVM RE 2E0|| HEE| = * default * Btz AAZLE HrHS MEHBIL|CE

5. ofzff &ojM * It & SEIgfLct.
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6. LHEILHZ| 4] A4 * et ARIOIA NFS S2H0IIES| ZE S210|AE0 Cet HNAS Of= FAIS MaEHLICH

a. 22I0|AE At * HEof| 2 YHeLIC0.0.0.0/0 #A0| 2E S2I0|HEN HEEEE SfL|CL

Create Export Rule #

Client Specification: | 0.0.0.040

Rule Index: 1 3
Access Protocols: ) CIFS
Ll NFS I|# NFSv3 ] NFSv4
I_| Flexcache
If you do not zelect any protocol, accese iz provided
through any of the above profocolz (CIFS, NF5, or

FlexCache) configured on the Storage Virdwsl! Machine

SV

Access Details: [#| Fead-Only |_| Readnirite
UNE L -
Kerberos 5 I [}
Kerberos Si [} [}
MTLM I -

| Allow Superuser Access
Superuzer sccess iz 2ef fo all
21t

O|H| NFSv3 22I0|HETF SVMOIM MY El HE S0 HMAT &~ JUSLICE
LDAP 14 (7| SVMO]| CHot NFS M A F14)

SVM(AEZ|X| 7H&H A|A BN A Active Directory 7|8t LDAP(Lightweight Directory Access
Protocol)2| AF2X} MHE 7t e2{H LDAP S20|HEE M5t SYMELSE AHoI LIS

= oo

CI2 AF2XI HE AAHLELDAP M &9Q/2 X|™sljof ghL|C}.

AlZfoto] Fof

* LDAP 42 AD(Active Directory)S At2dlof BtL|Ct.

CIE R332 LDAPE AtE6t= 2 LDAPE #4d5t2{™ CLI(Command-Line Interface) % 7|El 8EAME
ArEdtoF BL|Ct XtASH LHE2 2 ’é. ZSHMAIR "LDAP ALZ K"

* AD =02l 8! MHE= S8 21E 2i|E, Bind AFEXF B! 2=, 7|2 DN X LDAP ZESF Z2 HiolE HEE 20tof
gfLCt,

16
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a. MH|A * &0jM * LDAP 22I0|HE * & SEIgL|CL
b. LDAP 22I0|UE 71 * HojM * FIt* &

C. LDAP %El‘Ollo_'lE *cﬁgl * (le'gl * OI * EHO‘”
vsOclientl.

d. AD £H|Ql EE= AD MHE F7t8tL|C}

Create LDAP Client

General Binding

LOAP Client velclientl
Configuration:

Servers

#* Active Directory Domain gxample.com

Preferred Active Directory Servers

Server

1592.0.2.145

Active Directory Servers

e. Binding * 2 2261 21Z

FIH

’

, Bind At8X} 8! 2f= 7|2 DN & &

[m



Edit LDAP Client

General Binding

Authentication level: sasl

Bind DN (User): uzer

Bind user password:

Base DN: DC=example,DC=com
Tcp port: )

ad
)

ﬂThe Bind Distinguizhed Mame (DN} is the identity which will be used to connect the
LODAP =erver whenever a Sterage Virtual Machine reguires CIFS user information

during data access.

% 3 B7] * 8 2B,

|
SVMOM AtEE &= AZE A S2H0|AUET} B &1 KIS ELICE

3]

o;
r.ai
mju
u
=)
re
u
_\,J_
—
@]
>
o
mju
_FH
r§
Im
=)
o
*
=2
>

Active LDAP Client

LDAP client name: valclientl

|#| Enable LDWP client

Active Directory Domain example.com

Servers

SVM2 M LDAP Z2I0|HEE AtETL|LC}.

6. NIS(Network Information Service), 2Z At&Xt 9l 22
X| & EHL|C}

18

a.

SVM * #O = 0|SgLILCt.

SVME MEfSD * Edit * £ S=IYLICL

AHIA * S S2grLC,

s

NE

MH[A AQ|X| * 0| M * LDAP * £ H|O|E{H[0] A &

$ ©7| * 2 S2ULC

_a.
O
O

MEE[RA =X 2ol ct
L|C}.
w
2 CIE AKXt HE AARCHLDAP 24 29
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Edit Storage ¥irtual Machine

Details Resource Allocation Services

Mame service switches are used ta look up and retrigve usear infarmation tao
provide proper gccess to clients. The order of the sendices listed determines in
which order the name seryice sources gre consulted to retrieve information.

Marne Service Switch

hosts: files ¥ |dns hd
narnemap: Idap ¥ files d
Eroup: Idap ¥ files ¥ nis 7
netgroup: Idap ¥ iles ¥ |nis hd
passwd: Idap M [ files ¥ | nis h

£ FELILI LDAPE O] SVMO|IA O|F AH|22 0| F THH S fIgt 7|2 AFE A EYLICE

UNIX 22| SAEO|A NFS HHAE ztolstL|Ct

SVM(Storage Virtual Machine)d| CHet NFS HNAE M 20|= NFS 22| SAE|
2215t SVMOM H[O|HE {1 M= HO = 1S =hels|{of gfL|Ct,
A ZFSE7| Hof|

* 220|AUE AAHRI0= O|X0f| X[ et LHELHZ| 7 Xl0|M 518%t= IP A7t U0{OF L|Ct.

* RE ARSXtof oigt 2301 LI L0{0F Bt

1. 2210|2AE A| AR RE AFZAIE 21T T,
£ YHYLICt cd /mnt/ CIMER[S OI2E E0 2 HEHLIC

SVMe| IP =& E ALESI0] Af EHE dHst1 OF2E-LICE

a. £ YHYLICt mkdir /mnt/folder & =2 M EHE 2H5LICT

b. £ &HEYLICt mount -t nfs -o nfsvers=3,hard IPAddress:/volume name /mnt/folder
O| Af ClHER|o| 2&S D2 ERLICH

C. & YHYLIL} cd folder CIMER|IE M ECZ HERLIC]

1]

HHS M3MSIH test10|2h= 2T MM EILICE test1 OFR2E ZE9| 192.0.2.130 IP F401| vol1

24
FRESID M testt C|HER|Z HASHL|CH

19



host# mkdir /mnt/testl
host# mount -t nfs -o nfsvers=3,hard 192.0.2.130:/voll /mnt/testl
host# cd /mnt/testl

4. | THUE BHET IO QU Stol

AN = -

rot
ot
finl
ojo
=
ne
=2

o
[>
Im
M
ii}<
-
o

a. £ YAHTLIC touch filename HIAE OIS oHSLICH

b. £ &TL|Ct 1s -1 filename IIYO0| Y=X

fot
o
ot
=
i

2ol

c. £ UHLLICI ‘cat >filename'E 22611 HIAEE =0t C}3 Crl+DE =2 HIAE TiA0| HAEE
LI

d. £ YAHBILICt cat filename EH|AE DU LIS HEA|RL|CE

e. £ UHSLICt rm filename HIAE ItAS HM|A{TL|CE.

f. & dHYLICtca .. E 53] 49 CIMEEZ SotzLCt.

host# touch myfilel

host# 1s -1 myfilel

-rw-r--r—-— 1 root root 0 Sep 18 15:58 myfilel
host# cat >myfilel

This text inside the first file

host# cat myfilel

This text inside the first file

host# rm -r myfilel

host# cd

21

SVMO]| it NFS HMAE HEMSS AU SLICEH
NFS Z2I0[¢E HNA 2 A 21(7|E SVMO]| Ciot NFS M A 1)

ZH|7F E[H UNIX 22| SAEO0|AM UNIX It AtE #otE A5t System ManagerOi| A
LHELZ| &S F715t0] 3701 Cigt EX S20|HE WM|A HotE 2oE + JASL|CH OH
Ch2 dg2 We AMBALEsE O50| 2 =g 0|| WM AL = U=X| HAEBHOF SFL|CE.

T
1. R0 HMAY = A= S2OIE U A} E= IS ZFELICL

2. UNIX 22| SAE|M RE ALEXIE AFE5H
3 xg

a. SUM(AEZ|X| 7HA A|ARNS MEfSIT * SVM HH * 2 S2IBL|C
b. Policies * &0l M * Export Policies * £ S2/gtL|C}.
C. 251 5U 0|59 AATE HMZ MEBIL|CE,

—
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e. 7% olelA « of el + 2+ S Mehsto] o FH 0| BE| A CiEt HYAS {83t 7 0|0f
AT T
f. NFSv3 * & Mefgt|ct

9. HIoHE AMA N5 HHE Kot * el + & 22BhLict

MEHIS °'E—13f0=l S2to|AEO| HA| §47|/M7| MM A Hots Hoi™ = JFLICE10.1.1.0/24
S20[AE MY O = XS * +IH ALSXL AM|A 5 E * S H2let ZE HMA 2HQI2tS MEIRIL|CY

=2 —-"1d
Create Export Rule *

Client Specification: | 10.1.1.0/24

Rule Index:

Access Protocols: || CIFS
I WFs |« NFSv3 [ NFSv4
|| Flexcache

If you do not 2elect any protocol, sccese iz provided
through any of the above protocolz (CIFS, NF5S, or
FlexCache) configured on the Storage Virual Machine

SV,

Access Details: |« Read-Only |+ Readiirite
UMD |+ v
Kerberos 5 ] ||
Kerberos Si |+ o]
MTLM |+ [+

LI Allow Superuser Access

Superuzer access iz zef fo all

4. UNIX 220[HE0|M O|X| E&0| BMAT -~ U= AFEXF B SILIZ 20150 2ES DIREStL IYUS
)\H)é-’lok A oll—x| _<2|-O|o|'|__||:|-

NFS X|2 SVMOI| NFS 288 xJlgtL|Ct
NFS X|& SVMO|| NFS =2&2 FII6l2{H =52 MM 5 MGt AATE HMS MMSE
UNIX 22| SAEN M BN AE 2Qlsof SL|Ct O3 CFS NFS 22I0|HE AMAE LMt

+ eLict.

AlZtst7| o
SVMOIIA| NFSE 2tT35| 873l{oF LT},

Z5S ddotn gLt
CIOIHE Z&e FlexVol 2&S 2HS0{0F BfLICE R0 2t FE SF52| 2o AE0A]
HEE= 289 7|2 B AEIY S HET = ASLICH 2AE2[X| 7He A|A”(SVM)Q RE

21



=50 A= HHAH0|A0M 2ES] 7|2

CHA|
1. Volumes * &9 Z 0|5 gfL|LCt.

2. Create * > * Create FlexVol * £ S2lgtL|C}.

Create Volume(Z & MA) CHS} AXp7F EA[ELICE

3. Gt ol EfUARMIZ L= 7|2 0|52 HAsH ot Z2 M 0|52 XIFEELICt voll.
4. 282/ 02| AHO|EE MEHBIL|C}

5. 289 37| XFgLCt

6. Create * £ S=2fL|Ct

System ManagerOf| A MME 2= M EE2 7|2&HCE FE 280 Mg 0|EC= 28 0|52 MHE35HY
21 Il St
= =

O EEILICL NFS 220|QIE= =8

7. SVMO| RE0| 2F0| AKX A=E StHH 7|E HIJAHO|A0M M 25

a. Namespace* &9 2 0|SgL|LCt,
b. EECHR HIRFAA *SVM* 2
C. Mount * & 22I%t

d. 2= oi2E

L|C}.

=]
e. Namespace* H0i|M A Het 22 E gelgtL|Ct

"Clo|E{"2tE 7|2 =8 ot2Ho £ =
O|5E + ASLICH

Path +

Storage Object Path -
45/ B vslexamplecom_root F
i data B data 4 75 data
I vaol 8 vall = voll
8. 259 HOt AEIUS HESID Lt AL HATILIC
a B * YOI W3 BE 282 Mestn * BY * & 2t
25 U hst 4Xp7L EAIE|H SVM R E 289| Hot AEIJ0|M M&5E 289
&LICH
b. HoF AEFA0| UNIXO{OF BFL|Ct,

22

E =B0M "Hlol&" =

*Oist dXtoM 28, B 222 0|5 3 =ES I2EY ey 428 RIFHLIC
o

EO= M E& "vol1"2

Storage Object

B vwslexamplecom_root

B data
B woll



Edit Volume

#
General Storage Efficiency || Advanced
Name: voll
Security style: NTFS hd
o NTFS
UMLK permissions Read Virite Execute
UMD
Owner .
Mixed
Group
SEO| et AAZE HMZ MdetL|Ct
NFS 22[0|HET} S50 UM ASIEH HA SFO0| et AAZLE HEMS Hdstn ghe
DAEQ| HNAE 5{85t= &2 FIIet Ch2 M AAZE FMZ SF0| M0l oF ghLct.

| Create Export Policy

Policy Name: ExportPolicy1

| Copy Rules from

Export Rules;
Ei add [B Edit X Oeiet= | @ bouzup @
Rule Index Client Access Profocols | Read-Only Rule

4. LHEWZ| & BHET| * Tt 4Rt M 22|XPL BRE Z2EZS Soff LHELT |0l XS] HMAS 5= JTE Sh=
A S HELI.

e —/

rr

a. L2 SES el IP 4 EE= 2210|HE 0|F(0l: admin_host)2 X|I&gL|CY.
= .

b. NFSv3 * & MEigtL|Ct,

23



c. IE*Q

17|/MT| * YA NE HEQL *

= AMEXL HAHA 51 & * O] MEYE[0] U=X] =

'6'I-|__| |:|-

Create Export Rule ¥
Client Specification: | admin_host
Access Protocols: [# CIFS
LI NFs ¥ NFSw3 || MFSvd
|| Flexcache
If you do not zelect any profocol, sccese iz provided
through any of the above protocolz (CIFS, NF5S, or
FlexCache) configured on the Storage Virual Machine
[SVIM).
Access Details: || Read-Only |#| Read/rite
UM - v
Kerberos 5 I |w#]
Kerberos Si I Cal
NTLM J ||
|| Alow Superuser Access
Superuzer secess iz 2ef fo &l
d. OK * £ 22/3t C}2 * Create * £ 22/%fL|C}.
A YATE FRT A IO B ML EILICE
S. M Z&0 M LHELY| ZME M50 2HE|Xt S AET 20| AMAY = JYCE L|CH
a. Namespace* 292 0|SgL|Ct,
b. 252 Mestn * LiEL7| B #F - g 22ehct
c. M ZHS Mefsin * ¥ g F2Lict
e i R

UNIX 22| S AEO0|AM NFS A A

SVM(Storage Virtual Machine)di| CH$t
2215t SVMO|A| H|O|E

AlZfot7] FHof

+ 220/21E A A=

A
1. S2t0|AHE A|A o
2.

=
=

24

UHYLICt cd /mnt/ CIAMEZ|E

NFS HHAS 7
S 9n ML uwHOZ 1Y

OfT0l| Xt LIELHZ| RE0M 5 E83t= IP =

© RE AREXtof tigt 2300 F

It A0{0F gLt

2E AIZXI2 23918t |C}

Or2E ZC6 2 HEHLIC

|

ot 20l=

stolsof ehL|LC}.

—

NFS 22| 2 AE0

27t QUO{OF | Lf.



3. SVMQ| IP A5 AMESH0] Af ECE Yot O ESLC.

a. £ YHBLIC mkdir /mnt/folder & =2 M EEE THEL|CH

b. £ &HEYLICt mount -t nfs -o nfsvers=3,hard IPAddress:/volume name /mnt/folder
Of M CIHMEZ|0f| 2&S DH2EFLICH

C. £ YUAHBILICt cd folder CIHERIE M EHZ HATILICE

CHS HEHS AASHH test10|2t= E2C 7 MM EILICH test1 OFRE 2| 192.0.2.130 IP =201 vol1
EEZS 0IREst M test1 C|AE2| 2 HATILC.

host# mkdir /mnt/testl
host# mount -t nfs -o nfsvers=3,hard 192.0.2.130:/voll /mnt/testl
host# cd /mnt/testl

4. M oS PHE D IUO| JAE=X|

Jlot

tolst = L3 Mol IAEES ZL|Ct

a. E YHYLIC touch filename HIAE OAUZ OHEL|CH

b. £ UHEILICt 1s -1 filename LtA0| Y=X| 2HQlgtL|Ct,

C. = UHYLICt ‘cat >filename’ S S0t HAES 2ot OhS Cri+DS =& HIAE MU0 HAES
SLCt

d. £ HBILICt cat filename E|AE THAUS| LIS HA|EHL|CE

e. E YHYLICt rm filename HIAE THU S K| AHELICE

f. & d3YLICtca .. E 52 49 CIMEL| 2 SotzLct.

host# touch myfilel

host# 1s -1 myfilel

-rw-r--r—-—- 1 root root 0O Sep 18 15:58 myfilel
host# cat >myfilel

This text inside the first file

host# cat myfilel

This text inside the first file

host# rm -r myfilel

host# cd

Zat

SVMO|| CHEE NFS HMAS MEHSS solgaLc

NFS Z2I0|HE AN A 74 39 &HQINFS =& 2 NFS X[ SVMOf| 71

ZH|7t =™ UNIX 22| EOo|AM UNIX It AL #otE HHSH System Managerdi| A
S o

DA
LHELHZ| #ElS 71510 SR tiet EF S2t0[HE A Aots HHE &~ JASLICE I3
CHS JgE e A EAL = O50| 280 HMAE 4= U=X] HAESOF BfLIC,

25



|

1. SR AL 2 ¢

rr

SC0|HE A AKX s OFS 2FYLICL

2. UNIX #2| SAENM ZE AMBXIE AHEBI0

3. System Manager®| A LHELH7| & x40} 2
a. SVM(AEZ|X| 7HA A AENS MESED * SVM AX * 2 Z=/etL(Ch
b. Policies * &0l A * Export Policies * & 22/gfL|C}.
c. EE21} SOt 0|20 AATE &
d. LHELHZ| 72~ &HolM * X7t E 2

22
e. A QA * of L3 * 2 * S MEHsI0] 0] FHI0| Ba| SAEO TSt HNAS SRt T4 0|20
M| c2 ghct,

f. NFSv3 * & MEfBIL|CE

g Eots HMA ME YEE X|Z5t * =l * = SR

MEUIES Q250 SEI0|UE0| TA| §47|/A47] HAA HotE Bofe

ot 4~ QI&LIC10.1.1.0/24
S20|AUE ALY * O 2 X|H™StL * F+IH ALEX WM|A 58 * S Mo ZE HM|A =elzts MEdsShL|Ct
Create Export Rule ¥

Client Specification: | 10.1.1.0/24

Rulg Index:

Access Protocols: ) CIFS
Ll NFS  |## NFSv3 ] NFSv4
|| Flexcache
If you do not zelect any profocol, sccess iz provided
through any of the above protocolz (CIFS, NFS, or

FlexCache) configured on the Storage Virusl Machine

SV,

Access Details: l#| Read-Only [#*| ReadWrite
UNE |#| |+
Kerberos 5 |+ ||
Kerberos 5i |## ||
NTLM |+ |##]

LI Allow Superuser Access

Superuzer sccess iz zef fo all

4. UNIX 22I0|AE0f|M O[H| 2F0| HMAZ 4= U= AHRAL F StLtZ 201510 252 OFRESH THUS

WAB 4 QUEX| holgiL|t,

HJ

VSCE AI23%t ESXiE NFS 1A
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VSC 7R E ALE3t ESXi& NFS 714
ONTAP System Manager 224! 2IE{H|0|A(ONTAP 9.7 0|SHE AFESHH O
A8t ESXi SAE| CHEE NFS HMNA S H|O|Ef MEAO| WEAH AYE o~ AUSLILCE.

o=

Cts Z<0fl 0] 2XHE AE-LL.

INEHEED |:|-|x1o| VMware vSphere(VSC)& 7t& AEZ|X| 2&2 AMESH0] O|0|E XMEAE TEH|X st
=SE2 MMt USLICH

° VSC 7.08E{&= VSC7t o L& ULICt "VMware vSphere& ONTAP £" VSC, VASA(vStorage APIs for

orage Awareness) & Xf VMware vSphere 7|2 |2t SRA(Storage Replication Adapter)&
Zotsh= 7t O1E2H0[ A

°© 2 OISR "NetApp 45 224 I1E2IA £ 3K ONTAP U VSC Z2|A 7to| S8t e SHolstL|ct,
* HlO|E| HE®A = 7|2 IPspace, 7|2 HEEEIHAE THQl 8l 7|2 HYLH IES ALt
CIOIE] HER ATt WHSHA =0 /= 22, 0| 7|2 QLEME= 23 Fol| A| LIF7t SHIEA HYHEEE
TELYLICE 7|12 JHAIE AHESHX| gt 32 S HEOF LLICH'HES T 22" LIF 22 HYLHE F45t=

BEHO|| CHSHE XEM|SE LIS £ A XRSIAA|2

* VMware VAAIE E2{1012 A%t = &

° VAAI(VMware vStorage APlIs for Array Integration)E AF25HH SX| QEZE 5l Z7F oS 3l
UELICE VMware VAAIE E2{1Q12 ESXi SAEE Entgt L@ glooz ONTAPOHA-I 27l A2t
40| Folt SE MUS &8 = UCLE 0| AE5I0 TAE H58 SAA[ZLICH

° H|O|E MZtA 22F &0l VMware VAAIS AtE38tH= 210 Best Practice®! L|Ct.

° VMware VAAIZ NFS 31212 0| M ALEEY = USLICH "NetApp X" AIO|E.

* NFS HMAE= VMware VAAIOIA AHEE = JEF NFSv3 U NFSv4E Sl 0| FO{EIL|C

XtMlst 2 2 A ESHIA|IR "TR-4597: ONTAPE VMware vSphere" VSC ZE|=0]| Chgt MHME FNZTtL|C.
ESXi I IEEZRE 9|8 NFS 220|¢HE 7 d

NFSE A3 ESXi SAEN M AEZ|X[E ALY &= U S1H  0of|M =

st & gs
I 2H|HJSID ESXi SAEOA NFS LB L7 |0 A ELCY,
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Verify that the entire configuration is supported.

v

Complete the NF5 client configuration worksheet.

ra

Install VaC for VMware vSphere and register with vCenter.

—

Add the storage cluster to V5C, if necessary.

ra

Configure the NF5 network for best performance.

|

Configure the ESXI host,

—

Create a new aggregate, if necessary,

i J

On the storage

here to provision the volume?:

cluster Existing 5WVR with NFS enabled Existing 5V M without NFS enabled

Mew 5vM
. . Enable MF5 on an existing Create a new SV and
verify that NFS iz enabled.
fy SV enable MFs.

Provision a datastore and its containing volume.

«—

Verify NFS access from an ESXi host.

On the E3Xi host

—

Install the MetApp MFS Plug-In for Vidware VAAIL

v

Mount the datastore on the ESXi host.

40| X gIE|=X| Sholgt|ct

FEHRl ASE fS M= T 0] XAE| =X 2Helstiof gL(Ct. ofl= NFS 3 7H

o
Z &0 oisl] XA == Fd0] Liek ASLCE.

1. 2 0|83t I3 714 Q49| X|@lE= ZE0| A=X| &l

=

"NetApp &= 28d IHEEA ="

=

° ONTAP 2Z E¢||0f
° NFS AEZ|X| Z2ES
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SVM &

7|E & MESHR| Y= 3R M 2 TE2E g HEIH 2L

SVM 0|2
SVM RE 2E& ?let ojaz|AH0|E SVM AFEX} O| 5 (MEH AL
SVM 5 (MEH At SVM 22| LIF(MEH AFSh
NIECE
IP A

HES3 otAS:
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2Lt

ENEEs,

Virtual Storage Console for= ESXi TAENM AEZ|X|E ALE6H= Of| st @2 14 8l
DTEH|NY &HE Xs2tetLICt = vCenter Serverd]| Ciet E2{ Q1 IL|CL,

AlZFsE7| o

ESXi 2AEE 2t2|6t= | A2 &= vCenter ServerOf| 2t2| X} X}2 SHO| L0{0F LTt

Of ZFHofl CHaH

* Virtual Storage Console2 Virtual Storage Console, VASA(vStorage APIs for Storage Awareness) Provider,
SRA(Storage Replication Adapter) for VMware vSphere 7|s& Z&st= 7H4 0{E2t0|HAE AX|EL|CE.

ChA|
1. d= 284 MHEZA S0 EAIE HE FH0M X2lE= HE S CREESA2.

"NetApp X|[&"
2. Deployment and Setup Guide _ 2| THA|0f| 2} 7tAF O Z20|HAE F&stT FABLICH
AEZ|X| 22{AHE VSCO| FIHeL|Ct

ClO[E] MIE{S| ESXi 2AE0| A M C|O|E] MEAE T=H|X'J52{H HA VMware
vSphere& Virtual Storage Consoled|| 22{AE = £H SVM(Storage Virtual Machine)2
ZItoljofF efLICH EHAHE FI151H S2{AHLS| SVMO|M AEZ|X|E Z2H| NI ¢
USLICE
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O Zt0ll= ESXi ZAEE F517| fIgh &9l TAZ Lot JASLICH XiAet X[E 0| B2t ZR AL ¢l ESXi
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"VMware"
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1. vSphere Client0f] 23901t L+ QIHIE2| &0l M ESXi SAES MEHELICE
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. Add Networking * € 2|3t C}S * VMkernel * & * Create a vSphere standard switch * & E5t04
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4. vSwitchofl CHo M & e s L MBLCHAESH= MTU 37| 9000)
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ESXi ZAEJINFS €2 EE= AEE[X| 248 SHIEH| #2|d = AL F ESXi 2AE Best
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oA
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-
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1. URLS YAHTILICt https://IP-address-of-cluster-management-LIF ¥ E2tRX0A 22{AH
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2. OO2|H|0|E * O Oo|sTLCt.
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Create Agaregate

To create an aggregate, select a disk type then specify the number of dizks.

Mame: aggr?
9 Disk Type: SAS | Browse |
Mumber of Disks: 8 g Mzx: & fexcluding 1 hot spare), min: 5 for RAID-DP
RAID Configuration: RAID-OP; RAID group size of 16 disks Change
Mew Usable Capacity: 4988 TB (Estimated)

21

Aggregate= X|YE FHO= MHE|0] O 12| AH|0|E He| 0 22| AH[0|E S=0i| F=ItELICt.

NFS 2&S Mdstu| Hol| 7|Z =250l HiXIE x| o{ Rt RSt H2 of 2t 149 27|12
)

* M2 SVMS 4& HR 7|& SVMOAM NFSE A2 MH st= CHAIS WHEL Lt
"MZ2 NFS X|& SVM A"
7|& SVMO|A| NFSE MR E NI 42 R 0] M2 MEqsiof gfLCt.

* NFS7 2ot AR 2 L EEX| g2 7|ZE SVMUIM 2&S Z2H|X'J5I2{H 7|ZE SVMO| CHet NFS AMAS
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"7|Z& SVMO]| CHSE NFS M| A A"

* NFS HMAE 2[el X35 2HE 7|E EE0IM 2ES Z2H|NISI2{H 7|E SVMOIM XS =elsty| flsh
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solst 4 gL,
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2. Create * £

3. SVM(Storage Virtual Machine) 8 * &0l SVMS MM EHLICE,

a. SVM2| 117¢t 0|FS XIFgLICt.
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Storage Virtual Machine {5¥M] Setup

o (1) O
Enter SWM basic details

VM Details

@ Specify a unigue name and the data protocols for the SYA

WA Marme: wslexdmple.com

@ IPspace: ~

(@ pataProtocalss M aFs B nFs [T iscsl [0 FOFcoE T

@ Default Language: | CUTF-2[ c.utf_2] i

The language of the Swh specifies the default language encoding setting for the Sk and

tsvolumes. Usinga settingthat Incarparates UTF-8 character encoding |5 recommended.
@ Security Style: LML v

Root Aggregate: | data_01_agsr h

f. * 424 AR} *: * DNS Configuration * S04 7| DNS Z4 Zuolnt Hl2l Me{7} o] VMol L8

DNS Configuration

Specify the DNS domain and name servers. DNS details are reguired to configure CIFS protocol.

2 Search Domains:
) example.com

3.#' Name Servers: 1892.0.2.145152.0. 2146 192.0.2.147

f

g Mz AL 2 S=YLICHL

7t HEE X2t T2 EZ0| OF2] LG & K| pASLICE.

CIFSINFS Z2ZEZ 7 * H[0|X|2| * H|O|E] LIF 71 * MMof| A & i BB ME A0 A Hu H|O|E] LIF|
CHet M5 HEE XIFELIC.

a. X|Eet MEUIOM XIS 2 LIFO| IP FAE EE5IALE 2822 FAE UYL

b. ZotE7| * & 22ISI LIF HEY = E9t ZES MEBHL|CH



< | Data LIF Configuration

¥ Retain the CIFS data LIFs configuration far MES clients.
Data Interface details for CIF:S

Assign IP Address: | Without a subnet v

IP Address: 10.224.107.188%  Change

2)Port gbccarp_l:elb | Brovse... |

ZE 8= 2 YEE YU=GX| DAL, LIS & AHE3H0] HI0[Ef MEAE T =H|A

orC
ot

1
30
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L|ct

Cte QEMET MAELIT

ol "™ nfs_lif1" HO[AZt 22 HIO|E LIF
° NFS MH

6. EAE|S 12 25 Z2ES 74 Ho|X|9 23S * Skip * (AHH7] )2 228 T8 LIE0 Z2ES
At

o

7. SVM 22| * H|O|X| 7t FAIE[H O] SVMO| CHEH E=of 22[X} S FStAHLE HT|RILICt.

° Skip * S St LtS 0| w2t LHSof| 22[AtE A ELICt

[IJ

NFS 22t0[HE = CIO|E] LIFS| IP FAE OO0k L|Ct.

21

NFSE A2t 2 MASIH A SYMO| MM EIL|Ct

7|1Z SVMOI| NFS HAMAS =7t Ct

7|E SVMOIl NFS MIAS 27F6t2{8 B oj0|Ef 2| QIE{HO|A(LIF)E A443Hof gt
J21 CFS ESXi SAENIA NFS HHAS PHID 74y AE2|X| 252 AFBoto] ESXiO]
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* oM AFRRY HIEHZ 7E 24= TE T o= AL
o L= SLHOIH LIF7H HEE= diE =0l EF ZEQL|CE
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1. SVMQ| Z2EZEE A HY £ U= * Details * 92 0| SELICE
a. e syMES MEHSHL|Ct
b. Details * 0| A * Protocols * €oi| = * NFS * & S2/ghL|Ct.

Protocols: Fs | ECIFCoE |

L

2. NFSZZEZ 74 * Tt 4XtofM HIO|E LIFE HdgLich

a. X|get MEUIM XS 2 LIFO| IP FAE LHSHL =522 FAE UHPLIC

b. ZOtE7| * & 2=/t LIFQ HEY L Eot IES MEABIL|CY

= | Data LIF Configuration

V¥ Retain the CIFS data LIFs configuration for MFES clients.
Data Interface details for CIFS

Assign IP Address: Without a subnet h

IP Address: 10224107188 Change
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Create an aggregate, if necessary.

Where to provision the
volume?

I L}
Newlsx,rm Existing SVM Existing SVM
¢ without CIFS and NFS enabled with CIFS andlﬁl’FS configured

. Add CIFS and NFS access
Create a basic SVM. T T

 J

Open the export policy of the SVM root volume.

v
On the DNS server,
map the CIFS server name to the data LIF IP.

v

Configure LDAP, if necessary.

v

Map UNIX and Windows user names, if necessary.
|
 J
Create and configure a volume.

v

Create a share and set its permissions.

v

Create an export policy for the volume.

v

Verify CIFS access as a Windows administrator.

v

Verify NF5 access from a UNIX administration host.

v

Configure and verify CIFS and NFS client access.
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4. 3tHO| X|A|of w2t 7|2 RAID-DP 714 E A5t 0 J2|H|0|EE MMt LIS * Create * £ S&YLICL
Create Agaregate

To create an aggregate, select a disk type then specify the number of disks.

Name: agor?
6 Disk Type: SAS | Browse |
Number of Dizks: 8 g Mzx: B fexcluding 1 hot spare), min: 5 for RAID-DP
RAID Configuration: RAID-0DP, RAID group size of 16 disks Change
Mew Usable Capacity: 4963 TB (Estimated)
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* MEUI2 NIS(Network Information Service), LDAP(Lightweight Directory Access Protocol), AD(Active
Directory) % DNSe Z2 MH|A0 HRot 2= 2| MHZ 2tREe o~ QU0{0F SfL|C}.
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3. SVM(Storage Virtual Machine) A& * CHa} AXtof| Al SYMS MM B C
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Storage Virtual Machine {S¥M) Setup

o (1) o
Enter SWh basic details

SVM Details

@ Specify a unique name and the data protocols for the S

SR Mame: wislexdmple.com

@ IPspace: 7

(@ DataProtocalss. W QFs W NFs ¥ iscsl W OFOFCoE T

(?) Default Language: CUTE-8[ cutf 8] ™
The language af the S specifies the default language encoding setting for the 57 and

Itswolumes. Usinga settingthat Incorporates UTF-# character encoding 15 recommended.
@ Security Style: MTFS 7

Root Aggregate: | data_01_aggr M

f=%o1t

f. » MEf AtE *: * DNS Configuration * S0f|A 7|2 DNS ZAM 0| Qlat W M7} o] SVMO]| ALE S
ZQlx| §*°|3”—|EF.

DNS Configuration

Specify the DNS domain and name servers. DNS details are reguired to configure CIFS protocol.

y Search Domains: example.com

":‘,l Name Servers: 1892.0.2.145152.0. 2146 1592.0.2.147

g- ®ME 8 A&+ 2 2=
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“ | Data LIF Configuration

¥ Retain the CIFS data LIFs configuration far MES clients.
Data Interface details for CIF:

Assign IP Address: | Without a subnet i
IP Address: 10.224.107.185%  Change

?)Fort gbccorp_t:elb | Brovse... |

O. CIFS MH{ 74 * MMM CIFS MHE F2l5t11 AD =H|Qlof AMASH=T LESLCY,

a. AD =O[lof|M 1]8t CIFS M9 0|2 X|™TtL|LC}.

b. CIFS M7} HZE £ Q= AD =919 FQDNE K| &Lt

. CN=Computers?| Ol AD =0j|Q! LHe| OU(ZE! 4 tHe[)E HZEsHH OUE
X

(9]

d. OUOI| CIFS MHE FItet 4= QU= oto] ZE¢ 22| AFel 0|1t = E XIFHELICE

a
e. 0| SVMe| EE S/ CHet 2T KM A S LX[SH{H SMB 3.05 AFESHH HIOIHE

MEHSIL|CE

& | (IFS Server Configuration

CIFS Server Mame: vzl example com

Active Directory: AUTH.SEC EXARMPLE COh
Organizational Lnit: CH=Computers
Adminiztrator Mame: adadmin

Adminiztrator Pazsword, | sesssss

6. CIFS 2E2|X| * FHo|| 25 8 LS AHFAUAL. CHE Z2EE MM AT} OF CIFS UM 202 EES

T =H[X st [[H ?:I'—I Ef

7. NIS 71 * JH0| HAE|H =HEretL|C}

T od

8. AIO|EO| M NISE 0| MH|A E= 0|F tHEOf| AF83H= Z2 NIS MH2| HQl & 1P FAE |

| MI5 Configuration {Optional}

Canfigure KI5 domain an the 5Wh to authaorize MFS users.

Domain Mames: example.com

IP Addreszes: 182.0.2.145,192.0.2.146,152.0.2.147

9. NFS BN ARHS 93t EES Z2H| N8| =20l * NFS AEE[X| * JH0| 28 &
DI2EZE °“A1|*01IE 50| MISE[X| §&LICt.
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10. HlE % A% * 2 S

—

Chs LEMEI WL

o

° " _cifs_nfs_lif1" HOIAHE AHE3t0] SVM F{ofl 0 F0] XY & CilO|E] LIF

° AD ZH|Qlo] Y&l CIFS M IL|C}

° NFS At
M. BAE= O 25 Z2EE 714 00X Z * Skip * (AUF7| ©)2 228t LISl TREZS FdeLch
12. SVM 22| * IO|X|7} EA|=|H 0] SVMO| Cht Hi=of #E|X} S TSt T[T

° Skip * 2 Z2lstn Uttt AL LB HaXE

c QFE ZEE B OIS T HME U AL - 2 2L

_l|:_

13. QOf *IO|X|E HESHD LIB0| 2ot EE D

DNS #2|XH= CIFS Mt 0|1t H|O[E LIFS| IP =AE 2H0Lof
0|52 OOk BfLICt. NFS 220|HE= H[O|E| LIFS| IP FA5

——

2rLICE Windows 22I0|HE = CIFS A2
2fotof gfL|Ct.

A
=
SYet HIOIE LIFE S8l CIFS MH{2F NFS MEOf| AM A =~ Q1= A SVMO| HHELICE

SVM RE 282 HAZE HM HI|(Af NFS X2 SVM 4 A)
7|Z SVMOI| CIFS 2! NFS A MAZ Z=7}stL|Ct

7|Z& SVMO]| CIFS/SMB % NFS °HA1I % & XIt512{™H O|O|E LIFE M35t CIFS
MHE 74510, NFSE AIEStE & A6t MEiMOo 2 NISE M 6HOF FL|Ct.
AlEtsto| Fof|

* SUMOIM AFE EYZ 7A QAL 2AQIL|7I?

o = Y Bhe mEo| SF EEOA 0l 2| QIE{H 0| A(LIF)ZE A& LIt

ol

° OIO|E{ LIFQ| IP FAE TE2H|XJY MEU = MEIMO = 00| LIF| 22 EF IP FAE X[™HELICH
° SVME Z7}st= o 2R3t XtH ZSH1t 814 SYMO| HZE AD(Active Directory) TH|QIIL|C}

° AfO|EO|A NISE AtESHH O|F MH|A = O|F IHEHE AFE3t= Z2 NIS FEYLICt

* BE QR UotH2 HESR I MH| A0 CHet HMA S S{ESHEF HESHA| 4 &[0{0F BiLICt.
* AD =@l AEE2], 22t0[AE 8 SVM2| A|Zt2 M= 5= O|L{0l| S7|=t3H{0F LTt

* SVMOIA CIFS & NFS T2 E =S 8{28/{0} &tL|C}.

C}

Tl

OoZE

Mk
o

FHstHM SYMS WHst7| flol O] BAIE M=X| g2 Z20f siEELICt
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O =fe4oi| CHaH

CIFS % NFSE 7M%t= =M=
CIA| LA sfjof &FL|Ct.

HA|E[= tist &xfof| Jek= FLICE O] ZXto| M= CIFSE
A
1. SVMe| Z2E

a. 74 sVMS MEfRIL|CE

22 78 = A= Y= 0|

rr

b. Details * £t0{| A * Protocols * &0i| Q= * CIFS * & Z2I8fL|Ct.

2. CIFS Z2ES 74 * ca} AFKte] * HIO|E] LIF 74 * M40jl4 SVME BI0|E| LIFS AA3tLICH,
a. XMt MEUM XSO

Protocols: FS

CIFS

Z LIFY IP FAE T
250 LIFQt HES =

oi7L £502 FAS YBILICL

b. o271+ & 2 of TES MEHBILCE

< | Data LIF Configuration

¥ Retain the CIFS data LIFs configuration far MES clients.
Data Interface details for CIF:S

Assign IP Address: | Without a subnet v
IP Address: 10.224.107.188%  Change
2)Port gbccarp_l:elb | Brovse... |

3. CIFS Mt 714 * MM0jM CIFS MHE 25t AD =H|Qlof HMASHET L SLCH.

a. AD oj|elofl M 7ot CIFS MH2| 0|52 X|FeL|Ct.
b. CIFS MH{7} H&e 2= = AD =0|219| FQDNE X|F&LCt

C. CN=Computers?} Ofl AD TH|Q! LHS| OU(ZE H1d tHe)E HESH™ OU

d. OUOI| CIFS MHE FIhe 4= QU= Hoto| ZEot 22| AF2 0|21 = E X

0x M
ot

il

iul

e. 0| SVMQ| 2= Z R0 cHsl
MEHBHL|CE,

-I_E

& | CIFS Server Configuration

CIFS Server Mame: vzl example com

HX| LASIT NFSE

[}
THAMAS YX|SHEAH SMB 3.02 AHE5H0 CIO|H S Y2 olst= &

Active Directary:
Organizational Lnit:

Administrator Mame:

Adminiztrator Pazsword:

4. CIFS/SMB HMAE ¢

a. CIFS/SMB 2z2I0|¢HE

48

ALTH SEC EXAMPLE .COM
CH=Computets
adadmin



Prowvision a volume for CIFS storage (Optional).

Share Mame: | Eng

Size: 10 GB v
Permission: Change
71E AL 7hse 32t0| A= O I2[AHO|Eo| RS2 = B = 282 ofJ2|AI0|EE X|EY HR7t

. CIFS ¢§a|x| - 01| 25 2% SYs AUHMUAIR. S TEEZ WA} ObLl CIFS M Ao et 2

- NFS #4:

a. SVM B0 NFSE &43te SYME MEistn » 22| * E S2/gtL|ct

b. I2EZ * X0lM * NFS * & 2%t O3 * M3t * E Z=lgLCt
AH

- ALO|EOf|IM NISE A3t 0|

a. MH[A > ZolM * NIS * & S=IgL(ct
b. NIS * ZollM * 4o * 2 S=IPLICH

3]

NIS ANHe| =H|QlS X|™etL|Ct,
d. NIS MHQ| IP FAE Z=JttL|Ct.

e AEE[X| Zhy ML+ of CHal| el Zdst £ MEISH CHZ * MY * 2 S=IetLC)

Create NIS Domain ¥

MNIS domain: rexample.com

NIS Servers

Zerver Address | Add
192:0.2.145 =

192.0.2.146

19202147

¥ Activate the domain for Storage Virlual Machine

A Storage Viruwal Machine can have only one active NIS domain. The
curreni active domain will become inactive.
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LICHA NFS X2 SVM M),

NFSV3S S8 DE S2f0|ET} HMAS & JYTE J|2 AATE FHHMof FAIS ZLsHof

2fL|C} O] #2l0| gie™ 2= NFS 22I0|HETI SVM(AEZ|X| 7tA A 3 250
OHN| AT &~ *LIEr

HA H

Of Zrioi| Chat

HENFS HHAE 7|2 AARE YHMOZ XSt LIS 7HE S0 Ceh AFEXF K| AAZE YIS MH5HK
HE =50l chet HMAZ FISHeHOF BfL(Ct.

50

. SVM * O =2 0|s&L|LC}.

SVM H& * g S=IgLct

Policies * X0l A * Export Policies * £ &2ItL|C}.

SVM RE 280 M2E&|= * default * 2H= AATE HMS MEHSHL|CE,
otz &HoflM * 37t * & S=IBtLCt.

LHELHZ| 2] 8 * thist HXHofl A NFS 22t0|EQ| 2= S2t0[AE0| thet HMAE K AElS WEELIT.

a. 22I0|AHE At * HEof| 2 YHSLICH0.0.0.0/0 A0 ZE S2I0|HEN HEETE SfL|CL



Create Export Rule w

Client Specification: | 0.0.0.0/0

Rule Index: 1 :
Access Protocols: [# CIFS
Ll NFs ¥ WFSw3 || MFSvd
|| Flexcache
If you do not eelect any profocol, sccese iz provided

through any of the above protocolz (CIFS, NF5, or

FlexCache) configured on the Storage Virusl Machine

[SVI).
Access Details: |#| Read-Onhy | Readn\rite
UMD |+ [}
Kerberos 5 [} [}
Kerberos Si [} [}
MTLM I ||

LI Allow Superuser Access

Superuzer secess iz 2ef fo &l

21

O|M| NFSv3 22I0|HE7} SVMOIM MM El B E S50 HMAT 5~ JESLICH
DNS AMH2| SMB AMHHE ofZEtL|Ct

Windows ArEX}7F SMB AMH 0| S0 E2}0|EE DjEHE = JATF AIO|ES| DNS AMH{0i|=
SMB AMH{ 0| 3! 2= NetBIOS EAE 7t2|7|= &=0| CIOIE] LIFS| IP 201 A0{0}
LCt.
A|Z5}E7| Hof|
ALO|E S| DNS A{EOf| CHet 22| HA[A Moto] RU0{0F ThL|Ct. 2t2| HM|A Aot §l= Z? DNS 22| XHof|#| Of
KA AHBIEE QA SHOF SHL|C}.

O| Ztof| ChaH

MB AH{ O] 0] NetBIOS E& S AIE3t= 22 2 &0l Chsll DNS M XE S == 20| EELICH

|
1. DNS Mol 2aelgtL|Ct.

2. YHUgk(A-Address 2| 2E) 3! FUSHPTR-EQIE 2|ZE) X3 &=2 FHS0{ SMB AMH 0|ES GO|E| LIFQ| IP

20 o ErLICt.

3. NetBIOS EAE At8%t= 22 EA T4 0| S(CNAME 2|AA 2IE) X3| 58 THS0{ 2 HE S SMB At

CIOIE] LIFS] IP =201 ODHE '3”-IEP.
21

o] HERIE Soff MOtz|™H Windows AF2XH= E210|EHE SMB AH 0|2 == NetBIOS HEOf| OHEE £
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AN

A LIC

LDAP A (A NFS X[ SVM A4

SVM(AEZ|X| 7t&F A|AENO|| A Active Directory 7|2t LDAP(Lightweight Directory Access
Protocol)2| AHEX HEE 7HK 2™ LDAP S2f0|HEE MMt SYMEC=E MHSHCHS
CI2 AF2XI HE AAHLCHLDAP M &9Q|2 X|™sljof ghL|C}.

AZSE2| Fof|
* LDAP 712 AD(Active Directory)Z AF23dlj0F BfL|LCT.

=

—_

El S N

52

CIE R32| LDAPE AE5t= E 2 LDAPE #4512 CLI(Command-Line Interface) %! 7|Ef MEAME
AHE3HoF L|Ct.

"NetApp 7|2 1M 4067: NetApp ONTAPS| NFS"
"NetApp 7|= E11A 4616: ONTAPO|A| Microsoft Active Directory2t NFS Kerberos"
"NetApp 7|2 211 4835: ONTAPOIA| LDAPE FAct= gt

AD EH|Ql 8! MHE 22
gLct,

F2

Z 2¥, Bind AF2XH X 2%, 7|2 DN % LDAP ZEQF 22 Hold FHE ¢otof

Iz
x0)
rot
()]
<
<
o
r>-

m
ot
r
il

a. MH|A * Eof|M * LDAP 220|HE * E S2IFL|Ct
b. LDAP 220|HE 74 * Ho|M * F7t* £

vsOclientl.

d. AD Z0|Ql EE= AD MHE F7HetL|Ct

| 2+0| LDAP 22}0|91E 1A 0| 0|22 QladstL|c}


https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/10720-tr-4067.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19384-tr-4616.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf
https://www.netapp.com/pdf.html?item=/media/19423-tr-4835.pdf

Create LDAP Client

General Binding

LOAP Client valclientl
Configuration:

Servers

#® Active Directory Domain example.com

Preferred Active Directory Servers

Server | Add |

182.0.2.145

Active Directory Servers

€. Binding * & 225t 215 +F, Bind AFEX}F 8 &=, 7|2 DN & ZES X[FEL(C.

Edit LDAP Client

General Binding

Authentication level: zasl w
Bind DN (User): ugser

Bind user password:

Baze DN: DC=example, DC=com

Tep port: 389 ﬁ

oThe Bind Distinguizhed Mame (DN} is the identity which wil be used to connect the
LDAP server whenever a Storage Wirtual Machine reguires CIFS user information
during data access.
LM% 2 ey 5 22gLct

SVMOIM A8 = AXE Af S2H0|AUET} MY 1 HISELICE

5. SVME [t A LDAP 20| E X|H:

a. EMM Xkof| M * LDAP Configuration * 2 2&lgtL|C}.

b. T+ 2 2Bt
. U3 WAEt 22H0[AET}* LDAP S20|91E 0[S * off A ME{=|1=K] etelstict
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Active LDAP Client

LDAP client name: valclientl hd

#| Enable LDWAP client

Active Directory Domain example.com

Servers

SVM2 M LDAP Z2I0|HEE AtETL|LC}.

6. NIS(Network Information Service), 22 AM&X} &l JE3 22 CHE AL8X HE AAHLELDAP 24
INESIHE e

F|>
40
mufn

a. SVM * &t &2 0| EtL|C}.
b. SVME MEHSI D * Edit * & S2I8fLICt.
C. NH|A * Eig S2Ish|Ct,

d. O|F MH|A AQ|X| * Ol M * LDAP * £ HIO|E{H|0] A R 7|2 O|& MH|A AQ(X] AAZ X|HSLCH.

Edit Storage ¥irtual Machine

Details Resource Allocation Services

Mame service switches are used to look up and retrieve user infarmation tao
provide proper access ta clignts. The arder of the services listed detarmings in
wihich order the name service sources are consulted to retrieve information.

Marne Service Switch

hosts: files i dns 7
narmemap: Idap ¥ fileg "
Eroup: Idap M files ¥ nis g
netgroup: Idap ¥ files ¥ nis A
passwd: Idap ¥ files ¥ nis w

LDAP= 0] SVMO[A| O] & AMH|A2t O|F THE S 2ot 7|2 AHEXL HEYLICE

UNIX %! Windows AM2Xt O|E2 OfZBfL|Ct

AtO[E0i| Windows 3! UNIX ALEX} AFO| 25 Ql= B2 0|F E S AFESH0 Windows
AFEXE7F UNIX I aﬂgg mHAof| HMASED UNIX AFEXEZENTFS IH #BH0| QU=
Tiglofl AHAS & QUEE S0} BLICH 0| DHolls FAIT OHE, it 7% 9 7|2 A=A}
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2= =Y0| ZeE + AL

o] ol che

0| HXHz AtO|E0f QAR O HLE|X| o4z Windows % UNIX AL X AIHO| Qs ZL0)2t ALgefof BhLict.
2t Windows AF&Xt 0|5 9| A2 Xt H{HO| UNIX AHSX} 0| S0t Yx|sh= ZeLCt, 0l X2 NIS, LDAP £ 22
AFBXHE ALBBIO] 2R 2 AUBLICH YX|SHX] g £ A8 MET} U= 22 01 oHES T4dsfof gt

OlE S0] UNIX AFEALE =219 Windows AEXIONA| DHESHALE 1 BT = HES 4~ JASLICEH

° 7|2 AH8XtE YAIH 0HEOILt O|F oHE et FAlof Qsl I =X §42 ZE ALEXI0A| ALEXL 0|2
gdeg = Us IEL

Zt SVMOl|= ""pecuser"2t= 7|2 UNIX AFEXEZL QX[ F 7|2 Windows AtEXt= & LTt

SVM * 22 O|SgLCt.
T8g SVMS MEdStL|Ct

SVM M% * #g S2phL|ct

a > W DN

© B AFEE *: UNIX AFERE A S Windows AFEAL A|H O 2 HEtsH= 0| F i S MLt O gitfo] F<
Of£EZEX UL

a. SAE ALEX 8 OE * Ho|M * 0|5 o *~ S S=IgtLCt.
b. &7t * £ 2215t 7|2 * Windows to UNIX * &2 QX8 CHS Windows AF2XI7F UNIX OHY HeHS
Ar25t= mrof| HM|ASHE 1 g of UNIX AHH SHE MMSt= MAlg otsL|Ct

E2 AH8%10 ENG =099l @ E Windows AF2XIE 22 0|E2| UNIX AFEXIE HEHeL|CH IHE
ENG\\ (.+) EFA /= Windows AFEX} 0|2 HELICHENG\\ " WA \1 ALEX} 0|2 [Tt
F2S M{st0] UNIX HE S MMetL|Ct,

Add Name Mapping Entry

Direction: Windows to UNLX R
Position: 1

Pattern: ENGW.+}

Replacement: V1

C. Z7p* £ 225t * UNIX to Windows * &eFs MEHSH LHS UNIX AFSXHZE NTFS It A eH0| U= THo
MM A8t 0 &l Windows At2 SHS W&st= olid tiE S 2ELIT.

& (.+) UNIX O|E2t CiA| 0| E2 HELICE ENG\\\1 S &S0 Windows HE S BHSLICH ENG\\
AP%XWI% 2ol

CHE et=2 AH83H0] EE UNIX AHZXHE ENG EEHI°|01|H SYet 0|F2| Windows ALEXIE tHetetL|Ct.
AlO
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Add Name Mapping Entry

Direction: UNE to Windows b
Position: 2
Pattern: (.+)
Replacement: ENGNT
a. Zb f&lo| 2|X|of| w2l 70| MEE|= M7t ZHEEE Z1E HESI &=M7F AFEXte] 7| K| 2t

o #|X
LX[SH=X| 2teldoF gfLCt.

Name Mapping

@ Add [EFedit B oelete oolswap | 3 Refresh

Position = Pattern Replacement

= UNIX to Windows
2 [+) ENGW

= Windows to UNIX
1 ENGW(.+) Vi

b. 5b~5dTHAIE EHR5I0] SVYM2| 2= E0Qlnt 0|ES ofEetLct.

6. * MEH AtSH *: 7|2 Windows AFE Xt BHS7|:
a. LDAP, NIS EE= SVM ALEXIOf| Al Windows AFE X} A1 ™S MASHL|Ct
2 AEXIE A= 2R SAE AKX Y 12 £9| * Windows * H|A AEES otE 4= QI&LILCE.

b. IZEZ * H0lM * NFS * > * HE * S MENSID ALEX} 0| S 2 &St 7|2 Windows AIEXHE
)HI-I'(')'H_l |:|-
=2od .

"unixusers"'2t= 2Z Windows AFEXAHE THE11 0|2 7|2 Windows ALEXALE MAS &~ JUSLICE

7. * MEH AfSt*: AFZXEIE "pouser™ AFEXIQI 7| 2240t CHEA| SH2{H 7|2 UNIX A2 XHE AL CH
a. LDAP, NIS EE= SVM 2 Z AFEXI0|AH| UNIX AF2XE AIEH S Mgt
2Z MEXIE AEot= R SAE AMEX Y OF Ol * UNIX * 0N A™E otE 4= JUSLICE

AN

b. Z2EZ * E0||M * cifs * > * Options * £ MEISITT ALEXL 0| ES YAHSHH 7|2 UNIX AFEXHE MEetLCt.
o

ZZ UNIX A X} ""winusers™'E BHS0{ 7|2 UNIX ALEXIZ - 4 JUEL|CH

CHS THA|
7|2 AMEXE T A2 LIS F2EZ0)|A oY HotsS e of 7|2 Windows AFEXL S 7|2 UNIX AHEX}of|
CHS Hot2 MA-soF ghL|ct
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HIOIEIS E 1S Flexvol 283 BHSO{oF BILICH TR0 2t 2E 20| HoH AEtl0| A
A&l 28| 7|2 Hot AEAS WA 4 YLICH AE2X| TRy AIAR(SVM)S] RE
250 U= LIYAHO| AN 25O 7|2 XS MEYNOZ HAY A& ALLICE

EHA|

1. Volumes * &0 2 0|sgtL|C}.

2. Create * > * Create FlexVol * £ Z&IgtL|C}.

Create Volume(Z & M4) CHet AXp7F EA[ELICE

3. 4t o EfUARMIZ L= 7|2 0|52 HASHHH 1 Z2 M 0|2 X[FEELICt voll.
4. 2E2| 0lJ2|AH0|EE MEfBiL|Ct

5. 289 37| XFgLCt

6. Create * & S=IgLIC}

System ManagerOf| Al MM =l 2 7|28o2 RE B0 U2 0|E2E =& 0|52 AHE510
OFREELICE CIFS SRE 74 o Me 242 3 Mg 0|E2 AH85tal, NFS 220|UE= E82 OIREY )
Het 2= 89l e 0|2 ArEeLCh.

7. x ME AR % SVM2| RE0| 20| /IKISHK| RS St2{H 7|E HIJAAHO|ANM A 2ES| fIXIE +FHLICL

a. Namespace* &2 £ 0|S&L|LCL.
b. EECHR HIFAIA * SVM * S ME4BIL|C
C. Mount * £ Z&lgLICt.

d. =5 OF2E * izt dAolM 25, MY 222/ 0|5 % 2ES II2EY HY 222 XFLICHL

=
€. Namespace* 0| M et ZE2E olgfL|C.

"CIo|E"2tE 7|2 =F ot EF =2&S 7 HotH FE =2BUM "HOIH" 2E2Z M 2& "vol1"S
0|5 == ASLICt.

Path - Storage Object Path = Storage Object

45/ B vslexamplecom_root F B velexamplecom_root
“§ data B data 4 "L data B data
% voll 8 ot = voll 8 ot

=5 HE tiet &X7F EAE|H SVM RE 82| 2¢F AEIU|M d&E =252 oIfl Hot ARUS 20
=
=)
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Edit Volume

General Storage Efficiency || Advanced

Mame: woll
Security style: LN w
NTFS
UME permizsions Read Write Execute
UMLK
Owner Hiced
Wixe
Group |:|
3RE Yyotn g Heke ML

Windows AFEXH7t = HMS
ACL(¥MNA HO 5E)2 ¢§3f04 =9 | EHPJ OH M| A E H|SHSHOF BfL|Ct.

o] ZrAof| CHaH
HAEE 2ol Zt2|XIol[AH[2 HMAE S5 &6H0F BLICH LIF0| S0 AMAS &= A=K
S20|HE| CHSE HMAE 5EEL 4 USLICE.
CHA|
1. Shares * 2O 2 0|5 ¢fL|LC}.
2. SMB 22I0|HEJI 250 HNAZ £ JEE ZQE MMTILICE
a. Mo+ 2 S=letct

e}
o
1
b. 2
ol

o —_/ O
EHSHL|C}
C. SR 0|E2 =28 O|S CIEH slHH 35 0|2 HASLIC
d. Create * & Z=IgtL|Ct

29 = Everyone 150 CHsl Full Control2 A&l 7|2 ACLE MM ElL|CT.

[ S

o (=}
T =
g Mot HollM * 2= AL OFS MES O3 * WA * & 2=

c. 7t * E 2%t [+ SYMO| E2HEl Windows Active Directory =210 H2| &l
olai3tL|C}
H-dg .

T2 SR AMA Hof Hoi| LIEE LT,
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Z 50 chet AAZE Y Wyttt

NFS Sct0|HETL &0 HM|ASIEH HA SF0f Cieh AAX

LE ZHMS ddotn e
SAEQ[HMAE o80t= #AE FIIH L3 M AAEE YHMS SFO| HEdHof gLCt.

| Create Export Policy

Policy Name: ExportPolicy1

| Copy Rules from

Export Rules;

G add |8 Edit X Osis= | @ A lp
Rule Index Client

Access Profocols | Read-Only Rule

4. L] & GRS * TS &Rt M 22X BE Z2EES

Soll LHELHZ|of LS| HMA T = JEE Bh=
A S HELI.

a. L2 SES el IP 4 EE= 2210|HE 0|F(0l: admin_host)2 X gHL|CY.
b. CIFS * 3! * NFSv3 * 2 MEHStL|C}
C. LE*QI7|/MT| * MMA HE H

HEo* g AFEAL UMA S E * 0] MEE|0| JI=X| =HelgtL|C),
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Create Export Rule w

Client Specification: | admin_host

Access Protocols: [# CIFS
L] NF5 |« NF3v3 || NFSv4
Ll Flexcache

If you do not zelect any protocol, accese iz provided
through any of the above profocolz (CIFS, NF5, or
FlexCache) configured on the Storage Virdwsl Machine

SV

Access Details: || Read-Onty |#*| Readfirite
LINEE [ L]
Kerberos 5 [ ||
Kerberos Si I ¥
MNTLM [ L]

|#| Allow Superuser Access

Superuzer sccess iz 2ef fo all

d. OK * & 22I3} L}2 * Create * & S2I8fL|C}
E

M AATE FAT A FE O] S MAEILIC

M=
a. Namespace* &9 Z 0| SgLLCt.
b.

o
C. M HMG Me{stD * HE * S S=FLCL
SMB 22t0|2E MM A S SteletLit

S0 HIO|EHE AN A B 7|F510 SMBE SHIEH| AMHM =X 2kQlsof L Ct. SMB A{H
O|Z % NetBIOS EA 2 AHESIH HM|AE EHAES OF SL|CY,

CHA|
1. Windows 22t0|AHE0| 23QIEHL|Ct,

2. SMB MH{ 0|S2 AtE3I0] MM A EIAE:

a. Windows BM7[0fM =2t0|28 Chs A2 70 HEFLICE \
\\SMB_Server Name\Share Name

HEoll 455tX| £t 22 DNS 0HHO| OF~ | ER 3 FHM|of| TIte| K] A%AS 5= UASLICH LIS SMB AH
O|ES ArESIO| HMAE HIAELHOF BLICE

SMB AH{2| 0|E0]| vs1.example.com 0|1l 3R O|E0]| share1Q! AL CtS2 = 0fF SLICE \
\vs0.example.com\SHAREL
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b. Mz Bh= E20|E0f|M HIAE oS hE CH THUS AE[ELICE
F M

SMB A{H 0|E2 A5 S0 Cist

rOI-

7| HHAS ol

ATt

= -

3. NetBIOS HA/0f CHal 2EHAE gt=BtLCY.
UNIX 22| SAEO|A NFS HHAE ztolstL|Ct

SVM(Storage Virtual Machine)di| CHet NFS HNA S M43 0= NFS 22| SAE|
201510 SVMOIM HIO|HE ¢ M= HHOE 18

A ZFst7| Hof|
* 220|AHE A[AHRI0= O|X0f| X[ et LHELHZ| 7 El0|M 518%t= IP A7t U0{OF L|Ct.
* 2E AMZX}o]| chst 2391 HE T} Qlo{of gLt

£
1. Z20|9lE AlARI| 2E AFRXIE 2I0IFLICH

2. £ YBLICt cd /mnt/ CIAER|S DI2E ECi2 HZLICH
3. SVMQ| IP A E ALRSL0] A ECIS M43t OtEFLICE

)
i

QUEBILICt mkdir /mnt/folder & =21 M E4E THSL|CL

b. £ &HEYLICt mount -t nfs -o nfsvers=3,hard IPAddress:/volume name /mnt/folder
O| Af ClHER|| 2&S D2 ERLICH

o
i

UHYLIL} cd folder CIMEEIE M EEZ HERLICE

CHe HE S AASIH test10|2h= ZE 7L W HELICE test1 OFHRE ZH2| 192.0.2.130 IP =201 vol1
=252 IM2ESt M test1 C|HEZ| = HATL|CE,

host# mkdir /mnt/testl
host# mount -t nfs -o nfsvers=3,hard 192.0.2.130:/voll /mnt/testl
host# cd /mnt/testl

tot

4. M TIYE BHS D IfRAO| YR

J

tolst & [} Mo HIAES 2L|C}

a. £ QHSILICt touch filename HIAE oMY OHSL|CH

b. £ &HYLICt 1s -1 filename IO Y=X| QlptL|Ct,

o

HYLICt “cat >filename'E 22511 HAEE Y CHZ Ctri+DE =2 HIAE OHA| HIAEE

=
= o e = A
SL|C

d. E QUBILICt cat filename HIAE OHAUQ| LIS HA|EHL|C.

e. £ QUAHSILICt rm filename HIAE MU H|[7HEHL|C}.

f. 2 UEILICt cq .. E =2 &9 CIEE2|Z SotZL|Ct.
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host# touch myfilel

host# 1ls -1 myfilel

-rw-r--r-- 1 root root 0 Sep 18 15:58 myfilel
host# cat >myfilel

This text inside the first file

host# cat myfilel

This text inside the first file

host# rm -r myfilel

host# cd

21
SVMO]| Cligt NFS HMAE BEWUZSS eflMSLIC

CIFS % NFS 220|HE HHAS THstT &l

o

ZH|7} 5% UNIX S NTFS TH! 2I8HS 433D, 3R ACLS 331D, L= 748
x7f010] 220|AE UNAS BAT £ ABLICEL T2 C1S HYS W ALGX} EE IO
2 50] H|AZ 2 UK HAEHO} B

T AT

|
1.

0
oTT
2. 289 2ot Ao sist= WHS AFESI] I Hots ALt

ZEC| 2o AEIYUO| L3t 22 B 2... Y 2
NTFS®IL|CH a. NTFS #ots 22[g += U= S0t 22| #etol
A= 22| X2 Windows 22t0|H E0f|
ZQIgtLCt
b. Windows EHH7|0|A| EEIO|EHE OIRA Q2%
thxz ZEotOE * 4 * 2 MEELC
c. Hot 'S MElst Ao met OF 8 AHE XL
Chet Hot B3-S ZEELICt
Unix UNIX 22| S AE0|M RE AFSXHE A8 =20
T3t UNIX A9 3 23te Mmsict

3. System Manager®ilA] 37 ACLE £=835t0{ Windows AHEXt EE= TFE0| 3 R0 AMAS & JYEF FL|C
a. Shares * #O £ 0|SgL|LC.

b =

i
rx
Ju’
ot
kl
H
A
*
o
il
u
9'_|-
il
iul

o
=)
C. ALg Hoh* |S MEHSt D ALEXL L= OF0| SRl Ceh ML dots FofghLCt

4. System ManagerOil A LIELH7| EMoj| #£lS 3715101 NFS 2210|AETF SR0H| M A =S 51 SLCH.

=

oY)
n
<
=
-
Hn
]
A
N
)l
=
>
o
o
>
pU
Ot
kl
*
n
<
<
X
0z
*
mjo
iy
o
9'_|-
-
n
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b. Policies * &0l A * Export Policies * & 22/gfL|C}.

c. 250 MEEE AAZE HMS MefpLCE

m
-
J
I

d. LHELHZ| &~ R0l M * =7t * & 2=/t 22}0[AE TS X|FHEL.

2|
e A QIElA *of TH3l| * 2 * E MESI0] O FAI0] 2E| S AE CHet BMHA S 51&5t= 72! 0|=0f
HAHE|TF HLfCt.

f. CIFS * B * NFSv3 * & ME{EL|CL.

MEUS 2250 S20[AE0 A H7|/M 7] MM A Hots Fofg = JAELICH10.1.1.0/24
S2f0[AE MY+ O = XS * +IH ALSXF AM|A 51 E * S H2leh ZE HM|A 2HQI2tS MEIRIL|CY

Create Export Rule ¥

Client Specification: | 10.1.1.0/24

Rulg Index:

Access Protocols: L) CIFS
Ll NFS  |## NFSv3 ] NFSv4
|| Flexcache
If you do not zelect any profocol, sccess iz provided

through any of the above profocolz (CIFS, NF5, or

FlexCache) configured on the Storage Virusl Machine

SV,
Access Details: l#| Read-Only [#*| ReadWrite
UNE |#| |+
Kerberos 5 |+ ||
Kerberos 5i |## ||
NTLM |+ |##]

LI Allow Superuser Access

Superuzer sccess iz zef fo all

9. Windows S20[AE0A O[H| 7 3! ThU0l| HHAL 5= U= AFXE S SHLIZ 20150 ZR0]| UM A8t

TIIS WA 4 LR BtelBtic

6. UNIX Z2H0|AAE0|A O[F| 2B HNAZ 4 U= AR 5 oLtz 2016t BB TIREd D THAS
MAEr & Qx| SolBtct,

SMB/CIFS 7+

SMBI/CIFS 4 72

ONTAP System Manager 224! 21E{H|0| A(ONTAP 9.7 O|5HE AF2SIH A SVM(AEZ|X]|

tak HAN EE= 71E SVM(AEZ|X] Z7HA HANAAM M| 2 &0 SMB/CIFS HM|A S HHEEH|

M 4 UL
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Ct2at 22 SEeZ S50 e HMAE Y5 Ch3 BAE TEHA L.

* ME 7t ZE SHS MG 20| OfL[2t EH ALH|E AHEdt2{ 1 BL|C.

* OlO|Ef HEQIZ= 7|& IPspace, 7|2 EZEHMAE Q! 8 7|2 HYH IFS AFEELIC
HIO|E HIER A7t =Hel 22 0] 7|2 NS ArEsH 23 Holivt Ele 2 LIF7F SHEA WY 2E E LT
712 HHME AR b= 2 S HZolofF LIt "HIERX S 22| ZHM" LIF 7’@ HYLHE F4st= EH
CHet ZtMiet 82 & EESHAIL.

* NTFS ot #ot2 M 25S E=206t= Ol AFEE LI

ONTAP SMB ZZEZ 7|5 H2|0f| CHst XpM[SH LHE2 2 FESIHYAIL "SMB & & 7R,

ONTAPO|[A O] X AHS +lSH= LIE U

Ol O|2{gt ZtA S St H. .. XiMlet LHE2...

MAMAE System Manager(ONTAP 9.7 O[AH0l Al AL "SMBE AF23L0] Windows AHE NAS AE2|X| 22
7ts) e

ONTAP EZZ QIE{m|o|AL|Ct "CLIE A% SMB 74 JHR"

SMBI/CIFS 1M |IEZEEL

SMB/CIFSE 7#AMstz{™ Z 0 2t o 22| H|O|EE MMt LS, EH SHY X=
%ﬂ%§$§ MEHSHOF BtL|CH =, M CIFS X|®& SVYME MMst, 7|& SVMO| CIFS
OHM|AE FMSIHLE, CIFS HMAE 0|0] CIFS HM AT} gAEHSHA M=l 7|Z= SVMO| CIFS
=52 $7r6rﬂﬂ ELICH
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Create an aggregate, if necessary.

Where to provision the
volume?

Existing SVM Existing SV
Newi:‘v'l"."l without CIFS enabled with CIFS configured
Create a new Configure CIFS access Add a CIFS volume
CIFS-enabled SVM: to an existing SVM: to a CIFS-enabled SVM:
Create a new SVM with a Add CIFS access Create and configure
CIFS volume and share. to an existing SVM. a volume.
On the DNS server, On the DNS server, :
Create a share and set its
map the CIFS server name map the CIFS server name i
to the data LIF IP. to the data LIF IP. Pe f >
Verify CIFS access as a Verify CIFS access as a Verify CIFS access as a
Windows administrator. Windows administrator. Windows administrator.
Configure and verify CIFS Configure and verify CIFS Configure and verify CIFS
client access. client access,

client access.

AggregateS M-AEL|C}

7| & AggregateE AIESHX| o= 32 MER AggregateE MMt T=H|X 'Y F¢l
S50 =2[™ AEEX[E MY = JUSLICL

M

ol =il cHaH

M 280l Ar8e 7|Z Aggregate?t A= E2 0 ZXIE AHE &= AFLICL

=

1. URLS =Bt https://IP-address-of-cluster-management-LIF & EHE2IRX0|A S2{AH
ZE| Xt XtH ZSHES A0 System Managerdl| 21918 CL,

2. 02| H|0|E * #o = 0| STt

3. M4~ 2 2Bt

4. stHO| X|Alof| 2t 7] RAID-DP #+4& AHE310] 0l 12[H|0|EE M4 Tt CtZ * Create * £ S2IetLILH.
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Create Agaregate

To create an aggregate, select a disk type then specify the number of dizks.

Mame: aggr?
9 Disk Type: SAS | Browse |
Mumber of Disks: 8 g Mzx: & fexcluding 1 hot spare), min: 5 for RAID-DP
RAID Configuration: RAID-OP; RAID group size of 16 disks Change
Mew Usable Capacity: 4988 TB (Estimated)

21

Aggregate= X|YE TH2 2 HYE|0] 0§ 22| AH[0|E F2| 0i22[A[0|E SF0i| =IHELICE.
M 28 Z2H|INIY /XIS Z2HELIC

M CIFS 288 Mdst7| Tof| 7|1& SVM(AEZ|X| 7H AN CIFS 22 HiXIE HIX|
offet ot 2 svMmol| 2Rt 42| 37|15 A2FsHO0F LIt o ZF0f et AIEZ7E
A&l

=

* M SVMOIN 282 Z2H|X5I2{H A CIFS X|& SVMS MM S|t
"M CIFS X[ SVM A"
7|& SVMO|A CIFS7} EM3tE|X| b2 AR 0] SMS MEds|of BfLCt,

* CIFS7t 2EE[UX[2 FEE|X]| @42 7|ZE SVMO|M 2&S Z=H|X 52 H 7[E SVMO|A CIFS/SMB
HMAE FESHUAIL.

"7|Z= SVMO||A CIFS/SMB A A A"

O] EXIE AL236I0 SAN HMAE 2|3 SVM

o
0=

Mt A

O -

40
k=)
mo
gl

= MEfSHof BfLCt.

* CIFS YMAEOZ M| LMEl 7|Z SYMOIN 258 TZH|XHSt2{H CIFS 252 CIFS X[ SVMO|
7:7|.'6'H__| |:|-_
T [=]

"CIFS X|&l SVMO|| CIFS 28 F7I"

M CIFS K| SVME AMAMstL|Ct

M CIFS X|¢l SVM2 4H35I2{H CIFS =8 &
OjZ S £7}8F10, Windows 22| SAEO|AM CIFS Al
Z2I0|HE HNAE LM £ QJUSLILC

L_— 1

Sl Al SVME MMt DNS AMEO|
£ gfolsf{of etL|Ct. O3 CHS CIFS
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CIFS 2822 M SVME ‘dMstn S /etLct

OFHALE AF2SHH A SVM(AE2|X| 7HAF A|AHI) 44, DNS(Domain Name System) 74
LIF(HIO|E =2| QIE{H|0|A) MM CIFS Mt 714, = EE Md 8l 3] TENAE QHLARLICE

AlZst7| o
* HEQIZE F4dlof ot 2 22|X ZES HIES A0 HZ8HO0F SLCt.

SVMO|IM ALEE HEYZ 2AH 24

SAULI?
° LE Sl LEOf EF ZEO| A H|O|E =2| QE|{H[O|A(LIF)7} M- LTt
H

rir

° HIOJE{ LIFQ| IP FAE Z2H| Mg MEUl = MEIMOZ H|0|F LIFM| 2Ye EXN IP FAE X[FELIC
° SVME F7}6t= ol 223t Xt ZF 2t 8H SVMO| HZE Active Directory(AD) =02l

MEUI2 NIS(Network Information Service), LDAP(Lightweight Directory Access Protocol), AD(Active
Directory) 3! DNSQ Z2 MH|A0| ZRst DE Q& MHZ 2tREE 4 Ql0{of ThLC}.

© BE QR o2 HESR I MH| A0 CHet HMA S S{ESH= T HESHA| 74 &[0{0F BiLICE

YE

* AD =02l AEE2], 22I0|YE I SVM2| AZt2 MZ 5& O|LHol| M2 S7|=t8H0F LT

THA|
1. SVM * o2 O|sFLILC},

3. SVM(Storage Virtual Machine) &7 * CH3} AXI0lA SVMS M- efL|Ct

_n
)
O
=z
2l
=l
ot
rn
H
=
ro
o
ol

)O[7Lt 22 AE HMO|M 1Rt 0| S 2= CHE #1212 WE2tof

b. R= TZEZZ FA| FHSIX| Ot 2tO|MIATE AT SVMOIM MY T2EES B 5F MEARL|CY

Z3 NFS AN AT RS AL CIFS U NFS S2t0|HETH SUH H0[E LIFS 3RE 4 UAZE *NFS *
£ X5 MEieHoF gLt

c. 7|2 ¢10f ¥l C. UTF-82 RXAILICEL

@ NFS 5! SMB/CIFS 220|HE 20N ZH| EXt EAIE X|SH= HS2 ONTAP 9.55F
At £ Q= * UTF8MB4 * 210 ZEE AF2SH= Z10| E&L|CH

FE ZEO sl M=ist aggregateoilﬁ Hiolef &2l /IXI7t 2HEIX| $SLIL Ol HAMM AE2XIS
IZ2H|XNJY o Cjo|Ef 22| o2 A0 E= A2 = MEHEL|LY.
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Storage Virtual Machine {S¥M) Setup

o (1) o

Enter SWM basic details
SVM Details

@ Specify a unique name and the data protocols forthe S

A Marme: wslexdmple.com

@ IPspace: ~

(@ pataProtocals W CFs W MRS W iscsl W OFOFCoE T

@ Default Language: | CUTF-8[ c.utf_2] ¥

The language of the Sk specifies the default language encoding setting for the Sk and

tsvalumes. Usinga settingthat Incarparates UTF-& character encoding |5 recommended.

@ Security Style: MTFS ~

Root Aggregate: | data_01_agsr ™

e * .JE—*.' Atgt *: * DNS Configuration * SH0j|A| 7|2 DNS ZA Tl W A7t 0] SYMO|| AtE2E

DNS Configuration

Specify the DNS domain and name servers. DNS details are reguired to configure CIFS protocol.

3. Search Domains: gxample.com
1,' Mame Servers: 19202145152 .0 2.1451582.0.2.147
f ®MzE L AL~ g Salgct

SVMO| YHE[X[2t T2 EZ0| Of~ LG E|X| RASLICE.

4. CIFS/NFS Z2EE 74 * H|0|X|2| * HIO|E] LIF 74 * M40l M S2to|e
LIFS| NS HE2E X|FLCt
a. X|gst MEHIOM XtS2 2 LIFO| IP FAE EY5IHLE 822 FAE

b. &0t27| * £ S2I6t1 LIFQt HEE =9 TEE MEHBL|CE
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< | Data LIF Configuration

¥ Retain the CIFS data LIFs configuration far MES clients.
Data Interface details for CIF:S

Assign IP Address: | Without a subnet v
IP Address: 10.224.107.188%  Change

2 )Port abccorp_1:elb | Browse... |

O. CIFS MH{ 74 * MMM CIFS MHE F2l5t11 AD =H|Qlof HMASH=T LT,

a. AD h[eloflM RSt CIFS MH2| 0|ES X|F LT
b. CIFS Mt{7} HZY = = AD T[] FQDNE X|H gL Ct.

C. CN=Computers?} Otl AD =H|Q! LH2| OU(E

1A

74 tel)E A&t E OUE YL
X

d. OUOI| CIFS MHE It 4= QU= oto] ZE ¢ 22| AF 2l 0|1t = E K™ LICE
S

-

e. 0| SVMe| EE S/ CHet 2T HMA S HX[SHH
MEHSHL|CE

=
vs]
w
o
o
>
ol
of
2
0
m
("
1}
fot
fot
of
rr
mo
gn
o

& | CIFS Server Configuration

CIFS Server Mame: vzl example com

Active Directory: ALTH.SEC EXAMPLE CON
Organizational Lnit: CH=Computets
Adminiztrator Mame: adacmin

Adminiztrator PFazzword, | sesssss

6. CIFS/SMB YMAE 28t 25

o

Yot ol 280 SRE Z2H|A L.

a. CIFS/SMB 220|EJI 282 MM ASH= Ol AIZY 3

gg 372l 0|2 XZYYLICH

Ok

=2
jm

Hot 2=

Ll
rot
o

0 |IEX 28 0|ECZ AF2ELICEL
b. 282 37|E XIFELICH

Provizion a velume for CIFS storage (Optional).
Share Mame: | Eng

Size: 10 GB v

Permisgien: Change

7HE M8 7t 32H0| A= OHAZAO|E| XAIS22 JLE2 2&2| 0 A2|A0|EE X ¥ 2RIt ¢l&LICt
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MEistD * ®A * E SEELCH
=)
=

215t 11 SVMO| E&HEl Windows Active Directory M| Q0] Ho| 2l &t2|Xt 21 F9

8. M= 3 A&+ 2 2=/gLct
LIS QEHEJI MAEIL|C}
° ™ cifs Iiff 1" FOJAFZF Q= SVM F|ofl 0| 20| X|™E Ho|E LIF

° AD Em|2le] L0l CIFS AMH LIt

o 7t8 Z27t0| 7HE B2 Aggregated]| IX[SH EE0|M 289 0
ZLH= 0|E2 71X 28

if]

ot K|St HO|AF™ cifs_volume™Z

° 252 SRYLI
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