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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/cdp

ela csl Ethl/2 N3K-
C3132Q-V

e0b cs2 Ethl/2 N3K-
C3132Q-V
clusterl-01/cdp

ela csl Ethl/1 N3K-
C3132Q-V

e0b cs2 Ethl/1 N3K-
C3132Q-V

4. 2t 2 AF QIEHo|A0| BHa| E 29 AEHS SHoIBhITh
a UEYZ EE 442 EAIBIC
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'network port show — IPSpace Cluster'
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Health
Port
Status

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

ela
healthy
e0b
healthy

Cluster

Cluster

Node: clusterl-01

Health
Port
Status

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000
up 9000 auto/10000
Speed (Mbps)

Link MTU Admin/Oper

ela
healthy
e0b
healthy

b. LIF HE EAl:

Cluster

Cluster

Cluster

Cluster

'network interface show-vserver cluster'

up 9000 auto/10000

up 9000 auto/10000
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

5. A Z2{AH LIFO| CH$t ping AA|

'22{ AH ping-cluster-node local'
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clusterl::*> cluster ping-cluster -node local

Host is clusterl-02

Getting addresses from network interface table...
Cluster clusterl-01 clusl 169.254.209.69 clusterl-01
Cluster clusterl-01 clus2 169.254.49.125 clusterl-01
Cluster clusterl-02 clusl 169.254.47.194 clusterl-02
Cluster clusterl-02 clus2 169.254.19.183 clusterl-02
Local = 169.254.47.194 169.254.19.183

Remote = 169.254.209.69 169.254.49.125

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 4 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 4 path(s):
Local 169.254.19.183 to Remote 169.254.209.69
Local 169.254.19.183 to Remote 169.254.49.125
Local 169.254.47.194 to Remote 169.254.209.69
Local 169.254.47.194 to Remote 169.254.49.125

Larger than PMTU communication succeeds on 4 path(s)

RPC status:

2 paths up, 0 paths down (tcp check)

2 paths up, 0 paths down (udp check)

6. ZE SAHE LIFOIAM ‘auto-revert’ BHO0| MY E|U=X| EletL|Ct.

—

'network interface show-vserver Cluster-fields auto-revert'

ela
e0b
ela
eOb
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clusterl::*> network interface show -vserver Cluster -fields auto-

revert

Logical
Vserver Interface Auto-revert
Cluster

clusterl-01 clusl true

clusterl-01 clus2 true
clusterl-02 clusl true
clusterl-02 clus2 true
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2. "ping" HHE ALE3I0] NX-OS AZES|0| X RCFE A SH= MHO]| Cigt AAS =helgfLct.

Of|®| =71

cs2# ping 172.19.2.1 vrf management
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. FTP, TFTP, SFTP &= SCP 35 8iLto] 3 D2 =22 A810] NX-0S ALEH0IE Nexus 31320V
A X|Of| SALEILICE CISCO HHO| CHot XEASHLHE 2 oM siiet BHME HXSHUA|L "Cisco Nexus 3000
Serles NX-OS & &= 7i0o| =",
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cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxos.9.3.4.bin
Enter hostname for the sftp server: 172.19.2.1
Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@l172.19.2.1's password: XXXXXXXX

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.4.bin /bootflash/nxo0s.9.3.4.bin
/code/nx0s.9.3.4.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4. M =0l NX-0S AT EQ|0] M S stolstL|Ct.

'How version’QJL|Ct
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 04.25
NXOS: version 9.3 (3)
BIOS compile time: 01/28/2020
NXOS image file is: bootflash:///nxo0s.9.3.3.bin
NXOS compile time: 12/22/2019 2:00:00 [12/22/2019
14:00:37]

Hardware
cisco Nexus 3132QV Chassis (Nexus 9000 Series)
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16399900 kB of memory.
Processor Board ID FOXXXXXXX23

Device name: cs?2
bootflash: 15137792 kB

usbl: 0 kB (expansion flash)

Kernel uptime is 79 day(s), 10 hour(s), 23 minute(s), 53 second(s)



Last reset at 663500 usecs after Mon Nov 2 10:50:33 2020
Reason: Reset Requested by CLI command reload
System version: 9.3(3)
Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :
cs2#

5. NX-OS 0|0|X|E HX|gfL|Ct.

O|0|X| oYU S HX[SHH AL|XE ME-E miotCt O|0|X| o] 2=EL|Ct.
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cs2# install all nxos bootflash:nx0s.9.3.4.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.4.bin for boot variable "nxos".
[] 100% -- SUCCESS

Verifying image type.
[] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.4.bin.
[] 100% -- SUCCESS

Performing module support checks.
[l 100% -- SUCCESS

Notifying services about system upgrade.
[] 100% -- SUCCESS

Compatibility check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default
upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt)
New-Version Upg-Required
1 nxos 9.3(3)
9.3(4) yes
1 bios v04.25(01/28/2020) :v04.25(10/18/2016)

v04.25(01/28/2020) no

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] y



Install is in progress, please wait.

Performing runtime checks.
[l 100% -- SUCCESS

Setting boot variables.
[] 100% -- SUCCESS

Performing configuration copy.
[] 100% -- SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[] 100% -- SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.
cs2#

6. ARIX|E LT T MER HHO NX-0S ALES|0{E golgtL|Ct

=

'How version’IL|C}
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 04.25
NXOS: version 9.3 (4)
BIOS compile time: 05/22/2019
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 06:28:31]

Hardware
cisco Nexus 3132QV Chassis (Nexus 9000 Series)
Intel (R) Core(TM) i3- CPU @ 2.50GHz with 16399900 kB of memory.

Processor Board ID FOXXXXxXxX23
Device name: cs2
bootflash: 15137792 kB

usbl: 0 kB (expansion flash)

Kernel uptime is 79 day(s), 10 hour(s), 23 minute(s), 53 second(s)



Last reset at 663500 usecs after Mon Nov

Reason: Reset Requested by CLI command reload
System version: 9.3 (4)
Service:

plugin

Core Plugin, Ethernet Plugin
Active Package(s) :

cs2#
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clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7 N3K-
C3132Q0-V

e0d cs?2 Ethernetl/7 N3K-
C3132Q-V
clusterl-02/cdp

ela csl Ethernetl/8 N3K-
C31320Q-V

e0d cs2 Ethernetl/8 N3K-
C3132Q-V
clusterl-03/cdp

ela csl Ethernetl/1/1 N3K-
C3132Q-V

e0b cs2 Ethernetl/1/1 N3K-
C3132Q-V
clusterl-04/cdp

ela csl Ethernetl/1/2 N3K-
C3132Q-V

e0b cs?2 Ethernetl/1/2 N3K-
C3132Q-V

clusterl::*>

14
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Health
Port
Status

ela
healthy
elb
healthy
clusterl:

b. @E Z2{AE AHMO|A(LIF)7t & ZEO| Y=X| =elefL|ct.

Health
IPspace
Status

Cluster
false

Cluster
false
3W>

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

'network interface show-vserver cluster'

up

9000

9000

auto/10000

auto/10000

17
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clusterl::*> network interface show -vserver Cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

clusterl::*>

c. 2HAEI T 22{AH AL{X|0] chet EE EAISH=X] &HQlgfL|ct.

'system cluster-switch show-is-monitoring-enabled-operational true'
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true
Switch
Model

csl
NX3132QV
Serial Number:
Is Monitored:
Reason:
Software Version:
Software, Version

Version Source:

cs?2
NX3132QV
Serial Number:
Is Monitored:
Reason:
Software Version:
Software, Version

Version Source:

Type Address

cluster—-network 10.0.0.1

FOXXXXXXXGS
true
None
Cisco Nexus Operating System (NX-0S)
9.3(4)
CDP
cluster-network 10.0.0.2
FOXXXXXXXGD
true
None
Cisco Nexus Operating System (NX-0S)

9.3(4)
CDP

2 entries were displayed.

ONTAP 9.8 O|M0j|N = HHZ AEYLICE system switch ethernet show -is

®

- SR AH LIFOIM XS E[S2(7] 7|53 siAELICt

-monitoring-enabled-operational true.

clusterl::*> network interface modify -vserver Cluster -1lif * -auto

-revert false

O] BHS At = XS 77t R =} =X 2Helst A

=

Q.
Iz

- SHAH AR[X| CS20|M LE2| SHAE ZE HAE
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cs2 (config) # interface ethl/1/1-2,ethl/7-8

cs2 (config-if-range) # shutdown

So{AE ZEJF 2 AE A9{X] CS10]| 2 ARE ZEZ 010|120 ME[A=X|
=

2 4 ABLICE
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clusterl::*> network interface show
Status

Current Is
Vserver
Port

Logical

Interface

network interface show-vserver cluster'

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04
clusterl::*>

SHAEIH Y el

o o

ELIPN=PY

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

clusterl-

ela

01 clusl
true

01 clus2
false
02 clusl
true

02 clus2
false

03 clusl
true

03 clus2
false

04 clusl
true

04 clus2

false

x| EHolstL|C}.

=

-vserver Cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23

efolgfLict. of

Node

Current
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clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

clusterl::*>

1. OFZ| MFSIX| 342 2R S Y2 £HS HAE MUZ SABIH vidf| A9(X| 142 SAHE S ME LI

@ M=Z2 RCFE YHIO|EStAHLE HEY ml= A9|X| 2T 2 X212 7|2 F4E Astof LTt
AQIX|E CHAl 2Fste{H A9(X| 212 2& ZEOf| HZSHOF LTt

a. 7o Hel:

Oof|®| =71

(cs2) # write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

3. FTP, TFTP, SFTP = SCP & ¢}LIO| M4 TZEZ S AR50 RCFE A9k CS22| EEZajA| of

21



SALEILICE Cisco B0 CHSt XtAM|TH LHE2 Of| A SHE MHAE EZSHYA|RL "Cisco Nexus 3000 Series NX-
OS & Fx" ohM.

oflxl 271

cs2# copy tftp: bootflash: vrf management

Enter source filename: Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

4. oMo C}R2 23 RCFE bootflash0l| H&¢8tL|C}.

Cisco | CHSt XEMITH LHE2 oA sHY AHAME HZSHMA|L "Cisco Nexus 3000 Series NX-0S E&H
Er7E" QHLY M.,

oflwl 271

cs2# copy Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

O. 'show banner mott' HH0{2| bl £S5 ZAISICE AQIX[] SHIE 71 R ASS 23l * 5 H * 2 X|ES

22

9T F400F BHLICE
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cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Cisco Nexus 3132Q0-V

* Filename : Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt
* Date : Nov-02-2020

* Version : v1.6

* Port Usage : Breakout configuration

* Ports 1- 6: Breakout mode (4x10GbE) Intra-Cluster Ports, int
el/1/1-4,

* el/2/1-4, el1/3/1-4,int el/4/1-4, el1/5/1-4, el/6/1-4

* Ports 7-30: 40GbE Intra-Cluster/HA Ports, int el/7-30

* Ports 31-32: Intra-Cluster ISL Ports, int el/31-32

*

* IMPORTANT NOTES

* - Load Nexus 3132QV RCF vl.6-Cluster-HA.txt for non breakout

config

*

* — This RCF utilizes QoS and requires specific TCAM configuration,
requiring

2 cluster switch to be rebooted before the cluster becomes
operational.

*

* - Perform the following steps to ensure proper RCF installation:
*

o (1) Apply RCF, expect following messages:

w - Please save config and reload the system...

* - Edge port type (portfast) should only be enabled on
ports.

& - TCAM region is not configured for feature QoS class
Ibv4..

*

* (2) Save running-configuration and reboot Cluster Switch

*

* (3) After reboot, apply same RCF second time and expect

following messages:

* - % Invalid command at '"' marker
*
& (4) Save running-configuration again

23
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* - If running NX-0OS versions 9.3(5) 9.3(6), 9.3(7), or 9.3(8)

& - Downgrade the NX-0S firmware to version 9.3(5) or earlier if
* NX-0S using a version later than 9.3(5).

* - Do not upgrade NX-0OS prior to applying v1.9 RCF file.

W - After the RCF is applied and switch rebooted, then proceed to
upgrade

& NX-0S to version 9.3(5) or later.

*

* — If running 9.3(9) 10.2(2) or later the RCF can be applied to the

switch

* after the upgrade.

*

* — Port 1 multiplexed H/W configuration options:

o hardware profile front portmode gsfp (40G H/W port 1/1 is
active - default)

o hardware profile front portmode sfp-plus (10G H/W ports 1/1/1

- 1/1/4 are active)

u hardware profile front portmode gsfp (To reset to QSFP)
*

KA KAk AR A AR A A A A A A AR A AR A AR A AR A AR AR A AR A AR A AR AR A A A AR A A hA A A A A A A A A Xk kK

k) kkkkkKk*k

RCF I0| SHHE A4 HTQUIX| =hQlStL|Ct,

'show running-config'S ME{StL|C}

=S HASI0| SHIE RCF7t U =X| &old uf CHs ME 7L SHIEX| &QISHIAI2.
° RCF HiL{
o E S XE MFPLICE

° AHERXIE

H2 AMO|E F 4o w2t St ELICH ZE AFS efelstn AX|E RCFO| Cieh HE Aret
ARSI A2,

ro

HEA L E

(D RCF ¥ 12|0|= = 10GbE ZEE 2212 = Meldt= Yo et HAl= 7|& Xte 2M E

EZSHIAIL "Cisco 3132Q 2HAE A2{X|2] 10GbE EE= 2221 HEIZ S E|X| gS&LICH"

RCF A 8! AQX| MHO0| 2HIEX| &QI$t = running-config It startup-config Tt 0| SAFEHLICE.

Cisco HH0|| CHSH XtM|SH LHE2 Of| A sHE MEHME & ZSHIAIL "Cisco Nexus 3000 Series NX-OS H&
Erzr obLH M,

i
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cs2# copy running-config startup-config
[ E A AR H A H AR H R4S HHHE] 100% Copy complete

8. AQIX| CS28 MELLICE ALX|Jt HERE = SO 20| E1E "SHAEH ZE 2" O|HIEE ZAIE
ol&L|Ct
M H -

Oflxl 271

cs2# reload
This command will reboot the system. (y/n)? [n] y

MY

9. St RCFE X 8stn & QI 74 CHA| MERLICE

cs2# copy Nexus 3132QV RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

cs2# copy running-config startup-config
(HFHFHAHAHEHFHF A HHHHAHHF A F S F R HHHHHHHHE] 1003 Copy complete

10. 22AEO|N S2{AE ZEO| HE{E 2QIRtLICH

a. S2AE ZEJH S{AHO BE S E0|M Yat ZS5h=X] 2elgtL|c).

HE®3 ZE HA| - IPSpace 22 AH

25
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-01

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-02

Ignore

Health
Port
Status

ela
healthy
eOb
healthy

Health
IPspace
Status

Cluster
false

Cluster
false

Node: clusterl-03

Ignore

Health
Port
Status

ela

Health
IPspace
Status

Cluster

healthy false

e0d

Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000 auto/10000

9000 auto/10000

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

up

9000 auto/100000

9000 auto/100000



Node: clusterl-04

Ignore

Health Health

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

ela Cluster Cluster
healthy false
e0d Cluster Cluster

healthy false

b. SHAEOM 22X HENS ZfoletL|Ct.

=

LIESI3 ClHO|A HA HA| ZEEZ CDP

up

up

9000

9000

auto/100000

auto/100000

27
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N3K-C3132Q-V

eOd cs?2 Ethernetl/7
N3K-C3132Q-V
cluster01-2/cdp

ela csl Ethernetl/8
N3K-C3132Q-V

e0d cs?2 Ethernetl/8
N3K-C3132Q0-V
cluster01-3/cdp

ela csl Ethernetl/1/1
N3K-C3132Q0-V

e0b cs2 Ethernetl/1/1
N3K-C3132Q-V
clusterl-04/cdp

ela csl Ethernetl/1/2
N3K-C3132Q-V

e0b cs?2 Ethernetl/1/2
N3K-C3132Q-V

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address
Model
csl cluster—-network 10.233.205.90

N3K-C3132Q0-V
Serial Number: FOXXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

cs2 cluster—-network 10.233.205.91



N3K-C3132Q-V
Serial Number: FOXXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(4)
Version Source: CDP

2 entries were displayed.

@ ONTAP 9.8 O| M0l M= BEHE MEBYLICE system switch ethernet show -is
-monitoring-enabled-operational true.

o|Hofl A2|X|0f 2= RCF HHOf| 2} CS1 AL|X| 2&0|M CHS EHS 2EE £ ASLICL

2020 Nov 17 16:07:18 csl %S VDC-1 %$ %STP-2-
UNBLOCK CONSIST PORT: Unblocking port port-channell on
(:) VLANO092. Port consistency restored.
2020 Nov 17 16:07:23 csl %$$ VDC-1 %S %STP—2—BLOCK_PVID_PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.

2020 Nov 17 16:07:23 csl %$ VDC-1 %S $STP-2-BLOCK PVID LOCAL:

Blocking port-channell on VLANOO092. Inconsistent local vlan.

() =228 wooh 34 Mejz BnElze Ao 20| HY 4 YALIC

1. 2 AE AQIX| CS10|IM E9| 22{AH ZEN| HEE ZES ZEYLICL

off x| 271

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

12. 2 AH LIF7} A2|X] CS20| SARIE XEZ 00| J2||0| ME|RX=X| ZolfL|ct o] U2 R X Fr 4
olAL|C}
M- .

'network interface show-vserver cluster'

29
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d false

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d false

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb false

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb false

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

clusterl::*>

13. 2HAET Fab SEfQIX| ISt

=

'SE{AE &

30
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clusterl::*> cluster show

Node Health

clusterl-01 true true
clusterl-02 true true
clusterl-03 true true
clusterl-04 true true

4 entries were displayed.
clusterl::*>

14. A2|X[ CS101IA 1-10EHA

M

2h= gL

3T MFRstn S ehelgfLint

1. 222 LIFOIM XI5 = S2(7] 7|58 #FELICHL

Of|®| =71

Eligibility Epsilon

clusterl::*> network interface modify -vserver Cluster -1if * -auto

-revert True

2. AQX| CS12 MEEIRILICE O|FHA stH SHAH LIF7t 2 ZEZ £ S0t 4 UELICH AQX|7F EEE =
SO 0| ENEl "E2AE EE LIR2" O[HIEE FA[Z & JUELICL
o[ | 22|
csl# reload
This command will reboot the system. (y/n)? [n] y

3. 2 AE ZEO| HEE ALK ZETJ} 2S5=X| 2l SLC}

show interface brief | grep up

=

31



ol 271

csl# show interface brief | grep up

Ethl/1/1

1 eth access up none
10G (D) --
Ethl/1/2 1 eth access up none
10G (D) --
Ethl/7 1 eth trunk up none
100G (D) --
Ethl/8 1 eth trunk up none
100G (D) --

4. CS11t CS2 AtO|9] ISLO| EtS5H=X| &QIgL|C}.
'TE_XY QoF

Oof|®| =71

csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)
I - Individual H - Hot-standby (LACP only)
s - Suspended r - Module-removed
b - BFD Session Wait
S - Switched R - Routed
U - Up (port-channel)
p - Up in delay-lacp mode (member)
M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports
Channel
1 Pol (SU) Eth LACP Ethl/31 (P) Ethl/32 (P)
csl#

5. 2HAH LIF7I 8 ZEE &[S2{F =X &l

'network interface show-vserver cluster'
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 e0d true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eld true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0d true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOb true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 elb true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOb true

clusterl-04 clus2 wup/up 169.254.1.7/23
clusterl-04 eOb true

clusterl::*>

- SAETL EY HEIQIX] 2HelRfLct.

'SE{AE &

Oof|H| =71

clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

clusterl::*>
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0

'22{AH ping-cluster-node local'

ol 271

=4 S AH QB 0|20 pingS +&5t0]

clusterl::*> cluster ping-cluster -node local

Host 1s clusterl-03

Getting addresses from network interface table...

Cluster clusterl-03 clusl
Cluster clusterl-03 clus2
Cluster clusterl-04 clusl
Cluster clusterl-04 clus2
Cluster clusterl-01 clusl
Cluster clusterl-01 clus2
Cluster clusterl-02 clusl
Cluster clusterl-02 clus2

169.
169.
169.
169.
169.
169.
169.
169.

254.1.
254.
254.
254.
254.
254.
254.
254.

w W w w L PP

Local = 169.254.1.3 169.254.1.1
Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8

169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

3 clusterl-03
clusterl-03
clusterl-04
clusterl-04
clusterl-01
clusterl-01
clusterl-02
clusterl-02

O 0 U s J o

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.
Local 169.254.1.3 to Remote 169.
Local 169.254.1.3 to Remote 169.
Local 169.254.1.3 to Remote 169.
Local 169.254.1.3 to Remote 169.
Local 169.254.1.3 to Remote 169.
Local 169.254.1.1 to Remote 169.
Local 169.254.1.1 to Remote 169.
Local 169.254.1.1 to Remote 169.
Local 169.254.1.1 to Remote 169.
Local 169.254.1.1 to Remote 169.
Local 169.254.1.1 to Remote 169.

Larger than PMTU communication succeeds

RPC status:
6 paths up, 0 paths down
6 paths up, 0 paths down

(tcp
(udp

ONTAP 9.8 0| &2| 32 L2 BHS AFESIH &

check)
check)

254.
254.
254.
254.
254.
254.
254.
254.
254.
254.
254.
254.

w W W w kEkEr Prwwww e
O 0 U1 b J oy O 00 U Jd O

ela
elb
ela
eOb
ela
eld
ela
e0d

on 12 path(s)

Ej EL|E
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'System switch Ethernet log setup-password' 5!

System switch Ethernet log enable-collection

a. 'A[AER ALK ojHul 21 A - efx'E U=HELCt

b.

Oof|®| =71

olgd.

=]

=

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:21:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

system switch ethernet log enable-collection
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9. ONTAP ZI2|A 9.5P16, 9.6P12 Sl 9.7P10 O|Ato| miX| 2l2|A0 A

ol 271

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?

{yln}: [n] ¥y

Enabling cluster switch log collection.

clusterl::*>

() olefet BN 27+ uEHEl2 NetApp X0 22/6HAAIR.

o
]
oS H5H7| 218 ol Ul A9(X| &Ef 2LIE 23 & 7|53 gLt

'system cluster-switch log setup-password' 5!
'system cluster-switch log enable-collection’s MEHBL|C}

[E e =]

a. 'system cluster-switch log setup-password'S &2istL|Ct



b.

ol 271

clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password

Enter the switch name: e¢sl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc
Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password

Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl
Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

Q& system cluster-switch log enable-collection

oflxl 271

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?

{yvin}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>
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clusterl::

Enter the

*> system switch ethernet log setup-password
switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl
cs2

clusterl::

Enter the
Would you

*> system switch ethernet log setup-password

switch name: esl

like to specify a user other than admin for log

collection? {y|n}: n

Enter the
Enter the

clusterl:

Enter the
Would you

password: <enter switch password>
password again: <enter switch password>

:*> system switch ethernet log setup-password

switch name: cs2

like to specify a user other than admin for log

collection? {y|n}: n

Enter the
Enter the

password: <enter switch password>
password again: <enter switch password>

2. 21 TS MNESHH Ch2 HE S HAls0o] CIHIO|AS o[ BHOIM AHZSt A9IX|2 HHEL|CH O A| 5t

system switch

= o
7| * Glojef X3 22 = Jkx| fHel 21 +70| AIFELC

M

ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log

-request true

Do you want to modify the cluster switch log collection

configuration? {ylIn}:

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log

—-request true

Do you want to modify the cluster switch log collection

configuration? {ylIn}:

Enabling cluster switch log collection.

HI

10

—

system switch ethernet log show

(D olz{st HH = Sl @F

Zoloty AIQ.

=H &

23 23 7|50l o8 E1k= CHE 2F Al & Sttt
ethernet log show), S C|HI EHAE A
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O|FHul AQ|X| AEf EL|E{Z/(CSHM)Z X|&St= SNMPVv3E A6tz H Cts EXIE

CEMA L.

2Aof cisi
TS Cisco 3132Q-V A9|X|0f 4 SNMPV3 AFRX} 0|2 TLAISHLICE

*9|§5?:snmp—server user SNMPv3 USER NoAuth
* MD5/SHA @15 * | 2% snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* AES/DES 2=23lE AH&3H= * MD5/SHA !5 *: snmp-server user SNMPv3 USER AuthEncrypt
auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

Ct2 ™2 ONTAP Z0i|A SNMPv3 ALEXL 0| §2 M ELICE. ' cluster1: * > security login create -user -or
-group -name_SNMPv3_user_ -application snmp-authentication-method USM -remote-switch
-ipaddress_address '

CHS BYS HASHH CSHMOA SNMPv3 AHEXL 0| S0 AEELICH clusterl::*> system switch
ethernet modify -device DEVICE -snmp-version SNMPv3 -community-or-username
SNMPv3 USER

Ol
=
02
tok
ot
i
.

=S A2(X[0 A SNMPv3 AFEXIE AF Lt

show snmp user
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(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. ONTAP Z0i|A SNMPv3 AI2XIE MEshL|C}

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. MZ2 SNMPv3 AF2XIe} 74| EL|E{ZISIEE CSHME AL LT

system switch ethernet show-all -device "swl" -instance
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clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name: swl
IP Address: 10.231.80.212
SNMP Version: SNMPv2c
Is Discovered: true
SNMPv2c Community String or SNMPv3 Username: cshml!

Model Number:
Switch Network:
Software Version:

N3K-C31320-V
cluster-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)
Reason For Not Monitoring: None <---- displays
when SNMP settings are valid
Source Of Switch Version: CDP/ISDP
Is Monitored ?: true
Serial Number of the Device: QTFCU3826001C
RCF Version: v1.8X2 for

Cluster/HA/RDMA

clusterl::*>

clusterl::*> system switch ethernet modify -device "swl" -snmp
-version SNMPv3 -community-or-username <username>

clusterl::*>

L HooF SUGHK| =l

system switch ethernet polling-interval show



ol 271

clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N3K-C3132Q-V
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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