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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-02/cdp

ela csl Ethl/2 N9K-
C9336C

e0b cs2 Ethl/2 NOK-
C9336C
clusterl-01/cdp

ela csl Ethl/1 NOK-
C9336C

e0b cs2 Ethl/1 NOK-
C9336C

4 entries were displayed.

4. 2t 22{AH QIEM0[A9 22| = 2F HENS gfeletCt.

a. HESQ3 ZE £42 FAIFLIC

‘network port show —-ipspace Cluster’
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clusterl::*> network port show -ipspace Cluster

Node: clusterl-02

Health
Port
Status

Broadcast Domain

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Node: clusterl-01
Health

Port
Status

Cluster

Cluster

Broadcast Domain

up 9000 auto/10000

up 9000 auto/10000

Speed (Mbps)

Link MTU Admin/Oper

ela Cluster
healthy
eOb Cluster
healthy

Cluster

Cluster

4 entries were displayed.

b. LIF H& HAl:

'network interface show-vserver cluster'

up 9000 auto/10000

up 9000 auto/10000
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clusterl::*> network interface show -vserver Cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.209.69/16
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.49.125/16
clusterl-01 eOb true

clusterl-02 clusl wup/up 169.254.47.194/16
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.19.183/16
clusterl-02 elb true

4 entries were displayed.

5. 1A Z2{AH LIFO| CH$t ping AA|

'cluster ping-cluster-node-name’ & L|C}
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clusterl::*> cluster ping-cluster -node clusterl-02
Host is clusterl-02

Getting addresses from network interface

Cluster clusterl-01 clusl 169.254.
Cluster clusterl-01 clus2 169.254.
Cluster clusterl-02 clusl 169.254.
Cluster clusterl-02 clus2 169.254.
Local = 169.254.47.194 169.254.19.

Remote =

Ping status:

4294967293

Basic connectivity succeeds

Basic connectivity fails on

Detected 9000

Local
Local
Local
Local

169.
169.
169.
169.

byte MTU on 4

254.
254.
254.
254.

19.
19.
47 .
.194

47

183
183
194

to
to
to
to

on 4 p

183

169.254.209.69 169.254.49.125
Cluster Vserver Id

ath(s)

0 path (s)

path (s
Remote
Remote
Remote
Remote

) g

169.254.
169.254.
169.254.
169.254.

Larger than PMTU communication succeeds on
RPC status:

2 paths up,
2 paths up,

0 paths down
0 paths down

(tcp check)
(udp check)

table...

209.69 clusterl-01
49.125 clusterl-01
47.194 clusterl-02
19.183 clusterl-02

209.69
49.125
209.69
49.125
4 path(s)

6. 2= 2 AH LIFOIM Xt& =E2|7] BHO| BHE[U=X] 2RIt

|

'network interface show-vserver Cluster-fields auto-revert'

ela
e0b
ela
eOb



ol 271

clusterl::*> network interface show -vserver Cluster -fields auto-

revert

Logical
Vserver Interface Auto-revert
Cluster

clusterl-01 clusl true

clusterl-01 clus2 true

clusterl-02 clusl true

clusterl-02 clus2 true
4 entries were displayed.

TS ALE0t0] 29(X| 2

Ct.

HU
]
=
ne
o
4>
A
Of
N
o
rot
=)
in}
T
>
Ho

|| &fEf ZLIE

dlo

7. ONTAP 9.8 O|Ato| AL C}
o

o
2047 7158 BAsEL

System switch ethernet log setup-password2} system switch ethernet log enable-collection



ol 271

clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1£f:bl

Do you want to continue? {yln}:: [n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>

I

() olziet m0Ix 237t vrsHE|2 Netapp KIiol 2O/SHIAIL.

8. ONTAP Z2Z|A 9.5P16, 9.6P12 & 9.7P10 O|Ato| mijX| 2l2|AQ| AL
mAZ +2SH| 28t Ol Ul AQX| AEf DLIEH 210 27| 7|52 &M3tefL|ct.

System cluster-switch log setup-password2} system cluster-switch log enable-collection
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clusterl::*> system cluster-switch log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl

cs2

clusterl::*> system cluster-switch log setup-password
Enter the switch name: csl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc

Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log setup-password
Enter the switch name: cs2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl

Do you want to continue? {yln}:: [n] vy

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system cluster-switch log enable-collection

Do you want to enable cluster log collection for all nodes in the
cluster?
{yIn}: [n] y

Enabling cluster switch log collection.

clusterl::*>

@ 0|23t WO A 2Z 7} HIEHE|H NetApp X210 2OISHIAIL.

CtZ T
"NX-OS 2ZELQ|{E HXILIC}".
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of ool M= ARAKIZEIP T4 172.19.2.12 MO AAEY = UE=X] HlFL|Ct

cs2# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. NX-OS 2ZEg[0] 3! EPLD 0O|0|X|E Nexus 9336C-FX2 A2|X|0f| SAL|CE
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cs2# copy sftp: bootflash: vrf management
Enter source filename: /code/nxos.9.3.5.bin
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1's password:

sftp> progress

Progress meter enabled

sftp> get /code/nxo0s.9.3.5.bin /bootflash/nx0s.9.3.5.bin
/code/nxo0s.9.3.5.bin 100% 1261MB 9.3MB/s 02:15

sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

cs2# copy sftp: bootflash: vrf management

Enter source filename: /code/n9000-epld.9.3.5.img
Enter hostname for the sftp server: 172.19.2.1

Enter username: userl

Outbound-ReKey for 172.19.2.1:22

Inbound-ReKey for 172.19.2.1:22

userl@172.19.2.1"'s password:

sftp> progress

Progress meter enabled

sftp> get /code/n9000-epld.9.3.5.img /bootflash/n9000-
epld.9.3.5.1img

/code/n9000-epld.9.3.5.img 100% 161MB 9.5MB/s 00:16
sftp> exit

Copy complete, now saving to disk (please wait)...

Copy complete.

4. Mol =0l NX-0S AT EQ|0] H{H S sholstL|Ct,

'How version’QIL|Ct
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 08.38
NXOS: version 9.3 (4)
BIOS compile time: 05/29/2020
NXOS image file is: bootflash:///nxo0s.9.3.4.bin
NXOS compile time: 4/28/2020 21:00:00 [04/29/2020 02:28:31]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 157524 usecs after Mon Nov 2 18:32:06 2020
Reason: Reset Requested by CLI command reload
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

cs2#

5. NX-OS 0|0 X|E MX[gtL|C}.

O|0|X| mtUS HX[SHH A2/ XIE MEEE ot 0|0 X[ o] 2=E LTt

13
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cs2# install all nxos bootflash:nxos.9.3.5.bin

Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxo0s.9.3.5.bin for boot variable "nxos".
[###fdfHH#H#HHE#4###H] 1005 —— SUCCESS

Verifying image type.
[##fH#H 444 SH#4#4H#] 100% —— SUCCESS

Preparing "nxos" version info using image bootflash:/nxo0s.9.3.5.bin.
[###H#H# S #E##E##E##E] 1005 —— SUCCESS

Preparing "bios" version info using image bootflash:/nxos.9.3.5.bin.
[##### 4 EH A4 H#SH4H#44] 1008 —— SUCCESS

Performing module support checks.
(H####HH#SHH#SHH#AH##4] 1008 —— SUCCESS

Notifying services about system upgrade.
(##HHH 4 H S HHE#E##] 100% —— SUCCESS

Compatibility check is done:
Module Dbootable Impact Install-type Reason

1 yes disruptive reset default upgrade is
not hitless

Images will be upgraded according to following table:

Module Image Running-Version (pri:alt New-
Version Upg-Required

1 nxos 9.3(4) 9.3(5)
yes

1 bios v08.37(01/28/2020) :v08.23(09/23/2015)

v08.38(05/29/2020) yes



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy
Install is in progress, please wait.

Performing runtime checks.

[######HHHH#E#HE##E##E] 1005 —— SUCCESS

Setting boot variables.
[ H#H#E#4###H] 1005 —— SUCCESS

Performing configuration copy.
[######HHHHH#HH###4#4] 1008 —— SUCCESS

Module 1: Refreshing compact flash and upgrading
bios/loader/bootrom.

Warning: please do not remove or power off the module at this time.
[ H#HHE#4###H] 1005 —— SUCCESS

Finishing the upgrade, switch will reboot in 10 seconds.

6. A2X|E MEETt T MER HT Q| NX-0S AT EQ|0{E ElgtLCt.

'How version’@IL|C}
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cs2# show version

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under their
own

licenses, such as open source. This software is provided "as is,"
and unless

otherwise stated, there is no warranty, express or implied,
including but not

limited to warranties of merchantability and fitness for a
particular purpose.

Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU
Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.

Software
BIOS: version 05.33
NXOS: wversion 9.3 (5)
BIOS compile time: 09/08/2018
NXOS image file is: bootflash:///nxos.9.3.5.bin
NXOS compile time: 11/4/2018 21:00:00 [11/05/2018 06:11:006]

Hardware

cisco Nexus9000 C9336C-FX2 Chassis

Intel (R) Xeon (R) CPU E5-2403 v2 @ 1.80GHz with 8154432 kB of
memory.

Processor Board ID FOC20291J6K

Device name: cs?2
bootflash: 53298520 kB
Kernel uptime is 0 day(s), 0 hour(s), 3 minute(s), 42 second(s)



Last reset at 277524 usecs after Mon Nov
Reason: Reset due to upgrade
System version: 9.3 (4)

Service:

plugin
Core Plugin, Ethernet Plugin

Active Package(s) :

7. EPLD O|0|X|E ¥ 12{|0| =511 AQ|X|E rebootPtC}.

2 22:45:12 2020

17



18

ofi® 271



cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x17
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

cs2# install epld bootflash:n9000-epld.9.3.5.img module 1
Compatibility check:

Module Type Upgradable Impact Reason
1 SUP Yes disruptive Module Upgradable
Retrieving EPLD versions.... Please wait.

Images will be upgraded according to following table:

Module Type EPLD Running-Version New-Version Upg-
Required
1 SUP MI FPGA 0x07 0x07 No
1 SUP IO FPGA 0x17 0x19 Yes
1 SuUP MI FPGA2 0x02 0x02 No

The above modules require upgrade.
The switch will be reloaded at the end of the upgrade
Do you want to continue (y/n) ? [n] y

Proceeding to upgrade Modules.

Starting Module 1 EPLD Upgrade

Module 1 : IO FPGA [Programming] : 100.00% ( 04 of 04
sectors)

Module 1 EPLD upgrade is successful.
Module Type Upgrade-Result

1 SUP Success

EPLDs upgraded.

Module 1 EPLD upgrade is successful.

19



8. ARX| MEE = CIA| 2101810] Af S| EPLD7} 43X o2 ZEE|U=X| ZeletL|C}.

Oof|H| =71

cs2# show version module 1 epld

EPLD Device Version
MI FPGA 0x7

I0 FPGA 0x19
MI FPGA2 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2
GEM FPGA 0x2

9. 1-8LHA|E HHE5I0] A2|X| CS10ll NX-OS AT EQ[0{E HX[EfL|C.
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"RCF(Reference Configuration File) A X|".
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]
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AESEZ| Mol of HXIE tESH AR "NX-OS 5! RCF & X[ Z=H]|",

Ag 7ts¢et RCF 0 Tt ZtMiet LIER2 S EXRSHAIR "AZER0] ZX[ /222"

QPN HE

=3t 2
» AQIK| T BT e
+ 26| HEOHE Z2AH (20 9F EE QA 27 942)

=
« $7 RCF ThUQIL
* RCFE MX[& 0 A9/%/0 22 &7 UQ
x5 24
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AN
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=
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RCFE & X|gtL|Ct
0|2 HZSIMAL
O] Xte| M= O ALK B! L= HHHS AFESILICE
* & Cisco 22|X|2| 0|2 CS11t CS2QL|Ct.
* = 0|E2 cluster1-01, cluster1-02, cluster1-03 2! cluster1-04 ! L|C}.

* 22{AH LIF 0|52 cluster1-01_clus1, cluster1-01_clus2, cluster1-02_clus1, cluster1-02_clus2, cluster1-
03_clus1, cluster1-03_clus2, cluster1-04_clus1 %! cluster1-04_clus2.

‘cluster1:: *>' TETE = Z2{AEQ| 0|2 LIEFHL|CE

Ol EXte| dliME & 7He| =EE AEEILICE 0|23t L =0|= 10GbE 22 AH QAHHHYE ZE 271 e0a 3! eOb7}t
AEEILICH E FESIMAIR "Hardware Universe" AF2 Q1 SHE0|AM SHIE S2{AE TEE 0I52{H LSS
A$H'6|-|__| |:|-
T od -

() =3 z22 ONTAPY Zalx¥2 C}2 4 YALICH
ol teioi] cho

O BAIE =5t ONTAP EE1t Cisco Nexus 9000 A|2| = AQX| BHE 25 ArESH{OF LICE 2| HA|=|X]
of= of ONTAP BHO| At EL|Ct.

O] X} 0= %S 2 ISL(Inter-Switch Link)0| ER23IX| gF&L|CH RCF HT tHFO| ISL HE| LA|X =
TS 0|E = A7 W20 o]= EAY 7tsHLILt. RSt 222 23 BF5| fldl LS BAE +&5HH R

AL K|0f| chgt HHAE +=As

—_

= Sot @ 22AH LIF7t 28 THEL A9|X|2 ofo| 230 HELIC
M| A91%] ALEQI0] {HD RCFsS MAISH7| Hojl A91X| MHE XD 7|2 A4S Sefof

=
(D #uct =2 22 Argstol A9|K0 AZoF BLICE O] Al He| HED 1M
HAFELICH

15t 2K ZH
1. SMAH AQIX|of| HAE 2t LE9| 22{AE ZES HA[RLICL

HIER 3 C|Hjo|A~ EHA &
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clusterl::*> network device-discovery show

Node/
Protocol
Platform

Local
Port

clusterl-01/cdp

C9336C

C9336C

ela

e0d

clusterl-02/cdp

C9336C

C9336C

ela

el0d

clusterl-03/cdp

C9336C

C9336C

ela

eOb

clusterl-04/cdp

C9336C

C9336C

clusterl:

ela

e0b

2. 2} 22{AE ZEQ| 2| 8l 2F

22

Discovered

Device

csl

cs2

csl

cs2

csl

cs?2

csl

cs2

a. RE Z2AH ZEJI*UP* 0|1

A AF
So

(LLDP:

network port show —-role cluster

ChassisID)

Interface

Ethernetl/7

Ethernetl/7

Ethernetl/8

Ethernetl/8

Ethernetl/1/1

Ethernetl/1/1

Ethernetl/1/2

Ethernetl/1/2

N9K-

N9K-

N9K-

N9K-

N9K-

NO9K-

NO9K-

N9K-



ol 271

clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
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Node: clusterl-04

Ignore

Health
Port
Status

ela
healthy
elb
healthy
clusterl:

b. @E Z2{AE AHMO|A(LIF)7t & ZEO| Y=X| =elefL|ct.

HE{ = QI HO|A show-role cluster

Health
IPspace
Status

Cluster
false

Cluster
false
3W>

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster

Cluster

up

9000

9000

auto/10000

auto/10000
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clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 e0d true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0d true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

8 entries were displayed.

clusterl::*>

C. 2o{AEJL & S2{AH ALX|0f TSt YEE EAISH=X| 2elgfL|t.

=

'system cluster-switch show-is-monitoring-enabled-operational true'
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address
Model
csl cluster-network 10.233.205.90 NO9K-
C9336C
Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP
cs?2 cluster-network 10.233.205.91 NOK-
C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S) Software,
Version
9.3(5)
Version Source: CDP

clusterl::*>

3. 2 AH LIFUIM Xt =E2(7| 7|5 S SHMELICE

off| 271

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert false

2CHA: E

1. 22AH A9IX| CS20IM =2 SHAE ZEO| HEE XES ZRILC

26
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cs2 (config) # interface ethl/1/1-2,ethl/7-8
cs2 (config-if-range) # shutdown

2. S2AE LIF7} S2{AH A9IX| CS10| SASE EER 00| 120| MEIQUX| SISILICE 0 FI2 T &
2 + etk

HE{ 3 QI HO|A show-role cluster

Of|®| =71

clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl up/up 169.254.3.4/23
clusterl-01 ela true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 ela false

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 ela true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 ela false

clusterl-03 clusl up/up 169.254.1.3/23
clusterl-03 ela true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 ela false

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 ela true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 ela false

8 entries were displayed.
clusterl::*>

3. 2T AETL F SEHRIX| ISt

o o =

'SHAH A
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clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

4. OF= MEstx| 84

ro

B2 Lt

gl

Hzdo
o O

EHS HIAE IIYUZ ARSI oixf 22(X| 49 SALES MERLICH

show running-config

5. A9/% CS29| TS HASIT 7|2 MEE ST

@ MZ2 RCFE YHIO|EStHLI HE2E W= AQX| AHES X1 7|2 2SS S&6lOF gL C}.
ARQX|E CHA| MHYStHH AQX| 2| 25 ZEOf AZAGSOF &LICt.
a. M Hel:
of|x| 27

(cs2)# write erase
Warning: This command will erase the startup-configuration.

Do you wish to proceed anyway? (y/n) [n] vy

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

6. FTP, TFTP, SFTP &= SCP & StLIe| M& T2EZE AE510 RCFE AIX| S22 FEZ2HA| of

28



S ALEILICE Cisco B0 CHSt XtAM|Tt LHE2 Of| A sHE MHAE EZSHYA|RL "Cisco Nexus 9000 Series NX-
OS & Fx" ol M.

oflxl 271

Of ool M= £A9X| CS20iA RCFE RE ZaAl0f| SASH:E O] AFE&[= TFTPE 20 SLIC.

cs2# copy tftp: bootflash: vrf management

Enter source filename: Nexus 9336C_RCF vl.6-Cluster-HA-Breakout. txt
Enter hostname for the tftp server: 172.22.201.50

Trying to connect to tftp server...... Connection to Server
Established.

TETP get operation was successful

Copy complete, now saving to disk (please wait)...

7. 0|™0j| CHR 2E 3t RCFZE bootflash0fl M2%tL|C}.

Cisco HEO| CHet ATt LI 2 oA s AEAME HZSHMA|L "Cisco Nexus 9000 Series NX-OS E&
Erz=r obLi M,

ofix 271

0| oi[ofl M= RCF I "Nexus_9336C_RCF_v1.6 - Cluster-HA-Breakout.txt"7t A2{X| CS20{| A X|=| 04
ASE Eo FLC.

cs2# copy Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt running-
config echo-commands

8. 'show banner mott' 09| B Z S ZAISICH AQX[Q] SHIE M1t 252 2Isl 0] X|ES 41 [2tof
sHL|Ct
= .
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cs2# show banner motd

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i g

kAhkKkkkhkhkKh KKk %k

* NetApp Reference Configuration File (RCF)

*

* Switch : Nexus NI9K-C9336C-FX2

* Filename : Nexus 9336C RCF vl.6-Cluster-HA-Breakout.txt
* Date : 10-23-2020

* Version : vl1.6

* Port Usage:

* Ports 1- 3: Breakout mode (4x10G) Intra-Cluster Ports, int
el/1/1-4, el/2/1-4

, €1/3/1-4

* Ports 4- 6: Breakout mode (4x25G) Intra-Cluster/HA Ports, int
el/4/1-4, el/5/

1-4, el/6/1-4

* Ports 7-34: 40/100GbE Intra-Cluster/HA Ports, int el/7-34
* Ports 35-36: Intra-Cluster ISL Ports, int el/35-36

*

* Dynamic breakout commands:

* 10G: interface breakout module 1 port <range> map 10g-4x

* 25G: interface breakout module 1 port <range> map 25g-4x

*

* Undo breakout commands and return interfaces to 40/100G
configuration in confi

g mode:

* no interface breakout module 1 port <range> map 10g-4x

* no interface breakout module 1 port <range> map 25g-4x

* interface Ethernet <interfaces taken out of breakout mode>
* inherit port-profile 40-100G

* priority-flow-control mode auto

* service-policy input HA

* exit

*

R R i e b b 2b b b b b I 2b I e dh b e Sh b SR S b b S dh b 4R b db b 2R Sb b db b b db b b b db b 2b db b db Ib I Ib b b db b A b dh db b 4

kX kX kk kKK

9. RCF I0| SHE %4 HTQIX| ZtelgtL|Ct,

=

'show running-config's MEiBtL|Ct
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£ 2 MUSI0 SHIE RCFIL Q=X| =telet iff CHE ME 7 SHIEX| SIS L.
° RCF Hii{
o LE gl TE M™olL|C}

° AEX XIHE

EH2 AMOIE Fdof| waf FEHELCH ZE ™S 2Qlst X RCFO| CHel HE A2 2E|A EE
HZESHUAIR

10. RCF HZH 5! A2(X| MH0| S2HI=X| &2l$t = running-config IFY 2 startup-config THL 0| SAFEHLICE.

Cisco EEO| CHet ATt LHE2 oA s AEAME HZSHMA|L "Cisco Nexus 9000 Series NX-OS EH
EH7E" OHLYM.

ol 271

cs2# copy running-config startup-config
[HA##H#HHHHHSHAAEHHAHHE AR AR A A HHHHHHHHEH] 1002 Copy complete

1. AQI%| CS22 MEEEILICH ALK HEHE S S0 S0 HDE "Z2{AE EE C2™ O[HIES 2A
LI,

19
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cs2# reload
This command will reboot the system. (y/n)? [n] y

12. SHAHO|M S2{AH ZEO| HEHE =elgtL|Ct
a. e0d ZEVI S2{AH9 BE LEO|M Y 2E SQUX| =HelglL|cf.

HE{ 3 EE show-role cluster

31
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health

Port IPspace
Status

ela Cluster
healthy false
eOb Cluster

healthy false

Node: clusterl-02

Ignore

Health

Port IPspace
Status

ela Cluster
healthy false
eOb Cluster

healthy false

Node: clusterl-03

Ignore

Health

Port IPspace
Status

ela Cluster
healthy false

e0d Cluster

healthy false

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/10000

Cluster up 9000 auto/10000

Speed (Mbps) Health

Broadcast Domain Link MTU Admin/Oper Status

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000



Node: clusterl-04

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
ela Cluster Cluster up 9000 auto/100000
healthy false
e0d Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

. ZRIAE{OA A9IK| HEHS SOIFLICE LIF7He0d0 SEIX| $OD2 A9IK| CS27 BAIEIX| %S 4
L
M-
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl Ethernetl/7
N9K-C9336C

eOd cs?2 Ethernetl/7
NO9K-C9336C
cluster01-2/cdp

ela csl Ethernetl/8
NO9K-C9336C

e0d cs?2 Ethernetl/8
NO9K-C9336C
cluster01-3/cdp

ela csl Ethernetl/1/1
NO9K-C9336C

e0b cs2 Ethernetl/1/1
NO9K-C9336C
clusterl-04/cdp

ela csl Ethernetl/1/2
NO9K-C9336C

e0b cs?2 Ethernetl/1/2
NO9K-C9336C

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address

Model

csl cluster—-network 10.233.205.90
NX9-C9336C

Serial Number: FOCXXXXXXGD
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(5)
Version Source: CDP

cs2 cluster—-network 10.233.205.91



NX9-C9336C
Serial Number: FOCXXXXXXGS
Is Monitored: true
Reason: None
Software Version: Cisco Nexus Operating System (NX-0S)
Software, Version
9.3(5)
Version Source: CDP

2 entries were displayed.

O|M0j| A2|X|0l| 2EEI RCF HMO|| 2t CS1 A X| 220N CHS £ 2 AEHE > JSLICH

2020 Nov 17 16:07:18 csl %S VDC-1 %$ %STP-2-UNBLOCK CONSIST PORT:

Unblocking port port-channell on VLANO092. Port consistency

restored.

2020 Nov 17 16:07:23 csl %$ VDC-1 %S $STP-2-BLOCK PVID PEER:
Blocking port-channell on VLANOOOl. Inconsistent peer vlan.
2020 Nov 17 16:07:23 csl %$ VDC-1 %$ %STP-2-BLOCK PVID LOCAL:
Blocking port-channell on VLANOO0S92. Inconsistent local vlan.

13. 22{AE AR(X| CS10|M cEo| S2{AE ZEO| HEE XEE SEYLICHL
oflRl 271

CHS Ol MOl M= QUE{H[O|A Of| M| Z212 AHSEILICE

csl (config) # interface ethl/1/1-2,ethl/7-8
csl (config-if-range)# shutdown

14. 2 AH LIF7} A2[X] CS20| SARIE ZEZ 00| J2||0| ME|RX=X| ZolgfL|ct o] U2 R X Fx 4
olAL|C}
PN =] .

HEL 3 2E{H|0| A show-role cluster
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clusterl::*> network interface show

Current Is
Vserver
Port

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
false

clusl

up/up
true

clus?2

up/up
false
up/up
true

clusl
clus?2
clusl wup/up
false
up/up
true

up/up
false

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

15. S2AEJ Fak HEjelX] golet|ct.

36

'2E{AE &

169.

169.

169.

169.

169.

169.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23
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clusterl::*> cluster show

Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4 entries were displayed.
clusterl::*>

16. AQ|X| CS10l|A 4-11EHA|E vH=BHL|C}

17. 22 AH LIFOIM Xt& =E2|7] 7|52 2™

ol 271

clusterl::*> network interface modify -vserver Cluster -1lif * -auto
-revert True

18. AQIX| CS12 MELSLICE O|HA 6H S2{AH LIF7t 8 ZEE &S0t 5= USLICH AX|7L HELE =

SO =0 EnEl "3 AH ZE 2™ O|HIES RAIE & ASLICH

oflRl 271

csl# reload
This command will reboot the system. (y/n)? [n] y

3B S el
1. 222 ZEO| HZE AQX| ZETL* ¥ * 2IX| =helgtL|Ct.

show interface brief
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csl# show interface brief | grep up

Ethl/1/1

1 eth access
10G (D) --
Ethl/1/2 1 eth access
10G(D) --
Ethl/7 1 eth trunk
100G (D) --
Ethl/8 1 eth trunk
100G (D) --

o| & = =71 Al HAR[O] YeX| SHolghL|Ct,
CDP 0|29 MF

Oof|®| =71

csl# show cdp neighbors

up

up

up

none

none

none

none

Capability Codes: R - Router, T - Trans-Bridge,

- IGMP,

B - Source-Route-

r - Repeater,

D - Remotely-Managed-Device,

Hldtme Capability

133

133

175

175

H

R S I s

RS I s

Bridge
S - Switch, H - Host,
V - VoIP-Phone,
S — Supports-STP-Dispute
Device-1ID Local Intrfce
Port ID
nodel Ethl/1
ela
node?2 Ethl/2
ela
cs2 Ethl/35
Ethl/35
cs2 Ethl/36
Ethl/36

Total entries displayed: 4

Platform

FAS2980

FAS2980

N9K-C9336C

NI9K-C9336C



3. r}

dlo

FHE MBS0 EHAH =71 SHIE 22{AH VLANG| J=X| 2telgtL|Ct.
show vlan brief

show interface trunk



40
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csl# show vlan brief

VLAN Name Status
1 default active
Ethl/3

Ethl/6, Ethl/7

Ethl/36

Ethl/9/3

Ethl/10/2

17 VLANOO17 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl/10/2

18 VLANQOO18 active
Ethl/3, Ethl/4

Ethl/7, Ethl/8

Ethl/9/3

Ethl1/10/2

31 VLANOO31 active
Ethl/13

Ethl/16

Ethl/19

Ethl/22
32 VLANOO32 active

Ports

Pol, Ethl/1, Ethl/2,

Ethl/4, Ethl/5,

Ethl/8, Ethl/35,

Ethl/9/1, Ethl/9/2,

Ethl1/9/4, Ethl1/10/1,

Ethl1/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl/10/1,

Ethl/10/3, Ethl/10/4
Ethl/1, Ethl/2,

Ethl/5, Ethl/6,

Ethl/9/1, Ethl/9/2,

Ethl/9/4, Ethl1/10/1,

Ethl/10/3, Ethl/10/4
Ethl/11, Ethl/12,

Ethl/14, Ethl/15,

Ethl/17, Ethl/18,

Ethl/20, Ethl/21,

Ethl/23, Ethl/24,



Ethl/25

Ethl/28

Ethl/31

Ethl/34

33 VLANOO33

Ethl/13

Ethl/16

Ethl/19

Ethl/22

34 VLANOO34

Ethl/25

Ethl/28

Ethl/31

Ethl/34

csl# show interface trunk

active

active

Ethl/26,

Ethl/29,

Ethl/32,

Ethl/11,

Ethl/14,

Ethl/17,

Ethl/20,

Ethl/23,

Ethl/26,

Ethl/29,

Ethl/32,

Native
Vlan

Port
Channel

Ethl/1
Ethl/2
Ethl/3
Ethl/4
Ethl/5
Ethl/6
Ethl/7
Ethl/8
Ethl1/9/1
Ethl1/9/2
Eth1/9/3
Ethl1/9/4
Ethl1/10/1
Ethl1/10/2
Eth1/10/3
Ethl1/10/4

O T T Y S e e e S S S O = W = W =

trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking
trunking

Ethl/27,

Ethl/30,

Ethl/33,

Ethl/12,

Ethl/15,

Ethl1/18,

Ethl/21,

Ethl/24,

Ethl/27,

Ethl/30,

Ethl/33,
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Ethl/11 33 trunking ==

Ethl/12 33 trunking ==
Ethl/13 33 trunking ==
Ethl/14 33 trunking -—
Ethl/15 33 trunking ==
Ethl/16 33 trunking ==
Ethl/17 33 trunking -—
Ethl/18 33 trunking ==
Ethl1/19 33 trunking ==
Ethl1/20 33 trunking -—
Ethl/21 33 trunking ==
Ethl/22 33 trunking ==
Ethl/23 34 trunking -—
Ethl/24 34 trunking ==
Ethl/25 34 trunking ==
Ethl/26 34 trunking -—
Ethl/27 34 trunking ==
Ethl/28 34 trunking ==
Ethl/29 34 trunking -—
Eth1/30 34 trunking ==
Ethl/31 34 trunking ==
Ethl/32 34 trunking -—
Ethl1/33 34 trunking ==
Ethl/34 34 trunking ==
Ethl/35 1 trnk-bndl Pol
Ethl/36 1 trnk-bndl Pol
Pol 1 trunking ==
Port Vlans Allowed on Trunk
Ethl/1 1,17-18

Ethl/2 1,17-18

Ethl/3 1,17-18

Ethl/4 1,17-18

Ethl/5 1,17-18

Ethl/6 1,17-18

Ethl/7 1,17-18

Ethl/8 1,17-18

Ethl/9/1 1,17-18

Ethl/9/2 1,17-18

Eth1/9/3 1,17-18

Ethl1/9/4 1,17-18

Ethl1/10/1 1,17-18

Eth1/10/2 1,17-18

Ethl1/10/3 1,17-18



Ethl1/10/4 1,17-18

Ethl/11 31,33
Ethl/12 31,33
Ethl1/13 31,33
Ethl/14 31,33
Ethl/15 31,33
Ethl/16 31,33
Ethl/17 31,33
Ethl/18 31,33
Ethl1/19 31,33
Ethl/20 31,33
Ethl/21 31,33
Ethl/22 31,33
Ethl/23 32,34
Ethl/24 32,34
Ethl1/25 32,34
Ethl/26 32,34
Ethl/27 32,34
Ethl1/28 32,34
Ethl/29 32,34
Ethl1/30 32,34
Ethl/31 32,34
Ethl/32 32,34
Ethl/33 32,34
Ethl/34 32,34
Ethl/35 1
Ethl/36 1
Pol 1
® E3 ZE 3 VLAN AL20] TS XEAISH I8 2 RCF2| HiL X ER &1 Abg MM
RSN L.

4. CS11t CS2 AtO|9] ISLO| ZtS5t=X| &olgtL|LCt.

TE- MY Qo

fjo
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csl# show port-channel summary

Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s — Suspended r - Module-removed

b - BFD Session Wait

S - Switched R - Routed

U - Up (port-channel)

p - Up in delay-lacp mode (member)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports Channel
1 Pol (SU) Eth LACP Ethl1/35 (P) Ethl/36 (P)
csl#

S2AE LIF7} 8 ZEE = SHAU =X Felg|ot.

HE{ = 2IE{HO|A show-role cluster
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clusterl::*> network interface show

Current Is
Vserver

Port Home

Logical

Interface

Statu

-role cluster
s Network

Admin/Oper Address/Mask

Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01

e0d

clusterl-01

el0d

clusterl-02

e0d

clusterl-02

e0d

clusterl-03

e0b

clusterl-03

eOb

clusterl-04

e0b

clusterl-04

e0b

up/up
true

clusl

up/up
true

clus?2

up/up
true
up/up
true

clusl
clus?2
clusl wup/up
true
up/up
true

up/up
true

clus?2

clusl

clus2 up/up

true

8 entries were displayed.

clusterl::*>

'2E{AE &

6. SRHAE I Fah LEfQIX] =HQlStL|Ct.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

169.254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23
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clusterl::*> cluster show

Node Health Eligibility
clusterl-01 true true
clusterl-02 true true
clusterl-03 true true
clusterl-04 true true

4 entries were displayed.
clusterl::*>

A 22 AH QIEH0| A0 pingS At HES =eletL|Ct

'22{AFE| ping-cluster-node local'
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clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 e0d
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 e0Od

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)



Cisco 9336C-FX2 22{AE AL|X[0|M SSHE AIESIES
SYRLICE

CSHM(Cluster Switch Health Monitor) %! 273 & 7|52 AI8%t= 22 SSH 7|18 Mot
CHS 2 AH ARIX|0|A SSHE A 3tslof BFL|CH

CHA|
1. SSH7} i H|=|0f RUA=X| =telBfL|Ct.

show ip ssh

Oof|®| =71

(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiiitiiinetennnnnnns Disabled
SSOH POT Lt ittt ittt it e et e e et e e 22
Protocol Level: ...ttt ittt ennnneennnnns Version 2
SSH Sessions Currently Active: ..........c.c..... 0

Max SSH Sessions Allowed: ....iiiinineeeennnnennn 5

SSH TimeoUt (MINS) & & v vttt it teeeeeeeeneeneenes 5

Keys Present: . ...ttt iteneteeeeeeeneeeeannens DSA (1024) RSA(1024)
ECDSA (521)

Key Generation INn ProgresSS: .....eeieeeeeeeeennn None

SSH Public Key Authentication Mode: ........... Disabled
SCP server Administrative Mode: ............... Disabled

2. SSH 7| MMgtL|Ct.

crypto key generate

48
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(switch)# config
(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521
Do you want to overwrite the existing ECDSA keys? (y/n): y

switch) (Config)# aaa authorization commands "noCmdAuthList" none

(Config) # exit
# ip ssh server enable

switch
switch
switch
switch)# ip ssh pubkey-auth

( )
( )
( )
( )# ip scp server enable
( )
( )

# write mem

switch

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

CIA| 2EE
4. SSH7t & M3tE| A=K EoletLCt.

show ip ssh

49
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(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled
SOH POT Lt ittt ittt et e e et e e 22
Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2
SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)
ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None

SSH Public Key Authentication Mode: ........... Enabled
SCP server Administrative Mode: ............... Enabled

"2 SES FYeefLnt.

O A2(X| &Efl ZLEHTE 23 &

21 3 7|5S AE3I0 ONTAPOIM AL(X| 2tH 21 mtAs +&e = USLICL o|E

I ZEi EL|E{(CSHM)= S2{AE & AEZ|X| HEHZ A9X[2Q] 25 MEHE 2fQlstn
CIHZ S flet A9(X| 218 +3st= A2 HYELICL o] EXt= %IXI | M XEMISE* XA~
2% AIIO A-II-I EII A|II-'5|-'— ]IEA-”A% o x5 |.E * I7|J£-|| *
E1I0IE19I AI.’_*”E" #’élé NESEHEIE S

Al Ztst7| FHoj|
* 9336C-FX2 22AE AQX| * CLI * & AIESI0| &2AS MH

© AQIX[of o A9IK| &Ef ZLEZ S 2dotslioF BiL|Ch £ 2hQl5te] 2tQIeLILt Is Monitored: 2 ZH0Y|A

ZEE=*true * 2 MY EILICE system switch ethernet show BE.

st

P
=X| &l

gfLict.

T
1. 0|l AQ(X| AEf ELE 21 23 7|50 ciet =S Mgt

'System switch Ethernet log setup - password'(A| ARl AQ|X| O|HYl 23 MH - &5)
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clusterl::

Enter the

*> system switch ethernet log setup-password
switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl
cs2

clusterl::

Enter the
Would you

*> system switch ethernet log setup-password

switch name: esl

like to specify a user other than admin for log

collection? {y|n}: n

Enter the
Enter the

clusterl:

Enter the
Would you

password: <enter switch password>
password again: <enter switch password>

:*> system switch ethernet log setup-password

switch name: cs2

like to specify a user other than admin for log

collection? {y|n}: n

Enter the
Enter the

password: <enter switch password>
password again: <enter switch password>

2. 21 TS MNESHH CHZ HE S HAls0o] CIHIO|AS o[ BHOIM AHZEt A9IX|2 HHEL|CH O A| 5t

system switch

= o
7| * Glojef £% 3 22 = Jkx| fHel 21 +70| AIFELC

M

ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log

-request true

Do you want to modify the cluster switch log collection

configuration? {ylIn}:

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log

—-request true

Do you want to modify the cluster switch log collection

configuration? {ylIn}:

Enabling cluster switch log collection.

(D ol2{et '?S'E StLgt: @F
=Xe]]

=H &

23 23 7|50l o8 E1k= CHE 2F Al & Sttt
ethernet log show), S C|HI EHAE A

52

etotALE 2 +F 0| 22 E|X| 222 H NetApp AI20]

M= AR( 2l 30| EAIE system switch
ol SLICE

* AL *

ONTAP SSH 7|E Md-deLICt. NetApp XIE £ A{0]
Eol5tAl2.

X2 5EE &eldt, SSH HZS HAESI, ONTAP
SSH 7|5 CHA| Mgl A9(X| HEME HESIAHLL

AH
NetApp X0 29|50 X|ES t.':*o*'AIQ

FIPS 2=7t EdstEl 32 MAI=5H7| Toi| 22{X|0M
ECDSA 7|E ‘-d3f{of gL Ct.

AQ{X[0f M O] 21 #F ThA S HAHELCE



cAXEE 2O 25+ AQX| AFEXIAA 2O £F H$to
ol T4 14 A AESHIAL.
o e
SNMPv3=2 tdstL|Ct

O|HU AR[X| &E ELIE{Z(CSHM)E X|#dt= SNMPv3E F+-dot2{H L2 Ex}
CEMA L.

fiju

Of ZfHofl CHaf

A
HH2 Cisco 9336C-FX2 AL[X|0|A SNMPv3 AHEXt O| 2 A BILICL.

x|
=)

ol
—

0l
£
Olo

*9|§5?:snmp—server user SNMPv3 USER NoAuth
* MD5/SHA @15 * | 2% snmp-server user SNMPv3 USER auth [md5|sha] AUTH-PASSWORD

* AES/DES 2=23lE AH&3H= * MD5/SHA !5 *: snmp-server user SNMPv3 USER AuthEncrypt
auth [md5|sha] AUTH-PASSWORD priv aes-128 PRIV-PASSWORD

Ct2 ™2 ONTAP Z0i|A SNMPv3 ALEXL 0| §2 M ELICE. ' cluster1: * > security login create -user -or
-group -name_SNMPv3_user_ -application snmp-authentication-method USM -remote-switch
-ipaddress_address '

CHS BYS HASHH CSHMOA SNMPv3 AHEXL 0| S0 AEELICH clusterl::*> system switch
ethernet modify -device DEVICE -snmp-version SNMPv3 -community-or-username
SNMPv3 USER

Ol
=
02
tok
ot
i
.

=S A2(X[0 A SNMPv3 AFEXIE AF Lt

show snmp user

0
rr
Ral
jor
1)
9'_I-
r
ul

53



ol 271

(swl) (Config) # snmp-server user SNMPv3User auth md5 <auth_password>
priv aes-128 <priv_password>

(swl) (Config) # show snmp user

SNMP USERS
User Auth Priv (enforce) Groups
acl filter
admin md5 des (no) network-admin
SNMPv3User md5 aes-128 (no) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

(swl) (Config) #

2. ONTAP Z0i|A SNMPv3 AI2XIE MEshL|C}

security login create -user-or-group-name <username> -—-application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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clusterl::*> system switch ethernet modify -device "swl
(b8:59:9£:09:7c:22)" -is-monitoring-enabled-admin true

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. MZ2 SNMPv3 AF2XIe} 7| EL|E{ZISIEE CSHME AL LT

system switch ethernet show-all -device "swl" -instance
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clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv2c

true

cshml!
NO9K-C9336C-FX2
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

clusterl::*>

MEZ 44 E SNMPv3 AFEXIZ #2[ LUH H It CSHM Z3 7|2H0] b=l = 0T THA|0|A XHM|S| 2ot

L HooF SUGHK| =l

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance

Device Name:

IP Address:

SNMP Version:

Is Discovered:

SNMPv2c Community String or SNMPv3 Username:
Model Number:

Switch Network:

Software Version:

swl
10.231.80.212
SNMPv 3

true

SNMPv3User
N9K-C9336C-FX2
cluster—-network

Cisco Nexus

Operating System (NX-0S) Software, Version 9.3 (7)

Reason For Not Monitoring:

when SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

None <---- displays
CDP/ISDP

true

QTFCU3826001C

v1.8X2 for
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