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o] Bl M= AQXIZHIP FA 172.19.2.12 MH0|| HAE 0] Q=X| EHolshL|Ct.

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. CS20| M B4R 24 o] x| He:

'How bootvar & L|Ct
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(cs2)# show bootvar
Image Descriptions

active

backup

Images currently available on Flash

(cs2) # copy active backup
Copying active to backup
Management access will be blocked for the duration of the operation

Copy operation successful
(cs2)# show bootvar

Image Descriptions

active

backup
Images currently available on Flash

4. M3l FQI EFOS 2ZEQ0f XS ZolsfL|ct.

'"How version’@!L|C}
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(cs2)# show version

Switch: 1

System DesCription. ...t ittt eeeeeeeeens BES-53248A1,
3.4.3.3, Linux 4.4.117-ceeeb9%9d, 2016.05.00.05

MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans BES-53248A1
Machine Model. ... ..ttt ittt eeeeeeeeeanenn BES-53248
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns QTFCU38260014
Maintenance Level.. ... ettt eeeeeneeeeneeneans A
ManUfaCtUrer . v ittt ittt it e et e ettt ee e O0xbc00

Burned In MAC AddreSS .« .t et eeeneeeeeeeeennns D8:C4:97:71:12:3D
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns 3.4.3.3
Operating System. ...ttt ittt teeeeeeeeeenns Linux 4.4.117-
ceeeb99d

Network Processing DevicCe..........ciiviuenenn.. BCM56873 A0
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns O0xff040c03
Additional PackagesS. ... .eueieeeeeteneeeennenenns BGP-4
............................................... Q0S
............................................... Multicast
............................................... IPvV6
............................................... Routing
............................................... Data Center
............................................... OpEN API
............................................... Prototype Open API

o. O|0|X| IS AL(X|0f L= LT,

MEEH o siE o[n|X|7t 4 2l EFOS TS ¥ ettt=
o

O|0|X| IS &y O|0|X|Z EAtsHE A2
Y =+ AFLICH

onfgL{Ct. O] O|0|X| = WHO 2 ArE T

A
= T
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(cs2)# copy sftp://root@l72.19.2.1//tmp/EF0S-3.4.4.6.stk active
Remote Password:**

L L SEFTP

Set ServVer IP. ..t iiiiiteeeeeeeeeeeeeaeeeeonaenns 172.19.2.1

=Sl o //tmp/

Filename. @ v vttt et ittt et eteeeeeseneeeeaneeneans EFOS-3.4.4.6.stk
DAt T P e v e et e et e et ee e eeeeeeeeeeeeeeeeeaeenans Code

Destination Filename........cuouitinenennnennnn active

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y
SFTP Code transfer starting...

File transfer operation completed successfully.

fot

e 81 e g0l chet & O|0|X|S EAIZLIC

Ml

'"How bootvar & L|C}
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(cs2) # show bootvar

Image Descriptions

active

backup

Images currently available on Flash



ol 271

(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!

System will now restart!

8. CtA| 2191810 EFOS AT EQ0{Q] A HAEES stolstL|C},

'How version’@!L|C}
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(cs2)# show version
Switch: 1

System DesCription. ...t ittt eeeeeeeeens
3.4.4.6, Linux 4.4.211-28a6fe76, 2016.05.00.04
MaChINE Ty . e vttt ettt ee e et eeeeeeneeeeaneeneans
Machine Model. ... ..ttt ittt eeeeeeeeeanenn
Serial NUMDET . .. ittt ittt ettt eeeeeeennnnns
Maintenance Level.. ... ettt eeeeeneeeeneeneans
ManUfaCtUrer . v ittt ittt it e et e ettt ee e
Burned In MAC AddresSS. . ei ittt eteneeeeeneenns
SOftwWare VerSion. o e et e et eeeeeeeneeneoneenns
Operating System. ...ttt ittt teeeeeeeeeenns
28a6fe’6

Network Processing DevicCe.....ueueeeeeeeeeennnnnn
CPLD VerSI0M e v vt ittt ettt eeeeeeeeeeeeeeaeennns

CHS chA|
"BES-53248 22 AH ARX|E 2IO|MAE MK[gL|Ct",
HitH 2: ONIE OS M X|E A2t EFOS ¢118|0|1=
ot EFOS H{T0| FIPSE £4611 CtE EFOS H{TO| FIPSE £46HX

| Qb=
ol2{gt EtAl= ALX|7F R X| b= B ONIEO|A H| FIPS EE= FIPS =
A 2 JELICH

@ 0] 7|52 EFOS 3.7.x.x O A} H| FIPS Z4 {0l Mot AFRE &

THA|
1. AQIX|E ONIE 8% B2 REBH|CY,

FE5H= St HAIX[7F HA|E|H ONIES MEfgtL|Ct.

Rt
gHEF

BES-53248A1,

BES-53248A1,
BES-53248
QTFCU38260023

O0xbc00
D8:C4:97:71:0F:40
3.4.4.6

Linux 4.4.211-

BCM56873 A0
0xff040c03

Q0S

Multicast

IPvV6

Routing

Data Center

OpEN API

Prototype Open API

AN
4

OS 3.7.x.x O|0|X|E MX|st=

AL

TS St 4 ABLICE
|
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-+
| *ONIE: Install OS

ONIE: Rescue

ONIE: Uninstall OS
ONIE: Update ONIE
ONIE: Embed ONIE
DIAG: Diagnostic Mode

|
|
|
|
|
|
|
|
|
|
|
| DIAG: Burn-In Mode
|
|
|
|
|
|
|
|
|
|
|

AQ|X|7} ONIE k| ZEZ EEI=IL|C},
. ONIE AMg ZX|6t1 0|l QIE{H|0|AS LASHL|CE,

CH2 TIA|X|ZF LEEHLEH * Enter * £ =2 ONIE 252 = &g LI

Please press Enter to activate this console. Info: ethO: Checking
link... up.
ONIE:/ #

(D oNiE Z8o| A%E D HAxIF

Tk

E0f| A E LI,



Stop the ONIE discovery

ONIE:/ # onie-discovery-stop
discover: installer mode detected.
Stopping: discover... done.

ONIE:/ #

3. 0|4l QIE{H|O|A S M S} 'ifconfig ethO <IPAddress> netmask <netmask> up' 2 'route add default GW
<gatewayAddress>'E AFE5t0] 2tREE F7tgfL|Ct

ONIE:/ # ifconfig eth0 10.10.10.10 netmask 255.255.255.0 up
ONIE:/ # route add default gw 10.10.10.1

4. ONIE &X| T}U S SAEISH=E MHO| HEE 4 Q=X =HelphL|C,
ping

off 271

ONIE:/ # ping 50.50.50.50

PING 50.50.50.50 (50.50.50.50): 56 data bytes

64 bytes from 50.50.50.50: seg=0 ttl=255 time=0.429 ms

64 bytes from 50.50.50.50: seg=1 ttl=255 time=0.595 ms

64 bytes from 50.50.50.50: seg=2 ttl=255 time=0.369 ms

~C

--- 50.50.50.50 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.369/0.464/0.595 ms

ONIE:/ #

S. M ARX| AXEQIOE AX[SfL|Ct.

ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-installer-x86 64

12
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ONIE:/ # onie-nos-install http://50.50.50.50/Software/onie-
installer-x86 64

discover: installer mode detected.

Stopping: discover... done.

Info: Fetching http://50.50.50.50/Software/onie-installer-3.7.0.4

Connecting to 50.50.50.50 (50.50.50.50:80)

installer 100% |*******************************| 48841k
0:00:00 ETA

ONIE: Executing installer: http://50.50.50.50/Software/onie-
installer-3.7.0.4

Verifying image checksum ... OK.
Preparing image archive ... OK.
AZES 07} AQIXIS MAIBH LIS MEYBILICE A9IKI7L M EFOS HACE HANOR MREL =S

6. A A9IK| AZEL 07} BX| = U= ZHlgfL|Ct.

=

'How bootvar’&IL|C}

Of|®| =71

(cs2)# show bootvar

Image Descriptions

active

backup

Images currently available on Flash

unit active backup current-active next-active

1 3.7.0.4 3.7.0.4 3.7.0.4 3.7.0.4
(cs2) #

7. 24X 2zt

40| MBEIX| 91 AQIXI7H MEYE D S0t Al 72202 HAHELIC

ChZ B

"BES-53248 S AE AQ X2 2tO|HMAE MX|BtL|C}",

13
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24P-LIC
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8P-10G25G-LIC
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BES-53248 S2{AE AQIX|0f|M CtZ 20| A S A H

2O Ml A NS HE

Broadcom 8PT-10G25G+2pt-
40G100G 20| MlA 7|, X190005/R

Broadcom 8 ZE 10G25G 20| MlA

7|, X190005/R

Broadcom 6 ZE 40G100G
2to|dlA 7], X190005/R

ok A
.

2tO| A MR HE

Broadcom 8P 10-25,2P40-100
2to|MIA 7|, X190005/R

Broadcom 16P 10-25,4P40-100
2fo|MlA 7], X190005/R

Broadcom 24P 10-25,6P40-100
2fo|MIA 7], X190005/R

Broadcom 6 E 40G100G
2to|MlA Z7| X190005/R

Broadcom 8PORT 10G25G
2fo|MlA 7], X190005/R

2to| A S O —T‘UH0P0=I ME

(o]}
A

16702} 100GbE ZE
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E
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EFOS 3.4.3.3 0|4t

EFOS 3.4.3.3 0|4

EFOS 3.4.3.3 0|4t

EFOS 3.4.4.6 0|4

EFOS 3.4.4.6 0|4
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SW-BES53248- Broadcom 16Port 10G25G 2l0|MIA EFOS 3.4.4.6 O| A
16P-1025G-LIC 7|, X190005/R

SW-BES53248-  Broadcom 24Port 10G25G 2t0|MIA EFOS 3.4.4.6 0|4
24P-1025G-LIC 7|, X190005/R

(D) 712 340 toldAst Wask| L,

2to|MIA IS AX| LTt
CHS chA|of 2t BES-53248 S2{AE AL|X|0f| CHSt 2to|MIA S MX|hL|Ct,

EHA|
1. 22{AH AQIX|E 2E| HIEH 0| AZHLICE

2. "ping" BHES AESI0] EFOS, 2t0|MIA 9 RCF IS SAESH= AHO]| Lot AES

ol 271

Of OOl M= AQAKIZHIP A 172.19.2.12 MHO| HZEEO| J=X| ERIFLICE

(cs2)# ping 172.19.2.1
Pinging 172.19.2.1 with 0 bytes of data:

Reply From 172.19.2.1: icmp seq = 0. time= 5910 usec.

3. A9|X| CS20{ A X 20| MA ALRS stolstL|C}.
'How license &I L|C}

ol 271

(cs2)# show license

Reboot needed. . ..ottt i ittt ettt e eeeeean No
Number of active licenses........iuoiiieeeenn.. 0
License Index License Type Status

No license file found.



CHZ ool M= SFTPE AFESHH 2f0| A TS 7| A=A 10 SAFRLICE

(cs2)# copy sftp://root@l72.19.2.1/var/lib/tftpboot/license.dat
nvram:license-key 1

Remote Password:**

MO e i it i et e e et e e e e ettt SFTP

SEL SerVETY TP . it ittt it ittt eeeeesoeaeeeaneeess 172.19.2.1

= i o /var/lib/tftpboot/
FilleName . v v it i ittt et et e et eeeeeeeeeeaeaeaeenans license.dat

L= ot A 7 1 license

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

File transfer in progress. Management access will be blocked for the

duration of the transfer. Please wait...

License Key transfer operation completed successfully. System reboot
is required.

S. oiXf 2to|MlA HEHE HF HAISH AKX CS27F MR EE| 7| FHoj| 2to| A MEfE =helgfL|Ct,
'How license’ & L|C}
Of|H| =71
(cs2) # show license
Reboot needed...... ... i, Yes
Number of active licensesS.......oieeeeeeeennnn. 0
License Index License Type Status
1 Port License valid but not applied
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(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/55
Enable
0/56
Enable

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode
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(cs2)# reload

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!
Are you sure you would like to reset the system? (y/n) y

8. M 20| AT} 2 d3te|of A=X| 2Helst 2to| MA T} HE LU =X] 2l SL|Ct.

'How license’ I L|C}

ofi 271

(cs2)# show license

Reboot needed. . ...ttt ittt ittt ettt teneean No
Number of installed licenses..........eeeeeeo.. 1

Total Downlink Ports enabled..........oueieen.. 16

Total Uplink Ports enabled............ccoov.... 8
License Index License Type Status

1 Port License applied

9. RE M EEES AIBY £ QUEX| FHolFLct

'DE IE "2 ML
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(cs2)# show port all | exclude Detach

Actor
Intf
Timeout

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Disable

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

100G Full

100G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

LACP

Mode
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Enable long

0/51 Disable 100G Full
Enable long
0/52 Disable 100G Full
Enable long
0/53 Disable 100G Full
Enable long
0/54 Disable 100G Full
Enable long
0/55 Disable 100G Full
Enable long
0/56 Disable 100G Full

Enable long

(D FIt 2tO| A S AXE w= A AEHO[AE =5
T2 EM AQ{X[of THA| HEBHA| DFYAIL.

X =X E i ZELICH

2tO|MIAE X[ mf 2RVt ZHSHHE £ AAsts| Hoj o3 CiH
LHEI LT

debug transfer®} debug licenseS At23t7| /%t debug HE 0]

Oof|®| =71

(cs2)# debug transfer

Debug transfer output is enabled.
(cs2)# debug license

Enabled capability licensing debugging.

£ Aaigh copy Hd o oA debug transfer % debug license
H
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transfer.c(3083) :Transfer process key or certificate file type = 43
transfer.c (3229) :Transfer process key/certificate cmd = cp
/mnt/download//license.dat.l /mnt/fastpath/ >/dev/null 2>&1CAPABILITY
LICENSING

Fri Sep 11 13:41:32 2020: License file with index 1 added.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Validating hash value
29de5e%a8af3e510f1£f16764a13e8273922d3537d3£13c9¢c3d445¢c72al180a2e6.
CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Parsing JSON buffer {

"license": {
"header": {
"version": "1.0",
"license-key": "964B-2D37-4E52-BAl14",
"serial-number": "QTFCU38290012",

"model": "BES-53248"
by

"description":
"ports": "O0+6"
}

mn
14

b e

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: License data does not
contain 'features' field.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Serial number
QTFCU38290012 matched.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Model BES-53248

matched.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Feature not found in
license file with index = 1.

CAPABILITY LICENSING : Fri Sep 11 13:41:32 2020: Applying license file
1.

CIH =20l M CHSS =helguct.

=

« 3 Ho 73 HS QTFCU382900127F LX|8H=X| EHQISHAA| 2.
o AQIX| BHI0| UX|EH=X| SQISHL|C} model BES-53248 L k|&t

* X|FEl 2to[dllA QI AT} OO MREIII o*°“‘7<| §*°|3“-| Ct. Af% o QE AT} o|0] ArEE B2 'License file

* ZE 2o[dlAE 7|5 20|l AT} OFELICE kM T EF0| ol &M ELICE index=12 71 AFE 2 THAOf| A

_——

7158 HE = USLIL

£ AFE™LILt copy AMHO| ZE 2tO[HIA S WSH= FH:

23



(cs2)# copy nvram:license-key 1
scp://<UserName>Q<IP_address>/saved license 1l.dat

AQIX| ALEQ0IS B 3.4.4.6014 CH2 2|0 =810 st B2 2t MIAT} RIFHEILICE O]
O e sxalc

— o—1d
O] MOl AT EQ0{Z E[S2[7| Hofl HE$t 0| 2to| A S BX|3H{oF LT}

MZ 2to[llATF B El ZES o efL|Ct

M= o[ ATt RO E ZEE ghdolsta{H %4 M| RCFE MASHL siE ZE MF HE | A2 sfix|sHof
gLct,

7| 2to|diA= ZE 0/1-0/16 L 0/55 - 0/56 S 45, M2 20| AT BOE ZE= A2 7Hs St 20|l A
Yot 4=0f w2}t ZE 0/17 - 0/54 ALO[0]| LA ELICH o E 01, SW-BES54248-40-100G-LIC 20| MIAE
F5t2{H RCFOIIM Ttz Mo =M S sfiA|otof fLICt.

lof kI
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|

! 2-port or 6-port 40/100GbE node port license block
|

interface 0/49

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/50

no shutdown

description "40/100GbE Node Port"
!'speed 100G full-duplex

speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/51

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216
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switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/52

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/53

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!'speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk
datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!

interface 0/54

no shutdown

description "40/100GbE Node Port"
speed 100G full-duplex

!speed 40G full-duplex
service-policy in WRED 100G
spanning-tree edgeport

mtu 9216

switchport mode trunk



datacenter-bridging
priority-flow-control mode on
priority-flow-control priority 5 no-drop
exit

exit

!
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"RCF(Reference Configuration File) &X|".

RCF(Reference Configuration File

BES-53248 S2{AE AQXIE 7145t M 20| HMAE X
Configuration File)S AX|g £ JASLICE.
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'System node AutoSupport invoke-node * -type all-message malNT=xh'
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clusterl::*> system node autosupport invoke -node \* -type all -message
MAINT=2h
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https://kb.netapp.com/onprem/Switches/Broadcom/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/onprem/Switches/Broadcom/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/onprem/Switches/Broadcom/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/onprem/Switches/Broadcom/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/onprem/Switches/Broadcom/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity

2. {ot S NZ0E HESHI ALY X 2= HAIXIZF EAEH *y * £ L=BiL|Ct
ME Z2|e2|X| 25
g TETE(*>)7} LEFL|CH
3. 22 AEH AQX|M| HZEE 2} ==9| 22{AE ZEE HAELICL network device-discovery show

ol 271

clusterl::*> network device-discovery show

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2 BES-
53248

e0b cs2 0/2 BES-
53248
clusterl-02/cdp

ela csl 0/1 BES-
53248

e0b cs?2 0/1 BES-
53248
clusterl-03/cdp

ela csl 0/4 BES-
53248

e0b cs2 0/4 BES-
53248
clusterl-04/cdp

ela csl 0/3 BES-
53248

e0b cs2 0/3 BES-
53248

clusterl::*>

4. 2k 2AE ZEO| B2| Y 2% MEHS HRIBLICH

a. RE ZHAH ZEJ GA HEfQIX| ZHQIGLICE network port show -role cluster
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

Node: clusterl-02

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
eOb Cluster Cluster up 9000 auto/100000

healthy false
8 entries were displayed.

Node: clusterl-03

Ignore
Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/10000
healthy false
e0b Cluster Cluster up 9000 auto/10000

healthy false
clusterl::*>

b. RE Z2{AE QAUHHO|A(LIF)7t & ZEN Y=X| &UELICE network interface show -role
cluster

-
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clusterl::*> network interface show -role cluster

Logical Status Network
Current Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.3.4/23
clusterl-01 eOa true

clusterl-01 clus2 up/up 169.254.3.5/23
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.3.8/23
clusterl-02 e0a true

clusterl-02 clus2 up/up 169.254.3.9/23
clusterl-02 e0Ob true

clusterl-03 clusl wup/up 169.254.1.3/23
clusterl-03 eOa true

clusterl-03 clus2 up/up 169.254.1.1/23
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.1.6/23
clusterl-04 eOa true

clusterl-04 clus2 up/up 169.254.1.7/23
clusterl-04 e0Ob true

o. 2T AE{0| & S2{AH ALIX|0f thet HEIF HAIE=X| 2elgtL|ct.
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ONTAP 9.8 0| A

ONTAP 9.85H CI3 HHZ MEYLIC} system switch ethernet show -is-monitoring

-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs?2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

ONTAP 9.7 0|3}

Address Model

cluster—-network 10.228.143.200 BES-

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202 BES-

QTWCU22510009

true

None

3.10.0.3

CDP/ISDP

ONTAP 9.7 O|™ HHX Q| AR CtZ BEHZ MEBYLICE system cluster-switch show -is
-monitoring-enabled-operational true
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clusterl::*> system cluster-switch show -is-monitoring-enabled

-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248
Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>
SHAH LIFO|M Xt SIS AFE0HX| EEE ALt

clusterl::*> network interface modify -vserver Cluster -1if * -auto

-revert false

2CHA|: LIE 1M

1.

34

S AE AQ{X[ CS20|M =29 22{AH ZEO HZE ZES SFZYLIM.

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# shutdown

. B2IAE| LIF7} 22{AE| A9IX| CS10) SAYE EE2 0p0| 220 ME|ZET| HRIBILICE 0] B2 3 &
2 4 gttt

HEL 3 2E{H|0| A show-role cluster
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clusterl::*> network interface show

Logical
Current Is
Vserver Interface
Port Home
Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 clusl

ela

true

clusterl-01 clus2

ela

false

clusterl-02 clusl

ela

true

clusterl-02 clus2

ela

false

clusterl-03 clusl

ela

true

clusterl-03 clus2

ela

false

clusterl-04 clusl

ela

true

clusterl-04 clus2

ela

false

clusterl::*>

3. 2 AET Fa LEHRIX| ZABILICE cluster

=
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clusterl::*> cluster show

Node Health
clusterl-01 true
clusterl-02 true
clusterl-03 true
clusterl-04 true

4. OFx| IR 42 FP TS BYQ| FAS 21

running-config

Status

-role cluster
Network

Admin/Oper Address/Mask

up/up

up/up

up/up

up/up

up/up

up/up

up/up

up/up

show

Eligibility

true
true
true

true

oHAof| S AFSH

169.

169.

169.

169.

169.

1609.

169.

169.

254.

254.

254.

254.

254.

254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23

Current

Node

M ALK FES MEYELILE show
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@ M=Z2 RCFE YOI EStAHLE HEY ml= A9|X| 2T 2 X212 7|2 F4S Astof LTt
29K BEE X 2HE HE 2&2 AHE0lY] ﬁTIXIOH HZsHOF LTt
- AQ|X|0l| SSHE HZgLCt
22(X|2 ZEO|M 2E S2{AH LIFIL MAZAD AAX[7L 82 XZ ZHI7t & 02 AL
TIHSHAI2.

. Het I E A|ZE

(cs2)> enable

(cs2) #

AtSto] 201 0] O] RCF #82 MAZLICHAIEEl O] RCF HZof| et EF A7HO| g2
oflA 2F EM).

o i
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clear config interface 0/1-0/56

y
clear config interface lag 1

y

configure

deleteport 1/1 all

no policy-map CLUSTER
no policy-map WRED 25G
no policy-map WRED 100G
no class-map CLUSTER

no class-map HA

no class-map RDMA

no classofservice dotlp-mapping
no random-detect queue-parms 0
no random-detect queue-parms
no random-detect gueue-parms
no random-detect gqueue-parms
no random-detect queue-parms
no random-detect gqueue-parms
no random-detect gqueue-parms

~ o O b w N

no random-detect queue-parms
no cos—-queue min-bandwidth
no cos—-queue random-detect
no cos—-queue random-detect
no cos—queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect
no cos—-queue random-detect

no cos-queue random-detect

~ o U b w N PO

no cos—queue random-detect
exit

vlan database

no vlan 17

no vlan 18

exit

- Al B FES AE 0 MEELICH
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(cs2) # write memory

This operation may take a few minutes.
Management interfaces will not be available during this time.

Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully

Configuration Saved!

(cs2)# reload

Are you sure you would like to reset the system? (y/n) y

f. RCF HX|E t2dt2{H SSHE AHZSH] AQ(X|0fl CHAl 2aQIHAIL.

ALKl =7t ZE 2o|MIATE HX|El 2R RCFE Moo 7t 2lo|MA ZEES 7yslof FLICH £
HZESHUAIR "M 2 2fo[HlATF RO E ZES ZGotafL|tt & XA

FTP, TFTP, SFTP lE= SCP & Lo H& Z2EZS AFE3t0| RCFE A 9(X CS22| RES Al of
SAteLCt.

Of oi|of| M= £A9X| CS20iA] RCFE RE E2Al0of| SASH:E | AHE&[= SFTPE 20| FLCH.
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(cs2)# copy sftp://172.19.2.1/tmp/BES-53248 RCF_vl.9-Cluster-HA.txt
nvram:script BES-53248 RCF vl1.9-Cluster-HA.scr
Remote Password:**

WoXel56 0 0 0 0 0 000000 EDA0B00000000000000803000000000 SETP

SEeL ServVer IP. .. ittt ittt ittt tteneennnnns 172.19.2.1

== ol o 1 //tmp/

FLIEMEMB 0 0 0 0 00 000000000000000000000000000000600C BES-53248 RCF v1.9-
Cluster-HA.txt

= ot 7 Config Script
Degtilinatlonm FlleREME o coo0o0000000000000000000000¢ BES-53248 RCF v1.9-

Cluster-HA.scr

Management access will be blocked for the duration of the transfer
Are you sure you want to start? (y/n) y

SFTP Code transfer starting...

File transfer operation completed successfully.

8. ASREJI HRZEE 0| X|Fet It 0| 0| MEEIA=X] ZelgfLCt,

|

(cs2)# script list

Configuration Script Name Size (Bytes) Date of
Modification

BES-53248 RCF v1.9-Cluster-HA.scr 2241 2020 09 30
05:41:00

1 configuration script(s) found.

9. AQIXlof ATYES HBHLC

'ATRE

12

k=1
o
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(cs2) # script apply BES-53248 RCF_vl.9-Cluster-HA.scr

Are you sure you want to apply the configuration script? (y/n) y

The system has unsaved changes.
Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved!
Configuration script 'BES-53248 RCF v1.9-Cluster-HA.scr' applied.

- 9| i EH S =HISLIC show clibanner . A9X|2| SHIE Fdut 2FES 2[6H 0| X[HS 1L [WH2tof
‘6‘I-[_||:|-
= .
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(cs2) # show clibanner

Banner Message configured

BES-53248 Reference Configuration File v1.9 for Cluster/HA/RDMA

Switch : BES-53248

Filename : BES-53248-RCF-v1.9-Cluster.txt
Date : 10-26-2022

Version : v1.9

Port Usage:

Ports 01 - 16: 10/25GbE Cluster Node Ports, base config

Ports 17 - 48: 10/25GbE Cluster Node Ports, with licenses

Ports 49 - 54: 40/100GbE Cluster Node Ports, with licenses, added
right to left

Ports 55 - 56: 100GbE Cluster ISL Ports, base config

NOTE :

- The 48 SFP28/SFP+ ports are organized into 4-port groups in terms
of port

speed:

Ports 1-4, 5-8, 9-12, 13-16, 17-20, 21-24, 25-28, 29-32, 33-36, 37-
40, 41-44,

45-48

The port speed should be the same (10GbE or 25GbE) across all ports
in a 4-port

group

- If additional licenses are purchased, follow the 'Additional Node
Ports

activated with Licenses' section for instructions

- If SSH is active, it will have to be re-enabled manually after
'erase

startup-config'

command has been executed and the switch rebooted

1. A2K|0|M RCF7t MEE = 2to[dA T} RO{E =7t ZET HA|Z|=X| &lgt|Ct.

'OE XE HY||22] He|

41
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(cs2) #

0/1
Enable
0/2
Enable
0/3
Enable
0/4
Enable
0/5
Enable
0/6
Enable
0/7
Enable
0/8
Enable
0/9
Enable
0/10
Enable
0/11
Enable
0/12
Enable
0/13
Enable
0/14
Enable
0/15
Enable
0/16
Enable
0/49
Enable
0/50

show port all |

Actor

Type
Timeout

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

long

Admin

Mode

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

exclude Detach

Physical

Mode

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Auto

40G Full

40G Full

Physical Link

Status Status

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Link

Trap

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Enable



Enable long
0/51
Enable long
0/52
Enable long
0/53
Enable long
0/54
Enable long
0/55
Enable long
0/56
Enable long

12. A9|X|0fl A #1Z AFgO|

Enable 100G Full

Enable 100G Full

Enable 100G Full

Enable 100G Full

Enable 100G Full

Enable 100G Full
MGE| QK| BRIt

'show running-config’S MEfStL|C}

(cs2)# show running-config

13, AQIXE MR o) A% 74O HES MY

M7 H2E

oflwl 271

(cs2)# write memory

This operation may take a few minutes.

Down

Down

Down

Down

Down

Down

Enable

Enable

Enable

Enable

Enable

Enable

Management interfaces will not be available during this time.

Are you sure you want to save?

Config file

Configuratio

14. A9I%S Mot A

CIA| 2=

(y/n)

y

'startup-config'

n Saved!

A Sl 80| SHHEX|

created successfully.

stolgiL|ct.

=
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(cs2)# reload

Are you sure you would like to reset the system

System will now restart!

? (y/n) y

15. 2HAE AR(X| CS20|M lE9| 22{AH XEO| HZEE ZES HAIHL|CE

(cs2) (Config)# interface 0/1-0/16
(cs2) (Interface 0/1-0/16)# no shutdown

16. AQX| CS29| ZEE 2QIBILICE show interfaces status all |

44
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(csl)# show interfaces status all |

exclude Detach

Link Physical Physical
Media Flow
Port Name State Mode Status Type
Control VLAN
0/16 10/25GbE Node Port Down Auto
Inactive Trunk
0/17 10/25GbE Node Port Down Auto
Inactive Trunk
0/18 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/19 10/25GbE Node Port Up 25G Full 25G Full
25GBase-SR Inactive Trunk
0/50 40/100GbE Node Port Down Auto
Inactive Trunk
0/51 40/100GbE Node Port Down Auto
Inactive Trunk
0/52 40/100GbE Node Port Down Auto
Inactive Trunk
0/53 40/100GbE Node Port Down Auto
Inactive Trunk
0/54 40/100GbE Node Port Down Auto
Inactive Trunk
0/55 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk
0/56 Cluster ISL Port Up Auto 100G Full
Copper Inactive Trunk

17. SHAHM S2{AH ZEO| HE{E =eletL|Ct

= L

a. eOb ZEJ| E2{AES BE LEO| Cio] A 2tE FQIX| 2QIEtL|C} network port show -role
cluster
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clusterl::*> network port show -role cluster

Node: clusterl-01

Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
elOb Cluster

healthy false

Node: clusterl-02

Ignore

Health Health
Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false
Node: clusterl-03
Ignore

Health Health

Port IPspace
Status Status

ela Cluster
healthy false
e0b Cluster

healthy false

Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/10000
Cluster up 9000 auto/10000
Speed (Mbps)

Broadcast Domain Link MTU Admin/Oper

Cluster up 9000 auto/100000

Cluster up 9000 auto/100000



Node: clusterl-04

Ignore

Speed (Mbps)
Health Health
Port IPspace Broadcast Domain Link MTU Admin/Oper
Status Status

ela Cluster Cluster up 9000 auto/100000
healthy false
e0b Cluster Cluster up 9000 auto/100000

healthy false

b. S2AE0M AQIX| HEHS ZHelgfL(Ct

=
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clusterl::*> network device-discovery show -protocol cdp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform

clusterl-01/cdp

ela csl 0/2
BES-53248

e0b cs?2 0/2
BES-53248
cluster01-2/cdp

ela csl 0/1
BES-53248

e0b cs?2 0/1
BES-53248
cluster01-3/cdp

ela csl 0/4
BES-53248

e0b cs2 0/4
BES-53248
clusterl-04/cdp

ela csl 0/3
BES-53248

e0b cs?2 0/2

BES-53248



ONTAP 9.8 0| A

ONTAP 9.85H CI3 HHZ MEYLIC} system switch ethernet show -is-monitoring

-enabled-operational true

clusterl::*> system switch ethernet show -is-monitoring-enabled

-operational true

Switch
csl
53248
Serial Number:
Is Monitored:
Reason:
Software Version:
Version Source:
cs?2
53248

Serial Number:

Is Monitored:
Reason:

Software Version:

Version Source:

clusterl::*>

ONTAP 9.7 0|3}

Address Model

cluster—-network 10.228.143.200 BES-

QTWCU22510008

true

None

3.10.0.3

CDP/ISDP
cluster—-network 10.228.143.202 BES-

QTWCU22510009

true

None

3.10.0.3

CDP/ISDP

ONTAP 9.7 O|™ HHX Q| AR CtZ BEHZ MEBYLICE system cluster-switch show -is
-monitoring-enabled-operational true
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1.

50

clusterl::*> system cluster-switch show -is-monitoring-enabled
-operational true

Switch Type Address Model
csl cluster—-network 10.228.143.200 BES-
53248

Serial Number: QTWCU22510008
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP

cs2 cluster-network 10.228.143.202 BES-
53248
Serial Number: QTWCU22510009
Is Monitored: true
Reason: None
Software Version: 3.10.0.3
Version Source: CDP/ISDP
clusterl::*>

So{AE ALX] CS10|M E9| BAE ZE HAZE ZEE Z=LICL
CHE olx[oll M= QIET|o|A of|H| &3S AFEELICEH
(csl) # configure

(csl) (Config)# interface 0/1-0/16
(csl) (Interface 0/1-0/16)# shutdown

SAE LIF7L A9/X] CS20| 2 AR E XEZ 00| 12f|0| ME[U=X| 2lgtL|Ct O] X2 R £ Fr ZE

UELICE network interface show -role cluster
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clusterl::*> network interface show

-role cluster

Logical Status Network
Current Is
Vserver Interface Admin/Oper Address/Mask
Port Home
Cluster

clusterl-01 clusl wup/up 169.254.
clusterl-01 ela false

clusterl-01 clus2 up/up 169.254.
clusterl-01 eOb true

clusterl-02 clusl up/up 169.254.
clusterl-02 ela false

clusterl-02 clus2 up/up 169.254.
clusterl-02 eOb true

clusterl-03 clusl wup/up 169.254.
clusterl-03 ela false

clusterl-03 clus2 up/up 169.254.
clusterl-03 e0b true

clusterl-04 clusl up/up 169.254.
clusterl-04 ela false

clusterl-04 clus2 wup/up 169.254.
clusterl-04 eOb true
clusterl::*>

3. S AT FY HENQUX] HAFYLICE cluster show
Of|H| =71

clusterl::*> cluster show
Node Health Eligibility Epsilon
clusterl-01 true true false
clusterl-02 true true false
clusterl-03 true true true
clusterl-04 true true false

4. AQ|X| CS10|lM 4-14EHAIE Bh=gtL|Ct,

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23

Current

Node

S. 2HAH LIFUAN Xt& E|Z2|7| AF2: clusterl::*> network interface modify -vserver
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Cluster -1if * —-auto-revert true

6. AQIX| CS12 MELELICL O A 5tH Z2{AH LIF7I 8 ZEZ =[S0t = JYSLICEH AX|7 REEE =
S =0 EnE "2e{AEH ZE 2" OHIES RAIE & ASLICH

ol 271

(csl)# reload

The system has unsaved changes.

Would you like to save them now? (y/n) y

Config file 'startup-config' created successfully.
Configuration Saved! System will now restart!

3EA: S =gt ct

1. AQIX| CS10M A ZEO| HAE AKX ZETJL* UP * QIX| ZtolgtL|C}.
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(csl)# show interfaces status all |

Media
Port
Control

0/16
Inactive
0/17
Inactive
0/18
25GBase-SR
0/19
25GBase-SR

0/50
Inactive
0/51
Inactive
0/52
Inactive
0/53
Inactive
0/54
Inactive
0/55
Copper
0/56
Copper

10/25GbE Node Port

Trunk

10/25GbE Node Port

Trunk

10/25GbE Node Port

Inactive

Trunk

10/25GbE Node Port

Inactive

40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
40/100GbE
Trunk
Cluster
Inactive
Cluster

Inactive

Trunk

Node Port

Node Port

Node Port

Node Port

Node Port

ISL Port
Trunk
ISL Port

Trunk

Link

State

Down

Down

Up

Up

Down

Down

Down

Down

Down

Up

Up

exclude Detach

Physical

Mode

Auto

Auto

25G Full

25G Full

Auto

Auto

Auto

Auto

Auto

Auto

Auto

Physical

Status

25G Full

25G Full

100G Full

100G Full

2. AQ|X| CS11} CS2 AtO|2] ISLO| Zt S 8t=X| &QIBtL|C} show port-channel 1/1

Type
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54
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(csl)# show port-channel 1/1

Local Interface. ...ttt teeeaennn. 1/1
Channel Name. ...ttt ititeeeeeeeeeeeeeeeeeenens Cluster-ISL
Link State.. ...ttt ittt ettt Up
AdmMin MOdE . v v i it ittt ettt ettt enneeeeneeneans Enabled
D e o e e e et e et e e e aeeeeeeeeeeeeeeeeeeeaneennns Dynamic
Port-channel Min-1inks.......ccoiiieeeeennnnn. 1
Load Balance Option. ..ot eeeeeeeeneeeennenenns 7
(Enhanced hashing mode)
Mbr Device/ Port Port
Ports Timeout Speed Active
0/55 actor/long Auto True

partner/long
0/56 actor/long Auto True

partner/long

EHAH LIFt 2 ZEZ | EHT =X &IStL|Ct network interface show -role cluster
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clusterl::*> network interface show -role cluster

Logical Status Network Current
Current Is
Vserver Interface Admin/Oper Address/Mask Node
Port Home
Cluster

clusterl-01

clusterl-01

clusterl-02

clusterl-02

clusterl-03

clusterl-03

clusterl-04

clusterl-04

clusterl-01 .

ela

clusterl-01

e0b

clusterl-02

ela

clusterl-02

e0b

clusterl-03

ela

clusterl-03

eOb

clusterl-04

ela

clusterl-04

e0b

up/up
true

clusl

up/up
true

clus?2

up/up
true
up/up
true

clusl
clus?2
clusl wup/up
true
up/up
true

up/up
true

clus?2

clusl

clus2 up/up

true

4. 2 AEI} HA MEFQIX| 2QIBLICEH cluster show

o

oflx| 271

o
rio

clusterl::*> cluster

Node

clusterl-01
clusterl-02
clusterl-03
clusterl-04

2 22 AH IEHO|20] pingS +8st0] HAS 2ol

=

show

Health Eligibi
true true
true true
true true
true true

I.

oot

169

169.

169.

169.

169.

169

169.

169.

lity

.254.

254.

254.

254.

254.

.254.

254.

254.

.4/23

.5/23

.8/23

.9/23

.3/23

.1/23

.6/23

.7/23
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clusterl::*> cluster ping-cluster -node local

Host is clusterl1-03

Getting addresses from network interface table...
Cluster clusterl-03 clusl 169.254.1.3 clusterl-03 e0a

Cluster clusterl-03 clusZ2 169.254.1.1 clusterl-03 eOb
Cluster clusterl-04 clusl 169.254.1.6 clusterl-04 eOa
Cluster clusterl-04 clus2 169.254.1.7 clusterl-04 e0b
Cluster clusterl-01 clusl 169.254.3.4 clusterl-01 eOa
Cluster clusterl-01 clus2 169.254.3.5 clusterl-01 eOb
Cluster clusterl-02 clusl 169.254.3.8 clusterl-02 e0a
Cluster clusterl-02 clus2 169.254.3.9 clusterl-02 eOb

Local = 169.254.1.3 169.254.1.1

Remote = 169.254.1.6 169.254.1.7 169.254.3.4 169.254.3.5 169.254.3.8
169.254.3.9

Cluster Vserver Id = 4294967293

Ping status:

Basic connectivity succeeds on 12 path(s)

Basic connectivity fails on 0 path(s)

Detected 9000 byte MTU on 12 path(s):

Local 169.254.1.3 to Remote 169.254.1.6
Local 169.254.1.3 to Remote 169.254.1.7
Local 169.254.1.3 to Remote 169.254.3.4
Local 169.254.1.3 to Remote 169.254.3.5
Local 169.254.1.3 to Remote 169.254.3.8
Local 169.254.1.3 to Remote 169.254.3.9
Local 169.254.1.1 to Remote 169.254.1.6
Local 169.254.1.1 to Remote 169.254.1.7
Local 169.254.1.1 to Remote 169.254.3.4
Local 169.254.1.1 to Remote 169.254.3.5
Local 169.254.1.1 to Remote 169.254.3.8
Local 169.254.1.1 to Remote 169.254.3.9

Larger than PMTU communication succeeds on 12 path(s)
RPC status:

6 paths up, 0 paths down (tcp check)

6 paths up, 0 paths down (udp check)

6. At £ZF 2 adminQE CHA| HATLICE
'Set-Privilege admin’&lL|Ct

7. XtE Al0|A WM S XISt A2 AutoSupport HA|X|E =ESH0 CHA| EMSHEL|CE
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'System node AutoSupport invoke-node * -type all-message malNT=end'

CHS CHA
"CSHM A ItU S Mgt

BES-53248 22{AE AQ[X|0|M SSHE EM3tetL|Ct

CSHM(Cluster Switch Health Monitor) & £ % 7|52 A&35t= 4% SSH 7| E Mgt
ChS 22{AH AX[0|A SSHE &AM 3tdlof gL |Ct,

CHA|
1. SSH7t S H|=|0f A=K| gfletL|ct.

show ip ssh

oflxl 271

(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiii ittt neeennnnnnns Disabled
SSOH POT Lt ittt ittt ettt e e et e et 22
Protocol Level: ...ttt ittt eeeeneenennns Version 2
SSH Sessions Currently Active: ........ieeen... 0

Max SSH Sessions Allowed: ....iiinieeeennenenn. 5

SSH TimeoUt (MINS) & & v vttt it teeeeeneeneeneenes 5

Keys Present: ...t iteeeeeeeeeeeneeeeannns DSA (1024) RSA(1024)
ECDSA (521)

Key Generation INn ProgresSS: ......e.ieeeeeeeeennn None

SSH Public Key Authentication Mode: ........... Disabled
SCP server Administrative Mode: ............... Disabled

2. SSH 7|& ‘et

crypto key generate
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(switch)# config
(switch) (Config)# crypto key generate rsa

Do you want to overwrite the existing RSA keys? (y/n): y

(switch) (Config)# crypto key generate dsa

Do you want to overwrite the existing DSA keys? (y/n): y

(switch) (Config)# crypto key generate ecdsa 521

Do you want to overwrite the existing ECDSA keys? (y/n): y
switch) (Config)# aaa authorization commands "noCmdAuthList" none
switch) (Config)# exit
switch) # ip ssh server enable
switch) # ip scp server enable
switch)# ip ssh pubkey-auth

switch

( )
( )
( )
( )
( )
( )# write mem

This operation may take a few minutes.

Management interfaces will not be available during this time.
Are you sure you want to save? (y/n) y

Config file 'startup-config' created successfully.

Configuration Saved!

O 7|1& #85t7| Foll SSH7 HIZ S0 [=X] 2HQISHHA|L. DFX| oA A 2{X[0f 217}
HA|ELICE,

3. AQIXIE ML ELICH
CiA| 2EE
4. SSH7} 2 dStE|A=X| QIS Ct.

show ip ssh
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(switch)# show ip ssh

SSH Configuration

Administrative Mode: ......iiiiii it ennennnn. Enabled
SOH POT Lt ittt ittt et e e et e e 22
Protocol Level: ...ttt n et eeeeeeeneeneaneenns Version 2
SSH Sessions Currently Active: ................ 0

Max SSH Sessions Allowed: .....i.itineeeennnennns 5

SSH TimeoUL (MINS) & v vttt it e oeeeeeneeneeneenes 5

Keys Present: ...ttt ittt enenenenenenenens DSA (1024) RSA(1024)
ECDSA (521)

Key Generation In ProgresSS: ... eeeeeeeeennnn None

SSH Public Key Authentication Mode: ........... Enabled
SCP server Administrative Mode: ............... Enabled

"2 SES FYeefLnt.

o|Ciul AQIX| AE} BLIEIZ) 21

o[l 22X & HELIE1(CSHM)'.: So{AH S AELX| HERIA Af|X[Q] 2tF HEIE
2fQlstn CIHA S flet 29X 2O 5 #Eots JS HYYLICL O] BX= A2{X[0f| A
KpAet = X[ = 23 %‘—ﬂ% 23 8 AESHE ZEMAS QLS AutoSupportt|Al =&5tH=

* 271 * HO[ES] AIZHE =TS AlZFERiLICt.

Al=s17| Hoj
- 20 27 7|52 ALZI2{B ONTAP HIZ 9.12.1 0|4 3! EFOS 3.8.0.2 0|AHS Alsysfiof BiLICH.

© AQX[olf CHEH AQ|X| MEf 2LIEZ S 2ddstshof LIt £ 2Hl5te] 2QISL|Ct Is Monitored: 2 Z20[A
ZCE=*true * 2 8™ ELICH system switch ethernet show EH.

E

A
1. 2
of

=S AHotH 2} A9/ X|of CHsl| Otz Y S HAYLICH 23 =TS I8 29/X] O|F, AHEX} 0| &
£ Ystets HAIXIZE EAIELIC

'System switch Ethernet log setup - password'(A|AEl AQ|X| O|Hull 271 MH - }5)
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clusterl::

Enter the

*> system switch ethernet log setup-password
switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

csl
cs2

clusterl::

Enter the
Would you

*> system switch ethernet log setup-password

switch name: esl

like to specify a user other than admin for log

collection? {y|n}: n

Enter the
Enter the

clusterl:

Enter the
Would you

password: <enter switch password>
password again: <enter switch password>

:*> system switch ethernet log setup-password

switch name: cs2

like to specify a user other than admin for log

collection? {y|n}: n

Enter the
Enter the

system switch

password: <enter switch password>
password again: <enter switch password>

o
clojef =&t 22 F 71X f¥o| 21 +F 0| AIRHE LT,

- 23 £3S MESHEH OHE FES Ao CHIO[AS 07 BHAM AEet A9|X|2 HRELIC OfFA| 5t

=
e

M

ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection
configuration? {y|n}: [n] y

Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
—-request true

Do you want to modify the cluster switch log collection
configuration? {yln}: [n] y

Enabling cluster switch log collection.

(D of={get %:'E StLIEtE RFE HhetstLt 21 £0] tRE|X| 2™ NetApp X0
=2

=H &

23 2 7|50 Qs EXE|= CHS 23 MEf & otz 2 lst= (2 28| EAE system switch
ethernet log show), S CIH THAE A| =8 FL|CH

*23 4T 2F M+ " SHALE
“RSA 7|7} gLt ONTAP SSH 7|Z T4 8tLICH NetApp X8l £Aof

EOI5HHAIL.

© APX Y 2F X2 5EE &eldt, SSH 222 HAESI, ONTAP
SSH 7|5 CHA| Mgl A9(X| HEME HESIALL

AH
NetApp X0 29|5t0] X|XS t.':*o*'AIQ

*FIPS*0i| CHet ECDSA 7|7t &Lt FIPS 2=7t EdstEl 32 MAI=5H7| Toi| 22{X|0f A
ECDSA 7|E ‘-d3f{of gL Ct.

* J|E ROE HUASLICH AQ{X[0f M O] 21 +F ThA S HAHELCE
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CARXEHE RO R AQX[ MEXOA 23 T Heto
2ol P M 2AE FTSHAIR.

SNMPv32 2 MetL|C}

Ol A2|X| e ZLIEZ(CSHM)E X|#dt= SNMPV3S F-dote{H L2 EAt
CEMA L.

M

ol CHak
HZH2 Broadcom BES-53248 A 2| X|0| ] SNMPv3 AtEX} 0|2 M EL|CE

S 98 * 2| AR snmp-server user SNMPv3UserNoAuth NETWORK-OPERATOR noauth

* MD5/SHA QIE * 2| HZ2: snmp-server user SNMPv3UserAuth NETWORK-OPERATOR [auth-

md5|auth-sha]

* AES/DES 23 2tE AI25t= * MD5/SHA @13 *: snmp-server user SNMPv3UserAuthEncrypt

NETWORK-OPERATOR [auth-md5|auth-sha] [priv-aesl28|priv-des]

)
rir
al

fot

o

o

CtS EH2 ONTAP Z0i|A SNMPv3 AL Xt O| 22 M BILICE. ' cluster1: * > security login create -user -or

O OO L

-group -name_SNMPv3_user_ -application snmp-authentication-method USM -remote-switch
-ipaddress_address '

CHE HE 2 HAAHSHH CSHMO|A SNMPv3 AFEX} O] S0] ™ EILICE clusterl::*> system switch

O oo=2 2o
ethernet modify -device DEVICE -snmp-version SNMPv3 -community-or-username

SNMPv3 USER

|

1. 21E 5l P=otE A AL|X|0 A SNMPV3 AFEXHE AFSLCH.

show snmp status

ol 271

(swl) (Config) # snmp-server user <username> network-admin auth-md5

<password> priv-aesl28 <password>

(csl) (Config) # show snmp user snmp

Name Group Name Auth Priv
Meth Meth Remote Engine ID
<username> network-admin MD5 AES128

8000113d03d8c497710bee
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2. ONTAP Z0| M SNMPv3 A2 XIS M EHL|CE

security login create -user-or-group-name <username> -application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212

Oof|®| =71

clusterl::*> security login create -user-or-group-name <username>
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EnginelID]:

Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none] : aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. {22 SNMPv3 AL2XIe} eHH| ZLIE{ZISIEE CSHME A stLCT.

system switch ethernet show-all -device "swl" -instance
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4. M2 HME SNMPV3 ALSXIZ #a|g ¢
L Hoot SUGHK| =HQlRfL|Ct.
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clusterl::*> system switch ethernet show-all -device "swl

(b8:59:9£:09:7¢c:22)" -instance

Device Name:
IP Address:
SNMP Version:
Is Discovered:
DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:
Model Number:
Switch Network:
Software Version:
Reason For Not Monitoring:

display this if SNMP settings are valid
Source Of Switch Version:
Is Monitored ?:
Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

clusterl::*>

swl
10.228.136.24
SNMPv2c

true

cshml!
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for

clusterl::*> system switch ethernet modify -device "swl" -snmp

-version SNMPv3 -community-or-username <username>

H 7t CSHM Z2 7|7H0| &t=

system switch ethernet polling-interval show

gl = o] A0 M XIAIS]

EE

.
ot
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clusterl::*> system switch ethernet polling-interval show

Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl" -instance
Device Name:

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

Reason For Not Monitoring:

display this if SNMP settings are valid

Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:
RCF Version:

Cluster/HA/RDMA

swl
10.228.136.24
SNMPv 3

true

<username>
BES-53248
cluster—-network
3.9.0.2

None <---- should
CDP/ISDP

true

QTFCU3826001C
v1.8X2 for
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