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cumulus@cumulus:mgmt:~$ net add int swpls3 link autoneg off && net com
-—-- /etc/network/interfaces 2019-11-17 00:17:13.470687027 +0000
+++ /run/nclu/ifupdown2/interfaces.tmp 2019-11-24 00:09:19.435226258
+0000
@@ -37,21 +37,21 Q@

alias 10G Intra-Cluster Node

link-autoneg off

link-speed 10000 <---- port speed set

mstpctl-bpduguard yes

mstpctl-portadminedge yes

mtu 9216

auto swpls3

iface swpls3
alias 10G Intra-Cluster Node

= link-autoneg off

+ link-autoneg on
link-speed 10000 <---- port speed set
mstpctl-bpduguard yes
mstpctl-portadminedge yes
mtu 9216

auto swp2s0

iface swp2s0
alias 25G Intra-Cluster Node
link-autoneg off
link-speed 25000 <---- port speed set
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cumulus login: cumulus

Password: cumulus

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

2. Cumulus Linux H& =tol:

net show system
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cumulus@cumulus:mgmt:~$ net show system

Hostname......... cumulus

Build............ Cumulus Linux 4.4.3
Uptime........... 0:08:20.860000
Model............ Mlnx X86
CPUcooocoo0o0aoo0o0o0oc x86 64 Intel Atom C2558 2.40GHz
MEMOLY .o e et e veunn. 8GB

Disk............. 14.7GB

BASICc 00000000000 Mellanox Spectrum MT52132
Ports............ 16 x 100G-QSFP28

Part Number...... MSN2100-CB2FC

Serial Number.... MT2105T05177

Platform Name.... x86 64-mlnx x86-r0
Product Name..... MSN2100

ONIE Version..... 2019.11-5.2.0020-115200
Base MAC Address. 04:3F:72:43:92:80
Manufacturer..... Mellanox

3. TAE 0|, IP F&, MEUH OAT 8L 7|2 A[O|EL0|E L HEYLICL M| ZAE 0|E2 24/SSH MM S CHA|

AlZfot =0l 2 F 2 efLCt.

Cumulus Linux 22/X|:= eth00|2t= & o[l 22| LEE StLt o4 K| ZEL|Ct. O
() olEmolAL Sel thedol 2a|2 9lsh AFBEILICE 7|2 HOR 2] QlEfo|AL F4 XHS

—_—l— T

2l DHCPv4E AtEELILCE.

(D =2Eo020 25(), ofmAERI() £ B ASCI 21 ALBSHA| DHIAIL.
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cumulus@cumulus:mgmt:~$ net add hostname swl
cumulus@cumulus:mgmt:~$ net add interface eth0 ip address
10.233.204.71

cumulus@cumulus:mgmt:~$ net add interface eth0 ip gateway
10.233.204.1

cumulus@cumulus:mgmt:~$ net pending
cumulus@cumulus:mgmt:~$ net commit

0| BHO0{= 'Yetc/hostname’2} 'fetc/hosts' IS B 5 A BiL|CH

—L

4. SAE O |

ol

P 32, MEUorA3 8l 7= A0 E4Y0|7t YOI EE|R=X] Sl gLt

>
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cumulus@swl :mgmt:~$ hostname swl
cumulus@swl:mgmt:~$ ifconfig ethO

ethO: flags=4163<UP,BROADCAST, RUNNING, MULTICAST> mtu 1500
inet 10.233.204.71 netmask 255.255.254.0 broadcast 10.233.205.255
inet6 fe80::bace:f6ff:fel9:1df6 prefixlen 64 scopeid 0x20<link>

ether b8:ce:f6:19:1d:f6 txqueuelen 1000 (Ethernet)
RX packets 75364 bytes 23013528 (21.9 MiB)

RX errors 0O dropped 7 overruns 0 frame 0

TX packets 4053 Dbytes 827280 (807.8 KiB)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0 device

memory O0xdfc00000-dfclffff

cumulus@swl: :mgmt:~$ ip route show vrf mgmt
default via 10.233.204.1 dev ethO
unreachable default metric 4278198272

10.233.204.0/23 dev eth0 proto kernel scope link src 10.233.204.71
127.0.0.0/8 dev mgmt proto kernel scope link src 127.0.0.1

C. 2= MH|A Sl O|=0f| chet AlZiT

o =

=
=
d. AQIX|Q| et A[Zt0| SHIEX| &Hlstn HQot AR o[ ERLCY.

. Cumulus Linux 4.4.3 AX|:

cumulus@swl:mgmt:~$ sudo onie-install -a -i http://<web-
server>/<path>/cumulus-linux-4.4.3-mlx-amdé4.bin

X Z2OHO| L22ES ARRILICH HAIX|ZF LIEFLH * y * & LRLICH

- NVIDIA SN2100 A|X|E MEE e Ct,
cumulus@swl :mgmt:~$ sudo reboot

- X7} X522 ARE D CHE GRUB 2HHO| LIEFELICE B4 oF o *:

— O



o Cumulus - Linux GNU/Linux

° ONIE: OSE MX|gLICt

° Cumulus - &X|

o Cumulus - Linux GNU/Linux
9. 1-4EHA S Hr=5to 2a01gL|Ct,

10. Cumulus Linux H{0| 4.4.3QIX| &tlgtL|Ct,
net show version
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cumulus@swl :mgmt:~$ net show version
NCLU_VERSION=1.0—C14.4.3uO

DISTRIB ID="Cumulus Linux"

DISTRIB RELEASE=4.4.3
DISTRIB_DESCRIPTION="Cumulus Linux 4.4.3"

1. M AHXHE THS 11 O] AFBXLE Of F:IHRILICH sudo OE. O] AH&Xte 2&/SSH MM S CHA| A|ZFst Z0f| gt
FaYLCt

sudo adduser --ingroup netedit admin

10
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cumulus@swl :mgmt:~$ sudo adduser --ingroup netedit admin
[sudo] password for cumulus:

Adding user “admin’

Adding new user “admin’ (1001) with group "netedit'’
Creating home directory °/home/admin’

Copying files from " /etc/skel'

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for admin

Enter the new value, or press ENTER for the default
Full Name []:

Room Number []:

Work Phone []:

Home Phone []:

Other []:

Is the information correct? [Y/n] y

cumulus@swl:mgmt:~$ sudo adduser admin sudo
[sudo] password for cumulus:

Adding user “admin' to group "sudo'

Adding user admin to group sudo

Done.

cumulus@swl:mgmt:~$ exit

logout

Connection to 10.233.204.71 closed.

[admin@cycrh6sv101l ~]$ ssh admin@10.233.204.71
admin@10.233.204.71's password:

Linux swl 4.19.0-cl-1-amd64 #1 SMP Cumulus 4.19.206-1+cl4.4.3ul
(2021-09-09) x86 64

Welcome to NVIDIA Cumulus (R) Linux (R)

For support and online technical documentation, visit
http://www.cumulusnetworks.com/support

The registered trademark Linux (R) 1is used pursuant to a sublicense
from LMI, the exclusive licensee of Linus Torvalds, owner of the
mark on a world-wide basis.

admin@swl:mgmt:~$

L
X

11
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ONIE:/ # onie-stop
discover: installer mode detected.
Stopping: discover...start-stop-daemon: warning: killing process 427:

No such process done.

9. DHCP MH|AZ}HEQITOM M3l 5 A2 IP T4, MEU OtAZT 9 7|2 AO|EL0[7t SHIEA|
LYEA=X] SABL(Ct.

ifconfig ethO

ol 271

ONIE:/ # ifconfig ethO
ethO Link encap:Ethernet HWaddr B8:CE:F6:19:1D:F6
inet addr:10.233.204.71 Bcast:10.233.205.255
Mask:255.255.254.0
inet6 addr: fe80::bace:f6ff:fel9:1df6/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:21344 errors:0 dropped:2135 overruns:0 frame:0
TX packets:3500 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6119398 (5.8 MiB) TX bytes:472975 (461.8 KiB)
Memory:dfc00000-dfclffff

ONIE:/ # route
Kernel IP routing table
Destination Gateway Genmask Flags Metric Ref

Use Iface

default 10.233.204.1 0.0.0.0 UG 0 0
0 ethO
10.233.204.0 * 255.255.254.0 U 0 0
0 ethO

10. IP F& K™ MA I 2502 Ho|=l A OS2 s8TtLCt

ONIE:/ # ifconfig ethO 10.233.204.71 netmask 255.255.254.0
ONIE:/ # route add default gw 10.233.204.1

1. 9EtA|E Hh=ste] HA HEIF SHEH L= A=K =l

12. Cumulus Linux &X|:

13



ONIE:/ # route
Kernel IP routing table

ONIE:/ # onie-nos-install http://<web-server>/<path>/cumulus-linux-
4.4.3-mlx-amd64.bin

Stopping: discover... done.

Info: Attempting
http://10.60.132.97/x/eng/testbedN, svl/nic/files/cumulus-linux-4.4.3-
mlx-amd64.bin

Connecting to 10.60.132.97 (10.60.132.97:80)

installer 100% | *| 552M 0:00:00 ETA

13. Mx|7} etg =M AQ(X|of 2QlgtL|Ct,

OflRl 271

cumulus login: cumulus

Password: cumulus

You are required to change your password immediately (administrator
enforced)

Changing password for cumulus.

Current password: cumulus

New password: <new_password>

Retype new password: <new_password>

14. Cumulus Linux H7Z 2tol:
net show version

offxl 271

cumulus@cumulus:mgmt:~$ net show version
NCLU VERSION=1.0-cl4.4.3u4

DISTRIB ID="Cumulus Linux"
DISTRIB_RELEASE=4.4.3

DISTRIB DESCRIPTION="Cumulus Linux 4.4.3"

14
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S AE2: * MSN2100-RCF-v1.8-22{AE] *
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net show interface all

15
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cumulus@cumulus:mgmt:~$ net show interface all

State Name Spd MTU Mode LLDP Summary

ADMDN swpl N/A 9216 NotConfigured
ADMDN  swp2 N/A 9216 NotConfigured
ADMDN  swp3 N/A 9216 NotConfigured
ADMDN swp4 N/A 9216 NotConfigured
ADMDN  swpb N/A 9216 NotConfigured
ADMDN  swpb6 N/A 9216 NotConfigured
ADMDN swp7 N/A 9216 NotConfigure

ADMDN swpS8 N/A 9216 NotConfigured
ADMDN  swp9 N/A 9216 NotConfigured
ADMDN swplO N/A 9216 NotConfigured
ADMDN swpll N/A 9216 NotConfigured
ADMDN swpl2 N/A 9216 NotConfigured
ADMDN swpl3 N/A 9216 NotConfigured
ADMDN swpl4 N/A 9216 NotConfigured
ADMDN swpl5 N/A 9216 NotConfigured
ADMDN swpl6 N/A 9216 NotConfigured

2. RCF python 2A3ZIEE AQ|X|0| SAFELICE.

cumulus@cumulus:mgmt:~$ pwd

/home/cumulus

cumulus@cumulus:mgmt: /tmp$ scp <user>@<host:/<path>/MSN2100-RCF-vl.8-
Cluster

ssologin@10.233.204.71's password:

MSN2100-RCF-v1.8-Cluster 100% 8607 111.2KB/s

00:00

3. RCF H|E A3ZIE * MSN2100-RCF-v1.8-22{AF * M E:

16



cumulus@cumulus:mgmt:/tmp$ sudo python3 MSN2100-RCF-vl.8-Cluster

[sudo] password for cumulus:

Step 1l: Creating the banner file

Step 2: Registering banner message

Step 3: Updating the MOTD file

Step 4: Ensuring passwordless use of cl-support command by admin
Step 5: Disabling apt-get

Step 6: Creating the interfaces

Step 7: Adding the interface config

Step 8: Disabling cdp

Step 9: Adding the 1lldp config

Step 10: Adding the RoCE base config
Step 11: Modifying RoCE Config

Step 12: Configure SNMP

Step 13: Reboot the switch

RCF A3 EE= Q|of LIEE THAHIE =L

@ =3 = gl= RCF HIE 23 E EX0f tisiM = off 223 AL "NetApp A" S
X

4. T

ot
-4
0%
mjo
fot
i)

net show interface all

17
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cumulus@cumulus:mgmt:~$ net show interface all

State Name Spd MTU Mode LLDP Summary
DN swplsO N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swplsl N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swpls?2 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swpls3 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp2s0 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp2sl N/A 9216 Trunk/L2 Master:
bridge (UP)
DN SWp2s2 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp2s3 N/A 9216 Trunk/L2 Master:
bridge (UP)
UP swp3 100G 9216 Trunk/L2 Master:
bridge (UP)
UP swpé 100G 9216 Trunk/L2 Master:
bridge (UP)
DN swp5 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN SWp6 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp7 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp8 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swp9 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swplO0 N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swpll N/A 9216 Trunk/L2 Master:
bridge (UP)
DN swpl2 N/A 9216 Trunk/L2 Master:
bridge (UP)

DN swpl3 N/A 9216 Trunk/L2 Master:



bridge (UP)

DN swpl4d N/A
bridge (UP)

UP swpl5 N/A
bond 15 16 (UP)

UP swpl6 N/A

bond 15 16 (UP)

9216

9216

9216

Trunk/L2

BondMember

BondMember

cumulus@cumulus:mgmt:~$ net show roce config

swplO0-16, swpls0-3, swp2s0-3, swp3-9

RoCE mode.......... lossless
Congestion Control:
Enabled SPs.... 0 2 5
Mode........... ECN
Min Threshold.. 150 KB
Max Threshold.. 1500 KB
PFC:
Status......... enabled
Enabled SPs.... 2 5
Interfaces.........
DSCP 802.1p
012 345¢%67 0
8 9 10 11 12 13 14 15 1
16 17 18 19 20 21 22 23 2
24 25 26 27 28 29 30 31 3
32 33 34 35 36 37 38 39 4
40 41 42 43 44 45 46 47 5
48 49 50 51 52 53 54 55 6
56 57 58 59 60 61 62 63 7
switch-priority TC ETS
013 467 0 DWRR 28%
2 2 DWRR 28%
5 5 DWRR 43%

—

5. QIEH[0|A| ERHAIH 0| CHot HE S SolgtL|Ct.

=

net show interface pluggables

switch-priority

~ o U b W DN B O

Master:

Master:

Master:

19
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cumulus@cumulus:mgmt:~$ net show interface pluggables
Interface Identifier Vendor Name Vendor PN Vendor SN
Vendor Rev

swp3 Ox11 (QSFP28) Amphenol 112-00574

APF20379253516 BO

swp4 0x11 (QSFP28) AVAGO 332-00440 AF1815GUQ05%Z
AQ

swplb 0x11 (QSEFP28) Amphenol 112-00573

APF21109348001 BO

swpl6 Ox11 (QSFP28) Amphenol 112-00573

APF21109347895 BO

6. 2} =7} 2} AgIX|0ll HZE0f QX SHOILICE,
net show 1lldp

off x| 271

cumulus@cumulus:mgmt:~5 net show 1lldp

LocalPort Speed Mode RemoteHost RemotePort
swp3 100G Trunk/L2 swl e3a

swp4 100G Trunk/L2 sSw2 e3b

swplb 100G BondMember swl3 swplb
swpl6 100G BondMember swl4 swpl6

7. S 2H0|M 22 AE ZEO| HEHE SfolgtL|ct.

a. e0d ZEV} SHAHQ RE LEO|M o 2E SAUX| QletL|Ct

HES 3 EE show-role cluster

20
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clusterl::*> network port show -role cluster

Node: nodel

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
e3a Cluster Cluster up 9000 auto/10000
healthy false
e3b Cluster Cluster up 9000 auto/10000

healthy false

Node: node?2

Ignore

Speed (Mbps) Health
Health
Port IPspace Broadcast Domain Link MTU Admin/Oper Status
Status
e3a Cluster Cluster up 9000 auto/10000
healthy false
e3b Cluster Cluster up 9000 auto/10000

healthy false

a. 2L{AH|M AQIX| HEIE SQILILICE LIF7t e0d0l| SEEIX| 222 ALX| SW27t BA|=|X| §45 =
OIﬁL_l[:l._
M-
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Ch= EtA

"AQIX| 21

22

clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local
Protocol Port
nodel/11ldp
e3a
e3b
node2/11dp
e3a
e3b

clusterl::*> system switch

-operational true
Switch
Model

swl
MSN2100-CB2RC

Serial Number:

Is Monitored:
Reason:

Software Version:

Mellanox

Version Source:

SW2
MSN2100-CB2RC

Serial Number:
Is Monitored:
Reason:

Software Version:

Mellanox

Version Source:

A K|
d

Discovered

Device (LLDP: ChassisID) Interface Platform

swl (b8:ce:f6:19:1a:7e) swp3 =

sw2 (b8:ce:f6:19:1b:96) swp3 =

swl (b8:ce:f6:19:1a:7e) swpé -

sw2 (b8:ce:f6:19:1b:96) swp4 =
ethernet show -is-monitoring-enabled

Type Address

cluster—-network 10.233.205.90

MNXXXXXXGD
true
None

Cumulus Linux version 4.4.3 running on

Technologies Ltd. MSN2100

LLDP
cluster—-network 10.233.205.91
MNCXXXXXXGS
true
None

Cumulus Linux version 4.4.3 running on

Technologies Ltd. MSN2100
LLDP



AKX 23 £E S 2o SNMPv3E gL Ct

AKX 21 3 8 AQ[X| HEf ZLE{Z(SHM)Z X|&5t= SNMPv3E #doHH L2
HXHE MEHAL.

o1l CHaH
22 NVIDIA SN2100 A2/ X|0fl A SNMPv3 A2 X} 0|22 FAIBHL|CH

* 21F 22 *'net add snmp-server username_snmpv3_user_auth-none’&!L|C}
* MD5/SHA 21&2| ZH2 *'net add snmp-server username_SNMPv3_user_[auth-MD5|auth-sha]AUTH-
password'

* AES/DES 2235 AHE%t * MD5/SHA 215 2| B2 *:'net add snmp-server username_SNMPv3_user_[auth-
MD5|auth-sha]AUTH-password[encrypt-aes|encrypt-des]PRIV-password'

Ct2 ™2 ONTAP Z0i|M SNMPv3 ALEXL 0| §2 M ELICE. ' cluster1: * > security login create -user -or
-group -name_SNMPv3_user_ -application snmp-authentication-method USM -remote-switch
-ipaddress_address '

LIS HH2 SHMS AE35t0] SNMPv3 At Xt 0|52 X BtLICE *cluster1
*> A AR ARIX| 0|4l & -device_device_-snmp-version SNMPv3-community-or-
username_SNMPv3_user '

ro
Ol
=
02
ok
ok
M
-

=S A2(X[0| M SNMPv3 AFSXIE A& Lt

net show snmp status

23
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cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)
Reload Status enabled
Listening IP Addresses all vrf mgmt
Main snmpd PID 4318

Version 1 and 2c¢ Community String Configured
Version 3 Usernames Not Configured
cumulus@swl:~$
cumulus@swl:~$ net add snmp-server username SNMPv3User auth-md5
<password> encrypt-aes <password>
cumulus@swl:~$ net commit
-—— /etc/snmp/snmpd.conf 2020-08-02 21:09:34.686949282 +0000
+++ /run/nclu/snmp/snmpd.conf 2020-08-11 00:13:51.826126655 +0000
@@ -1,26 +1,28 @@
# Auto-generated config file: do not edit. #
agentaddress udp:@mgmt:161
agentxperms 777 777 snmp snmp
agentxsocket /var/agentx/master
createuser snmptrapusernameX
+createuser SNMPv3User MD5 <password> AES <password>
ifmib max num ifaces 500
iquerysecname snmptrapusernameX
master agentx
monitor -r 60 -o laNames -o laErrMessage "laTable" laErrorFlag != 0
pass -p 10 1.3.6.1.2.1.1.1 /usr/share/snmp/sysDescr pass.py
pass persist 1.2.840.10006.300.43
/usr/share/snmp/ieee8023 lag pp.py
pass persist 1.3.6.1.2.1.17 /usr/share/snmp/bridge pp.py
pass persist 1.3.6.1.2.1.31.1.1.1.18
/usr/share/snmp/snmpifAlias pp.py
pass persist 1.3.6.1.2.1.47 /usr/share/snmp/entity pp.py
pass persist 1.3.6.1.2.1.99 /usr/share/snmp/entity sensor pp.py
pass persist 1.3.6.1.4.1.40310.1 /usr/share/snmp/resq pp.py
pass persist 1.3.6.1.4.1.40310.2
/usr/share/snmp/cl drop cntrs pp.py

pass persist 1.3.6.1.4.1.40310.3 /usr/share/snmp/cl poe pp.py

pass persist 1.3.6.1.4.1.40310.4 /usr/share/snmp/bgpun pp.py

pass persist 1.3.6.1.4.1.40310.5 /usr/share/snmp/cumulus-status.py
pass persist 1.3.6.1.4.1.40310.6 /usr/share/snmp/cumulus-sensor.py
pass persist 1.3.6.1.4.1.40310.7 /usr/share/snmp/vrf bgpun pp.py



+rocommunity cshml! default
rouser snmptrapusernameX

+rouser SNMPv3User priv
sysobjectid 1.3.6.1.4.1.40310
sysservices 72

—-rocommunity cshml! default

net add/del commands since the last "net commit"

SNMPv3User 2020-08-11 00:13:51.826987 net add snmp-server username
SNMPv3User auth-md5 <password> encrypt-aes <password>

cumulus@swl:~$
cumulus@swl:~$ net show snmp status
Simple Network Management Protocol (SNMP) Daemon.

Current Status active (running)

Reload Status enabled

Listening IP Addresses all vrf mgmt

Main snmpd PID 24253

Version 1 and 2c Community String Configured

Version 3 Usernames Configured <---- Configured
here

cumulus@swl:~$

2. ONTAP Z0{|A SNMPv3 AFEXHE M™EL|CE

security login create -user-or-group-name SNMPv3User -application snmp
—authentication-method usm -remote-switch-ipaddress 10.231.80.212
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clusterl::*> security login create -user-or-group-name SNMPv3User
-application snmp -authentication-method usm -remote-switch
-ipaddress 10.231.80.212

Enter the authoritative entity's EngineID [remote EngineID]:
Which authentication protocol do you want to choose (none, md5, sha,
sha2-256)

[none] : md5

Enter the authentication protocol password (minimum 8 characters
long) :

Enter the authentication protocol password again:

Which privacy protocol do you want to choose (none, des, aesl28)
[none]: aesl28

Enter privacy protocol password (minimum 8 characters long):
Enter privacy protocol password again:

3. M SNMPv3 AEXIE ZLIEHZISHES SHM #4:

26

system switch ethernet show-all -device "swl (b8:59:9£:09:7c:22)" -instance
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clusterl:
(b8:59:9£:09:7¢c:22)" -instance

Device Name:

(b8:59:9f:09:7c:22)

IP Address:

SNMP Version:

Is Discovered:

DEPRECATED-Community String or SNMPv3 Username:
Community String or SNMPv3 Username:

Model Number:

Switch Network:

Software Version:

version 4.4.3 running on Mellanox Technologies

Reason For Not Monitoring:
Source Of Switch Version:

Is Monitored ?:

Serial Number of the Device:

serial number to check

RCF Version:

Cluster-LLDP Aug-18-2022

:*> system switch ethernet show-all -device "swl

swl

10.231.80.212
SNMPv2c

true

cshml!
MSN2100-CB2FC
cluster—-network

Cumulus Linux

Ltd. MSN2100

None
LLDP
true
MT2110X06399 <-=---

MSN2100-RCF-v1.9X6-

clusterl::*>
clusterl::*> system switch ethernet modify -device "swl
(b8:59:9f:09:7c:22)" -snmp-version SNMPv3 -community-or-username
SNMPv3User
4. M2 MM E SNMPv3 ALEXI0A| #HE2|g LYH HSIF SHM ZE& 7(7H0| A2 E = O THA0| A XtAM|5] Mot
S 9} SQUSHR| EtolstL|C},

system switch ethernet polling-interval show
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clusterl::*> system switch ethernet polling-interval show
Polling Interval (in minutes): 5

clusterl::*> system switch ethernet show-all -device "swl
(b8:59:9£:09:7c:22)" -instance
Device Name: swl
(b8:59:9f£:09:7c:22)
IP Address: 10.231.80.212
SNMP Version: SNMPv3
Is Discovered: true
DEPRECATED-Community String or SNMPv3 Username: -
Community String or SNMPv3 Username: SNMPv3User
Model Number: MSN2100-CB2FC
Switch Network: cluster-network
Software Version: Cumulus Linux
version 4.4.3 running on Mellanox Technologies Ltd. MSN2100
Reason For Not Monitoring: None
Source Of Switch Version: LLDP
Is Monitored ?: true
Serial Number of the Device: MT2110X06399 <----
serial number to check
RCF Version: MSN2100-RCF-v1.9X6-
Cluster-LLDP Aug-18-2022

A2{X| Oto| 22f|o]M

Cisco 2 E2|X| A% X|0f| A NVIDIA SN2100 AE2|X| AQ|X|Z O}o|gj|o|MEtL|C}

ONTAP 223 AHE 7|& Cisco 29/ X|2 NVIDIA SN2100 AE2|X| AQ|X|2 Opo|az|o|MEt
£ QELICt 0|22 RSt AXIQIL|CE,

QIRAE HE

X|QEl= AER|X| AQX|= CH2 T} ZHALICY.

» Cisco Nexus 9336C-FX2
» Cisco Nexus 3232C

* E HXSHAL "Hardware Universe" X[ HEkl= ZE S ST 240| CHoE XEM[SH LIRS E RIS AIL
Q7
CIS 2 <relgfL|ct.

28


https://hwu.netapp.com/

* 7|1E S22 SHEA AEE ASELI

* BE AEZX| ZET}7tS SEHO o FEE 2F0| 2FE LI

NVIDIA SN2100 A E2|X| AQ|X|= RCF(Reference Configuration File)7t 2%l Cumulus Linux2| & st
HEOIM 4 3! 2SSt Ct,
712 AEEX| HERZ FHE2 L3 Z£E&L
° T Cisco AL|X|E AH83t= &3] 7|50| He ZSdt= S5 NetApp S AEYLICE
° 0| Cisco 22| X|2t A AQ{X| E50] CHet 22| HE 8 25 UM~
L

° S AE LIFE AF8%t= UP HEiQ 2= S AH

_'_

° 0|H Cisco AQIX| ZH0l| EE= A AQ|X| ZHof] HAE| D HAE ISL ZE
RS AR "Hardware Universe" X[ El= ZE 3 82t A0) Cist Xt
2 TEE= 100GbEEZ AHSHEZ NVIDIA SN2100 A2( X0 A0 QLELICH

Z0{lA NVIDIA SN2100 AE2|X| A2|X|Z22| 100GbE HZZ 7=, 0to|T2f|0|M 9! EMSZHSLICE

H me

AQ|X|E Oto|32f|o| MEfL|Ch

o€ HZoHHAIR

0] EX}0l| M Cisco Nexus 9336C-FX2 AEZ|X| AQk|= & Ol =3 50| L2 AIRE!IL|C}

Of Exto| of|ofl M= LhS 291K & .= FEHES AFSELIC

7|Z Cisco Nexus 9336C-FX2 AEZ2|X| AQ[X|= S1 1} S2 QlL|Ct.
AME2S NVIDIA SN2100 AE2|X| AQkl= SW1 9 Sw2 L|c}.
LE=node1 % node2 QLICE.

22 AH LIFE 224 =E 12| _node1_clus1_3t _node1_clus2_0|1, .= 22| node2_clus1_1t
_node2_clus2_&IL|C}.

'cluster1:: *>' TETDE = Z2{AEQ| 0|52 LtEFL|CY.
O| X0l AIRE|= HIEQ I ZEE= e5a_ 2 e5b QULICH

=ejo|30t2 EE._ swp1s0-3 HAlS ALREILICE of|E S0 swp12| 4719 220|320t ZE = swp1s0,
swp1s1, swp1s2 & swp1s3_QL|C}.

29K 827 AKX SW22 HA wHE = A]X| S10] AKX SW1Z W H|EL|CE
° AT LCHZ, =E2F S2 Ato|Q] 0|2 HEAS S20/| A 225t SW20i| CHA| HZSL|CE
i

° I L2 L E2F S1 ALo|2] #[0|5 HZEE S10IlM 22|52 SW10i| CrA| HAEL|CE.

1¢HA|: O0F0| 33|0] 8 ZH|

1.

2.

AutoSupport?t 28%tEl 22 AutoSupport HAIXIE SE5I0 xS #H|0|A MM S AR|ELICE
'System node AutoSupport invoke-node * -type all-message malNT=xh'
07|M _x_&= |XIE= 7|ZHAIZHRILICE.

3kt AX
At 27

5O HFSHD A|&Y AKX 2= HAXK|ZE EAIZH *y * £ A-RILIC

o
]

29


https://hwu.netapp.com/

30

ME Z2|de|x| 05
g TETE(*>)7} LIEHEL|CE,

Zf AEE|X| QIE{H[0] A9 22| &

storage port show
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clusterl::*> storage port

Node Port Type
nodel
el0c ENET
e0d ENET
ebSa ENET
ebb ENET
node?2
e0c ENET
e0d ENET
eba ENET
eS5b ENET

clusterl::*>

show

storage
storage
storage
storage

storage
storage
storage
storage

network device-discovery show -protocol 1ldp

State

enabled
enabled
enabled
enabled

enabled
enabled
enabled
enabled

online
offline
offline

online

online
offline
offline

online

30
30
30
30

30
30
30
30

S "dHHOZ 7|&E AEZ|X| AL X0
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clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface
Platform
nodel /11dp
elc S1 (7c:ad:4f:98:6d:£0) Ethl/1
e5b S2 (7c:ad:4f:98:8e:3c¢) Ethl/1
node?2 /11dp
elc S1 (7c:ad:4f:98:6d:£0) Ethl/2
eb5b S2 (7c:ad:4f:98:8e:3c¢) Ethl/2

3. A9|X| 81 % S20il M HHS ALt AEZ|X| ZE 3 AQIX|7} A2|X|Q 2HFOM CHZat 2
HEE|A=KX] 2SI,

show 1ldp neighbors
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S1# show 1lldp neighbors

Capability Codes: (R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS
Cable Device,
(W) WLAN Access Point, (P) Repeater, (S) Station

(O) Other

Device-1ID Local Intf Holdtime Capability

Port ID

nodel Ethl/1 121 S

elc

node?2 Ethl/2 121 S

elc

SHFGD1947000186 Ethl/10 120 S
ela

SHEGD1947000186 Ethl/11 120 S
ela

SHEGB2017000269 Ethl/12 120 S
ela

SHEFGB2017000269 Ethl1/13 120 S
ela

S2# show 1lldp neighbors

Capability Codes: (R) Router, (B) Bridge, (T) Telephone, (C) DOCSIS
Cable Device,
(W) WLAN Access Point, (P) Repeater, (S) Station

(O) Other

Device-1ID Local Intf Holdtime Capability
Port ID

nodel Ethl/1 121 S
e5b

node?2 Ethl/2 121 S
e5b

SHFGD1947000186 Ethl/10 120 S
eOb

SHFGD1947000186 Ethl/11 120 S
e0b

SHFGB2017000269 Ethl/12 120 S
eOb

SHFGB2017000269 Ethl1/13 120 S

eOb



4. ARIX| SW20l|l M ClA3 mo| AE2[X| ZE 8 L0 HZE ZES ZFolLCH.
of| x| =27
cumulus@sw2:~$ net add interface swpl-16 link down

cumulus@sw2:~$ net pending
cumulus@sw2:~$ net commit

Iu

5. NVIDIA SN21000| X|&5t= HEot #[0|=2 M3t ZIES2 Y [|A3 Yo LE AEZ|X| ZEE O|H

AQAX| S20 M M A2|K| sW2= OI%?:H—IEL
6. 291X SW20iM Q| AER[X| ZEQFC|AT Mo AZEE ZES S2{FLICE

Oof|®| =71
cumulus@sw2:~$ net del interface swpl-16 link down

cumulus@sw2:~$ net pending
cumulus@sw2:~$ net commit

7. 2t ;eEo| AER|K| EEJL O[N| 20| BHHOIA LIS T 22 W42 AQIXol HZE|0f U=X| 2QIBHLCY,
network device-discovery show -protocol 1lldp
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clusterl::*> network device-discovery show -protocol 1lldp

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID) Interface Platform
nodel /11dp
elc S1 (7c:ad:4f:98:6d:£0) Ethl/1 =
e5b sw2 (b8:ce:f6:19:1a:7e) swpl -
node?2 /11ldp
elc S1 (7c:ad:4f:98:6d:£0) Ethl/2 -
ebb sw2 (b8:ce:f6:19:1a:7e) SWp2 =

8. HEQI ZE £43 =elghL|ct.

=

storage port show

33



9. AQIX| SW20M BE E AEZ|X| ZET}

34
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clusterl::*> storage port show

State

Node Port Type
nodel
e0c ENET
e0d ENET
ebSa ENET
eb5b ENET
node?2
e0c ENET
e0d ENET
eba ENET
eS5b ENET

clusterl::*>

net show interface

storage
storage
storage
storage

storage
storage
storage
storage

enabled
enabled
enabled
enabled

enabled
enabled
enabled
enabled

ESot=Al etelgtLct.

online
offline
offline

online

online
offline
offline
online

30
30
30
30

30
30
30
30
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cumulus@sw2:~$ net show interface

State
Summary

UP
Master:
UP
Master:
UP
Master:
UPp
Master:
UP
Master:
UP

Master:

10. AQX| SW1KHIA LES| AEE|X| ZEQ} C|AT Mo HAE

o 271

Name

Spd

swpl 100G
bridge (UP)
SWp2 100G
bridge (UP)
swp3 100G
bridge (UP)
swp4 100G
bridge (UP)
swp5S 100G
bridge (UP)
sSwpb 100G
bridge (UP) )

MTU Mode LLDP

9216 Trunk/L2 nodel (ebb)

9216 Trunk/L2 node2 (e5b)

9216 Trunk/L2 SHFFG1826000112 (e0b)
9216 Trunk/L2 SHFFG1826000112 (e0Ob)
9216 Trunk/L2 SHFFG1826000102 (e0b)
9216 Trunk/L2 SHFFG1826000102 (e0b)

cumulus@swl:~$ net add interface swpl-16 link down

cumulus@swl:~$ net pending

cumulus@swl:~S net commit

11. NVIDIA SN21000{| A X|8t=

bkl

AOI=E AtESHO]

ALK S10|M M 29/X] SW1= O|SELICE.

12. AQIX| SW10IIM L E9| AER|X| ZEQ} L|AS AIof| HZE ZES E2{FLICEH

ZHEE Y LA flmo| L. E AEZ|X| ZEE O|H

=

35



13.

14.

36
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cumulus@swl:~$ net del interface swpl-16 link down

cumulus@swl:~$ net pending
cumulus@swl:~$ net commit

2 LEO] ARE|X| ZEJ) O|N| LEof 2HEHOM LSt 22 AR
network device-discovery show -protocol 1ldp
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A2/ X[off AZE A=K

clusterl::*> network device-discovery show -protocol 1lldp

Interface

swpl

swpl

SWp2
SwWp2

Node/ Local Discovered
Protocol Port Device (LLDP: ChassisID)
Platform
nodel /11dp
elc swl (b8:ce:f6:19:1b:96)
e5b sw2 (b8:ce:f6:19:1a:7e)
node?2 /11dp
elc swl (b8:ce:£f6:19:1b:96)
ebb SW2 (b8:ce:f6:19:1a:7e)
HE AdS gelgLct

storage port show

2t LE= "HE 2 BFEE[0 'HEN 2 ZFE 0] L0{0F BTt

sol

L.
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clusterl::*> storage port show

State

Node Port Type
nodel
el0c ENET
e0d ENET
ebSa ENET
ebb ENET
node?2
e0c ENET
e0d ENET
eba ENET
eS5b ENET

clusterl::*>

15. AQ|X| SW20|M RE LE AEE|X| ZET}

net show interface

storage
storage
storage
storage

storage
storage
storage
storage

enabled
enabled
enabled
enabled

enabled
enabled
enabled
enabled

ESot=Al etelgtLct.

online
offline
offline

online

online
offline
offline
online

30
30
30
30

30
30
30
30

37



ol 271

cumulus@sw2:~$ net show interface

State Name Spd MTU Mode LLDP

Summary

Up swpl 100G 9216 Trunk/L2 nodel (e5b)

Master: bridge (UP)

UP SWp2 100G 9216 Trunk/L2 node? (eb5b)

Master: bridge (UP)

UP swp3 100G 9216 Trunk/L2 SHFFG1826000112 (eOb)
Master: bridge (UP)

UP swp4 100G 9216 Trunk/L2 SHFFG1826000112 (eOb)
Master: bridge (UP)

UP sSwp5 100G 9216 Trunk/L2 SHFFG1826000102 (e0Ob)
Master: bridge (UP)

UP SWp6 100G 9216 Trunk/L2 SHFFG1826000102 (eOb)

Master: bridge (UP))

16. & L& R& ZF AQ|X|0f St HZEE|0f A=K ZelgtL|Ct.

net show 1lldp

38
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CHZ ool M= & AQIX|of CH3l M=t ZatE 20f FLICH

cumulus@swl:~$ net show 1lldp

LocalPort Speed Mode RemoteHost RemotePort
swpl 100G Trunk/L2 nodel elc

SWp2 100G Trunk/L2 node2 elc

swp3 100G Trunk/L2 SHFFG1826000112 ela

swp4 100G Trunk/L2 SHFFG1826000112 ela

sSwp5 100G Trunk/L2 SHFFG1826000102 ela

SWp6 100G Trunk/L2 SHFFG1826000102 ela
cumulus@sw2:~$ net show 1lldp

LocalPort Speed Mode RemoteHost RemotePort
swpl 100G Trunk/L2 nodel ebb

SwWp2 100G Trunk/L2 node2 eb5b

swp3 100G Trunk/L2 SHFFG1826000112 e0b

swp4 100G Trunk/L2 SHFFG1826000112 eOb

SwWp5 100G Trunk/L2 SHFFG1826000102 e0b

SWp6 100G Trunk/L2 SHFFG1826000102 e0b

S AFESH A9|K| 2t 20 A3 +ESH| 2ol O|E Ul A9|X| dEf ZLE 23 =8 7|5

System switch ethernet log setup-password®} system switch ethernet log enable-collection

A AEIAQIX| oYl 2O M - s'E

I

gLt

o

39
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clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

swl

sw2

clusterl::*> system switch ethernet log setup-password

Enter the switch name: swl

RSA key fingerprint is
e5:8b:c6:dc:e2:18:18:09:36:63:d9:63:dd:03:d9:cc
Do you want to continue? {yln}::[n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password

Enter the switch name: sw2

RSA key fingerprint is
57:49:86:a1:09:80:6a:61:9a:86:8e:3c:e3:b7:1f:bl
Do you want to continue? {yln}:: [n] y

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

2 Foll Chz Argol ALt

System switch Ethernet log enable-collection
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clusterl::*> system switch ethernet log enable-collection

Do you want to enable cluster log collection for all nodes in the

cluster?

{yIn}: [n] ¥y
Enabling cluster switch log collection.

clusterl::*>

@ ol2{ et W0l L2} HESHE|H NetApp X0l 2O|SHAIAIL.

2. 290X 23 £F 7|52 AFELI

system switch ethernet log collect -device *

1027t 7|Chel = Chg ¥ S AF8st 21 +80| d

OH

H=X| EHoIst|C}.

AN =

system switch ethernet log show

Oflx| 271

clusterl::*> system switch ethernet log show
Log Collection Enabled: true

Index Switch Log Timestamp

1 swl (b8:ce:f6:19:1b:42) 4/29/2022 03:05:25

2 sw2 (b8:ce:f6:19:1b:96) 4/29/2022 03:07:42
. Het £2ZF S adminQZ CHA| AL

'Set-Privilege admin’!L|Ct
. XH5 AHIO|A MM S AH|$H AL AutoSupport HIAX|E S E6H0] CHA| 2 S}t C,

'System node AutoSupport invoke-node * -type all-message malNT=end'

complete
complete

41
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'Storage port show-port-type ENET &L|C}

Oof|®| =71

clusterl::*> storage port show -port-type ENET

Port

Type

Mode

Speed
(Gb/s)

node?2

clusterl::*>

e3a
e3b
ela
e7b

e3a
e3b
ela
e’7b

ENET
ENET
ENET
ENET

ENET
ENET
ENET
ENET

4. AE2|X| AQK| SW1E ALY 5= UK

5.

ol 271

b3
A

storage
storage
storage
storage

storage
storage
storage
storage

2toIBtL|CE. 'network device-discovery show

clusterl::*> network device-discovery show protocol 1lldp

(LLDP: ChassisID)

(b8:ce:f6:19:1b:42)

Node/ Local Discovered
Protocol Port Device
nodel/11ldp

e3a swl
node2/11dp

e3a swl

clusterl::*>

(b8:ce:f6:19:1b:42)

= ALQ|X|0|M net show interface BH

VLAN
State Status ID
enabled online 30
enabled offline 30
enabled offline 30
enabled online 30
enabled online 30
enabled offline 30
enabled offline 30
enabled online 30
Interface Platform
swp3 =
swp4 =
sfoIgHL|C}

2 Ml EQF R E shelfE 25 & £ U=X|
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cumulus@swl:~$ net show interface

State Name Spd MTU Mode LLDP

Summary

UP swpl 100G 9216 Trunk/L2 nodel (e3a)

Master: bridge (UP)

UP SWp2 100G 9216 Trunk/L2 node? (e3a)

Master: bridge (UP)

UP swp3 100G 9216 Trunk/L2 SHFFG1826000112 (eOb)
Master: bridge (UP)

UP swp4 100G 9216 Trunk/L2 SHFFG1826000112 (eOb)
Master: bridge (UP)

UP SwWp5 100G 9216 Trunk/L2 SHFFG1826000102 (eOb)
Master: bridge (UP)

UP SWp6 100G 9216 Trunk/L2 SHFFG1826000102 (eOb)

Master: bridge (UP))

6. AEE|X| A|AEI9| Shelf port show-fields remote-device, remote-portS &QISHCt
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clusterl::*> storage shelf port show -fields remote-device, remote-

port

shelf id remote-port remote-device
3.20 0 swp3 swl

3.20 1 = =

3.20 2 swp4 swl

3.20 3 = =

3.30 0 swpb5 swl

3.20 1 = =

3.30 2 SWp6 swl

3.20 3 = =

clusterl::*>



1.

Oof|H| =71

clusterl::*> storage port show -port-type ENET

Speed
(Gb/s)

State

node?2

clusterl::*>

L E ASIXE BE ABY 4

ol 271

Port Type
e3a ENET
e3b ENET
e7a ENET
e7b ENET
e3a ENET
e3b ENET
e7a ENET
e7b ENET
QU= Bt

storage
storage
storage
storage

storage
storage
storage
storage

enabled
enabled
enabled
enabled

enabled
enabled
enabled
enabled

2IBtL|Ct. 'net device-discovery show'

online
offline
offline

online

online
offline
offline

online

clusterl::*> network device-discovery show protocol 1lldp

Node/ Local Discovered

Protocol Port
nodel/11ldp
e3a
e’b
node2/11dp
e3a
e’b
clusterl::*>

Device

(LLDP:

ChassisID)

swl (b8:ce:f6:19:1b:96)
(b8:ce:f6:19:1a:7e)

nsw2

swl (b8:ce:f6:19:1b:96)
(b8:ce:f6:19:1a:7e)

nsw?2

Interface

swpl
swpl

SWp2
SWp2

AE2|X| A|ARIQ| Shelf port show-fields remote-device, remote-portS 2 QIstC

f

30
30
30
30

30
30
30
30

Platform
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clusterl::*> storage shelf port show -fields remote-device, remote-

port

shelf id remote-port remote-device
3.20 0 swp3 swl

3.20 1 swp3 nsw2

3.20 2 swp4 swl

3.20 3 swp4 nsw2

3.30 0 swpb5 swl

3.20 1 swp5 nsw2

3.30 2 SWp6 swl

3.20 3 SWp6 nsw2

clusterl::*>

12. o|C{Ll AQ|X| &feff ZLIE 23 £F 7|50l Ciet 2= E M4st|ct.

'System switch Ethernet log setup - password'(A| A& AQ[X| o[l 21 MH - &f5)
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clusterl::*> system switch ethernet log setup-password
Enter the switch name: <return>

The switch name entered is not recognized.

Choose from the following list:

swl

nsw2

clusterl::*> system switch ethernet log setup-password
Enter the switch name: cswl
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

clusterl::*> system switch ethernet log setup-password
Enter the switch name: nsw2
Would you like to specify a user other than admin for log

collection? {y|n}: n

Enter the password: <enter switch password>
Enter the password again: <enter switch password>

13. O|{ull AQ(X| &Ef ZLIE 21 7 7|52 gdotgfLich

system switch ethernet log modify -device <switch-name> -log-request true
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clusterl::*> system switch ethernet log modify -device csl -log
-request true

Do you want to modify the cluster switch log collection

configuration? {y|n}: [n] y
Enabling cluster switch log collection.

clusterl::*> system switch ethernet log modify -device cs2 -log
—-request true

Do you want to modify the cluster switch log collection

configuration? {yln}: [n] y

Enabling cluster switch log collection.

1022t 7|CHel

ot

20 30| A= E|A=X| =lefL|ot.
system switch ethernet log show

ol 271

clusterl::*> system switch ethernet log show
Log Collection Enabled: true

Index Switch Log Timestamp Status
1 swl (b8:ce:f6:19:1b:42) 4/29/2022 03:05:25 complete
2 nsw2 (b8:ce:f6:19:1b:96) 4/29/2022 03:07:42 complete

olz{et B F dLigt: RLFE Betst7iLt 23 0| 2tz E[X| 3™ NetApp X2 0|

MO
1o
of
iz
>
to

14. Yt £Z CIA| admin:'Set-Privilege admin’ @ 2 HZSIL|C}

15. Xt& AHl0|A MM S AX|TH 2 AutoSupport HAIX] "A| AR L E AutoSupport invoke -node * -type all-
message MAINT=end'S S =5t0{ CtA| ZMstetL|Ct
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