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storage port show..

NS224 €l = *§E|I| AL{X[0f| HEE 2= 100GbE EE = Of2ff Of|d| &0 EAIE CHE ZEZ
HIE|0{0F storage BLICH

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
e8a ENET storage 100 Gb/s enabled online 30
e8b ENET storage 100 Gb/s enabled online 30
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

halt

2. NetApp Storage Encryption(NSE) E20|27} MX|E|0] U= A2 LIS HAHE A K.

@ Hxto| AF 20 M OFE] =MSHX| §i2 B2 7|2 Atm E2AME HESIUA|L "=2(0[E7} FIPS
ABEA=X| Zelsh= J.:." AHE S XHH| tzst E2t0|29| RHS =elgtLlnt.
a. 83 pbootarg.storageencryption.support & MEHSILICt true EE= false:
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NSE EZ2}0|E7} FIPS 140-2 8| 2 setenv bootarg.storageencryption.support true
M| =2t QALY E SFEELICH

NetApp H| FIPS SED setenv bootarg.storageencryption.support false
@ Yot L E = HA YOol|M CHE |2 E2I0|Eet FIPS EEIO|EE =2d + &Lt
St - EE HA Mol SEDE H|2is 3t Sato|=et E8E & AL
b. E4 HEl M52 0|55t0 M2 MEBILICE (10) Set Onboard Key Manager recovery
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If(BS [localhost:disk.encryptNoSupport :ALERT]: Detected FIPS-
certified encrypting drive J2[1, =,

[localhost:diskown.errorDuringIO:error]: error 3 (disk failed) on
disk @RI} YMSHH LIS THAE SASHIA2.

@ a. LOADER ZIEIEQ|M LEE FChstL|C}
b. of LIt = AEE|X| YSot HEQINE oISt 20HA| IH A ™S CL,

C. LOADER ZEIXEQN CIZ2 FYELICE

boot ontap

CH2 OIRIE HZ2 A8E & ASLICE
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LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.

(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>



Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy
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security key-manager onboard sync
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::> security key-manager key query -node nodel -fields restored -key

-type SVM-KEK

of

::> security key-manager key query -node nodel -fields restored -key

-type SVM-KEK

node vserver key-server

restored

mwn

nodel svml

true

key-id

00000000000000000200000000000a008a81976

2190178£9350e071£fbb90£00000000000000000
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system controller replace resume
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2. HE3 HZ HEf =l 3

network port reachability show -node nodel

QE{HO|A OF S VLAN ZEE Zoldte] HEE 2= ZEO| HENJH 2 HAIE|=X| 2RARLICt ok.

3. Ct2 Y20|EZ 2|8 FCP SAN LIFZ x{Etetsliof gLt

7|1E NAH- WA| A AE]

AFF A250 £ X 8HAIAQ AFF A30, AFF A50

AFF C250 £ &XstAAIQ AFF C30, AFF C60

AFF A800 £ EZSHAIAIR AFF A70, AFF A90

AFF C800 & &=sHMA|I2 AFF C80 £ EZ3HA2
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a. FCP EE= FC-NVMe Ci|O|E{ M| A0 AHEE|:= FCP SAN LIFE SHIE 2 ZEOf| ChA| 2 LTt
network interface show -vserver <vserver hosting fcp lifs>

b. 4I0|EEl L= 12 3 =7t YD $X ETEO|M "status oper"S "-"Z2 E18H= LIFQ| ZR(AFF A800
0| ZEJF X9 AFF A90 iEOH ZMSHK| 42) oM ZEE £H510 RERICE Meteh £~ JUESL|CH
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|

L LIF AElS "ot o2 sy

network interface modify -vserver <vserver name> -1if <lif name>
-status-admin down

i. LIFe| 2 ZEE +X™YL|CL

network interface modify -vserver <vserver name> -1if <lif name> -
home-node <nodel> -home-port <FC target port>

iii. LIF MEiE "d"o= H4F:

network interface modify -vserver <vserver> -1if <lif name> -status
—admin up

+
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system controller replace resume
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system controller replace show-details
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a. X7t HAE LIF

i
Hd
4n
I
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el3
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>
30)

cluster controller-replacement network displaced-interface show
b. LIF7} CHAIEl 2R & = EZ L= 12 CHA| 28t}

cluster controller-replacement network displaced-interface
restore-home-node -node <nodel nodename> -vserver <vserver name>

-lif-name <1if name>

LIFE S22 010|3|0| M5t =A™ etL|Ct.
L

a. X522 MuiX|=|X| £ LIFE =E12 0ro|2f|o] Mgt

network interface migrate -vserver <vserver name> -1if <lif name>
—destination-node <nodel nodename> -destination-port
<port_ on nodel>

b. O}O| IO MEl LIFS| S 59 = ZEE £MEHLICEH

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <nodel nodename> -home-port
<home port>

7. ZUS MBI A|ARM 2Rt AS HAIS SHSHEF BTt

system controller replace resume
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