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1. NSE(NetApp AE2|X| ¢35t E2I0|EHE MX|t AL CFS THAHIE S-SR,

@ HAto| AEH L0 M OFR! £HSHX| U2 AR 7| AR EME &XSHMA|IR "=20| 27t FIPS
QIZE|R =R 2olsh= 2 A2 FQI AHH| Lot E2to|2o| ¥ S sholghLCt,
a. 83 pbootarg.storageencryption.support & MEHSILICt true EE= false:
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NSE EZ2}0|E7} FIPS 140-2 8| 2 setenv bootarg.storageencryption.support true
M| =2t QALY E SFEELICH

NetApp H| FIPS SED setenv bootarg.storageencryption.support false
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b. E4 HEl M52 0|55t0 M2 MEBILICE (10) Set Onboard Key Manager recovery
secrets.

O[T EXtof| M 7| =ot = 5l uie) HEHE AHBLICE S FZSHYAIL "Onboard Key Managers AHE5H0]
AEE|X| Y=ot 2| RfLICt.

2 LEZ 2E b2 et
boot ontap menu
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boot after controller replacement 28 HFO0|M E7} SX|=|H
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If(A9 [localhost:disk.encryptNoSupport:ALERT]: Detected FIPS-
certlfled encrypting drive 2|1, E&,

[localhost:diskown.errorDuringIO:error]: error 3 (disk failed) on
disk F 7 LMoIH O HAE A 2.
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LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.

(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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EXtof of AIFHM == 10| #E XtS HES A=Y 1 ZIEES ¢2[0|= 0] LAl SX|E[0{0F BfLICt.

EHA|
1. . E 10| 0| AZEU[=X| =gt

cluster show -node nodel -fields health
9| ZHQILICt health EE= 0|0{0F LIC} true.
2. LE 10| LE 22t YU S2{AE Q| YF 0|1 A AEfQIX| EolgtL|Ct.

cluster show

4. AEER uH| 2o HefE =telstn e MEiTt L E 10| X =|7| Tl YA BX| MEf2t SLBHK| 2QI5Ho A
HEEeS] X| 3 #[0|= oS0l chet E2|XH HHS +HTLIC

system controller replace show

system controller replace show-details
5. ZIEE2 uH| 2SS MINELICH

system controller replace resume

6. AEE2] uH| 20| STHE 2IsH CH HIAIXI2F Al LAl SXIELICH



Cluster::*> system controller replace show

Node Status Error-Action
Nodel Paused-for-intervention Follow the instructions given
in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ O] ®XI0f| A section_re-creating VLANS, ifgrp, broadcast domain_0O| node1_2| Restore
HEQA 72M o2 HAZ|USLICE.

7. HEER WH7t LA X LEfQl FR 2 THSLICH == 10(|M HERIZ P2 SAELICHL

LE 10 HERZ #42 SEELICH

L E 10| | AL E 29 AT £
Toelof == 101| HAE[=X] etlgtL|ct.
AEX| =elghict.

rr

X| golst & L= 19| VLAN, QIE{Ho|A O 9 §E9HAE
ot D= nodel1 UERI3 ZEJ| SHIE HEEEIHAE L0210 -4 &[0

kR

O] ZtJof| chaH
VLAN, QIE{H|O|A O2 gl BEZEIHAE THQIS THE D CIA| BtE = HHEHO|| CHEE XEM|SH LI 2 S EXSHAAIR
AT E =Y Network Management_contentd] HZ2%!

|
1. GO 0|EE L E 10] U= BE 22 XE LHE:

network port show -node nodel
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LEQO DE 22X HEY3A ZE, VLAN ZE 4 OIE{H0|A O ZTEJ} BA|EILICEH 0] ZSH0M 2 0|SE RE
=c|H ZES = = AFLILE cluster ONTAPO]| 2ot E2ZEIHAE LH|Ql O EHS AFESHH QUE{H[0]A
J8 78 ZE VIAN 7|2 ZE = LIF AR S 90 S8 AAY S2|1X ZEZ ME8Y ZEES ¢ 2HY
& Lot

M H .
. 2HAEQS HEEIHAE TH|QIS LIEEIL|CE
network port broadcast-domain show
B9 2E ZEO et HERA ZE £H 7Hs OF LHE:
network port reachability show -node nodel
CtEat Z2 £30| EA|EL|CH

Cluster::> reachability show -node nodel
(network port reachability show)

Node Port Expected Reachability Reachability
Status
Nodel
ala Default:Default ok
ala-822 Default:822 ok
ala-823 Default:823 ok
eOM Default:Mgmt ok
ella = no-reachability
ellb = no-reachability
ellc = no-reachability
elld = no-reachability
e3a = no-reachability
e3b = no-reachability
eda Cluster:Cluster ok
ede Cluster:Cluster ok
eba = no-reachability
ela = no-reachability
e9%a Default:Default ok
e9%a-822 Default:822 ok
e%9a-823 Default:823 ok
e9% Default:Default ok
e9b-822 Default:822 ok
e9-823 Default:823 ok
e9c Default:Default ok
e9d Default:Default ok

22 entries were displayed.

Ao GO == 12 HEER uN = REEJSLICH S2[H HZO| 7| =20 257 ZEM = AHE 7|S0



ELICh olQlel =E It HEiQl BE EZEE= STM0F LI} ok.

A 0|E o= HERD ZES} it HZO| HALZ|OA = o ElLICH RE TEE SHIE

@ HIZCIHAE THQlof AFo{of otH HERQT ZE T2 Jtsd2 HAS A= ¢t ElL|Ct J2qLt
LE 20| =E 12 LIFE CHA| 0| S5H7| HOf| HIEEY3 ZEQ| HZ Jtsd 5 AEE =HolsHof
grL|C.

- [[restore_node1_step4] == 12| ZF LEO|| Ciot HE HEHE 0|2(2| CHE HE ME|E SFHLICt ok CHS
HHS MESHO] LIS =ME BES AAL|Ct

network port reachability repair -node node name -port port name

a 2a|d ZE
b. VLAN ZE

Ct3at 22 50| EAIELIL.

Cluster ::> reachability repair -node nodel -port ellb

Warning: Repairing port "nodel:ellb" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

O[T oflofl EAIE AXMH, AXH X I5._ H2COIHAE Qo] EE 7hsd HEQCHE = A= T2 715y e
EEO| CHol 20 HIAIXIZF A ALICH ZEQ| HZES ARSI SHEYLICH y = n JASLICH
= =2|H ZE0| o= =2 50| JA=X| el

network port reachability show

T Itsd 57t +"EEH ON TAP" EEE SHE EREIHAE T Q1of| BiX[SH 10 Al gL Cr a2qLt
HZEO| TE 75 6{RE ol 1 7|E BREHAE QIO £35HX] o= Z? ONTAPE 028t ZEO|

T—= = _Jlk'
CHot A ERZEIFHAE OIS BhELCE.
. ZE Y s el

=

network port reachability show

DE TEJ SHEA AMED SHIE BE2EIHAE TR FIHE|™M 7t network port reachability
show BH2 | L& 754 gEHE H5H0F SL|CH ok HEE 2E ZEO| CHsH 3! MEHE 2 EASLIC no-
reachability 22| HZ0| gl= ZEQ| AL 0| &£ XZEJ| Ot CHE MENE ENdt= XEJ Q= 2 9

X|&of| w2t HE 7tsd 51 E -¢-°oH'<'5L_'L HEEIHAE EHQIUM ZEE F7}F EE= MARLICHATHA

 BE EEJ HRCOFHAE Suolol HixIS| K] SelgLict

network port show

. HECIHAE TOQlo] 2 E X EQ| SHHE MTU(Maximum Transmission Unit)7t A E|0] QL=X| &olgtL|Ct,



network port broadcast-domain show

8. C}3 THAIE A8SI0] S)6Hof 5h= SVM Y LIF & ZE(RE Z2R)E KMo LIF & ZEE SAFLICL
a. CHA|E LIFE LI gLt
displaced-interface show

b. LIFE E 8 5 ZEE SYULLICH

displaced-interface restore-home-node -node node name -vserver vserver name
-lif-name LIF name

9. DE LIFO| & ZEJH QU0 B2 A SSSHE| Holghich

network interface show -fields home-port, status-admin

P 0|=El =E10|M 7] ZE|X H S SEELICE

NetApp Aggregate Encryption(NAE) == NetApp Volume Encryption(NVE)2 AHE3S}H0
YO 0|E B2l A|AHIS 252 Y2otte 32 s HE M EQ S7[26H0F gfLC.
Key-ManagerE CHA| %7|2f0f7(| ‘.?o“: 22 ARLZ A2 node1= node20]| A
80| =& node1E XS M, node10]| Y= 2tE SE2 222! 0TI Z[AIO|EE 71X =
O oot 23t 7|7t gIe B2 Fof7t wdeh o~ JASL|Ct.

o cHaH
HAIE A5t efzst FHE M =20 S7|=tefLTt.

1. LE 10iM CtS BES AARLCL
security key-manager onboard sync

2. H|o|E o 22|H|0|EE RHuiX[B}7| MOl SVM-KEK 7|7t lL=E 10{[A "true"2 S&IEEX| ZelgtL|Ct.

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

10



of

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

node vserver key-server key-id

restored

nodel svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

L C 10| 2 R]5t= FE 0]|2|2| Aggregate 5! NAS H|O|E{ LIFE
= 20| M Y80|EEl LE 12 0|5t
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SQIBH|CH S8 SAN LIF7H i = 10| ZRHSH=X]| 2fQleof BtL|ct
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®F LIFE Y32{0|= EAF S0l SAN LUNS| E2iTls XM2|gfLICt HO20|= S0l 2 AE L= AMH[A HEIE
?I3ll SAN LIFE Olsg 2RIt YIELICE SAN LIF= M ZEO| OHEEX| o™ O|FSHX| t&LICH LE 1S
=2efRloz Metst= 2 LIFJL HY &SR, did ZEO0| JA=X] =helstiof LTt
EHA|

1. RHHHK| = RHH:

system controller replace resume

° SHAH AUH A

o A|AERIID &l

o

O[O|X| {7 =l

° e EE =l
° HERIA =2 7tsd =l

O] RO A LIE RIS EE TH5 0| Beio] A SXIELCE,
2. HIESIT A Mef 2ol 23,

network port reachability show -node nodel

QE{HO|A OF S VLAN ZEE Zodste] HEE 2= ZEO| HENJH 2 HAIE=X| 2HRIRfLICt ok.
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3. THHHX| ZH KU

12

system controller replace resume
A ARIOIM CHE HALS ASfLICH
° S2AH HE A

° 22{AH LIF i B4
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2Rt 32 WHE LIFE S350 ES2|YAIL. WH|E LIF LIS:

cluster controller-replacement network displaced-interface show

LIF7} CHA[E B2 8 =58 == 12 CHA| S gL

cluster controller-replacement network displaced-interface restore-home-node
HAUS TSt A|ARIOIM 2R Ale HALS A== Bt

system controller replace resume

A|AH

rlo

Ch2a 2

ro

AV HAE 2dBtLIC,

o SHAE U™ HA

° SHAH HEi HE

o

M7d HAE HARLICE
o TA HEf =l

° |23 ey B

o S AH LIF &Ei HA

= =
o =25 ol
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