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LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.

(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>



Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy



Login:

f12l ofjoll EAIE A[AR D= 1D O LIt F20| =Y L E9| A A2 D= CHELICH

()  =zEneo:cojsg st 2a0nEnEoy tC 0|22 QRS Ao EE T ¢
RISEIBI0] 82 #45 elsin, Al AUl =9l HRI0|Z UCI0|E31D, T2 ONTAP

i O
YHO|EE A BLICE

L2 MX|E =elgtL|Ct

-

WA AR 2ES AHESH node2 EX|E &HQISHOF BLICE SE|1X ZEE HELX] 222
OfF LLE 20 M KN .= 22 =2[H ZES 0iEE 2RIt fASLICH

O] Zedof chel
WA AA” RES AFESIH LB 12 BRI = SHIEA| SX| =AY 2ARfLICH L 27t | FHIHE Wt
7|cr f° ZEED] WA S CHAl A|ZBH{OF gLk

Exte| o] AIFEMM & 27t #{E 0| =&l = Set AY0| ZA| SX|ELCE

EHA|
1. £ 271 0| AZBEU[=X] =elgfLCt,

cluster show -node node2 -fields health
O] ZHQILICt health == 0|0{OF BLIC} true.

2. 0| £HAl= f% J0|= Yol HEELICL CHE 2E A2 ¥2|0|=29] ER 0| HHAIS AHFH 1 3=
O| SR, 3EHA :

° 2LLE AQX|2|A 22 AH

° AFF A250 EE= AFF C250 A|AEIY| HZAZI AQ|X|E AFF A50, AFF A30, AFF C30 EE= AFF C60
AMABRIOZ AT2|0|=L|CE

node27} AtS2 = 0| 7tUSHX| ¢i= B2
a. ela Y elb ZEQ| IP Z7t2 EQIGINIR.
network port show
b. IPspaceZt "22{AE{"7} Ol-l AL e1a U e1b0| A IPspaceE "S2{AE"Z HATIL|LCL,
network port modify -node <node name> -port <port> -ipspace Cluster
C. ZE e1a ¥ e1b?| IP S7t0| "SHAE{"2X| 2IStM K.

network port show



3.

d. node2 22{AE| LIFE el1a Y e1bZ O}0|12{|0|M:

network interface migrate -vserver Cluster -1if <cluster 1ifl> -destination
-node <node2 name> -destination-port <port name

node22t node10| St S AE 0| &3l U1 SS{AE{ I} HAQIX| =elgtL|Ct,
cluster show
03 U 2ER Mk

set advanced

- O] EHAl= AFF A250 EE= AFF C25001l A AFF A50, AFF A30, AFF C60 &= AFF C302=°| 2 E

AQX[2|A 7AYo= oot MEEILITE THE BE AIAH €30S0 HS 0] 22 % D Ct3o=
OIS EHIAIL. 651

"SHAE"HZEINAE THQI0] 22{AE XEJ} eda, e2a, ela, elb TE L= eda, edb, ela, elb TEQIX|
SHOISHN|R.

AFF A50, AFF A30, AFF C30 5! AFF C60 A|ABI2 Z3{AF S HA £
o

TEE ZQ8LICt BE 22AH LIFE
node1Z} node22| eda, edb EE= eda, e2aZ QHXSHA| Oto|ag|o|ME 4 QL

L{Ct.
a. DE S AH LIFO| Chet & ZEQL ¥ LEE LIAFRILICE

network interface show -role Cluster -fields home-port,curr-port
b. node1at node20l|A e1aE & ZEZ A8%t= 22{AH LIFE e4a 010 12{| 0] MBtLCt.

network interface migrate -vserver Cluster -1if <cluster 1ifl> -destination
-node <node> -destination-port e4da

C. node1 % node20i|A| Oto|J2f|0|MEl E2{AE| LIFE a™ELICE 619 T b edaE T LEZ ALSIHH:
network interface modify -vserver Cluster -1if <cluster lif> -home-port eda

d. SHAET HHo| UA=X| &lstA K.
cluster show

e. t.’_*EOHZf Ole THA bt oF2| EHA ¢ 2t L EO| F I E2{AE LIFE e2a ££ e4bZ 010 02f|0| M5t
e2aZt Q11 100GbE HE®Z ZEQI F2, 0= 7|2 F Hmjj 22 AH ZEQIL|C} e2a”l 100GbE HEXHZ
HEJ} Ot F2, ONTAP2 e4bE F | 22{AH 3 HA ZEZ AFEELCEH

f. "Z{AE"HREIHAE THQI0M e1a X e1bE HAHELICH

broadcast-domain remove-ports -broadcast-domain Cluster -ipspace Cluster
-ports <node name>:ela

g. "SBAE"HZEIAE THQl0| 2 AE ZE eda, e2a FE= eda, e4bTt Q=X| QIS 2.



- —

broadcast domain show

h. e1a node11} e1a node2 e1b node1t e1b node2 AtO|2Q] #[O|E2 HZEZ HHSIH =t EHAEH HA

HZAD MEE| 0 5 HZO| gl=X| efelgct.
AEED] uK| 2| MEIS &Qlstn UA| "HX| MEHO|H =271 M| ZIEEZ] HX| & #[0]= o|SHt 242
S2|H HUS S| 2o STH=T| T MEfe SUTHX| el
system controller replace show
system controller replace show-details
AEED] uK| LS MoHeLCt.
system controller replace resume
- AEES uA| 20| SIHE 2l8H T2 HIAIX|2 &H LAl SX|ELCE.
Cluster::*> system controller replace show
Node Status Error-Action
Node2 Paused-for-intervention Follow the instructions given
in

Step Details
Nodel None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ O| XA section_re-creating VLANS, ifgrp, broadcast domain_0| node2_2| Restore
HERa 14 o2 HALYSLICEH



0. AESZ WH7t LA SX| HEIQ B 2 THFLICE = =20 M HER S FES S2letLCh

LE20M HERD HE SYLIC
L 27 AE A0 Lt SHY = JEX] =elot 2 = 19| VLAN, QIEH0|A OF Sl HE2EIHAE
Z0[Q10] - = 20f| EA|EEX| ZOISLIC 3t DE node2 UEYT BETL SHIZ HEEHAE ZH|Qlo] 2A=/0]

UA=X| 2ltL|Ct.

Of ZfHofl 3

VLAN, QIE|HO|A O F H EZEIHAE EOf|Ql M 3 xH -0l CHet XMIeH LHE 2 "E =" Network Management
FEX 2= ARSI,

——— Oo—= O =]

|

1. GO 0|=El L E 20] U= 2= 22X ZE LIE:
network port show -node node?2
LCO DE E3|M EQ3 ZTE, VLAN ZE 9 OIE{H0|A I8 TEJI HA|EIL|Ct O] SHM 2 0|5E RE
2| ZES = = UFLICI cluster ONTAPO]| 2ot EZEIHAE LH|Ql O EHES AFESIH QIE{H0[A
O 7 ZE VLAN 7|2 ZE E= LIF 2ARS ?lct S8 4dd S2|X ZEZ A2 ZEE A 2HY
4 Lot

M- -

2. 2B AEQ HECIHAE THQIS LIFSIL|CE.
network port broadcast-domain show

3. LE 29 ZE XEO| et HESS ZE TH 7Hs 0% LHE:

network port reachability show -node node2

CHS OlF|QF fAFSE Z210] EAIELILH ZE S HEZEHAE 0| F2 Lt
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Cluster::> reachability show -node nodel
(network port reachability show)

Reachability

Node Port Expected Reachability
Status
Nodel

ala Default:Default

ala-822 Default:822

ala-823 Default:823

eOM Default:Mgmt

ela Cluster:Cluster

elb =

eZa =

e2b =

e3a =

e3b =

ela Cluster:Cluster

e’b =

e9a Default:Default

e%a-822 Default:822

e9%a-823 Default:823

e9% Default:Default

e9%p-822 Default:822

e9p-823 Default:823

e9c Default:Default

e9d Default:Default
20 entries were displayed.

29| oMo & 2= ZHEER] WA = 3 (quorum)
HE 7tsMd HAE 7] B2 o8] ZEJL QUELIC

|0
Hu
1r
om
o

nESJL

[[restore_node2 step4] LE 29 2t ZEO| CHet HE MENE O[2I9| CHE A
HHEZ ALEoI [t =M= BHES ALt

ok
ok
ok
ok
ok
no-reachability
no-reachability
no-reachability
no-reachability
no-reachability
ok
no-reachability
ok
ok
ok
ok
ok
ok
ok
ok

AELIC o7]0ll= A& 7|s0| gl

Z HEl= SHYLIC ok THS

network port reachability repair -node node name -port port name

a 235 BE
b. VLAN ZE

Ct2at 22 =20 EAIELIC.

Cluster ::> reachability repair -node node2 -port

e9d



W
d
f

o™
TE

2=

arning: Repairing port "node2:e9d" may cause it to move into a
ifferent broadcast domain, which can cause LIFs to be re-homed away
rom the port. Are you sure you want to continue? {y|n}:

oflof] EAIE ZAXME, §xl 2lx[et EREHAE EO|Qle] =5 7F

539 JE2LHE = U= EE 758 HEig
of CHall 20 HIAIX|Z7F HEAIE AYLICH ZEQ| HES HESID SH by

YLICH y EE= n AELICH

S2X ZEO| ol &E= =& 50| A=K 2RIt

|

network port reachability show

TEItsd St A H ONTAP'— TEE SHIZ HECEI|AE THQI0)| B[St A| S EFL|CH a2{Lt

ITE

of B 75 OIS E SOIS & gl J|E BREIHAE Eoolo] 231K B AP ONTAPE 0[2{3H EE0

CHet M HEE?H*E Eﬂﬂ 213 RHELICt

network port reachability show

2=

ZEJI SHtEA| 4= SHIE EEEINAE TO|QI0f| FIHE|H 7t network port reachability

show BE2 2| & 7tsd %:.*EHE H6HOF BT ok HEE 2E ZEO| CHolf 8! MEfE 2 HEAIZLICE no-
reachability 2|8 HZ0| gl= ZEQ| 22 0| & EZEJI Ot CHE MEE E16H= EZEJ = 82 9

X

. BE

of ezt A& 7tsd =4E *°”0f_' ‘='§'39H¢E oo ZES It = MARLICE 4THA.

ZEJLEZEMAE SO Q10f HiX|=|R=X] FRIRL|Ct,

A — -

network port show

. HEEIWAE EOQIo] RE X EQ SHIE MTU(Maximum Transmission Unit)7t A |0 Q=X 2kQletL|Ct.

network port broadcast-domain show

b.

9. RE

net

. L2 BHAIE A830] S)I6of st= SVM U LIF 2 ZE(J= ER)E XY LIF S TEE S|t
a. OiM|El LIFS LIEgLot.

displaced-interface show
LIF 2 tE % 5 ZEE Sy CL

displaced-interface restore-home-node -node node name -vserver vserver name
-lif-name LIF name

LIFO & ZEJt Q1 a4 ZSSh=X| 2l gLt

work interface show -fields home-port, status-admin

13



L= 20{| M 7| 2| Xt A

NetApp Aggregate Encryption(NAE) t£= NetApp Volume Encryption(NVE)= AHE3S}H0
H20|E B2 A|AHIS 2ES A2sol= 2R P2st FHE M EQF S7|215HOF LT
Key-ManagerE CHA| S7|2t5HX| @b= 8 ARLE AHESH node2 O OZ[A|0|EE

2 1220| =&l node10lA & 32|0| = node2= RHHX|E M, node20]| 2=2tE =& U
O2Z|AH[O|EE 2E[RICZ Fetst= O Rt Y=st 7|7t GleB=E Fofu &g &+

A& LILCE.

[ujo

SHELC

HAIE +=Ast0] etz 284S M =20 S7|=tefL .

1. £E 20| M O} HHES AAeL|CL
security key-manager onboard sync

2. O|o|E{ O O2|H|0|EE THHHX|St7| Fof| SVM-KEK 7|7} ' E 20{| A "true"2 Sl =|=X| &QlgtL|Ct.

::> security key-manager key query -node node?2 -fields restored -key
-type SVM-KEK

o]
::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK
node vserver key-server key-id
restored
node?2 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

=2 AE A9X[0| M RCF 1S &elstM|R
2flo|= Exte] o] B0l AE RE H0|E EAT} node10f 2L0{0F FLIC AL\Xof X2
22 AEZ 242 Y7 0|S3te AL SBAE A9K| HZ 24 IYRCF)0| M HES2{of

Chet 37 22{AE/HA ZEE X|25H=X| 2fQl5iOF fL(C}.

2= AQIK|7} gl SRIAE FHOE YI2|0|=sts FP Of MM AU D "R E 0l2/o] 0fT12[AH[0|E U NAS
HlOIEf LIFE == 22 CHA| O|SBILICH'E 0|58 4 AL

14



1. 1g Hst 2EZ Mgt
set advanced
2. "IC RDMA" A EHE =HQIstN| Q!

ha interconnect status show

Z2{0j|A| "IC RDMA 2 Z"9| Ml T3t ZH0tof BT Up .

I

"IC RDMA 1 Z" &Ef7}...2l 3% J2H..

Up "R E 0[2|9] 0 32| AHI0|E % NAS HIO|E{ LIFE =
22 CHA| O|SEL|CH'E o] S|L|CY.

Down = JICE3EHA .

3. 2f{AH ZEQ AQX| RCFE &5,

KtMISt 82 S "A (A HE S2{AE0| HZSLICHEZSIMAIL.
- "IC RDMA A &" Ef7} HAZA=X] 2RI AL, Up :

ha interconnect status show

Chee 2AYLIT?

"2 E 0]|2|2| 0f2Z|A|0|E % NAS H|O|E{ LIFE =& 22 CtA| O|SEHL|C}"

2E 0|2/ 02| H|0|E % NAS HIO|E{ LIFE == 22 CHA|
O| S &L|Ck

LE29 HEQA 1ME aQIst 5 LE27F AR3H NAS H|O|E LIFE LE10|M LE2Z
0|38t SAN LIFZt i':201| ZEXSH=X| &elstoF ghL|Ct.

Of =te10i| CHaH

1A LIFE 938(0|= HXI 0| SAN LUNLZ2| EEfElZ X{2|gfLICt. AO|0|E & SHAH = MH|A MEHE
FX[5t7] /5 SAN LIFE 0| Sst= A2 ZQsHA| ¥&LICH SAN LIFE AH ZEO ofZsHof 5t= 75%2 Helste=
O|SE|X| ¥&LICE

[k =]
LLC 28 22tQl YE= HEtet = LIF7F Y4 235t SHIE ZEOf| JA=X] &elglL|ot.

— =

ChA|
1. XHHHX] = XHH:

system controller replace resume
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° SHAH A A

o AlA"] D gol

THEH K] =t TH7H:

system controller replace resume

AAEIOIM TS HAFE S-ELIT

° SPAH SE B

° SP{AE LIF &Ef B4

Olz{et 2ol At = A|ARIOME= RET} OF: 0 22|A[0] E2F NAS HIO|E] LIFE == 22 RHHHX|St 1 x|

HEES] uA| EXtot LA SX|E H2 LRE 2flst +Fot LHE ZHE SHBSHUAR resume & 581 &Y

A&t

o

Lot 2, 2lX|7 HAE LIFE 52 9 ES27AU, IS 2 (222 MHX|=|X| Ret =E29| LIFE 522
oto| aajjo| M3t fHBHIAIL.



cluster controller-replacement network displaced-interface show

b. LIF7I CHMIEl 22 = LEE LLE 22 CIA| 2I8tLI|C}

cluster controller-replacement network displaced-interface
restore-home-node -node <nodeZ nodename> -vserver <vserver name>

-lif-name <1if name>

LIFE =322 00| a2|0]dst 1 ~FglL|Ct,

a. Xt = MuiX|=|X| £ LIFE = E22 0to|J2f|o]MghLCt.

network interface migrate -vserver <vserver name> -1if <lif name>
-destination-node <node2 nodename> -destination-port
<port on nodeZ>

b. O}O| IO MEl LIFS| S 59 = TEE £MBHL|CEH

network interface modify -vserver <vserver name> -1if
<data 1lif name> -home-node <node2 nodename> -home-port
<home port>

HAS TSt A|AEIOM 2R Ale HAE A= F BiL(Ct

AABIS ChSTH 22 A ZALE S8ELICt

° SHAH HE A

° SBAH HEi HE

o

M7 HAE TARLICH
o EA e =l

° |23 HEi HE

° SHAH LIF &ei HA

=2=
o 28 =9l
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