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NSE EZ2}0|E7} FIPS 140-2 8| 2 setenv bootarg.storageencryption.support true
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If(A9 [localhost:disk.encryptNoSupport:ALERT]: Detected FIPS-
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LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.

(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id



= 536940063
Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} y

Login:
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cluster show -node node2 -fields health
9| ZHQILICt health EE= 0|0{0F LIC} true.
2. LE 27t B 10t S SHAE Q| L0 MA MENQIX| StolBhL|Ct,

cluster show
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system controller replace show

system controller replace show-details
5. ZIEE2 uH| 2SS MINELICH

system controller replace resume
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Cluster::*> system controller replace show

Node Status Error-Action
Node?2 Paused-for-intervention Follow the instructions given
in

Step Details
Nodel None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, i1f needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

@ O] ®XI0f| A section_re-creating VLANS, ifgrp, broadcast domain_0| node2_2| Restore
HEQA 72M o2 HAZ|USLICE.
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VLAN, QIE{H|O|A OF S EEEIHAE TOQIS THE1 ChA| PHE= SHHO)| CHSE XpAISH LIE2 S HXSHHAIR
"i7Z" £ &2 Network Management_contentOfl HZgtL|LCt.
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network port show -node nodeZ2
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network port broadcast-domain show

L E 20 BE ZEQ O3 HERI ZE £ JHs {8 LIE:

network port reachability show -node node2

CHS ORIt RAFSH Z240| EAIELICH ZE 8l EREIHAE O|F2 CHAFLIC

Cluster::*> network port reachability show -node local

Node Port Expected Reachability Reachability
Status
Node?2
eOM Default:Mgmt no-reachability
elOa Default:Default-3 ok
elOb Default:Default-4 ok
ella Cluster:Cluster no-reachability
ellb Cluster:Cluster no-reachability
ellc = no-reachability
elld = no-reachability
e2a Default:Default-1 ok
ez2b Default:Default-2 ok
e%a Default:Default no-reachability
e9% Default:Default no-reachability
e9c Default:Default no-reachability
e9d Default:Default no-reachability

13 entries were displayed.
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- [[restore_node2_step4] &= 29| 2t I
HHEZ ALESI [t =M= BES HASL|Ct

network port reachability repair -node node name -port port name

a 235 BE
b. VLAN ZE

Ct2at 22 20| EAIELIC.



Cluster ::> reachability repair -node node2 -port e9d

Warning: Repairing port "node2:e9d" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

O oflof] EAIE! 24X, oxf IXISt ER2EIHAE EO|Qle] = 7hsd BNt Ef% T A 22 7tsd HEf
ZEOf o3l 20 HAX|7F Al AYLIC ZEQ| HES HESIY SEELICE y £ n JASLICH

HE S2[X ZEO ol dEl= =® 50| A=K =l

network port reachability show

TEItsd 5771 +dEH ONTAP'— TEE 2HIZ H2CIHAE TH|Ql0]| i X|St2d D A|=SL|CE 2L}
ZEQ TE It (R E &old + gl 7|& HEEIHAE TO|Qlof| £351X| @t= 22 ONTAPE O|2{%h ZEO|
CHEE M HEE?H*E Eﬂﬂ 1S BHELICH

5. TE L& IS A gtol-

= -

network port reachability show

DE TEJ SHEA 2ME|D SHIE BE2EIHAE EHQIY| FIHE|™M 7t network port reachability
show BH2 o L& 7154 gEHE H5HoF gL ok HEE 2E ZEO| CHsl 5! MEE 2 EAISLIC no-
reachability =2/ HZ0| gle= TECQ| AR 0| &£ X EJ} Ot CI2 MENE Edt= ZEJ U= ELR 9
X|Eof| w2t HE 7sd =7 E -T—%HOLT'_ HEEIHAE EHQIUM ZEE F7F EE= MARLICHATHA

6. RE ZEJ HRCIHHAE TH|QI0) HiX|E| =X SelgtLct
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network port show
7. HEEIWAE O[99 B E X E| SHIE MTU(Maximum Transmission Unit)7t TAE[0] Q=X| &HQIgHL|C,
network port broadcast-domain show

8. Ct2 THAIE At83t0] =R18H0f oti= SVM Y LIF & ZE(= Z22)E XIFSI0] LIF 8 ZEE S2gLCHL

a. OiM|El LIFS LIEeLot.
displaced-interface show
b. LIF 8 = 8l 5 ZEE ST

displaced-interface restore-home-node -node node name -vserver vserver name
-lif-name LIF name

9. BE LIFO| & ZEV} T B2y AHESH=X| ZoIBLC

network interface show -fields home-port, status-admin



LLE20A 7| 22fXt dE SEELC
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1. LE 20iM CtS BES AATL|CH
security key-manager onboard sync

2. O|o|E{ O 22| A|O|EE R{HHX|S}7| FOf| SVM-KEK 7|7} £ 20{| M "true"2 S| =X| &lstL|Ct,

::> security key-manager key query -node node?2 -fields restored -key
-type SVM-KEK

o]
::> security key-manager key query -node node2 -fields restored -key
-type SVM-KEK
node vserver key-server key-id
restored
node?2 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000
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system controller replace show-details
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cluster controller-replacement network displaced-interface show
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cluster controller-replacement network displaced-interface restore-home-node
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system controller replace resume
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