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Warning: 1. Current ONTAP version is 9.15.1

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new
nodes to see if the NVMEM or NVRAM batteries are charged. You can check
the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management
Controller (BMC) for your system, and use the system sensors to see if
the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to
clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

4. Note: This is not a MetroCluster configuration. Controller
replacement supports only ARL based procedure.
Do you want to continue? {yln}: vy

2. £ =EULCHy, T3 22 20| EAIELICL

Controller replacement operation: Prechecks in progress.
Controller replacement operation has been paused for user intervention.
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° network interface show -curr-node <local> -role <cluster, intercluster,node-
mgmt, cluster-mgmt, data>

° network port show -node <local> -type physical
° service-processor show -node <local> -instance
° network fcp adapter show -node <local>

° network port ifgrp show -node <local>

° system node show -instance -node <local>

° run -node <local> sysconfig

° storage aggregate show -r

° storage aggregate show -node <local>

° volume show -node <local>

° system license show -owner <local>

° storage encryption disk show

° security key-manager onboard show-backup

° security key-manager external show

° security key-manager external show-status

° network port reachability show -detail -node <local>
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° FIPS 2/ NSE(NetApp Storage Encryption) SAS L= NVMe E2t0|E

° FIPS7t Otcl XHA| 2f =2 NVMe E2t0|E(SED)
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storage aggregate relocation start -node source node -destination destination-
node -aggregate-list *
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storage aggregate show -nodes node name -is-home false -fields owner-name,
home-name, state

Lt OiFl= = =7t Aggregate| IR AR XAH0[X 2 AR 32 9 £33 HoFL|CL

cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner—-name, home-name, state

aggregate home-name owner-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.

system controller replace start -nodes node names
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snapmirror show
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snapmirror abort -destination-vserver vserver name
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snapmirror quiesce -destination-vserver *
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system controller replace resume
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system controller replace show-details

3. 20| TS| YA ZXIE HEHOM RET}OHL 2= 0fI2|AH|0|ET} = 29 S AEof CHa 22tel &EflX|
efolgtLct.

storage aggregate show -node node2 -state online -root false

CHS GIAMGIM = == 29| FE 0[2|9] Oi22|AH|0|ET} 2212l MEfel S 20 FLIC.

cluster::> storage aggregate show -node node2 state online -root false

Aggregate Size Available Used% State #Vols Nodes RAID Status
aggr 1 744.9GB 744.8GB 0% online 5 node2

raid dp,normal

aggr_2 825.0GB 825.0GB 0% online 1 node2

raid dp,normal

2 entries were displayed.
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storage aggregate online -aggregate aggr name
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volume show —-node nodeZ2 -state offline
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volume online -vserver vserver name -volume volume name

£ UQ&ELICE volume show

o

S2IYLICE vserver name O BE 1t A ALESIEH 0| of ZZ0f|A &
24

[=x)

0F

S. [[5EHA LIF7t CHREl R LIFS| 22| dEfE 2 MHSAL up LTS BHS 2F LIFOY CHal o HA AL LT

12



network interface modify -vserver vserver name -1if LIF name -home-node
nodename -status-admin up
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storage aggregate relocation start -node nodel -destination node2 -aggregate
-list aggr name -ndo-controller-upgrade true

SN2 Meystct EE:
HEH 2ol 24 CHe B2 ASELICH

storage aggregate relocation start -node nodel
-destination node2 -aggregate-list aggr list -ndo
-controller-upgrade true -override-vetoes true

et etels MEelst= SYLItt CHE S ArSELIL.
storage aggregate relocation start -node nodel
-destination node2 -aggregate-list aggr list -ndo
-controller-upgrade true -override-vetoes true

-override-destination-checks true
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system controller replace resume
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system controller replace show-details
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A&lg|ct.
2. £ D9 |nstallation and Setup Instructions_0i| (2t 240i| .- = 35 AX[fL|Ct.
3. LE32H0|E2 HASIH LE 10| LE 302 HZHE 0|STLLC}

ONTAP 9.15.182E ME2 ZHEEZ Z20|= HO|AEE 22| HEEZ{(BMC) & 22| &
StLEE QIEL|CE 0] w2t #H|o|2 HE AteE AlglgtL|ct,

o

SIet "HX[" ZET}

rH

S(HA 2| ZE)

° 2H{AHQIHAXE

° HIO|H ZE

o FH{AE G LE 22 EE

° SAS(Serial-Attached SCSI) % O|C{ull AE2|X| ZE

° SAN 714:iSCSI 0|H4ll, FC %! NVMe/FC A%|X| ZE

15



4.

5.

16

CI2 HES2|9f 7IC B8 70| 43 284S 9/¢) O|H 2ES2(e} A HEZ2] 7to| 4%
2121 0|22 HFBHOF & 2 QULICE AAR0| T3t 0| AE2|X| Wme| Alo|2 ¢i
MO g A AE X EAP AESHIAIR

@O onmapo1s.1 ol ol sois ELHUSERIS 32 S2AC Sl HACIEIISO
.I

Yt EEE NSULICH 94| 617 280 22 A BES SUH Fefarf 2930
RZs40} HLICH. OIS S0, 71 ZEE2A0|A AFF ATKE YI2(0|C8 B & o Era
BEE £ I} A9 2ol m = =0 e7a BES & 4N A9IA(0] HZHoF EILIC
== 30| RIS A 02 24 E{D| 20N Cil-CE S2] £5 ZRAHAS SHolo £ 8y EnEo|
oM ABHLICE,
(D) =csz ooz oiem 22 21 HAIKIH LER 2 L,

WARNING: The battery is unfit to retain data during a power outage. This
is likely because the battery is discharged but could be due to other
temporary conditions.

When the battery is ready, the boot process will complete and services
will be engaged.

To override this delay, press 'c' followed by 'Enter'

off 210 HAIX|7} HEAE= B2 4THA 0N LS &Y S S3etLct

a. NVRAM HE{2| 2% 0[2|e| CHE ZH|E LiEtl= 2& HIAIXIE &elstn 2Rt 3 3 XX|E
J\$H6FL|[}
T od .

b. BHE{2|7} M E| 0 EEl T2 N AV} b= E! wl77tX| 7|CHIL|CF

(D * o6 RS LAIBHR OHYAIR. BIEIRIS ST OB HOJEf7h A4S 4 UBLICE *
() = a=SINR netboot ZHlgHCh,

i
0jo

Jal
2
OfM

SHLIE MEHSIO] netboot HZS FAEHL|CE.

@ 2| ZEQL IPE netboot HEZ ALE0HOF BILIL. ¢ 2|0|=E8 +A5t= S CIOIE LIF IPE
AFESHR| 47{Lt C|O|E STHo| 2list o= AELICE.

DHCP(Dynamic Host JE{H...

Configuration Protocol)7}
e 22 289

2 YL S &E TEIEM LIS BES A5t HES AS22 Pt

ifconfig eOM -auto


https://docs.netapp.com/us-en/ontap-systems/index.html
https://docs.netapp.com/us-en/ontap-systems/index.html
https://docs.netapp.com/us-en/ontap-systems/index.html
https://docs.netapp.com/us-en/ontap-systems/index.html
https://docs.netapp.com/us-en/ontap-systems/index.html
https://docs.netapp.com/us-en/ontap-systems/index.html
https://docs.netapp.com/us-en/ontap-systems/index.html

DHCP(Dynamic Host J2{H, .,

Configuration Protocol)7}
Chea 22 29

o SO0| OfLICt FR2d TEIEM LS BYES A5 dZE 3522 FEYLCh

ifconfig eOM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr 2E2[X| A|AHIO]|P FAQILICHE ).

netmask 2EE|X| A|A”IQ| HEQ|T OtAIJUL|ICHE ).
gateway = AEE|X| A|AHIQ| HO|EL|O|L|CHE ).

dns addr HESI3O| U= 0|5 HHO| IP FARLICHAMER AtS.
dns_domain DNS(Domain Name Service) =0[Ql O| S I L|CHAEH AHE).

QIE{H|O| A0 CHE OW7H M7t HRE = '%'—IEF E

@ UHSILICt help ifconfig HAI TEITEAM HE
M2 HolstLICH

7. & 30{|A netboot +~H:

netboot http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

£ 2=IgLICt <path to the web-accessible directory> O|AM CHREEDH 2|X|2 0| SELICE
<ontap version> image.tgz MME HESHYAR "netbootE FH|LICI".

() =uszceixopae
g HFoN SHS MEELICE ( Install new software first.
O] M7 82 M ONTAP O|0|X| S CH2 2 =510 £2 FHX|of| AX|gct.
CHE HAIX= FAISHYAIR.
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

H1 A2 ONTAPS| 23T Z20|=0i= HEX| 1 ZEED Y 0|=0= HEEX| &L Tt

A netbootE AHESHH M . EE Ydt= O|0|X| £ YUO|0|ESL|Ct CHE YHS AFE5H0] M
@ ?iE%EWH O|0|XIE XY 32 &RE o|0|X|7t BX|E £ UJELICE O] E2X= 2= ONTAP
2| A0 MEELICH M0t A E netboot At (7) Install new software £E
O|C|{E X221 5 O|0|X| THE|M0]| S8t ONTAP TS HYX|&L|Ct.

9. TALS ALlets HAIXIZ} LIEILIH 8 YHBILICH y, H7IXIS Y25tk HIAIXIZ} LIEILIB URLS
QU2fILICY,

http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

10. [[10CHA]] CHS Stel HHAIE etesto] HEER eSS MELLICL



1.
12.

13.

14.

15.

18

a S UYLt n S ZEZEJ BAIE M Y S5 AL F2H LSS LI
Do you want to restore the backup configuration now? {y|n}

b. £ UIBILICy THE HIAIXIZL BEAIE o MRESHH LIES +HSHIAIRL.

mjo

The node must be rebooted to start using the newly installed software. Do
you want to reboot now? {yl|n}

R ZX|7FCHAl 22 E|0] 31 HIO[E7t SR E[0fof stE2 AEER EE0| MR = X2 £ w7 0fl A

T o o

SXIELHCt

[MMEHA]] RXE4 ZES MEigiLCE 5 & =2 28 HrolM 22 O|SELICH y B8 A& HAIX|7F A= H

[M2EtA] AEES X MAI7t haZ TEEA=X| &l
ha-config show

LIS Olxl= 2 482 20 ELICl ha-config show BH:

Chassis HA configuration: ha
Controller HA configuration: ha

rir
I
>
0F

(D) HAY = SE 4w 240l Bi5H0] PROVOIN HAE VIR Y W Aad s
Lol BE 4 QA0IA AEl7} SUsHoF BLIC

HEE2 A MAI7t haZ FHEIX| g2 B2 L2 BYS AE510] 74 S +FHIAL.
ha-config modify controller ha

ha-config modify chassis ha

Ofcfull Mzoj| HZSH= O MA8El= 2= oYl ZEI AEE|X|Z FYEIRU=X| 2l
storage port show

BAEl= 52 A2 P40 wet OELICE O 23 ols 2R 10| B 2AE2(X| 71271 s =20 thigt
2L

—o
AULICH AARISl £H2 OHE £ AUFLICH

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

AEZ|X|0f| 2HEX| 42 ZES TYLICH

storage port modify -p <port> -m storage



ClA3 sl Anof HMAE = JAEE AESX| 200 HAZE ZE O|HU ZEE AEE|X|Z 1-85H{0F BHLCE.

16. Q|24 QE Ea:

7|12 =21 X3 RES SHMALIC cerl-c B8 &8 ZEZENN

17. B 20| A A2 ST, AlZHSL A[ZIHE 2elgfL|Ct.
18. E30M RE 2td TETEOM I3 HHS ALESIH EME 2QlgfLCt

19. Lot A =30 IME MHL|Ct.
set date <mm/dd/yyyy>

20. =30 M RE 2d TEIXEO|M CHZ HES ALE5I0] A2t gelgfL|ct
show time

21. Q3 22 node30iA AlZtS AESILICE
set time <hh:mm:ss>

22. 28| 2r0f|A =30 IHEL] A|A" IDE HEELICE.

setenv partner-sysid <node2 sysid>

LC 39 A2 partner-sysid = E 22| Z10|0{0f 2tL|LC},

23. E@Qlgt|Ct partner-sysid == 39 &
printenv partner-sysid

24. NSE(NetApp AE2|X| 2Z3}) E210|E7} MX|E[0] Q= AR LIS THAISE $ABIMAIL.

@ Extol AR EO|M OFE S&SHK| §i2 LR 7| Az EME XA "=2[0[E7F FIPS
X o]

5t &
AZEIAE=X| &elst= E'Jt.':.*" A B2 At 2ot E2t0|Ho| RS =QIPfLIC

a. 83 bootarg.storageencryption.support & MESILICt true EE= false:


https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified

25. &

CHE E2t0[2E M8 3¢ 3<...  Jd33..
-2

NSE =2t0|E7} FIPS 140-2 2| 2 setenv bootarg.storageencryption.support true
| =3t @pAte S SEFELICH
NetApp H| FIPS SED setenv bootarg.storageencryption.support false

- E4 BRI M52 0|5t M2 MEBILICH (10) Set Onboard Key Manager recovery

=T T o
secrets.

O] HxfollA 7| 2%t QIS Gl uHQ] MHE Ql2istL|Ct 2 &ASHIAIR "Onboard Key ManagerE AH25H0]
I

2 2 e E R

boot ontap menu

26. =30 M BE HRE 0|S5t0] 22/72 A8t &2 S48 MetgtL|Ct

TEITEQ node12 =5t node3d == 19|

boot after controller replacement. 3 00f 2} TEXTE
[_lA:lE xHoH_'_I-ol'[__“:I-

20



rH
l

A

3

22 o2 LIt

= =1 o

LOADER-A> boot ontap menu
<output truncated>

All rights reserved.

R R I e A b b I b S S b 2 I e db b b S b b I S S S 2 S i I
* *
* Press Ctrl-C for Boot Menu. *
* *

KAKRKkANRA AR Ak AN A I AR I A XA XAk A XAk Xk %

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)2? 22/7

22/7) Print this secret List

25/6) Force boot with multiple filesystem disks missing.

25/7) Boot w/ disk labels forced to clean.

29/7) Bypass media errors.

44/4a) Zero disks i1f needed and create new flexible root volume.
44/7) Assign all disks, Initialize all disks as SPARE, write DDR
labels

(
(
(
(
(
(

<output truncated>

(wipeconfiqg) Clean all configuration on boot
device

(boot _after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition

(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and

21
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initialize node with partitioned disks.

(9¢) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.
The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.
Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup

to disks. Are you sure you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to load the new varfs



27.

28.
29.

30.
31.

32.

Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!

Override system ID? {y|n} y

Login:

@ 2ol 24 =3 of|of| M A|AEIO| ADP(ZZ C|A 3 TIE|MY) CIATE A= 22 ONTAPOAM
oIEL LE 0|2

2 2= HAIXIE EAIRLCE

A AEIO| XHRE FI0of| S0{7t11 HIA|X]|7} "no disks found LIEFLIH C|A 3 TSR0 2X|7F USE LIEHLICE

THE SHZoHHT S "2 off 2" FRSHAL.
s HEl =0 € ctrl-c 58 Z2EZEM =2 LOADER> SX|EfL|C},
LOADER ZEZE0|M |A[Es REE MSHEILICH
boot ontap maint
ClAS HE, HEER Y EXE, HA 74 2 J[EF StES0] ¢ 2E MR HEE SelgfL|ct
QXELHE =B
halt
LOADER ZEZ E0||A REIgL|CT.
boot ontap menu

E|ISH A O]
o= T M

O[x| & Al ==0f|Af O] HE=ASH o

0>

Hu
4

FCH O=ErcC

rir
>
|u
i
oy
Ral
ot
4>
$0
o>
-
i)

uHE SHAH LEJH RE 2& YZOE AHE5IH ONTAPZL CIAZ0M 28 BEE HE + l&LICH RE
£E9| 7|12 SYELIC

(D ==250 Nethpp 25 o3t

]

ARgots 02t HEE LT

a. Ex B8 072 SO0HZL|C}

23



LOADER> boot ontap menu

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Install new software first.

Configure Advanced Drive Partitioning.

)
)
)
)
)
)
) Reboot node.
)
0) Set Onboard Key Manager recovery secrets.
1

) Configure node for external key management.

Selection (1-11)2? 10

b. Onboard Key Manager S H|ZY M& * S MEfgL|Ct

c. £ YHYLILty T2 TEZEM LSS +-YLICH

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): vy

d ZEZEM 7| 22Xt AZE LHetLct.

=]
. HIAIX[ZF EAIE[H 2 C|O|HE =FILICt.

)

@ Ofl A 2= S e CIO[E{E ZhAopat BfL|Ct " T12|0| =2 =5 ZH|SLC MM
Xt

f. AAEI0| E4 28 HF2 ChA| 2218 = 4 * (1) Normal Boot * & A& BIL|Ct
@ O CHAIOM RF 7 it = USFLICH LF7H LMSIH A|ARIO| HHoZ HEIE WX
9| 69| THAIE 32CHA| BhETtL|CE,

LLC3 2X| 2 2elPfLct

=

= 19| 22|H BEJ} L 39| 225 EEO| SHHEA| HLE=X| 2olsHof EL|Th 0|
sl = 30| PT0|= & ZR|AE{Q| [HE L E G HEY I EAIS & AUALIC

o

| Zroi| CHaH

x
HESHIAR "HZE" M 29| ZEO| tiet HEE HXst7| /I8l _Hardware Universe_0fl 2 ZfL|Ct. 0] A9
SE0M HEE AL

ﬁEMO

=& ZLE 2|0[of22 L Eo| B M2} CHE = J}SLICEH M =E7F REIE|H ONTAP= A2 = |
ZIQst7| 9ot 22| AE| LIFE SAEIS TES ANEL|C}



=C 19| B2\ TEJ} T 39 225 TEO| MY 0fLE|X O C1S MMS BRGHIAIR =304 HEHD
M2 2RABLICHHEYD HHS BRete ol ALgsfof BHict

LE 32 2R3t R 20= SHIZA| EX[Z|J=X] 2Helsof gL|Ch == 30| #{Zoi| Hore wintx| 7|CHal thS
A

EXtol of AIFM == 30| S Zole uff 20| LAl SX|ELICE

|
1. i 30| H2oll HAE|QUA=K Sholstct.

cluster show -node node3 -fields health
Of £ZQLICt health EEE 0|0{0F BLIC} true.
2. LLE 30| £ 20t ST 22{AEQ YRO0| 1 Fab EfQIX| golgt|Ct.
cluster show
3. g HetZER Mgk
set advanced

4. ZIESD uH| 2ol LEE 2elst et eIt .= 10| SX|E|7| M| LA SX| HEfLt SLHK| 2Hl5to] M
A
T

o o
HEEZ 2% % #A|0|= o|=0i| chst 22|X 2 S
system controller replace show

system controller replace show-details

5.

Im

=0

Bl

M =EE ML,
system controller replace resume

6. HEZE2 WH|= ChS HAIX|2F 2H SxHoll Che LAl SXIELCH.

25



Cluster::*> system controller replace show
Node Status Error-Action

Nodel (now node3) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2 None

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be manually adjusted to match the new physical
network configuration of the hardware. This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed commands and instructions, refer to the "Re-creating VLANs,
ifgrps, and broadcast domains" section of the upgrade controller
hardware guide for the ONTAP version running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show" to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement network displaced-vlans restore" to restore the VLAN on the
desired port.

2 entries were displayed.

()  OLEXCIM VIAN ifgrp Sl B2 LS Eo] S(E) ChAl 43 MH0] nodes 01
_Restore HER 3 -_r“H o=z HAEJSLILCE.

7. AES2| DAL YN SXE YRl FS 0] 2AQ| TS MMOR FRsto] oM UEYT 2HS
oI5t |C}.

LE30M HEYA MS 23| C}
= 30 HFO| A = 20 4T = JU=K| ZHolot 2 .= 19| VLAN, QIEH0[A OF S HEEHAE
ode

SOQ10] &= 30 EAIS[=X| BOIFHLITt E3t BE noded HES ZEJ} SHIE BREAHAE Tr|Rlo] TAE o]
Qx| golgiict

Of Zrioi Chat

VLAN, QIE{I|0|A 1O F S HEEIHAE THQIS BHE10 CHA| BtE=

I

off CHEt XiM[eE LHE 2 S HZESHIAIR

|

1. 4O 0|=E LE10| A= ZE SE2IH ZE(node32t1 &S LIEFLICH

26



network port show -node node3

LEO RE 22| HEQA ZE, VLAN ZE U QIE{H0|A O ZEJ| HA|EIL|CL O] ZSH0|M 2 0|5E BE

21X ZEE 2 = YSLIC Cluster ONTAPO| 23t HZEIHAE EHQl. O
OF 7MY BE VLAN 7|2 BE EE | F SALS 93 S8 M 22|5 TEE Ao ot B

. 2 AECS HEEHNAE THQIS LIFRIL|CH
network port broadcast-domain show

- B30 e EE ZEQ HEHI ZE HE sy LIE
network port reachability show

Ct3at 22 30| EAIELIC.

ClusterA::*> network port reachability show
Node Port Expected Reachability

nodel node3

eOM Default:Mgmt
elOa Default:Default
el0b =

elOc Default:Default
el0d =

ela Cluster:Cluster
elb =

ela Cluster:Cluster
e’b =

node2 node4

eOM Default:Mgmt
eda Default:Default
edb =

edc Default:Default
edd =

e3a Cluster:Cluster
e3b Cluster:Cluster

18 entries were displayed.

2ol oMol A node1_node32 ZEE2] uK| X0 SEELICH UL

=g 5200| glo oz Basio BHLiC,

- [[auto_verify_3_step4]([auto_verify 3 _step4]). =& 32| 2} ZEOf| Cist L AEHE 0]2|Q| CIE
5 | A

TEE oA

EHZ ALE5IH QIE{H0[A
EE ¢4

Reachability

ok
ok
no-reachability
ok
no-reachability
ok
no-reachability
ok
no-reachability

ok
ok
no-reachability
ok
no-reachability
ok
ok

AFEH 2

EFYLICH ok. HAN 22X ZEO|M Chz S AT TS VLAN ZEOf| A oF 0] St At stL|Ct.

HRCEIHAE Toj|elof chet

27



6. C}

network port reachability repair -node <node name> -port <port name>

Ct2at 22 20| EAIELIC

Cluster ::> reachability repair -node nodel node3 -port eda

Warning: Repairing port "nodel node3: e4a" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

Lol EAIE AN, oIXf lX|et BERZEINAE EOjQlo] =& Thsd MEfeL CHE = O'E EE Itsd dEfe
ZEO| CHolf 210 HIA|X|ZF EA|EILICH ZEQ| AAS AESI D SEHELICHy =

= =2 ZE0| o 45 = =Y SHO| A=A] FALLIC)
network port reachability show

S8 Ol5 4 277} S8/ ONTAPE EEE SHIE UZCAXE Sojolo] HiXIctAD NS RLIC 2L

EEO| £ 75 O19E BOIY 4 g1 J|E HEEHAE E0joI0] 31| B 2P ONTAPE O[2{¢t ZE0|

Chet A BREHAE 0912 BHELICH

. QIE{HO]A IE TH0| M ZHES2{o| B2|% EE 2l0|okRu UKISHA| YOB T+S EAIS AFGSHO]
AN,

O

AKX
T

a. WX EREIHAE ool MM QEHo|A OF 9 ZENOF oh= 22X ZES At of &LICt.

O] 22 ChZ FEE MBI +-E & AFLICH

network port broadcast-domain remove-ports -broadcast-domain <broadcast-
domain name> -ports <node name:port name>

b. QIE{HlO|A D0 PHY ZEE FIpshL|Ct.

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

c. R I ZEJ FIbEl = 12 20f| AEI0|A OF0| EREHAE TH|QI| AS2= FIHE LD,

d. QIE{H|O|A I E0| MEHSt HEEIWAE TH|QU0)| ETE|Q=X| SHRISHL|CH
network port reachability show -node <node name> -port <ifgrp>
QIEMHO|A O FC| £E 75 MEfTt Ofl B ok O|M ST HEEEIHAE TH|Qlof SEefL|Ct

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

glo

ehy

a. o oiet =2 7t ZEE HIYLICt cluster HEEIHAE EH|Q:

i

At83t0f E2EIHAE ofjolof| MESH E2|1M ZES cluster EEHLICH



network port reachability show -reachable-broadcast-domains Cluster:Cluster

b. Off CHet HE 7|52 A2 ZE TEE S38LICt cluster EEZEINAE TH|Q(LH AEH AEHTL OFE

82) ok:

network port reachability repair -node <node name> -port <port name>

7. Ltg B & oILHE Ar85t0] LIHA| 22|X ZEE SHIE HR2EHHAE THQIC2 0| SFLICE

network port reachability repair -node <node name> -port <port name>
network port broadcast-domain remove-port

network port broadcast-domain add-port

!
el

network port reachability show -detail

8. CtZ THAIE AF83I0] THAIE & A= VLANS SELICE

K|l VLAN LIE:
cluster controller-replacement network displaced-vlans show

Ct2at 22 30| EAIELIC.

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANSs
Nodel ala 822, 823
eda 822, 823

2 entries were displayed.

b. O|F 7|2 ZEO|A CHM|El VLAN E&:

cluster controller-replacement network displaced-vlans restore

CtE2 AEH 0|2 OF "a0a"0A St QAEH 0|2~ 2522 THA| WM|El VLANS S#st= oYLt

Cluster::*> displaced-vlans restore -node nodel node3 -port ala
-destination-port ala

Cl22 ZE "e93"0j| A 'e9d’E WA=l VLANS E5H= of|IL|C}.

71'—% 01I | 6._* £E7f 2 EXI SfIgtL|C). Chs S ALESt0o] E=3 HAISHH HEH7L 21X
St
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Cluster::*> displaced-vlans restore -node nodel node3 -port e9a
-destination-port e9d

VLAN £2l0| MZ3stH X|™E cHAt ZEN M| El VLANO| MM EIL|Ct CHA LETL QIE{H|0|A OE9|
THRAO|HLL CHA ZETL CHREI AL VLAN S0| AMufgtL|Ct,
MZ SlE VLANO| sy HEEFHAE Q10| BiX|E ch7hX| 2k 182 " 7|CHEIL|CH

a. o gl= VLAN ZEof 2ot A2 M| VLAN ZEE MMOILICt cluster controller-replacement
network displaced-vlans show =32 CIE S2|X ZEN| LAsHOf SfL|Ct.

9. BE XE 2|7t 25 E 2 H|0] Y= BEREIHAE THQIS ATMSL|C.
network port broadcast-domain delete -broadcast-domain <broadcast domain name>
10. [[1OTHAI]] ZE T2 7tsM &tol:
network port reachability show
DE TEJI SHIEA AME[D SHIE HEEIHAE TR0 FIHE[H 7} network port reachability
show HE2 o] =& 7t54 é!EHS HISHOF HLICH ok HEE BE XEOf CH3l L HEHE 2 EAIYLIC no-
reachability =2|d HZO0| gls ZEQ| AR 0| &= LEJ} Ot CIE MENE Bdt= ZET U= E2 9

o et A2 7tsd 57 E —’F%E'Oh_'_ HB2EIHAE TR0 ZES 7F 2= MARLICE 4T

1. B BEJ} HREHAE SH[Rlof BHXE|R=X] Solghich

network port show
12. EREIHAE EH|Ql9] BE T E| SHIE MTU(Maximum Transmission Unit)7t TAE|0] QUEX] SHolgL|Ct.
network port broadcast-domain show

13 2 LIFE ZE:SVM B ZE S LIF 8 ZE(R= ZR)E XIFotn THa TS AHE3t0d SRI8Hiof gfLict.

a. CHA|El LIFE LI -LICE
displaced-interface show
b. LIFE =E Y & ZEE =fgLCt

cluster controller-replacement network displaced-interface restore-home-node
-node <node name> -vserver <vserver name> -lif-name <LIF name>

14. BE LIFO| & ZE} Q10 #2|Y ZSoH=X] gelgLct
network interface show -fields home-port, status-admin
L 30 7] 22|t S S LT

NVE(NetApp Volume Encryption) % NAE(NetApp Aggregate Encryption)S AR50
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LIE0|= B AARIS| ZES L35t 32 Y=st 2 M =2 S7|2tsH{of BfL|Ct,
Key-ManagerE S7|3t5tX| b= B2 ARLS AF25I0] node20|A| node32Z E 12

THui XS of £ 30| ¥=3tE S50 ODZ[AI0|EE 220l MEfE Hetst= o 2t
2zt 7|7} I B2 Fof7F e o~ UELICE

O =fofl CHaH

CtS THAIE 85te] =3t 282 M = =0f S7(|3tetL(CE

CHA|

1. L2 30N Ot HES A&eLCH
security key-manager onboard sync

2. tf|o|E{ oja2|A|0|EE RMulx|st7| M| & 30|A SVM-KEK 7|7t "true"2 S =AU =X| &QlgtL|Ct,

::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK

o]
::> security key-manager key query -node node3 -fields restored -key
-type SVM-KEK
node vserver key-server key-id
restored
node3 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

L-C 10| A 838t= ZE 0]|2|9| Aggregate X NAS HIO|E{ LIFE =& 20{|A E 322
olEol'L_“:l-

1ot

L E 39 HEQ3 1M &QIstT L E 20{|A .LLE 392 O I2|A|0|EE IHHiX| = :Oﬂf
LE 20| Q= L E 10]| £8H= NAS H|O|E{ LIF7} .=E 20{|M L E 392 i X| =] Q=X|
stolsljof gtL|Ct, EESH - E 30] SAN LIF7} ZX{SH=X| &Qls{of ShL|C}.

I3

O =te1oi| CHaH

A LIF= Y22)0|= BAH 0| SAN LUNS| EZ{ZIS Ma2|ghL|ct ¢ 20|= S0l SHAE E= MH|A HEHE
?I3ll SAN LIFE O|Sg 27t YI&LICE SAN LIF= M ZE0 IJHi'I'EIJEI @O 0| S5 Loul—IEf TE3S
8E|‘°._|9§ MXSH S = |_||:7|. A x+50|.::x| g'r9_|o+|_| |:|._

= O = oo 1o

|
1. iSCSILIFE | A HAIE E¢ll 2HIZ 8 TEE X590 F FELICH FC % NVMe/FC SAN LIFE X522
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E=tIoN
LT 30{lA] SAN LIF

a. "Cte" e 4

AELICH F20|= Ho| & ZETL A& HEAIELIC

_h

9_
=!

MEHZ M HIO|Ef EE2 B8l BE {SCSI SAN
network interface modify -vserver <vserver>

network interface modify -vserver <vserver>
<new port> node <node>

network interface modify -vserver <vserver>

M ZAEZ2{9| &0 = FC Y NVMe/FC SAN LIFE $X3t11
AEHE E OB}

network interface modify -vserver <vserver>

network interface modify -vserver <vserver>
<new port> node <node>

LIF =73:
-1lif <iscsi san 1if> admin down

-1lif <iscsi san 1if> port

-1lif <iscsi san 1lif>

(=Xo:|

M ZEEE{| FCP ZEO| "SH" 2F

-1if <fc _san 1if> admin down

-1if <fc _san 1lif> port

network interface modify -vserver <vserver> -1if <fc san 1lif>

|2]2| Aggregate %! NAS HIO|E] LIFE == 32| M

A0l LAl SXIELICH.

2. THHHX| = xH7H:
system controller replace resume
AABI2 CHE ZHE - SLICH
o SEAH B LA
o A|AENID =l
° 0|0|X| HA =l
o CHA EHE =l
c HEYI EH ItsH =l
O| CHAON HERIS = 7tsd HA0|AM =0l LA| SX|ELILCE.
3. THHHX] ZrH RH7H:
system controller replace resume
|ABIOAM CHS HAE sAELCt.
o SPAH Mej HH
o 22{AF LIF Aef HH
Ol2fet 9IS Bt & AARIS LE 10| 2R 2E 0
ZHEEZE MUY K|SLICE 2|AA THEIX| 7t b2 El & HEEE] uH| =
4. O 22| AH|0| E XHHHX| 2 NAS Cl|O|E{ LIF 0| S 22| A E stolgt

32



system controller replace show-details

HEES] uA| EXtot LA SX|E F2 LFE 2felst +Hot LS ZHE SHBSIYAR resume & =21 &

S. Mt ZR WHE LIFE S2I5t0 = S2|MAL. WA|E LIF LIE:

cluster controller-replacement network displaced-interface show

LIF7} CHN|El 2R 8 = EE & 302 CA| SIgtLC.

cluster controller-replacement network displaced-interface restore-home-node
6. ZhA2 NSt A AN BTt ALS HALE ™SS SLICt

system controller replace resume

A|AH

rlo

CHSot Z2 Atz HAS AL
o 2o{AH FH HAt

° SPAH HE HA

° T HAE EAELICH

o le;”

o Elﬁ

FER HO

= -

L

b5 P
(= e |

E|

] 0>

==

mlu

o [ |

o H =

Al

o
o 2P| AE LIF A M
=5 Q

Fo|

—

Jiot

4. = E 25 MEHXISEALE T 7L

4THA| IHR

ATHAIO| M= H|FE O 32|AH0|E % NAS H|O|E] LIFE =E 20|M & 39 = RHH{ X[ LT},

Lo TZAIXOM LIS ArEE = UATE BRot 2 E2 HEE 7|Fot L2 =228
| 7| LT,

THA|
1. "2E 0|2|2| 0f 12| A|0|E 2 NAS H|O|E{ LIFE L E 20{|A = 392 R{H{X|EtL|C}"
2. " E28 H7|EL|Ct"

FE 0[2/2| of 22| A[O]E ! NAS H|O|E LIFE E 20| E 32 = IHHiX|EtL|Ct

LLE 28 L E 4= HHRY| HOj| LE 271 A/SH FE 0]2]2] Aggregate 3! NAS H|O[E] LIFE

L E 392 T{HiX|EL|Ct,

AlZtst7| o
O[T THAIS| Atz HAP §HZE|H = 29 B[22 SiR|I7t XS 2 AIZHELICH RET} O 0 22[A[0]E 5! non-

re
fjo
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SAN H|O|E LIFE =& 20||A & 322 010|220 M E LT}

Of ZFHofl CHaH

4 LIFE ¥32{0|= EAF S0l SAN LUNS| E2iTlS XM2|gfLICt HO20|= S0l 22 AE £ AMH[A HEIE
?I3ll SAN LIFE O|s& 27t gl&UCt

Aggregate % LIFZ} OIO| 20| ME|H HE SXOE 20| LA SX|ELICE O] HHA0M = 2E HIFE
Of22|A|0|E 5! H| SAN H|O|E{ LIF7} \LE 39 Z 00| 23|0| ME|=X] 6| E.E StQI6H{0F BtL|LCE,

T= |
(D) Aggregate 2 LIFS| & ARAt= £HEIX| 200 #If QXS 2FELICH

chA|
1. 2EJtotl 2= o 22| A0 ET} 2atel &Efjo] 1 L= 39| &Ef7t 22tQIQIX| =telstL|Ct.

=

storage aggregate show -node node3 -state online -root false

CHZ AR M= == 29| RE 0]2|9 0f 22| AH|[0|ETF 221! JEfel ZS Hof FLIC.

cluster::> storage aggregate show -node node3 state online -root false

Aggregate Size Available Used% State #Vols Nodes
RAID Status
aggr_ 1 744 .9GB 744 .8GB 0% online 5 node?2
raid dp normal
aggr 2 825.0GB 825.0GB 0% online 1 node?2

raid dp normal
2 entries were displayed.

£ 30| M OH2Z|A[O|ETF QEEFQl MENTZE E[AHLE . E 30| M 2|5 AEfTt & R
32| CtE HHE Ar8%H0] 02| AH[0|EE 221! HEli= TMetefL|Ct
storage aggregate online -aggregate aggr name

2. = 30i|M CHS BHS A8t =S AASI0 & 30i|A ZE S&0| 221¢

2l SEHQIX| =HQIgtLCt.

=

volume show -node node3 -state offline

, Zt O 22| AH[O|E0f CHel ==

== 30M 2uefel HEil 250 s B2 2 = =00 ol o MM = 30| M L2 BE S AHE0H0] 22fQle2

o

Hetetict.

volume online -vserver vserver name -volume volume name

£ 2=YLICt vserver name O B & ALESHE{H O|H o ZH0|M &HE = UELICH volume show
o 24
o o

3. LIF7} 2HIE ZEZ O|SE|UMH HEWTF QIX| IetL|Ct up. LIFZ} SHLIEHE CH2E|H LIFQ| 22| MEHE 2
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network interface modify -vserver vserver name -1if LIF name -home-node
node name -status-admin up

4. ®ix{f CIO|H LIFE S AESH= ZETL A SHES0{0] gle™ BEEIHAE ZH|QI0H| A HIZHRL|CH.
network port broadcast-domain remove-ports
S. [[6THAIN LIS BE S Y5t £33 HAISI0] lLE 20f| ot U= HI0|E LIF7F ¢l=X| gelgtL|Ct,

network interface show -curr-node node?2 -role data

225 H7[ELCt

LE 28 HYI5HE WA L= 28 SHIEHA| SE5HL 2 = MAO|A 22[-LICEH

rr

£
1. &t9l2 A Al=FetLICt,

system controller replace resume

O AFEO 2 ZLHEIL|CH

|O|E7t 2t & LE 28 M8 BHEY & ASLICH S HBERSHAL "7|E A|LHS H7|L T

5CHA 7R
SEHANME E 48 MK 5! 285110 L& 29| S2{AF 5l L& 2| ZEJ L E 40 A
2210l MEfQIX] QIS CHE =E 4 “XIE SOIBILICE NVEE ALESH= 2 7| 2|X 2dS
SLlotL|Ct £S5 ==2 NAS H|O|E{ LIF 8! £E 0|2|2| 0{12|H0|EE LE 30M LE 42
XHERX|SED = 40] SAN LIF7} Q=X 2+°|6H—I Ct,

cH

1. "L E 42 MX[StD REIBHL|C}

2. " E 4 MX|E ol C}

3. "L £ 49| 7| 2|k} pAE =ABt|C}

4. "2 271 AQ%t 2E 0[2|2| 0f12|H|0|E 3! NAS H|O|E{ LIFE =E 30|AM = 42 O|S&HL|C}"
LLE 45 MX[StD 2ElgtL|Ct

2H0l| node4Z MX|5t10, node22] ¥ZS nodedZE TL6IT, nodedE LEISITD, ONTAPS
M X|gL|Ct. JEJ CtS O] MMof| MHEl 2 EEHI& X710 LE 29| AW C|AS EE
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B0 &t 0|23 8l & 39 = THHHX|E[X] 42 HE H| RE O22[H|0|ES A ILICY.

LS 1= =2=0oH-d

o £ A|ZFe uff ZHEHK| ZHH 0| YA| SX|EILICE O] ZZMAE CHEE XHSSHE|0] UM AF2XL7L AEfE 2ol
2 JQEE A0 LA SXELICL XA S 5O M7HSHOF BhL|Ct,

LE 20| MX|=l ONTAP 99| HHX 0| ZtX| %O M L E 45 netboot O BIL|CH L= 45 MX|$ &= ¥l MHO|| HEHE
ONTAP 9 O|O|X|0f| A BEIStL|CE O Ef° of X|&oj w2t £&l O|C|of Zx|of| S2HIE YU S CHREESHY LIS
AAEIS BEISH 4 QI&L|CE "netbootS ZH|EHL|C}".

A

1. E 40] 323 2 Z2H0| YL=X| =it

7|'i|: 29" E|'E AHMO" JU“: ?3:'-?- h:E4 LE 3_,_|- 7|-0 |X|0ﬂ HHMQT A}!%L‘ll:l. = 29|'h:': 47"
FAHAIO] Ie HS T 4= o]n] B2t 2 9Ix]of QLaLIch

on W
ne |n
ok

2. LC melo] M| 9l AX| X|A of L2 X|Eof et ol = 42 MK|stict,
LE

45 70|22 HESI L& 20(M = 42 HZHLICY

node4 S ZC| &X| & 4F X|& L= _FlexArray 7tafst X @7 Algt L &X_of L
ClA3 ET ZM 8 _High Availability 212]_2| X[&0j| 2} Ct5 A& S 0|22 HEFLICH

2 BXSHHA|IR "E " FlexArray 7tAtet AX| @7 Ateh 3! Reference_and_High Availability 22| _ 0f| CHSt
2l 3¢

o

HOIH ZE

o SHAE G LE I EE

° SAS(Serial-Attached SCSI) % O|C{ull AE2|X| ZE

° SAN 7+4:iSCSI 0|4, FC % NVMe/FC AQ[X| ZE

CHE HES2(9t JIE 2 7t0| 43 284S 9lg 0| HES2| ) ZHESS 219 43
%7 0|22 HHGOF B 4 UALICE AIARO Cist Olcl AE2|x] o o2 Hz
W 2 AIAE A HA HESHIAIR

@ ONTAP 9.15.1 O] &} H{TOM =R |?_*E% 2o A2, 2512 8 HA EF{HE0M
SYS ZEES AELLICE A9(X| HE 742 R RAICI ZES SYst S2{AE] A9(X[0f
HZsHof BILICL o€ S0, 7|1&E ZE EMIH AFF ATKZ 20|EY 22 & =E9| E1A
ZEES T HW| AQX|0f| HESID F LE2| e7a ZEE F HM| A{X|0l| HZABHOF SL|CE

F

4. LLC 40| MAUS AL 7|15 =2 R Z2MAE SHYLICtcerl-c 24 EOI20M 28 &F TEXEO|
MM ATHL|CE

() =S4z 2o ooen 2 3D oAIXIZ LER £ YBLIC
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WARNING: The battery is unfit to retain data during a power outage. This
is likely

because the battery is discharged but could be due to other
temporary

conditions.

When the battery is ready, the boot process will complete

and services will be engaged. To override this delay, press 'c'
followed

by 'Enter'

S. 4THAIOM Z2 HIAIXK|ZF EAIE[H CHE XS AL,

a. NVRAM H{E{2| £ 0[2|9| THE EXIE LIEtE 2& HAIXKIE =elstn ERet 2 =3 =X
ALt

il

b. HHE{2|7} M| D BE T2 M AT A2 E W7pX| 7|CHIL|CH
(D * 39| X[AHE FAISHK| DM A 2. HHE{2|E SHSHA| oo™ O|o|E 7t &4 & JSL|CH *
(D 8 HZTSHA|IR "netboot=E Z=H|EHL|CH".
6. OIS =Y B StLIE MEfSHO] netboot HAS FABILICE.

(D 2| ZEL}IPE netboot HZZ AN OF LIt ¢ 2[0|=8 +=&3t= St HIO|E LIF IPS
AHESHR| 7Lt H|O|E STho| et = ASLICY.

DHCP(Dynamic Host J2{H...

Configuration Protocol)7}

Chen 2e A2

A SLICH FE 2t IEIEM CHE S A8t HZE XIS 2 FHELt.
ifconfig eOM -auto

A S0| ofL|Ct FEl 2t IEIE CHE 3PS Yot HEE 322 LM,

ifconfig e0OM -addr=filer addr -mask=netmask -
gw=gateway -dns=dns addr -domain=dns domain

filer addr 2E2|X| A|ARQ| P FAYLICHES).
netmask *EE|7[| AAEIS HESS OPAIYLICHE
gateway & AEE|X| A|AHIQ| AH[O|ELO|RLICHE
dns addr HESI3O| U= 0| AH IP A |—||:|'(*._E—| Atgh.
dns_domain DNS TO|Ql O| S JILICHMES ALgY).

QIE{mH|O| 20| CHE OWJH HTt Y & '%LIEF =

()  928Uctnelp ifconfiq Belo] TEZE M Al
e = stolstL|C}.



7.

1.
12.

38

E 40| M netboot £=3H:

netboot http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

_._

£ 2=IgLICt <path to the web-accessible directory> O|A CHR2EEDH #|X|2 O|SELICE
<ontap version> image. tgz 2 &HXSIMAIR "netbootE ZH|EHL|Ch,

2RI STEIX| O A2,
g R0l SM82 MEBILICE (7) Install new software first.
O M+ M2 Af ONTAP O|0|X|E CHREESI0] 2E! ZX|of| AX|gL|Ct.
CHE HIAIX|= FAISHIAI2.

This procedure is not supported for Non-Disruptive Upgrade on an HA pair

0 A2 ONTAPL| 2FC 1080|200 ME2E1 ZHEER Y0 0|=0= MEE|X| t&LIC.
St netbootE AHESH AH L EE {ot= O|0|X| 2 YUCO|ETL|CE CHE WHE ALESH0 M
@ ZIEE2{0f| 0|0|X|E MX| 22 &2 E o|0|X|7t JL"X|Ee' = Q&LICE O] 2Xl= 2= ONTAP
e A0 MELICH SMot 2o netboot ESPN I Install new software 58
O|C|{E X[ & 0|0|X| ItE| M| STt ONTAP H‘H‘_"E HY K| EFL|CF.

TAHS ALt MK LIEHIR 8 YBILICH y, 17| KIS Q2fotts HIAIXI7HLIEIR URLS
Q2iBtLict.

http://<web server ip/path to web-
accessible directory>/<ontap version> image.tgz

HES? DES WRLHH TS 619 IS SRHAAIR.

YHHLCtn CHS ZEZETL BAE o Y 5715 AT HE LSS AL

Do you want to restore the backup configuration now? {y|n}

o
mufn

UG HEY LT y CHEat 22 HAIXIZE EAIE o

The node must be rebooted to start using the newly installed
software. Do you want to reboot now? {yl|n}

S8 ZX|7F CHA| 2250 4 T|0|E{ 7} S/ E[0{oF o2 2 ZIEEE] 2E0| MR E X2 2 & H 70| A
ZX|ElL|C}
SNMNHE .

QAIE4 DES MEBILICHs B 52 BY 0K oA OF 0SBLITy P& 2 HAIXIZHEAISH
HESa| U MAIZE HAR PAEIQH=R] Sol:



13.

14.

15.

16.

17.

18.

ha-config show

LIS Olxl= 2 82 20 ELICl ha-config show BH:

Chassis HA configuration: ha
Controller HA configuration: ha

HA %

rr

(D) HAKIEE S U 20 g0l PROVOIA ALH 71, ST MuE A2 =
Lol 2E 74 Q40N AE7t SUeHor ghLic

A
43

MHeAI2.

mjo
oF

HEE2 A MAIZH HAZ TR ¢i2 32 O3 Bd S M8%t 714
ha-config modify controller ha

ha-config modify chassis ha
O|C{Ll MIof S1FSHE B AFBEE BE O|C{U REJ} AE2|X|Z RAEASK| Shelgh|ct,

storage port show

BAE|S H22 A2 40
2

| A
LT A|2HS] =5

| 2t CHELICH T £3 o= X100 B AE2|X| =7 = =20 Chist
S & ASLIC

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30

AEE| X0 HHEX| g2 ZES +FELICH
storage port modify -p <port> -m storage

ClA3 S Amof AMAL = JA-E AE2|X| Mo HEE 2= O|HU ZES AEZ|X|2 F4H{of ghLCt.

=— =

Se #7 TEDEO|M Cri+CE 57 XS RS SEAILLL

£ 301 AJARE S, AlZE S A[ZICHE =HolgfLC
date
LE 4o 2E 2tF TEITE|M CHE BE S AHE5I0 EWME el Ch

show date
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19. LQot FR L E 49| IWE ALY,

20. LE 49| HEl 3tA TETEO|A CHS

show time

21. vt A2 node4?| AlZtS MERLIC

set time <hh:mm:ss>

22. 2| 2C{0M =T 49| IIEL A|AH DS M|t

setenv partner-sysid <node3 sysid>

L E 49| R partner-sysid £ E

HHEHE ML

saveenv

39| Zi0[0{oF BfL|Ct.

23. E 2QIgtL|C} partner-sysid =& 49 AL

printenv partner-sysid

24.  NSE(NetApp Storage Encryption) E2t0[E7t MX|E|0 JQOH LIS THAE +ESHUAIL.

() el uweol o

ASEIAE=X| &elst= %*

LS EEt0|EE A8 B2l 3%...
29

NSE E2}0|E7} FIPS 1
XAl 2=st @AY S

NetApp H| FIPS SED

b. E4 28 72 0|3t FMS

secrets.

ol Hktoll A 7|= ¢t s I el
il ||_-_

AER[X| LZ3E BE|EL
25 BRI ORE LE 2.

boot ontap menu.

7|& XtE EME AHx
M st E2to|E9| @

ogr ot

setenv bootarg.storageencryption.support false

MEHSILICE ( Set Onboard Key Manager recovery

HEE d=HTLCL & HZSH AL "Onboard Key ManagerE AH256H0

26.  node4OlN BE H|®2 0|53 CHS 22/72 ALESIH] 54T M2 MEHBL|Ct
boot after controller replacement.Ct3 OfX|2t 20| ZEZIEON M node2E =50 nodeddil =
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LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.
(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot
device



(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to

restore the system configuration, or option (4) to initialize all
disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

)
)
)
)
)
) Install new software first.
) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.

11) Configure node for external key management.

Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure

you want to continue?: yes
<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:

<nodename of the node being replaced>

Changing sysid of node node2 disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>
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varfs backup restore: restore using /mroot/etc/varfs.tgz
varfs backup restore: attempting to restore /var/kmip to the boot
device
varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device
varfs backup restore: successfully restored env file to the boot
device wrote

key file "/tmp/rndc.key"
varfs backup restore: timeout waiting for login
varfs backup restore: Rebooting to locad the new varfs
Terminated
<node reboots>
System rebooting...

Restoring env file from boot media...

copy env_file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy

Login:

@ 2lol 2& =3 o|of| A A|ARIO] ADP(1Z C|A S TE|ME) CIATE AHESHE ZS2 ONTAPO||A
OMEH LE 0|2 = HAIXIE EAIFLICH

27. LOADER ZEIXE0|AN SEIBtLICE
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boot ontap menu
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a. Ex B8 72 SO0ZL|C},

LOADER> boot ontap menu

Please choose one of the following:

1) Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Update flash from backup config.

Reboot node.
Configure Advanced Drive Partitioning.

)

)

)

)

)

) Install new software first.

)

)

0) Set Onboard Key Manager recovery secrets.
1

) Configure node for external key management.
Selection (1-11)2? 10

b. Onboard Key Manager S+ H|ZY M& * 2 ME{gL|Ct

c. £ YHYLICty OIZ ZEZEO|M CHEE2 S-ELICL

This option must be used only in disaster recovery procedures. Are you sure?
(y or n): vy

@ oA 2= 5l B Of|O|E{E ZhAoF2t ShL|CH "2 08[0| =g L EE FH[ELCH MM S
ERSHAMA L
f. A|ARIO| E4 HEl M52 CIA| BEIE S FM * (1) Normal Boot * £ AM&HEHL|Ct
@ O] EHAIOIA F 7t hilet &~ QIEGLICH @F 7 YUMSHH A|AHI0| HANMOZ SEIE nftX|
o| 59| CHA|IS 27¢HA| BEEHL|C.
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LC 4 EX|E gelgnt

=

=S 20| 22| BEJ} i C 40| B2\ ZEO| 6127 (HEE|=X| SHolsor BTt o]
811 == 47} H20| $ 2AEO| T2 o= Y HEYTSL S 4 AL,

o

| Zroi| CHaH

X
HESHYAR "HZE" M =29 ZEO| thet HEE HXt7| I8l _Hardware Universe_0fl HZfL|C. 0] Al49)
REUM HEE MR‘P:.“—IEL

HEMO

=0|H ZE 0|0fR2 29| 2| et THE = ASLILE M ==7F RFEEH ONTAPE XS 2 FF0
ZIst7| ¢ HEE1*E1 LIFE 2 ARY ZES ZFELCL

n

LE 29| =2|H REVL LE 49| E2|H ZEO A 0K o ChZ P S HISHIAL =5 40(M HIERIS
Tds SHYLM HE/I ABS S5k ol ArE8HOF &Lt

LE 45 X5t RS = SHEA| EX| A=K 2elsior gLt == 47F HFo| H7he mi7tx| 7|ohel o
MEiX| 2t S CEAl Al ZFSHOF BHL|CE

EXtof of AIFHM == 471 FE S Zle off 20| LA SX|ELICE

ChA|
1. L E 47t 2ol AZE A=K =l .

cluster show -node node4 -fields health
S| ZHQL|C} health EEE= O[0{0F 2LICt t rue.

2. LLE 47} £ E 30t ST S2AHO| IR0 U1 FA AEfQIX] Eolgt|ct.
cluster show

3. 1g Aot ZE= Meh

set advanced

4. ZEZS2 wH| 2o MEHE =eldty = 27t FX|E|7| Tl UA| K| Aefet S HEfQIX] =HQI5Ho] Af
AEE2 &% 2L A0|= 0| S| =2|H HES AL

system controller replace show

system controller replace show-details

system controller replace resume

6. ZIEE2 WA= CHS HIAIX|2E 2H SHof Cish LAl SXIE LT,
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Cluster::*> system controller replace show
Node Status Error-Action

Node?2 (now noded4) Paused-for-intervention Follow the instructions
given in

Step Details
Node?2

Step Details:

To complete the Network Reachability task, the ONTAP network
configuration must be

manually adjusted to match the new physical network configuration of the
hardware.

This includes:

1. Re-create the interface group, if needed, before restoring VLANs. For
detailed

commands and instructions, refer to the "Re-creating VLANs, ifgrps, and
broadcast

domains" section of the upgrade controller hardware guide for the ONTAP
version

running on the new controllers.

2. Run the command "cluster controller-replacement network displaced-
vlans show"

to check if any VLAN is displaced.

3. If any VLAN is displaced, run the command "cluster controller-
replacement

network displaced-vlans restore" to restore the VLAN on the desired
port.

2 entries were displayed.

@ O] Ax}ofl M section_re-creating VLANS, ifgrp, broadcast domain_2 node4 O|X Restoring
network configuration S 2 HAE| A& L|Ct.

7. ZAEER] WAt LA ZXIE HEQ B 0| MOl CtE MEoZ TSI L E0iM HWESRIR 78S

L 40M HERZ 74

mjo

=olsh |}

0.

LE 47 QD LE 30 SAE & JE=X] olot = LE 29| VLAN, QIEHO|A OF S HEEFHAE
Q0| LE 40| HEA||=X| & oded U EQa TEJ} SHIZ HECIHAE TOj|Qlof| A E|

UE=X| gletL|ct.

ro
ot
r
o
=i
rot
H |
rn
>

Of Zrioi| Chat
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VLAN, CIE{H|O|A O& 9 HEEIHAE THQIS FHED CHA| BtE = dhHof| CHE RRAISH LHE2 2 HZTsMAIR
"AETHIEQ|S 22| of chgt 23,

|
1.

48

P O|EE & 20 U= ZE =2|H ZE(E42t0 S LIFELIC.
network port show -node nodeé

LCOOE 22N Y EYI ZTE, VLAN ZE 5l QIE{H0|A IE TEJ} HA|E/L|CH O] ZHO|M 2 0|5E T E
=28 TEE = £ UELICE cluster ONTAPO| 25t EEEFHAE EO[Ql. O] EHS AHESIH QIE{T|0|A
I8 FHE| ZE VIAN 7|2 TE L= LIF SARES 25t S8 MY 22X ZTEZ AEY ZEE ¢ Z2HY
2 QA |CH

T M- .

. 2HAEQ HEEIWAE THQIS LIFSHL|C},

network port broadcast-domain show
E 40 BE ZEO et HESZ ZE £ 7ts {2 LHE:
network port reachability show

HHO| EH2 O3 o<t HI LT



ClusterA::*> network port reachability show
Node Port Expected Reachability Reachability
Status

nodel node3

e(OM Default:Mgmt ok
elOa Default:Default ok
elOb = no-reachability
elOc Default:Default ok
el0Od = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability
node2 node4
eOM Default:Mgmt ok
elOa Default:Default ok
el0b = no-reachability
elOc Default:Default ok
el0Od = no-reachability
ela Cluster:Cluster ok
elb = no-reachability
ela Cluster:Cluster ok
e7b = no-reachability

18 entries were displayed.

2l KIH|0A node2_noded= HEZ2] K| = Az FEEASLIC ¢7]0l= HE 7|50| gl HE 7tsd
AIE 7] =2 o8| ZEJI /USLICE

- [[auto_restore_4_Step4] == 42| ZF ZEOf| Ciot L] AEHE 0]2|2| CIE MEfZ2 SFTLIC ok. HA SE|H
TZEO|AM CIS HHS AMAMTHCIS VLAN ZEO|A St Hoj| SHLHA AMststL|CL,

network port reachability repair -node <node name> -port <port name>

E32 O3 of|d|eF Z&LICt

Cluster ::> reachability repair -node node2 noded4 -port el0a

Warning: Repairing port "nodeZ noded4: ella" may cause it to move into a
different broadcast domain, which can cause LIFs to be re-homed away
from the port. Are you sure you want to continue? {y|n}:

loll BAIE AXE, oIX f|X[et EREHNAE TRl & 7hsd MEfQ TS = U= T 7tsd HElQ
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ZEOf thsll 21 HIAIX| 7} EAIELICE

HZEO|AHZES ARSI SHYLICHy = n ASLICE
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network port reachability show

TE Itsd 277t AL ONTAPE ZEES SHIE BEZEIHAE TH[QI0] BiXISte{ 0 A|=gtLfct 2Lt
HEQ LH 7t O{RE 2ol = gl 7|&E HREIHAE Q0] £3HX| 8= 29 ONTAPE O|2{8t ZEO
Ciet M HEEIHAE EHQIE BHELICE

o. QIE{H[O|A O F FH0| M| HEE2{Q S2|X ZE 0|01}t LX|SHX| koM CHZ HHAIE A0
AKX Al
SHHMA L.

a. WM EZEIHAE ool MM QIEHo|A OF 1YY ZENOF 5h= S2[& ZES At of LiCt.

Ol BUS IS HYES AZoi0l 2T 4 ABLICH

network port broadcast-domain remove-ports -broadcast-domain
<broadcast domain name> -ports <node name:port name>

b. QIE{TIO|A JF0| FAY TES XTFBLIC

network port ifgrp add-port -node <node name> -ifgrp <ifgrp> -port
<port name>

c. M I ZEJL FIbE = o 12 20f| AEIOo|A OF0| EREHAE TH|QI (S22 F7HE LT

d. QIE{I0|A JE0| Mt HECIHAE ZH|QI0]| ETHE[Q QlgtL(ct,

=X =l
network port reachability show -node <node name> -port <ifgrp>
QIEH[O|A OIS TE 754 MEfTt Ofl B "ok OlM ST HEEIHAE TH|Qlof SEefL|Ct

network port broadcast-domain add-ports -broadcast-domain
<broadcast domain name> -ports <node:port>

»
=2
bl
>
rot
1]
il
ikl
H
Im
i
9'1
o
o
=

ICt cluster EREINAE TH|QL:

Q
=2
)
rot
|.ﬂ
g
N
or
rot
H
[m
i
Jtok
ro

StLICt cluster EEEIAE OO

b. Off CHEt HE 7|52 A2 ZE TEE E38L|CE cluster EEZEIHAE TH|Q(LH AEH AEHTL OFE
7:|O) k:
oT)O

network port reachability repair -node <node name> -port <port name>
7. Ct2 B B SILIE AE5I0] LIHX| 22X ZES SHIE HECIHAE THQIQ 2 0|SHLCH
network port reachability repair -node <node name> -port <port name>

network port broadcast-domain remove-port
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network port broadcast-domain add-port

HEY = 7L ol K| 2ot ZETJL QlEX] &fQIRfLICt Chs HES ALE5I0] £33 Ao HEiTt Q1K
efelsto] BE =2|H ZEQ| £H Jhsd HEIE =UYLIL ok

network port reachability show -detail
8. Ct2 THAIE A8 T E &+ U= VLANS SRELICE
W H|E VLAN LtE:
cluster controller-replacement network displaced-vlans show
CtSot Z2 £30[ EAELCH

Cluster::*> displaced-vlans show
(cluster controller-replacement network displaced-vlans show)

Original
Node Base Port VLANS
Nodel ala 822, 823
elOa 822, 823

b. 0| 7|2 LEO|AM CHA|E VLAN S&:
cluster controller-replacement network displaced-vlans restore
CHE2 QEHO|A 1F a0a0M St QAEHO0|A IFO 2 CHA| W& VLANS =/{5h= o LCt.

Cluster::*> displaced-vlans restore -node node2 node4 -port ala

-destination-port ala
CH22 ZE "e10a"0f|A| "e10b"2 W AH|El VLANS S{5t= o LICE

Cluster::*> displaced-vlans restore -node node2 noded4 -port elOa

-destination-port el0b

VLAN 50| d335tH X|FE e ZEO| W& VLANO| M- EL|Ct Cat ZETL AE{H0|A O F9
THRO[AHLL Ty ZETHCI2E E2 VLAN S0| ulgtL|Ct,

M2 228 VLANO| it H2EsHAE Sojolol HixIE mutx] of 12 HE s|ckc

a. 0 gl= VLAN ZEof 2ot A2 M| VLAN ZEE MMBILICt cluster controller-replacement
RS

network displaced-vlans show &2 EI'E S2|™ TE| FAslof ghL|C},

9. IE T E 2|7t 2= S H|O| Q= HEEIHAE TH|Q1S AMH|EHL|CL.



network port broadcast-domain delete -broadcast-domain <broadcast domain name>

10. TE TC JpsA 2ol

= -

network port reachability show

DE TEJ SHEA ME|D SHIE BE2EIHAE THQIY| FIHE|™M 7t network port reachability
show BH2 9| £ 7tsd MEiE EN6H0F SLICH ok HEE 2E ZEO]| CHolH I HEHE 2 FEARLIC no-
reachability S2|& HZ0| glz XEQ| Z2 0|22t & XEJ} Ol CHE MENE Hot= ZEJI U= 82
ol X|&o w2t HE Jtesd SF1E At EEEIHAE THQINM ZEE F7t £= HAHBLICH4THA.

N 2= ZEJ B2EIHAE TO|QI0f HiX|=|A=X] &elet|Ct.

—

network port show
12. HREIHAE THQI9] B E X EQ SHIE MTU(Maximum Transmission Unit)7t LA =0 QL=X| =HolgtL|C,
network port broadcast-domain show
13. BRI LIFE ZE, S2I80f 5= SYM & ZE Y LIF & ZE(U= E2)E XFHLICL
a. CHM|El LIFE LrEgtuct.
displaced-interface show
b. LIFE ZE S

displaced-interface restore-home-node -node <node name> -vserver
<vserver name> -lif-name <LIF name>

14. BE LIFO| & ZEJH Q0 22|44 2tSsh=X| =elsf|ct.

network interface show -fields home-port, status-admin

£ E 49| 7| #2|xt A4 ST

NVE(NetApp Volume Encryption) % NAE(NetApp Aggregate Encryption)=S AI25}04
Y0|E B2l A|AHIS| EEE Y2oldt= 32 e 2HE M EQ S7[960F gfLICE.
Key-ManagerS S7|515HX| b= 22 ARLS AF2510] node30| A node4Z E 2

O J2[AH[0|EE X mf, .= 40] L=2lEl S &2 OI2|H0|EE 2l MEfZE HMetst=
O 20t =t 7|71 gleE = Fofot 2hiel &~ JASL|C

O Zte10i| CHH
Ct2 HAIE +Aste] Y=ot FEE M =20 S7|=tet
EHA|

1. LLE 40| M CtZ Y2 AASL.

security key-manager onboard sync
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2. O|O|E O 2|H|0| EE THHHX|SIZ| MOl .= 40lM SVM-KEK 7|7t "true"2 S@E[=X| ZelgtL|ct.

::> security key-manager key query -node noded4d -fields restored -key
-type SVM-KEK

o
::> security key-manager key query -node noded4 -fields restored -key
-type SVM-KEK
node vserver key-server key-id
restored
node4 svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000

L C 27t AR RE 0|2|9] 0i22|AH|0|E 3! NAS H|O|E| LIFE E 30|M LE 42
O|SgLict

L 49| HERT 7S &It = 30(M L& 4= 0f 22| AH|0|EE RHHHX| &l 20fl= XY
I E 30 A= =& 20f| £35h= NAS H|O|E| LIF7F =& 30| L E 42 XHHHX| =[O A=K
2tolsof BLICH 3t L = 40 SAN LIF7t EXsH=X] 2elsof BiL|Ct,

ol =heoi| csf

22 LIFE 21080|= Rkt S0 SAN LUNO| E2HZI2 X2|3Lic, §080|= S0 S2AE| Ei Ab|A AEHS
2[5 SAN LIFE 0152 B2} {&LICt SAN LIFE A EEO| 05X 908 0|Ssix| ShaLIC = 42
eotoloz M B LIFHEA SSsH=X| Helghic

= O oo 1o

|

1. iSCSI LIF= L] M HAIE E8l| SHIE = TEE X502 ASLICH FC & NVMe/FC SAN LIF= X502
O|=StX| t&LICH AO|0|= Mof| 8 ZEJ Al EA|ELICE

L= 49| SAN LIF &l
a. "CH2" XHl AIEHZ A B|O|E{ ZEZ H1ét= T= {SCSI SAN LIF £&X:

network interface modify -vserver <vserver> -1if <iscsi san 1if> admin down

network interface modify -vserver <vserver> -1lif <iscsi san 1lif> port
<new port> node <node>

network interface modify -vserver <vserver> -1if <iscsi san 1lif>

b. Af HEZ2{2| Eoll /= FC % NVMe/FC SAN LIFE +E3st0 M ZIEER{ Q| FCP ZEO| "Bt 2
HEE EgfLct
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network interface modify -vserver <vserver> -1if <fc san 1lif> admin down

network interface modify -vserver <vserver> -1if <fc san 1lif> port
<new_ port> node <node>

network interface modify -vserver <vserver> -1lif <fc san 1if>

- RHEHX] 2t TH7H:

system controller replace resume

NAHS ChS XIS +8BHLIC,

° SHAH HE A

© AlAE D 2ol

o

o|0[X| H{E 2ol

c Uiy SAUE =

" HESA Y It

0x
fot
o

O EHAMIM UESRZ = 7tsd A 20| 2A| SX|ELIC

o

THEH K] ZH TH7H:
system controller replace resume
A ARIOIAM CHS HALS ALt

o -IA-IJéHI-lJ-I

—_— | e

© 22{AH LIF Hef
Ol2i3t 2Holg 233t T A|AHS C 27t 2R3t 2E 0/2|9| Aggregate U NAS H|O[E] LIFS == 49| A
HEE2 = THHX[SLICE 2[AA THHHX| 7t 2t El £ AESE WA 20| YA SX|ELCE
Oi 12| AH|0| E RHHHX] 3! NAS CI[OIE| LIF 0|5 Ze| EiE =teletL|Ct.
system controller replace show-details
AEED uH| X7t LA SXE 2R 2FE 2t 3ot g 2H S HEBSHYAR resume £ 52 HYE
A&t

Qs 2 WAE LIFS 2Isto] =IS2|4AIQ. WHIE LIF LHg:
cluster controller-replacement network displaced-interface show
LIF7L CHA|El 22 8 LEE E 42 SE1FLIC

cluster controller-replacement network displaced-interface restore-home-node

S TSI A AR HR Az HAME A== SfLIC

system controller replace resume
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° MTd dAE EARLIC

6CHAl &

6T e

|

HO|=5 2t=RILIC

6LHA| SO M| L7} SHIEA| MAE|QY=X| Stolstn. A LEJ} ASSIE AIRSIEE MAE

r

A2 AEZ|X| 223} EE= NetApp =& Y=ot E 745t AN LT ot O™ 29|
*f%g SX|5t1 SnapMirror 22 CHA| A|=F6HOF SHL|Ct,
THA|

1. "KMIP MHE At&3H0] Q15 22|
"M HEER{ 7} SHIEA| d™E}=X] =l
"M ZHEER 2E0|M AEE[X| Y=otE AHSLICH
"M ZHAEE2| 2 E0| NetApp 28 = 01

"71E AMA”E H7|Cr

2 T

"SnapMirror 2 S T7HeL|CH

KMIP AH E AtESHH Q15 22

KMIP(Key Management Interoperability Protocol) MIHHE AF25I0{ Q15 7|
olALICY

i
e
n
ot
4>

e
1. M HEES *}:

security key-manager external enable
2. 7| Ba|xp =7t

security key-manager external add-servers -key-servers
key management server ip address

3. 7| #e| MH7t FHE0f A SHAEQ BE LM AFEE & A=K 2HQlFL .
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security key-manager external show-status
4. AZE ZE 7| H2| MHOIM M EEZ 21F 7|E SRIELCL

security key-manager external restore -node new controller name

M HEE2 7t SHIEA| SHE[QI=X] &elgtL|ct

QHl.E )HI-IO = 9_| |-E=|'3=| HA wg gel-glgfoHoF 'c'>'|-|_||:|._ |:|:'<'5 FL= 3—||. e 47|. A-|§o|
AEEIXIOH °”A1I¢3E* = Q1 SHAECQ| OHE L 20| &£5t= HI0|H LIF7F 2 R)5HK] =X
2tolsHof ghL|Ct, Eif LE 30| =E 12| 0iOZ[AHO|EE ARSI Y1 LE 471 E 29|
OHIZ|AHO|EE A%t YO, F =9| EF0| 22121 AME{QIX| =tQlslof BL|C}.

EHA|
1. L E 29| M= HALS 230t & o 2 22 AE0]| et AEE|X| MY U S2{AE HA o] BFELICH
MOl A=EH F LBV 2RE WO 2 BAE[D A|AHOM 2R Fe| XS AL

2. AERX| HYH 7 MY} =X] SlgfL|Ct
storage failover show

CH2 ool M= AE2[X| HE I BEE 322 3E =53 20 Lo

cluster::> storage failover show

Takeover
Node Partner Possible State Description
node3 node4 true Connected to noded
node4 node3 true Connected to node3

3. L2 HHS A8310] £ 2 HANSH0] node3 2t noded 7t 22 SHAE{0| K3l A=X| IS CE

cluster show

4. I3 BHE A0 £2HE ZAISI0] node3zt noded 7t MEL| AEE|X|0f] HMAE 4= JQ=X| SolgfL|Ct.

storage failover show -fields local-missing-disks, partner-missing-disks

S. Ot HHEZ2 AESI0 L& 31t L E 40| A 2HAEQ| CHE =7t AR H|O|H LIFE &Qlstn =32
sfolgtL|Ct
network interface show
L 30[Lt LE 40N 2 AEQ| CHE LEJ AR O|O|H LIF7t 2 ARXH0[A| }= E2 HIO|H LIFE CHS
Z0| £[Z&L|Ct
network interface revert

6. L= 30| .= 19| O4I2|HIO|EE ARt UYL L E 47t LE 29| 04 TZ|H0|EE ARt Y=X| =l
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10.

storage aggregate show -owner-name <node3>

storage aggregate show -owner-name <nodeéd>

- 250 22l ME{QIX| 2HelgfL|Ct.

volume show -node <node3> -state offline

volume show -node <noded4> -state offline

ugtol MEfl EE0| U™ MM ATt 2Ietel E& SFot H| W L|CH P I 0|Eg L EE
ZH|ZLICH'E AH8SIo] ZF S &0l il LS BES AH8S f01 e w2t oeiel EES 2efRIeE
MetetL|ct.

volume online -vserver <vserver name> -volume <volume name>

. ZF L0 CHBH CFS TS AR50 A L= 0f| CHSH A 2IO|MIAS M X|StL|C}.

system license add -license-code <license code,license code,license code..>

license-code OH7HH == 28712| CHE X LIl 22X 7| =2 S SLICt of Hof stLtof 2fo| WA S
ZFIFStALE o Hof| of2] 2to[HIAS FI1510 2t 2fo|dlA 7|15 HEZ 22|e 5= AFLICH

CtE B8 Z SILIE AH85H0 Y2 L E0f|lA O™ 2to|MA S B & HAHEL|CE
system license clean-up -unused -expired

system license delete -serial-number <node serial number> -package
<licensable package>

o QIR E D= 2fo|HIA ALK
system license clean-up -expired
° AFE3HX| @f= 2= 2Ol A ALK
system license clean-up -unused
° LEO|M CHE BE S AH8SHe 22{AE{0|M £ 20| A S AK|EL|Ct.

system license delete -serial-number <nodel serial number> -package *

system license delete -serial-number <node2 serial number> -package *

CtZ 30| EAIELICE

Warning: The following licenses will be removed:
<list of each installed package>
Do you want to continue? {yln}: vy

57



£ YLt y ZE 7 |XIS MARLICH

1.

M

1S HES A8 EHS HANSHY] 2to|MATE SHIEA| HX|ERU=X| eleti|ct.
system license show

22 Al
=

s

= Ol M Zixist Z2 0t Hlweh 4= AFLICH"H0[=2 =S FH[RfL(CH

12. XA =2 E2H0|E7F 1M 0f| AFBE|D J HEE (01|Z 9—|) E 4ot 32 kmip.init.maxwait off
"B 4, 24THAIE 2K 8 REELCIHSE A SHAISHOF gL Ct.

set diag; systemshell -node <node name> -command sudo kenv -u -p
kmip.init.maxwait

13. [[13EHA]] & E0|M CHS BE S A8SH SPE #A4fLICHL
system service-processor network modify -node <node name>

2 HESHUAIR "Ex"SP 2! ONTAP 9.8 H&0|| CHst XtA|St
HESHIAL. AR CH3E XEAISH LIS 45 HOIX| HE S
network modify EH.

LHE2 _AIAH” 22 &= of chet 32
x

A ZXSHMAR service-processor

14. M 20| M AQX|7t ls 2HAHE AHGHHE 2 HXSIUAIR "EE" _NetApp Support AFO|E_0f HZASHD
ALX[7t Gl= 2 E SE{AEZ T 9 X|EE HEYAL.

xolg ot =
LT 30 L 401 AER|X| 2SSt AME HQ MMS ABBILICH M HEER DEOM AER|X| A2
MFEBHLCH, JX| QOB MMS HRELICHT|ZE A|AHS 1 7|S|Ch,

THE HE HA ItEL{7} Storage EncryptionS AF235t= 22, SSL
QIS M M| 8l 7] 22| MH MH S ZEHs6t0] Storage Encryption0f| CHSH Af ZIEE2 ZES
TAdsHoF gLt

Of ZFHofl CHaf

O EXtoll= M HEER] ZS0M +8El= BHAZE ZetELICH SHE =20 HES Yslof Lt

THA|

1. 7] 22| MHE A& AH2E += A=K, sie HEf & el 7

0z

HE gtolgtict.
security key-manager external show-status
security key-manager onboard show-backup

2. O[T EHAlOf LIEEl 7| 22| MHE M ZHEE2{Q| 7| 22| M S=0f 7HELICt

a. 7| #e| MHE FIHedLIC).

security key-manager external add-servers -key-servers
key management server ip address
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b. LIZEl 2t 7] 2t2| MEol| THel ofT thA|IS BHEELICE Z|CH 4702] 7| 22| MHE HEY 5= AFLICH

= T M
c. 7| 22| MHII d3HO=Z FIE|JU=X| &eletLCt.
security key-manager external show

3. M AEEZ2 ZE0iM 7| 22| BT OPHALS HAste] 7| 22| MHE AFstu Ax|ei|ct.

o

71E HEER 250 2X|E A St 7] 22| MHE 2X|sH{oF LTt

a. M L=EoM 7| 22 M 2F DFHALS AlZFRfL(Ct.
security key-manager external enable
b. OHHALS| CHAIE 2tE3t0] 7| 22| MHE TP RLICE

4. AZE RE 7| 22| MHOIM M =EZ 1F 7| 53

security key-manager external restore -node new controller name

M HEE2| R0 NetApp 28 = 012|740/ 2z3iE MMt

M ZHEE2{9| uHN|=l ZHEEZ E= 1IHEM(HA) IHELH 7t NetApp Volume
Encryption(NVE) S NetApp Aggregate Encryption(NAE)Z AtEst= 22, NVE EE=
NAEO| M ZEZ2] EE% L5t ofF gfL|Ct.

O Zh4ofl CHaH

Of Extofl= M HEE2 ZE0M &l = TV ZetELICE SHE =0 FES Y=sH0F gLt

H =
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Onboard Key Manager(2= = 7| &t2|Xt
Onboard Key ManagerE At&35t0 NVE EE= NAES FdELICEH

£t
1. AZE DE 7| 22| MBoIM M =EZ 215 7| =4

=

security key-manager onboard sync

ol 7| 22|

External Key ManagementE At&30{ NVE EE= NAESE #dgfL|Ct

=z
1. 7] 22| MHE A& A8 £ A=K, s el & Q15 7| FEE gfoletL|ct
security key-manager key query -node node
2. O|F EHAlOf| LIEE! 7| 22| MHE M HEE2{9| 7| 2| M S=0f Z=7tELIct.

a. 7| g2 MHE =7HELCt

security key-manager external add-servers -key-servers
key management server ip address

b. LIEEl 2} 7| 2t2| MeHoi| Ciel O X THAIS Br=fLICE X|CH 47H2] 7| 22| MHE HEY & ASLICH

AN

c. 7| 2| MHIt dSH o2 FIIE|/}=X| &elefL|Ct.
security key-manager external show
3. M ZHEER| ZE0l|M 7| 22| 47 DHHAIE AAste] 7| 22| MHE HAstn dX[g|ct.

7|1E ZHEED EE0| EX[E A1 S

rot

7| 22| MHE ZX[8HOF LT
a. M E0M 7| 22| M 23 OFHALS AR T,
security key-manager external enable

b. OFHAS| EHAIS 2t=5t0] 7| 22| MHE 7
4. AZE RE 7| 22| MHOIM M =EZ 1T 7| 53

.

gfLCt,

security key-manager external restore

XtMet LIE 2 7|& XtE EME HESHIAIR "ONTAP & H'70i|M 2 F 7| 22Xt MH 82 S@i6t=
H}

|E ALY & AL EKM Mol ¢ Z

ot
£Q

Of 250| 2E2Ql HEf7} E|/}=X] ZeletLtt & AHE5Ho
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SnapMirror 22 S MW EL|CH

ol ag|0|E38}7| ®Mo| =X|= Snalerror MAS CHA| AlZFSED SnapMirror IS CHA| A|EHE
2 QUELICH YO 0|=7t b2 =l = AG|0|ETL L™ et T e[ QELCE.
CHA|

1. CHAYOIM SnapMirror AEHS 2QIstL|CE,
snapmirror show
2. SnapMirror 2t Z7H:

snapmirror resume -destination-vserver vserver name
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HAto| THAEE LIFELICE
O3 2|AH|0|E R{HHX] AlmH
1 72{|0| = F0f| ARL(Aggregate relocation)O| CHE X[™Of| A MT{gt 4~ QI&L|CE.

O22|A|0|E RHuHX| &uf (R E =hltL|Ct

|

EXt S0l ARL2 2EHA|, 3EHA| EE= 5THAIOf| M Aofet 5= UELCE

£ Z22I8LICt storage aggregate relocation show HHS AASHH MZXOZ IHHH K| =
J2[AH[o|EQt MU X[ =|X| 22 OO 2|AHO|EZ} Zhol & lut St7H| FA|E/LICE.

LS

o o Z30f w2t MHEot £ TK|E £ HSLICt storage aggregate relocation show HHO{QIEMS
HAIX| &3

o B AE56I0{ Aggregate EE= AggregateE ZHIZE MEHK|D & JESLIC override-vetoes &M EE
*.JE—|H°H—|Ef override-destination-checks 2| &M storage aggregate relocation start
HE.

Ofl CHSt XEMIBt L2 E FESHUA|R storage aggregate relocation start, override-vetoes,

% override-destination-checks M2 HE{H 2 HZSIUAIL "&Z" ONTAP 9.8 HH| H&ASHHH
—1\—% H|O|X| &= _

L E 19 2 Of22[AH|0|E= YOY0|E &g 2 £ E 40| AREL|CH

A0|= HAHS O H == 30| Y2 LE 12 8 = EZ AFEFE ME2 0fa2(|AH0|E & =7} ElL|Ct.
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storage aggregate show -nodes node4 -is-home true

SHh2A| e KI=|X| 252 ofI2|HOIES Holst{H Mol JNE =C 19| & AR} s of22IH|0|E
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SHEEA| MBHXI = X] 842 2= 02| AH[O|ES 2tele 5= JASLICE

[ =

3. [[auto_aggr_relocate_fail_Step3] = 40f| 0} = O 22| AH|0|EE RuHX|EILICE.

storage aggregate relocation start -node node4 -aggr aggr node 1 -destination
node3

£ MESHX| DFMAIR -ndo-controller-upgrade O| R{HHX| = O{7{ H-RL|C}.
4. L.C 30| O|X| O 12| H|0|EQ| & £ []AI7t E|=X]| EelgL|LCt.
storage aggregate show -aggregate aggrl,aggr2,aggr3.. —fields home-name
aggrl,aggr2,aggr3.. tE 12 gel 8 A/XIE A2t Aggregate S S ILICL.
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cluster::> storage failover show

Takeover

Node Partner Possible State Description

nodel node? false Unknown

node?2 nodel false Node owns partner aggregates as part of the

non-disruptive head upgrade procedure. Takeover is not possible: Storage
failover is disabled.
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cluster::> storage failover show

Takeover
Node Partner Possible State Description
nodel node? = Unknown
node?2 nodel false Waiting for nodel, Partial giveback, Takeover

is not possible: Storage failover is disabled
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