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2. ONTAP BEEC| 115 ot ZE0|M CH2 BHES YA HEEY uk| ZEMAE AZFLICH
set -privilege advanced

system controller replace start -nodes node names

CHZ ORIt FAret E20] EAIELICH E20= 2220 M & 52 ONTAP H{TO| HA|ELICY.

Warning:
1. Current ONTAP version is 9.15.1

2. Verify that NVMEM or NVRAM batteries of the new nodes are charged,
and charge them if they are not. You need to physically check the new
nodes to see if the NVMEM or NVRAM batteries are charged. You can check
the battery status either by connecting to a serial console or using
SSH, logging into the Service Processor (SP) or Baseboard Management
Controller (BMC) for your system, and use the system sensors to see if
the battery has a sufficient charge.

Attention: Do not try to clear the NVRAM contents. If there is a need to
clear the contents of NVRAM, contact NetApp technical support.

3. If a controller was previously part of a different cluster, run
wipeconfig before using it as the replacement controller.

4. Note: This is not a MetroCluster configuration. Controller
replacement supports only ARL based procedures.

Do you want to continue? {y|n}: vy

3. & MEdelL|Cty. OS2t 242 20| EAIE UL

Controller replacement operation: Prechecks in progress.

Controller replacement operation has been paused for user intervention.
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CPU A2 E ZAL WHE =0 CHs CPU E850| 50%E x16H=X| &QlstL|Ct. CPU
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° vserver services name-service dns show

° network interface show -curr-node local -role cluster,intercluster,node-
mgmt, cluster-mgmt, data



° network port show -node local -type physical

° service-processor show -node local -instance

° network fcp adapter show -node local

° network port ifgrp show -node local

° system node show -instance -node local

° run -node local sysconfig

° run -node local sysconfig -ac

° run -node local aggr status -r

° vol show -fields type

° run local aggr options data aggregate name

° vol show -fields type , space-guarantee

° storage aggregate show -node local

° volume show -node Iocal

° storage array config show -switch switch name

° system license show -owner local

° storage encryption disk show

° security key-manager onboard show-backup

° security key-manager external show

° security key-manager external show-status

° network port reachability show -detail -node lIocal
2HE 7| 22|XHE AFE3H0] NVE(NetApp Volume Encryption) 2= NAE(NetApp
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Qlst= " ?:1 20| =5t= HA YoM ALE S AHH| =t EEI0|29| RS =HelgtL|Cl. ONTAP
ZEYO= F 7tX] Kol XA 2=t E2t0|EE XL

° FIPS 2/ NSE(NetApp Storage Encryption) SAS L= NVMe E2(0|E
° FIPS7} OFl XtA| 2=t NVMe E2t0|E(SED)
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1. ME LE7L #idf ARS8 0i22|H0|ESE 8 £ARA E=Z Hheh:

storage aggregate relocation start -node source node -destination destination-
node -aggregate-list *

2. LE 13 L E 27 HAH ARl O I2[A0|ES 2 RSH| 241 & AKXV} OH !

storage aggregate show -nodes node name -is-home false -fields owner-name,
home-name, state

Lt OiFl= = =7t Aggregate| SIXH AR XAH0[X 2 AR 32 O £33 HoFL|CL

cluster::> storage aggregate show -nodes nodel -is-home true -fields
owner-name, home-name, state

aggregate home-name owner-name state

aggrl nodel nodel online
aggr?2 nodel nodel online
aggr3 nodel nodel online
aggr4 nodel nodel online

4 entries were displayed.
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HEE2 uN| Z=M|AES CHA| A|ZHSH{OF BHL|Ct,

system controller replace start -nodes node names
Bto| M A

SAE 9| 2t LE0|= 17T NetApp 2t0[4HIA TFU(NLF)O| QL0{0F L|Ct,
NLFZI gl= 82 —Z*EMEMIM 647iH 2to| AT RO E 7|15S M AEEZ MM

HEEE0]| 2to[IATL gle 7SS AFESHE 2t0| A HokE Z401X] g2 = U
AEZc0f CHd NLFE ZX|3f{oF °.=.“-|Ef.

gg £ JASLICEH J2qLt
ooz AI0|= 7t ABE S A

"EZE"E EESHO NLFE H2 4 = NetApp Support Site_ Ol HZSHMA|R. NLF= _Software licenses Ot2{ 9]
My Support 4IM0l| M AF2EH 4 ULLICH AFO|EO)| TRSH NLF7} gls AL NetApp T SHEXI0) | 22/8HAAI2.

2to|dAof Cheh XEAMBH LI 2 & xS EHZESH0] _System Administration Reference 0l HZSHMA|L.
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Onboard Key ManagerE AF850] AEE|X| Y= 3tE 2he|ghL|Ct

2HE 7| Z2|XAHOKM)E A5t dss
U E[0|EE AESHY| Mo =2t Y XtRE 7| S5H{0f @thr.

A
1. 22{AH M =5 7|SeCt.

o

KMS Fd5t7{LI CLI == REST APIE AHE2510] YC|0|ET mff l=dst A5 ILICE,
2. E AM3isto] 7| el MEE WAHBILICH security key-manager onboard show-backup EH

SnapMirror ZtA| ZX|(MEH AFEH

HXIE AlEsH| Mol 22 SnapMirror 2HAH| 7t X =R =X| 2Ql6HoF BELICt SnapMirror 2 A7t SX|=|H HEE 5
HIYH AlO|= A< HX|EL|Ct

EHA|
1. CHAF 23{AE{0| M SnapMirror 2HA| AEHS 2HQIstL|CT,

snapmirror show

: gEHjl_ ";I(_.|A xuo| 7;|o OIE'IOI' chjgg %El'OHOI: oI-|__||:|-

snapmirror abort -destination-vserver vserver name
SnapMirror 2tA|7} "H& S" &E{7} OFL|H SEHO] HIfgtLCY.
2. 22 AF 7to| BE A FX|:

snapmirror quiesce -destination-vserver *

20HA[, 2| AA S MEHK[SED = E1S o[ 7| LTt

-C 10| ARt FE 0]2|9| Aggregate %! NAS H|O|E{ LIFE & 22 Z{u{X|EfL|Ct

LEAMS ML YO 0|ES ?ISt UM HEZ wAotH HA FET} Ot o 22[A|0|E B

NAS H|O|E] LIFE == 10{M .= 22 0| S THE LIS WM A[ARI0M 2 Sl =

10 M =& 1 2|22 S CHA| SJ6H0F BfLICH O] Z2M|A = CHEE XpS2HE|0] UL
AMEXZE HEIE ele = JEE 0| LAl SX[ELIC.

S AEE mf 20| 0]0] LAl SXIE[0] AO{OF LIt XUS S22 ChA| A[ZISHOF LICE
O Zfe4oi| CHH
4 LIFE ¥320|= Zxt S0l SAN LUNS| EZHI S XNa|RfL|Ct YO2|0|= Sof| 22{AH E= MH[A HEE

o

?3ll SAN LIFE 0|5E 27t IELILE =2 1S WA A|ARCZ 221Q1 JEf2 Hetstn LIF7P Y &SsteX

efelstiof gLt

=
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(D) Aggregate X LIFS| & £R%t= +HEIX| SO0 $X) 2RKY SFELIC,

|
1. 0 32| A|0| E i X| 2! NAS H|O|E] LIF O|= Zred TH7H:

system controller replace resume

FE 0|29 2= ol 22[AH|0|E 3! NAS H|0|E] LIF= == 10|A == 22 010|220 MEl LT},

O3] LAl SXIE LEHO|M RET} Ol 2= Oi2[A[O|ETF L& 29| 8liE AEHOf| TH3 22+l SEfRIX|

storage aggregate show -node <node2> -state online -root false

CHS GIAMGIM = == 29| FE 0]2|9] 0i22|AH|0|ET} 22tel HEfel A4S 20 FLIC.

cluster::> storage aggregate show -node node?2 -state online -root false

Aggregate Size Available Used% State #Vols Nodes RAID Status
aggr 1 744.9GB 744.8GB 0% online 5 node2

raid dp,normal

aggr_2 825.0GB 825.0GB 0% online 1 node2

raid dp,normal

2 entries were displayed.

L E 20| M O 2| AH|O| BTt @E2tol MEfT} | ALY 9 R eIt El F
YIS ALEH0] 2212l HEi= HatetL|ct.

2, 2t of 22| A[O|E0f| CHal = 22| Lt
storage aggregate online -aggregate <aggregate name>
4. node20i M Ct2 HHS At siE E3S AASH node20l|M 2E E&0| 22+l ME{QIX] ZolgfL|ct.

volume show -node <node2> -state offline

LE 20| 220l 2E20| QU
HebgtL|Ct,

rr
d&

2t 250l thall of MY = 20| M CfZ S A0t 282122

volume online -vserver <vserver name> -volume <volume name>

J0t2 vserver name O B &7 ALY LHE2 0|X BHL =30l|M XS = USLICH volume show

14



.
S. [[5EHA LIF7t CHREl 2 LIFS| 22| HEfE 2 M-SR up TS BHS 2F LIFO| CHal o HA AL L)

network interface modify -vserver vserver name -1if LIF name -home-node
nodename -status-admin up

AHIfSIEAHLE HRE HAIZ node22 CHA| HYX[SL|CE.

A7t O|ME[X| YUFHLL HEE HR A E LE22 522 O|MSIAHL HRtt FL 7HE
e e 2hels [gelstiof ghuct.

Of ZhHofl 3

x|
QFEE Qs A|AEIO| O] XS EAl SKIFLICH

A
1. EMS(O|HIE 22| A|AH”)) 25 &015t0 Aggregate®| MHX| MI§ = 77} LM 0|RE golgtL|Ct.
Je

2. HOH7t SAHSHAHLE HRE|= OfTI2|AH|0|ES RHBHX|FLICY.

storage aggregate relocation start -node <nodel> -destination <node2>
-aggregate-list <aggregate name> -ndo-controller-upgrade true

3. HIAIXIZ} EAI=H E =tL(Ct y.
4. [t Y J SHLHE AHESI0] MUK E Y 5 USLICH
gug Mestct %
HEH =l FA| Che EES Aot K:
storage aggregate relocation start -node nodel
-destination node2 -aggregate-list
<aggregate list> -ndo-controller-upgrade true
-override-vetoes true
CHa =olS MEQldh= SYLICH Ch2 B™ES ALE5HMIR:

storage aggregate relocation start -node nodel
-destination node2 -aggregate-list

<aggregate list> -ndo-controller-upgrade true
-override-vetoes true -override-destination-checks
true

12 Moo

LE 1S MUt H XtSetEl HUS CHA| ARG = 22 HA S H|Zdelstl LE 18
SHEH SZELc.

EHA|
1. ZHAS CHA A|ZFELICH.

15



system controller replace resume
2. .L.E 10| SX|E|A=X| =lgfL|ct.
system controller replace show-details

LE 10| 2tM5| SEtE|H = 10| LOADER> ZE X E0] 0{0f SL|Ct. LOADER> ZTEIZEE HA|SIZ{H
node12| 21 Z&0| HZELICE.

[ | AIAE-II EEE mi |'c‘>'|-|__||:|-
node1 AFF A250 tE= AFF C250 Z1EE8| 2R E2 WH|EtL|Ct

node1 AFF A250 5= AFF C250 ZIEZ2| ZES AFF A30, AFF A50, AFF C30 = AFF
C60 HEE2| DEZ mA|SHLCt,

O EHA[0ME == 10| STEH 2= HI0|EE =& 20| I1|4-°”—|Ef LE HAEER ZE0 RHAEA E2[0l ot
YLICH LENMOR LE 12 AAH SIHNM HEESE = W MA| 2150 A= HES AYLICH HEES

Zlo|E2 ZESE2 2= HtZ 2|2 MA[of ASLICE

(D) =S1R =S SUB A o3 SU B B3 B0 Ael0f YO0 A S 1
DHA2.

1¢HA|: AFF A250 2= AFF C250 ZIEE2| 2= XA

E1 ZHEES ZES MAHSHAE #[0|2 22| TXIE MASL &F XIS SHMSHIAIR. O CHZ MAI0IAM
HEED ZES MAHSHA L.

Al{3t7] ol
OFx| HX|E|X| 2 HS SHFEH HAISHUAIR.

CtS AHAIOIAM R QX HE

™

> |m
[> M
u
Ha

U THN
09
B[}
2
rIF
&2
>t
()]
>t
=2
oy
>~
i
0|'_L
I:IQ
A
i
_\'I_
I-ﬂl
o
T
rulru
|'|HJ

@ HEEY ZES 22[ot= Ol o2 30| A= B, ARl £72t2 ot &7t FES SMot==
SLICHES At
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(1) gt

(2 X HIAHLIE

2. MAl 2HO=Z 0O|SgfLICt

i

3. M2l0M nodet1 ZIEE2] Z& Y 32 TXIE 22[LICH

4. M@ A0|E 0 TX|E 22let O3 E19| M@ 35 EX|0|M #H0|SS &ELICE

nodel % node29] X8l HZLS MZ 9IZ0 UBLICH a1 Ho|28t Lajstz e

(D zoptAe. =18 =20 Hol22 B2[ohH HA ¥ & oofA FEo| wys 4
ol&L|Ct
AN H .

5. Al0|E2 702 22| TX|of| HESH= T3 X AEMS E LH3, A|IAH 70|22t SFP 3! QSFP 2= (2R3t
)2 HEED ZE0|M E2/5t0] A 0[S0 HEE /KIS XL,

o

Aol 22| Kol A 0I=S HA FH AO|S 22| ZKIE CHAl x| o Ho|S0| FHa|E LT}

r

6. ZEEZ ZE0|M 70|12 22| HXIE 22|5t0] otZof FLCt.

1
7. L% EZ KIS ofi 2 £ 2 ChZ 5 XIS SAlofl of2i2 SELCE
ZHEED] ZS0| MA[Of| A ofZF 7H4LICY,

8. Aoz ZEED D5 ZHE H1 MAOIM ZHAEA SAH BWHSID eHEAel M| S5LICH

AlZtst7| o



LE 19 £2 10| X60132A4XE 10/25GbE 9fE7|' U=X] IS A2, X60132A 7t E= YO2|0|E T 2=
A91X|2| A 2RAAE FHOIA BB{AE 4 AFE 9l PRE|c
i
1. AES2] D0 22 MAIS| Y70 22 T+ AES2| DES vHE ZAAH A2 Yof YaLic
(D matel S==olM XAIZ S GIHK HES2 DES MAIO] 23| AeIehr| THIAIR.
2 2| Y 24 EES o1 AESY 250 Ao|2E AL
MAle) F1g10] 00| 24 17| th20f node1 2 M HEE2| DEE LSO BIOS 271518
(i) A= = autoboot® MBILICE Ol2{t A4S HEIZ LJ5t7| £18h NetAppoilAls ZESe]
D52 dejehy| Hofl 2l U 28 sol2e AZets 20| &L
3. 2 PSS Wel 9iX0l £ MefoI N ZE S| DE0| FYTI BHLE RHHIS| A x| THErs] of WasLick
ZESe] 50| 2Hs| HAEIY B3 A7t SatLich 2 WSS T3 PIAIZ BALIC
(D) #Huef 2y2 wxsteip AES DES MAG Yof 92 U THEet B JBHR| OHIAIR.
4. 2EO| FHE|Y ZA| HY 2AE AZSD LC 19| IS 2YS FAYLICE
5. A4S HEIS BT Lo 20 ZETE0A 1 10| FXELCH
AE RS BX5D 19 RES ARG 9, RIS BAE Gk 7|CHRI Tk Ciri+CE 2 B
O O[S ELICE 2 0l0lA] ok SXIEH SHE AIS5I0] 8 =8 MeLetn 4SS 5 415 223

SErefLct

node12| Loader> TEIZEQ|AM 7|2 &tH H-E AHBILICE

set-defaults

71

riot

saveenv

node1 AFF A800 t-= AFF C800 ZIEE2| &2 wH|gfL|Ct

' E1 AFF A800 SE= AFF C800 #1E
ZEER =2 WHNFLICh

0| CHA|0{| M node10| CHRE| 1 2= H|0|E{= node20| A M2 E/LIC} node1 AEZR

A|AE SHOM HEZSHE HH HEZ{7} 4o QIOMH UM OZ HEZ2| AV} oH

a T [ —

AEED] 2E HIZ 912 MAlol| JAELICEH

O

Ut MAIO] U SYt E

—_ =

LE1R B2 S '

OHYAIL.

o

—

rio
Okl

= Ao

18

Z2E[0f AeB

=2 2=& AFF A90, AFF A70 == AFF C80

M 7stioF gfLICt.

L=k=
flofl ASLICH ZHESE 22

=3
—

[e]]

A

Z MAl TS 10X



|=|X] 942 B2 SHIEA HXISHIAL.

1¢tA|: AFF A800 SE= AFF C800 HAEER 2 ES M HEL|Ct

7|1Z node1 Z=0|M #[0|= 22| HX[E Mot AEEHE MAIO|A 2t SI2 2 0| SEILIC,.

A
1.

LIIEIE AL85t0] 2t E2t0|EE 23| HE Wi7HX| =0 AfAle] 2E =2t0[E27} 0| =22 2lo) TS
|

= =<

f—

2. NAH MEfof w2t ZHE S S2to|EE gelghL|ct

a. Yo ZHEE0|M &8 RAID 50| 45 Aot SEl, o B L= = THof| sligsh=X| 2l gfL|Ct.

=

storage aggregate show -raidstatus !*normal*

* HAHO| "There are no entries matching your query." 2 BtetstH CHS 6t9| THA| 2 0| S56H0] =21
E2to|HTt JU=X| SQISLICHRE Al T Ct.

=] LLod

= HHO| CHE Z1tE dietsts 2R £ HEE2{0|AM AutoSupport HIO|E{E £=Z!I5t1 NetApp X[ HE|
E2[6t0] FI} K|S HOo M2,

system node autosupport invoke -node * -type all -message
'<message name>'

oY A|AHR = A0 E210|E 250f o F2fE E2t0|E 2H|7F A=X] 2telgtL|Ct,

=
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

o o & w

20

- HE Alol2 1T FXIE 2Efet

C
- Z|0[E2 Zo|& 22| FX|of| HE

event log show -severity * -node * -message-name *disk.missing*

* HHO| "There are no entries matching your query.’ £ Bt2t5tH CHS CHA| = 0| S 2 Al TIAgL(CL

* HHO| CHE 2 E tletst= 42 & ZEE2{0 M AutoSupport HIO|E{E &35t 11 NetApp X2 O]
oI5t =7t XS T HA2.

|

system node autosupport invoke -node * -type all -message
'<message name>'

r
Okl
Iy
oz
>t
=2
X
X
=)
1]
o
HI
L
ot
-
o

HE Alol2 1T XIS et ttE HE
2

o
AA0M node1 ZHEE

0

St s39t 2m AEWS E 3, A|AH 0| St SFP 3 QSFP 2E(T RS
A2)2 ZES2| 20N Halstol A|o|20| HAE xS FHBLIC

A0|= 22| ZKX|of| #0|ES HAH FH 0|2 22| HKIS ChAl X mf A|o[=0] He|E L/t

ZEED ZE0|M A o|E 2E| FRIE 22510 ehZ0f Lt

AE T2 2KIE o2 +E L2 F 2HX[E SAl| ot =2 SELICEH

EE3 Z50| MAIO|l M FZh THEHLICE



EEil

X2 |
O —

2CHA|: AFF A90, AFF A70 5= AFF C80 ZIEE2 2 &2 MX|EL|Ct

- E10f| AFF A90, AFF A70 fE= AFF C80 ZIEER Z&2 AX|, A|0|2= HARLICE

1. ZIEE2| 252 2 MAIQ 270l SHE T2 ZESE 252 UHE ZoATA AIAH| 2o E&LICH

() =xtol =20l RIAIZE IS Witx] AES2| DES MAIO) 2E8| AI6HA| OHIAIL.



- 22| 8l 2& ZEE L E1 HEED 2=0| H0|22 HZLLICt

CHS 01 nodet ZIE £ BES A2t MAIS] 20| 0]0] #H 27| 20| node1
(i)  =ABIOS £7/512 Alsfel £ AUTOBOOTE AlSfEILICE 282 #elsty| Holl iz % 24
0122 ¢1Zste 0| AUTOBOOTS #XIE % UALICH




4. 2 S w2l SIX|o| £ MeHo| M HES2 DE0| ST DI 2HFs| AL TR EHEs] Lo WL
ZESe| B0 Hs| FAEE T3 exI7t S2AYLICH X HES 2 AXZ DALIC
() e 2u2 wxjstele ESe DES M) of 92 0 =3 32 IR THIAIR.

Im
2
x
"
n
°
of¥
Ral
o
I
iul

s REYS SREHL 219 RES AESE 2 E
M w2 o|SgLch £
SHELCH

, ZEZETH HAIE WM7HX] 7|Ct2l oS Crl+CE =31 7
| H 7Ol M =27 SXIEH SHE A8 8 =8 MRS MR 5 XS RE2

7. node19| Loader> TETENAM 7|2 &tH HEE MYBIL|CH
set-defaults
8. 7|2 2tAd H4 MES HAEBL|C}

saveenv

AFF A220, AFF A200, AFF C190, FAS2620 == FAS2720 ZAEE2| R ES uA|gfL|Ct

node1 AFF A220, AFF A200, AFF C190, FAS2620 = FAS2720 ZE
A150, AFF A150 EE= FAS2820 ZHEE2| R E2 wH|EfL|Ct.

M
iyl
H
mn
mjo
>
(0))]
>

O] AN M= == 10| SHEIH 2= HO|EHE =& 20| M MSELICH =51 AEES ZET T A 22|5H0F
SLICH LENHOZ = 12 AAH SIHOM HEESE = W MA| 213501 A= HEER] AYLICH HEER

Z0|E2 ZEE2 2= HtZ 2|2 MA[of ASLICE

@ SR EE27E SYS MAO AN ST HH S5 FR|0 HEE ALEZ MA| HEHE 10X
OFYAIL.

AJ$8t7| FHof
OFxl FX|E|X| 2 2L SHF2H HR[EHIAIL.
1ZH7|: AFF A220, AFF A200, AFF C190, FAS2620 == FAS2720 ZAEE2 ZE2 MAHELICt

node1 ZIESE LIRS 74 240 UM ASIHH A[AROM ZEES] ZES M et L2 HESEH 222 BN
Mgt

i

£
1. #0|E2 #A0l& | Ko HESt= 23

U ST AEUS F 13, 0|20 AZE SIXIS FHOIBA
HES2| BN AlAH 0|21 SFP(ERS F2)E 22t

Aol 22| FX|of| Ao|22 A FH A0|E 22| FXIS ChA| EX[e off #|0|=0] | ELICt.
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2. ZEES ZEQ| X QLEZ|M H0|E HE| KIS 22510 BHF0f| FLICH

3. 2 £3f0|o| E{X|S B 1 2 ol
HES2 DES MAIOIM LT

2CHA|: ASA A150, AFF A150 SE= FAS2820 ZEER| ZES AX[gh|ct
ASAA150, AFF A150 EE= FAS2820 ZHEE2| RE2 =10 AX|, #Ho|= ¢&, HZEL|Ct
1. ZEER 2E9| E2 MAIQ Y70 U= LIS HEER ZDES U THATA A|AHIY 2of EE&LICL

@ Hxte| ARZ0M XIAI7F JAS U7X HEER ZES MA0| 2bT9] A USHK| OHYAIL.

2 pe| Y 22 EES

i
[n

1 ZEE 2E0| 0|2 HZEHLIC.

MAle] Z2lo] ofo| HA 7| 20| =12 BIOS Z7|SHE AXIHD S| HAE| XA XS
() =SgsAEEUL =o1 BYS SRl HES 282 520 2 d

== 3 22| A0[=22 =1 HEER] &0 AESH= A0| ZSLICE

3. WSS Al Ko = HEfoM HEES ZEO0| SYE L} TrL AXS| FALE WX TS| 2of F&L(CH
ZEES ZS0| S| FHEH FH3 X7t ScLCE A HSS EF X2 HELoh

24



@ HHE 42 ARStHHE HEEY ZES MA0| 20 E3 o] =g &S J15HX| DHYAIL.

yLct.

FLS HASID L& 19| XI5 HEIS FCHA
Io IT

[=]
EH ZEIENM £E 10] sXIE'Llﬂf s REYS X5t 219 RES
HAIE Wi7tx| 7|Ct2l oS Ctri+CE =2 & 2 0|3 Ct £8 7ol

ANZSH= A TETDEY El &
| a—
HElstn HEE B xon HElZ FChefL|Ct,

- OT, —
A

LI ESXEHSM

_'__'_

8t s L&

M £ 1=
6. node19| Loader> ZEIE0f|A 7|2 A HAEE MESHL|C
set—-defaults

7. 7|1=

r.*?.*

3 Ha 2™ S MELLIC

o

saveenv

AFF A700 == FAS9000 Z1EE2{ 3! NVRAM 2 &2 WA|BfL|Ct

node1 AFF A700 EE= FAS9000 ZIEE2{ 5! NVRAM 2 =2 ASAA900, AFF A900 £=
FAS9500 HEE2{ 9 NVRAM 2 &2 uH|EfL|C}

O EHAI0IM= & 10| ZHEH 2= HIO|HE & 20 M HZ gL C =21 HEES 2E2 =1 NVRAM 2 =Lt

Jélﬁa-lj.” I=la|o|-|o|: oH_l[_I- 0II:||-I-IO§ reEqe AlAE-II _'.=_|D:|()1|k| 9-IE§E-|§ =] [[H AHM Qlﬁ | E 9-IEEE-|
AQILICH HEED 30|22 HEEZ ZE HIE 9[9| A0 Y&LICH

@ LEq EE27E SESH MAIO] AN St T S5 Ao B AL = MA| MRS X
ORYAIL.

AlZst7| o
OF2] HXIE|X| 42 < SHIZH| HXISHHAI2.

1CHA|: AFF A700 == FAS9000 HEE2 2 & A

node1 AFF A700 = FAS9000 ZHEER Z&2 £2[5H0] H|AHeLICt

THA|
1. 22 A012(RUe 22) 22| A0IES 21 HEER 20N 22|FLICH

@ LE UM e = = 10| 24 A|0|21t eOM A|[O| 2Tt H|HSHH EILICEH O] T2 M|A
Z0| =E 10|L} LE 29| CIE ﬂIOIEOILr HZAZ HAHSHALE HAEBHAM = 2t ELICE.

2. MAOIM HESE] 2E A ZHZ2 SHHSt MAZLICE

a. ZH

[ |

rOI‘

o FM HES T3 SHHE wintx| of2f= BLICt.

=
=
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= =% ZEED =2 MAIA 25| E2lct ThE HEE ZES MA| I_Z ZLCh

HEE2 Z& SIS MAl S22 2o o X|X|St=X| 2helgtL|ct.

2CHA|: AFF A700 S5= FAS9000 NVRAM 2 & H|74

node1 AFF A700 EE= FAS9000 NVRAM 2 E& Z2 slid|sta ®A{ghL|Ct.
() AFFAT700 £ FAS9000 NVRAM RE2 &2 60 200 AIAR L) CHE 25| £0|7} 2ufglLic

CHA|
1. LE 19 £2 60| NVRAM ZES Z2 didIst ™ALt

a. Xt 8l Ho 7t AT A HES +ELICH
H HEO| MAIOM 2N AELICE

b. 2 eiX|7} % 2|0l 2 W7HX| of= SEILICH
NVRAM ZE2 MA0M 22|=|0] H X H= O|SELICt.

c. 5 Mo | A= A WS A MAO|M NVRAM 2E2 22[TfLCY.

It

2

il
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(1 ) B2Xt 8 =XH1/0 2 2HX]

(2 /0 2HX|7} 25| &= i = ASLCH

3THAl: ASA A900, AFF A900 EE= FAS9500 NVRAM ZE2 A

nx
Ras
i
-
n

T E 10| ASA A900, AFF A900 == FAS9500 NVRAM 2E8 M X|st11 #[0]

mjo

HESH = HEELICE

T

=% 6-11 6-29| ¢l 3 =S 25 0|X NVRAM E=0{|A Af NVRAM 2 == O|SL|Ct

@ * AFF A700 NVRAM Z=0{| A ASAA900 f= AFF A900 NVRAM 2 =2 30| HIX HX[E
O|S3HX| DY AL,

FAS9000 NVRAM Z =0 MX|El All-Flash FHA| 2&2 FAS9500 NVRAM 2 &2 0| SgfLICE
CHA|

1. NVRAM 2 E2
2. 2X7F MAZT Hz I OhATL /0 2 2Kt 1/0 2 Tap Sh2 Wi7kX| NVRAM EES 20| 2EEA 20
CHE 1/0 # 2HXIE E7HX] 20 NVRAM 2 =2 HXI2[ofl 2FA[ZLICE

=X 62 MA| 7 7HERI2|0f| SEELICE
7

in
rlo
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(1 ) B2Xt 8 =XH1/0 2 2HX]

(2 /0 2HX|7} 25| &= i = ASLCH

4THA: node10]| ASA A900, AFF A900 tE= FAS9500 ZHEED ZES MX|sfL|Ct

=

= E=10fl ASAA900, AFF A900 EE= FAS9500 HEE2 RES MK, 7|02 HZ S HZBILICT.

e
1. 2ES2 DEO| B2 MAIS WJ| AV UE TS HES2| BES U THAHH AIAH Lo F&LIT,
() =xtol SIR20IM KIAIZH IS WItx] AES2| DES MAIO) 28| AISHA| OHIAIL.
2 @e| Y B¢ EES Ty HES2| B0 Aol2E AHBHLICE
N{Al2] F210] 0]0] HX| 97| 0] =12 BIOS £7I3}2 AIZHst 23| FAtE|s A XS
() 2= =g =o1 RYS SoRiE AE SR D58 S20| 2l deieh| Fo| D
230 72| 0|22 =1 HES2| B0 Ak ol FBLICH
3. ZIE 22| DE0| SYTT} BIL} 3| ZAE K| MA| 9O EHErs| Hof YBLICE
HES2 DE0| NG| FAE|H B 2fK|7 S2RYLC

@ HYE &4S SRStHE HEEY ZES MA0| 20 &3 o] 2= &2 J16HX| DHYAIL.
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(2 # AHSO0| FH= ol fAxlof ASLICH

ot L= 19| AtE BE S SEAIZLICH

re
II:I my

Eo|M == 10| SX|ELILE X5 RS SXot =19 RES
[H7 tX| 7|ct2l T2 Ctr+CE =21 22 Hiw 2 O|SELICE 28 HlwollA
EE MRt MR F As #E S SHYLICHL

set-defaults

7. 7|12 ot d HE H™H S AL
saveenv
netboot - =1
St WA A|AE REES WA = netboot node12 °'E43H0F StL|C}. netbootEt= 0=
ol A Mol X{EHEl ONTAP 00| X0l A _'f'_'f—3|0|_|'E|-E £ 9|O|gtL|Ch. netbootE Z=H|E [[H
A AEIO| MM AT £ A= B AHO0| ONTAP 9 £ | |X| AF2S F7teL|C.

uH HEER 252 £ 0|C|0{0]| BX|E ONTAP HHE AHA[Of] MX[=[0] 0] AKX UX| 24
ASLICH WA A|AR FE O|C{0{2] ONTAP HE 2 20| E5t = 7| & A[ARIOM 2 5 ._|



Ssliof otH, £2 0|C|o{9] 7| = & o|0| x|t ey 2 o|0|X|7t 25 X|sHof gLt H0] =0 2t A2
X2l ONTAP B{ZI2 BoIs12{B x| 215 = A|AE] D=2/ A2 AXSHIAIS.

netbootdi| 0|0 & &35t O|0|X|E MY = UELICt wipeconfig BHE USLICL 0|0 ZHEEZ ZES
CHE SSAE0M A2 E HESHIAR wipeconfig B2 28 O|C|0{Q| LIHX| -4 S X[ZLICH

o =
T, =

USB E& SM 2 A1 netbootE Y £ JYELICE 7|= X2 BEME HTSHUAIQR "A|AHISl £7| BHE
2[5 ONTAPE A X|st= Ol boot_recovery Loader EHZ AF25t= ",
AlEst7| Hof|

* A|AHIOIAM HTTP ME{Of| AM|AT 2~ JEX] 2RIt

* NetApp Support Site_Ol| M A[AEI0| ZRot A|AR IHUTF SHHE ONTAP HAEE CH2EESHYA|2. _NetApp
Support Site_ 0| HZsI2{H "E "2 EESHMA|

22 AEE2{ofl MX|E 2T SU B{FHO| ONTAP 97} St 2 M ZHEE2|Z netboot 10F BILICE. 2k2t0] Af
HES2AS MK|$t 3 8 Aol HFE ONTAP 9 0l| Ko 4 AlASIS BE/stLIC 281 CkS B 0jciof ZAlof
SHIZ TS CrRECst0] LBl AAHS R 4 st

1. & =8 #ZE5I0| _NetApp Support Site_ 0| HZSIT A|ARIO| netboot 0| AFRE|= THUS

2. [[netboot_node1_step2] _NetApp Support AlO|E_O| AT EQ|0 CR2EE MMM SiE ONTAP 2T EQ0{E
CIHREESI E MAEYLICE <ontap version> image.tgz & HUMA 7ts CIAEEZ|0| QU= THURILICE

3. @ HMA Jhs ClAEL| 2 HASHD Bt IIUS ALEE = JU=X| &lggLct.
4. C|HER| 520|= 7t ZBE|0{OF RILICt <ontap version> image.tgz.
5. CH3 EY & SHLIE MEHSHY netboot HAS FAELIC

@ 2| ZESIPE netboot HZ = AFESH{OF BfLICH ¥ I20|EE +dst= S CIOIE LIF IPE
AHESHR| 7Lt T|O|E STho| et = ASLICY.

DHCP(Dynamic Host J2{H,..
Configuration Protocol)7t C+S 1}

e 2E TETEM CHE HHEES ALE5I0 HES AMHES22
T4t

ifconfig eOM -auto

30


https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system
https://kb.netapp.com/Advice_and_Troubleshooting/Data_Storage_Software/ONTAP_OS/How_to_use_the_boot_recovery_LOADER_command_for_installing_ONTAP_for_initial_setup_of_a_system

DHCP(Dynamic Host
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Configuration Protocol)7| Ct21}
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o SO0| OfLICt
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=
T o
T4t

2 oE ZEDEOM LIZ BHE AE0I0] HES 522

ifconfig eOM -addr=filer addr -mask=netmask -

gw=gateway -dns=dns addr -domain=dns domain

filer addr 2EE|X| A|AHIS|P FAQJLICHE ).

netmask AEE|X| A|AEIQ| HERS Dquo"—":f(]é'fF)

gateway = AEE|X| A|AHIC[ AH[O|EYY|O|RILICHE 4.

dns_addr HEHZ0| A= 0|8 MH 2| IP FAL|CK

dns domain DNS(Domain Name Service) =H|Q! 0|2

Abgh).

QIE{[O| A0 CHE OH7H HT Hed &
(D UHELICt help ifconfig

HEE =elgfLct

= 10|M netboot $=&:

Mey Apgl)
L|Ch(Aey

U&LICH 2
Hojof TZIEOM M5

netboot http://<web server ip/path to web accessible directory>/netboot/kernel

7. (AFF A250 %! AFF C250 2 12{[0| =5t 8{Eh) mK| HEZ2| BE9| L =10| HEIY

CH

() =ussoem oae.

of = =20 YR WiE0f| TS a7t EAIELICE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b i

* WARNING: Partner is not of the same family/model. *
* Mixing is only allowed when upgrading the system. *
* The system will shut down in 24 hours. i

R R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b f

Do you want to continue (y/n):

diE =528 YO o|=g WintA| ZE AA”E RYof| s EA[ELICE Ol

WA AEER ZEUM 2" Sl =10] SRIE Winhx] 7|CHRACH ofaiet 20| R

ALK O|
OO 1L

o 4ol 7|1E HE

E2{0]
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Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)72

HEl H 70N SMS MEdSL|CH (7) Install new software first.
O] M 482 M ONTAP O|0|X|E CH2Z =510 R2 KXol AX|gct.
CHE HIAIXl= FAISHHAIL.
This procedure is not supported for Non-Disruptive Upgrade on an HA pair

O| cEE= ZHEE2] Y3|0| =7} Ofl 2T ONTAP AZE Q0] ¥ 18|0|=0f| M EIL|CY.

gt netbootE AHEsH AH L EE {5t= O|0|X|2 YUC|O|ERL|CE CHE HWHZ A5 M
@ ZAEE2{0| O|0|X|E HX[g F HZEl o|O|X| 7} MX|EE' + Q&LICE O] EXl= 2= ONTAP
2lg| Ao M ELICH M0 2l netboot FSON Install new software SE

O|C|0|E X| 21 & O|0|X| pE|Mof| S&SF ONTAP H'I’.‘jg HHXI R LICE.

HXHE AlS5Ets HAIX|7F LA & A=RLICH y, N7 XS Y=5tEh= HIAIXIZF LIEILFH URLS
HARILIC

http://<web server ip/path to web-

accessible directory>/<ontap version> image.tgz

£ 2=/8LICt <path to the web-accessible directory> OfA CH2EESH 2|X|2 0| SELICE
<ontap version> image.tgz 2IX[ 2EHA

HES2| BES MLOIA TS 59| BAIS AROHIAL,

a S UYLt n CH2 ZEZET EAE o ¥ S5 AU F2{H th2S sAdLCh

Do you want to restore the backup configuration now? {y|n}

b. S U=eLICty THS HIAIXIZL BEAIE o RESHH CIES $HSHIAIR.



12. 2

13.

14.

HEZ2

The node must be rebooted to start using the newly installed

software. Do you want to reboot now? {yl|n}

S ZK|7F Al 28 =|0] 7 HIO[Ef7t SR E[0f0f stE 2 AE SR EE0| MFEE = X2 £ w0l M
SXIELHCt

2 OIC|o{ol| M O] F1dE 2 5F X|FLCt.

a. [ TETENA LSS AASHMR. wipeconfig HHE =5l Enter 7|18 FEMIR:

Please choose one of the following:

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)7? wipeconfig

b. of2 HIAIX|ZF HAIE|H SEELICE yes:

This will delete critical system configuration, including cluster
membership.

Warning: do not run this option on a HA node that has been taken
over.

Are you sure you want to continue?:

C. LEII ME”E[N 7t 2tEEILIC wipeconfig O3 LS BE HFH M E SX|EL|C.

@ HE| H50llM =7} HE mintk| 7|CHEMAlR. wipeconfig B,

{EHBILICt 5 & 2] 28 HIF0lM RXIES ZEZ O|STL|Ct B yes HAIX[7t EAEH £ 22
X HEOM SXIE12 B8 TEIET HAIELIC >

90 AI7E O 2AE|0f QX SOIFLIC ha:

ha-config show

CHS of|d= o] 252 B ELICt ha-config show HH:

5to]
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16.

17.

18.

19.

20.

21.

22.

23.

34

Chassis HA configuration: ha
Controller HA configuration: ha

AEES] S MAIZE 22 FHEIX| 2 B2 ha'0M L2 S AFE5t0

ha-config modify controller ha
ha-config modify chassis ha
£ &QIgtLIC ha-config AH:
ha-config show
Chassis HA configuration: ha
Controller HA configuration: ha
LE1BX:
halt
LOADER ZEZE0jA node10| SX[E LI,
2 20i M A|AER =W, AlZHSE A[ZICHE =heletLCt.
date

TE 19 25 8y TEn

[

Im
=2
x
n
mjo
08
oY
o
>
ol
Of
2
e
=
i
Lg_}
ro
ot
i
iul

show date

TRt 3R & 19 EWE 2Fect

40

set date mm/dd/yyyy

(D nodetolld shz UTC e

LE 19| RE 2d TETENAM CHE S-S ARSI AlZtS =elgfLint.

show time

set time hh:mm:ss

(D rnodetolld sz UTC AlZt2 RELICH

LE 19 IIEL] A|AHE! D AA-

0x



setenv partner-sysid nodeZ sysid

L 1o| 7:|O = Xt

T, = O

UELICt node show -node node2 =E 29| HEH £

saveenv
24 LE19 2 TETEQ AN E HQIBLICt partner-sysid =E 19| &

printenv partner-sysid

ZSIMAIR partner-sysid =& 22| 240|0{0F ELIC}. 0| A node2 A|AH! IDE 7t S 4

3CH. mK| A|AE BES ARSI 212 eIt

29 2HAE-HA S AEZ|X[C] AR LE 12 AHO|EE HZTL|CL

ChS YI30IS B SIS SWSHE A IIE AT w=Eq0) O[H0| A S2iA
HA, 2AEZ2|X[, G[O[H & &t2| HES M| A|ARISl M2 AX|El =10 HZsHOof gfL|C}.
7|ZE A|AH WA A|AH

AFF A250 2 Xtx38HAA|Q AFF A30, AFF A50

AFF C250 £ & Z3IAAI2 AFF C30, AFF C60

AFF A800 £ £ ZSIAAI2 AFF A70, AFF A90

AFF C800 £ & =X3sIMAIR AFF C80 £ £tXsIAAR

eOMz} BMC ZEE HZATIL|Ct

7|ZE A AHI| 22| ZE(e0M)2t BMC ZETL
E8f| HM|AZILICE A A|AEIY S
HEE|0] A=K| 2felsf{of FHLCH.

Q2 A2 o0M LU BMC EE 7} ZSHE| T mA| A|AEIO| "2k TE
A A7 | 0| eOMT} BMC EE 7} 7|ZE A|AHIO] EQUSH AQ|X| 8l MEUlo|

okof... = i P
eOM1t BMC IP A= #2 IP 7|& NAHIOl e0M = BMC ZEE WA A|AHIQ| "&HIX|" ILEO

MEo] ULict LE

—_=2d

L|C}.

eOMZt BMC IP A7} M2 CHE
MEUof| QAELIC

1. eOM2t BMC IP £ 5 8tLtQ| IP MEUIC 2 S8ttt

2. 7|&E A|AEIQ| g0M EE= BMC ZEE I
S AStL|C}.

—=2d

M Al2RIS] "HIX|" ZEO

AQX|7t @l 2 E S AR AZERLIC

CHE EOM= A9AX[7t 8l 2 & SR AH 0| tiet 22(X| ZE ME™FS

oco=

Hof FLC.

E=

=
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AFF A80

o

, AFF C800

22{AH e0aE EZSHIAIR e1aE XA e1aE XA

S AH elag HESHYUAIR e7a(e7a’t gl= AR elb  el1bE EZXSHUAIR
ALE)

HA e0bE & ZSHHAIR HZSHX| OtM| 2 HZSHX| OtM| 2

HA e1bE XA HZSHX| OtM|R2 HZSHX| OtM|R2

SAS AEEZ[X| ZE(RI A2 7SS EE ZE A8 Jtset EE ZE A8 Jtset EE ZE

MNEEE 82)

NS224 #Z g o|{ull A2 7tset EE ZE Ol AEE|X| & o4l AEE|X| ML

AERX| ZE OHE S EESHUAL OHE S EESHUAL

IE AFF A250, AFF C250 AFF A30, AFF C30, AFF  AFF A50 = &I X3HAIAIQ
C60

22 AH e0cE HXIHAR ela(Al EHAH 4=z ela(Al EHAH 4=z
HZ0 e1a AR) HZO e1a AR)

S2{AH e0dE EZTSHMAI elb(YA| EHAE A3 elb(YA| 2HAH A
HZOf| e1b AIR) HZOf| e1b AIR)

HA QK| &Lt L1 AT 0|E0= HA =1 Y3 0|=E0|= HA
TEJI LQSHX| EL|Ct. ZEJ EQSHX| Qb&L|Ct

Ol AE2|X| ZE Mg 7SSt RE RE e3a, e3b e3a, e3b

SAS AEE|X| ZE M2 IMsStBE ZE 3A, 3bJL|Ct 3A, 3bJL|Ct

AQX| HE S AE0f| HERLIC

AQX| HE S2{AE{Q| 22 AFF A30, AFF A50, AFF A70, AFF A90, AFF C30, AFF C60 5= AFF C80(A)
2

= E0f T CHS 27

36

EESI=X| A AI2.

WA 2o STt 2{AH ZETJ S AQ(X[0f ASLICH O S0, Y220|=0t =EH =19 E1A2)
L= E29] 1AV} BtLtS| 2E{AE AL(X|0f HEEZ|O{OF RLICEH DETIX|Z, &% LLEo| & | 2AH ZEE &
N SHAE A X0 HZSHOF L SF SAH HAZES| WAt AHE, & 12 E1A7 22|X] Aoj|
HEE[D L 29| E1A7F 22(X| BO|| HZE[0] HA S41 o7t gLt

Kl

HEEs 37 SHAE HAO|HY ZES ALEELICE

2AH AQIX|7t 37 22{AE HA ZEE X|&lst= RCF(Reference Configuration File)2t 2 M X| |} =X]|
elgfL|ct.

Jtot

a. 22Xl M 7|1E P& S HARLICH

29X @do| gz 22 ols..
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https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity
https://kb.netapp.com/on-prem/Switches/Broadcom-KBs/How_to_clear_configuration_on_a_Broadcom_interconnect_switch_while_retaining_remote_connectivity

b. AX| ™S Tt =HelgfLCt.

-

AQIX| HEO| L2t 22 0[5...

BL2...

Cisco Nexus 9336C-FX2 "RCF(Reference Configuration File) & 12{|0|="
Broadcom BES-53248 "RCF(Reference Configuration File) & 12{|0| ="

NVIDIA SN2100 "RCF(Reference Configuration File) A3ZEE HX|5t7Lt

20| =gt

@ S2{AE A2|X|7t 10/25GbE £t X[ k= zgg S A AS HZAS Q8 mK| A AR 21
L= £520] X60130A, 42 E 10/25GbE 7t=E AHEsH{0f 2fL|Ct.

=
—

WM AA” 2ES MBS LE1S REELCH

wH| 2=0] dX[El Node10| O[H| £& ZH|7t 22E|JSL|CH XHE= W EE2
"X 25| = A|AE DjEZIA| LIEE|of Q&LICH,

®

|

1. (AFF A250, AFF C250, AFF A800 == AFF C800 2 12{|0| =2t s ) Loader TELEQ|N RX|E4 ZEZ
Hat:

=0 M WA HEES Z=2 0| STLICE

boot ontap maint

a. B

Yy
b. sfol IR EO SEFLIC

storage port show..

NS224 &l = ¢§E|x| A2|X|of] HEE EE 100GbE EE = of2lf o|d| Z0f| HEA|E CHE ZEZ
HIE|0{0F storage BLICH

*> storage port show

Port Type Mode Speed (Gb/s) State Status VLAN ID
e8a ENET storage 100 Gb/s enabled online 30
e8b ENET storage 100 Gb/s enabled online 30
ella ENET storage 100 Gb/s enabled online 30
ellb ENET storage 100 Gb/s enabled online 30
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https://docs.netapp.com/us-en/ontap-systems-switches/switch-cisco-9336c-fx2/upgrade-rcf-software-9336c-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-cisco-9336c-fx2/upgrade-rcf-software-9336c-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-cisco-9336c-fx2/upgrade-rcf-software-9336c-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-bes-53248/upgrade-rcf.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-bes-53248/upgrade-rcf.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-bes-53248/upgrade-rcf.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
https://docs.netapp.com/us-en/ontap-systems-switches/switch-nvidia-sn2100/install-rcf-sn2100-cluster.html
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a. QX|E% OCE 3.
halt

NetApp Storage Encryption(NSE) E210|E 7} HX|E|0] /= B2 L3 EHAIE oM K.

ToHMA|R "=2I0|E T} FIPS
HHl st E2t0|He| K32 gtolgfLCt,

= |

@ Hxto| AR 20 M OFE] +MSHX| Y2 B2 7|& Atz ZMEH
USE[A=A| =eloh= TE ALE Fel X

a. ™ bootarg.storageencryption.support & MEHSILICt true EE= false:

CHE SEl0|EE A8 B2l 2., d8{H.L
29

NSE Ez2}0|E7} FIPS 140-
XHA| 23t QAL °%§§. |Er

NetApp H| FIPS SED setenv bootarg.storageencryption.support false
@ SYet £ E = HA Y0 CHE fY2l E210|Eet FIPS E2I0|EE =gte + &Lt
SYot £ = HA 40l M SEDE H|= st E210|Het 2ae = JUELIC

b. E4 BEI 72 0|55t0 M2 MEBILICt (10) Set Onboard Key Manager recovery
secrets.

HAL x| 7| Sl & Y=ot W MEE =S A|L. "Onboard Key ManagerE AF&50{ AEE[X|

boot ontap menu

L ETF RE MR BEH LS BHE node10|lM M350 0|™ node1 CIATE WH| node10]| CHA|
shobstL |}
=20o-d .

boot after controller replacement

’éMI 20 A== =0 0|2 Y=Hdtet= HAIX|7F A ELILE S/ CIA3(ADP(X & C|A3 THE|NY) =
2 fATNE )7t As R HALIELH Q| = 0| §S Y= stEt= HIAIX|ZL EAI%!'—IEP.

E= 22 HAIX|0 22 & JASFLICE E 0|52 YK 7Lt ERE 0|52 YHSIH 0|ES
ChAl =5t2HE HIAIXIZE EAIELICE


https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified
https://kb.netapp.com/onprem/ontap/Hardware/How_to_tell_if_a_drive_is_FIPS_certified

If(A2 [localhost:disk.encryptNoSupport:ALERT]: Detected FIPS-

certified encrypting drive 12|10, =,

[localhost:diskown.errorDuringIO:error]: error 3 (disk failed)

disk 2F7t oA LIZ T E +AHHAI2.

@ a. LOADER ZEIZEQ|AM LEE SChstL|C}

=
b. of Ltet A= AEE[X| 2=t REQILE 2Holdt 2EHA KA ™S L|CE

C. LOADER EEIZE0|N CI2S RFESL|CE

boot ontap

CH2 OIRIE HZE= A8Y & UASLICE

on
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rH
l

A

3

22 o2 LIt

= =1 o

LOADER-A> boot ontap menu

<output truncated>

All rights reserved.

KAhkAkhkAdk kA A hhkkhAhkhhkhkhkAkhkhkhkkxhrkkhkkx
* *
* Press Ctrl-C for Boot Menu. *
* *

kAhkkkhkkhkhkkhkhkhk kA khkhkkhkrhkkhkhkhkkhkrkhkkrrkhkxkkx%

<output truncated>
Please choose one of the following:

Normal Boot.

Boot without /etc/zrc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)2 22/7

(22/7) Print this secret List

(25/6) Force boot with multiple filesystem
disks missing.

(25/7) Boot w/ disk labels forced to clean.
(29/7) Bypass media errors.

(44/4a) Zero disks if needed and create new

flexible root volume.

(44/7) Assign all disks, Initialize all
disks as SPARE, write DDR labels

<output truncated>

(wipeconfigqg) Clean all configuration on boot



device

(boot after controller replacement) Boot after controller upgrade
(boot after mcc transition) Boot after MCC transition
(9a) Unpartition all disks and remove
their ownership information.

(9b) Clean configuration and
initialize node with partitioned disks.

(9¢c) Clean configuration and
initialize node with whole disks.

(9d) Reboot the node.

(9e) Return to main boot menu.

The boot device has changed. System configuration information could
be lost. Use option (6) to restore the system configuration, or
option (4) to initialize all disks and setup a new system.

Normal Boot is prohibited.

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.

(11) Configure node for external key management.
Selection (1-11)? boot after controller replacement

This will replace all flash-based configuration with the last backup
to disks. Are you sure you want to continue?: yes

<output truncated>

Controller Replacement: Provide name of the node you would like to
replace:<nodename of the node being replaced>

Controller Replacement: Provide High Availability partner of nodel:
<nodename of the partner of the node being replaced>
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Changing sysid of node nodel disks.

Fetched sanown old owner sysid = 536940063 and calculated old sys id
= 536940063

Partner sysid = 4294967295, owner sysid = 536940063

<output truncated>

varfs backup restore: restore using /mroot/etc/varfs.tgz

varfs backup restore: attempting to restore /var/kmip to the boot
device

varfs backup restore: failed to restore /var/kmip to the boot device
varfs backup restore: attempting to restore env file to the boot
device

varfs backup restore: successfully restored env file to the boot
device wrote key file "/tmp/rndc.key"

varfs backup restore: timeout waiting for login

varfs backup restore: Rebooting to locad the new varfs

Terminated

<node reboots>

System rebooting...

Restoring env file from boot media...

copy env file:scenario = head upgrade
Successfully restored env file from boot media...
Rebooting to load the restored env file...

System rebooting...

<output truncated>

WARNING: System ID mismatch. This usually occurs when replacing a
boot device or NVRAM cards!
Override system ID? {y|n} vy



Login:

f12l ofjoll EAIE A[AR D= 1D O LIt Fa20| =Y L E9| MH| A|A™ D= CHELICH

()  ~=zEnedrcossze
AEEeto] $17 Hag
EI0|ES eIt

> HU
[
ro
1o |H

EZE0M LE O|ES YHSt= AMOI0| cE=SH
Ft=o] HAUE ?:1'11|0|E3H'_ CHE ONTAP

Y O|EE =E10|N 7| E|Xt 2HE SRISLICH

NetApp Aggregate Encryption(NAE) EE= NetApp Volume Encryption(NVE)2 ALE5H0
GO 0|E B2 A|ABIS| EEE &= fOf" A2 zot S M ELQF S7|2tsoF gfL|Cf.
Key-ManagerE CtA| S7|2t5HX| 2f= 32 ARLS AFR*M node12 node20]|A]

& 33[0| =&l node1 = HHX|E node101| AzotE E&1 22t OIZAOIEE ML=
O 2ot A2t 7|7t GleB = Folrt tlie &~ JAEL|Ct.

security key-manager onboard sync

2. O|0|E{ 0§ 2|AH0|EE MuHX[St7| MOl SVM-KEK 7|7t '=E 10f|A "true"2 S E[=X| &QlgfL|Ct.

::> security key-manager key query -node nodel -fields restored -key
-type SVM-KEK

o
::> security key-manager key query -node nodel -fields restored -key
—-type SVM-KEK
node vserver key-server key-id
restored
nodel svml " 00000000000000000200000000000a008a81976
true

2190178£9350e071£fbb90£00000000000000000
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L E1 HEE 0j12|A|0|E 4 NAS H|O|E{ LIFE =E20|A Y18|0|EEl -E12 0|SEIL|Ct

LE19 HEQ A LHE =it =, E10] 2AR%H NAS H[O|E LIFE =E20(M E12

0|SA|7]1 =E10{ SAN LIF7f—’.f— H t=X| 2tels{of etL|Ct,
o] Zhedof| CHaf

A LIFE ¥320|= ZXt S0l SAN LUNL 22| ESfIS X2[ghL|Ct ¥2f0|E & 22{AH E= MH|A HEHE
FXI5t7] 218l SAN LIFE 0|Sdts A2 ER5HA| §ELICE SAN LIFE M ZEOf oiEsliof 3= 70"—‘?—3 HMelsti=
0| S&|X| & LCt.

LE 12 224 YEf2 Hetot 2 LIF7L Hd 2Sstl SHE ZEof| A=X| 2teletL|c).

[ =

CHA|
1. XHHHA| ZHQY KHIH:

system controller replace resume

° SHAH U™ A

o

AAE D gl

o

O[O|X| {7 =l

(o] 4

2. HIESIT AZ Mef 2ol 23,

network port reachability show -node nodel

QIEIO|A O F 59 VLAN ZEE T3tsto] HAE R E LEQ| MEfT} 2 HA|E|=X| 2QIBL|Ct oK.

3. Ct2 HYOE0]|EE 2|8 FCP SAN LIFZ x{Etetsliof sfL|Ct.

7|E A2H WA A

AFF A250 £ ZESHIAIR AFF A30, AFF A50

AFF C250 & Z3IMAIR AFF C30, AFF C60

AFF A800 £ & X3HIAIR AFF A70, AFF A90

AFF C800 € EZsHHA|I2 AFF C80 £ HZ3HYAI2
CHE 2E AL FT20|=29] B2 2 ATHAEIYRLICH
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a. FCP tE= FC-NVMe H|O[E{ HA| A0 AtEE|= FCP SAN LIFE 2HIE & ZE0|| CHA| 2E L ct
network interface show -vserver <vserver hosting fcp lifs>

b. A20|=%l LE 12 HX =7t Q0 S ZEO| M "status oper"S "-"2 E15H= LIFS| Z2(AFF A800
ol ZEJF UX|2EAFF A90 E:EOiI EXSHX| %) ot ZEE £HIo| 220 Metet &~ QIELCt.

tot

O]

—

FC LIFE O|Sdl0f 5= FC Ef2l ZEOf Ciet 22[H HZ0| HFHE0 /A=A

J

i. LIF AEHE "of2iZ"o =2 MAtL|C}.

network interface modify -vserver <vserver name> -1if <lif name>
-status-admin down

i. LIFS| =

NW

gL,

network interface modify -vserver <vserver name> -1if <lif name> -
home-node <nodel> -home-port <FC target port>

iii. LIF AEHE "MX OZ MK

network interface modify -vserver <vserver> -1if <lif name> -status

—admin up

+
== 12| Z H[0|X|Q! ZF FC SAN LIFO]| CHall t¢f BHA|l a ! bE Bt=gtL|Ct.

THEHK] ZF xHH:
system controller replace resume

AABRIOM TS HAFS S=-ELIC
° SHAE HEi HE
° 2{AH LIF e EF

o|2{st 20l S 4l S A

THHH k| S| C} "

AHS L E 10| 2R3 RE 0]2|2| Aggregate ! NAS HIO|E{ LIFE M| =E 12

-

2la2 Muix7t 2tz El = HEZE2 wH| 20| ZA| SXIELICH

5. O12|A|0| E RHHHX| B! NAS CI|O|E{ LIF 0|5 =i AEfE =teletL|Ct,
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7.

46

system controller replace show-details

ZEER M| HX7L LA SXE AR LEE &0lst Mt OHS EH|E SHZSHMAIL resume E =21
H&stL|ct,

LRt AL QX7 HAE LIFE 29 U T E2|AHL