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MEH =0 M X-SstE 22 0|E|0] 55 - FAS500f

|IC|] &X|E MX|ot = At 2El O|C|{ 1 T2 MHAE A|ESHA
+ ASLICH 27 T2HA S0f| AL 5oyt EsE of
| S35t WS mpotstL|Ct 7| AS 37t SASHE AR A|AHIS

Its 82 0|C| S T2 MA = ONTAP 9.18.1 O A0 M 2F X| R EIL|CEH AEZ|X| A|ABIO| O] TS| ONTAPE
Al FOl AR "+5 EE 55 HAM'E ALESHAL.
A Ztst7| Fof|

° Onboard Key Manager(OKM): 22{AE{ MA| &t 5! e Of|0|E{ 7 ZREHL|CL.
° QIF 7| HE|XHEKM): TEL =E0{|M Ch3 THY0| et}

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen
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CHA|
1. LOADER ZEIZE0|A 2&l 0|C|| 27 TZMHAE A|ZFEFL|CE,

boot recovery -partner

SHHO| CHS TIAIX|7F EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. Bl 0|C|0] K| 27 TRMAS DLIESLICE

DZ2MATL 2ZE T Installation complete HIAIXIZF EA[ELICE

3. A|AHI2 A otS 2106t THg HIAX| & St EAIRLICE

=] =

O] HIAIX[7} EA &= B2... AT T
key manager is not A A0 37 MX|E[0] J}X| E&LICH

configured. Exiting.
20 TETEJ} EA|E Wi7tX| 7|Cl2| M.
T

Cofl 2920510 M7 S2HE HHetotb K.

'Storage failover 82t - ofnode_impaired_node_name

rin
oM

C. 2 7Lt AbS BhE CHA| 2ds) Hghgstel 3.

—

key manager is oSS MR ASLICH 2 7ICH | 22| A 22 .

configured.

A AHIO| 7] ZE|X} S AEY £ Ql= B2 2F HAIXIE EAISH2 7| 22[X7t FEE=|of
@ A=K, HH FA(RELE = 2R )AX| Qlst2t= HIAIXIZF EAIELICH A58t S HA|X|of

EotMlR

= .

4. Yol et BAE ARBSHY] 7| H2|XtE SILICH
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 &A5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. Uity OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX| 7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIK|ZF EA|E[H 22 E 7| 2t2|Xtofl Cist 2] ClO|E S YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SASHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & &5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 25611 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8HLICt.
security key-manager onboard sync
2 7|t XtS ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt



v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO0|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

" FI7t SR EFEX| oM AARI| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA| HHBLICH boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22+l MEfTt E| 1 ZtS5=X] 2AQU5HM K.

-

d AE2|X|E ES2 HESRIS WY YO = SYLIC,

'Storage failover 2tgt - ofnode_impaired_node_name '

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp= HHEFRLCH"

At 22l 0|C|0{E NetApp - FAS500f= HHetetL|Ch

FAS500f A|AEIS| 1M QA0 RF It 2/lSHH ST EE2 NetApplL E HIRSIHMA R "25
gbet 5l WAt HIO| X0 M XiM|et LIS EESHYAIL.
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= 0jcjo] - $5 &

-

4

g 0L &5 57 Y3IEE - FAS500f

-Iu

FAS500f 2 E2[X| A[ARIOAM £E O|C|0] WHIS AlZSHEHE uM| R+ Atets HESHY
Aot JEHE SISt ZEESE =511, 28 0L E wAlst, 55 0|0|X[=2
HEel, QBetE 2alsh, AlAH 7152 HIBHIAIR.

AE2|X| A AO| ONTAP 0.18.1 0|42 M o0l 32 IS 2l =7 Hil"S(8) MBI, AlA0] ofH
HHO| ONTAPS M Z9l 32 +5 B8 27 HAHS AL} it

o

o
=
il

=

"ot 7| XY U LEE el
AAEof| 22 7] 22| X7t E-dete|o] [=X| e Yoot CIATTE JAEX] 2HlgfL|ct.

"SE O|C{E WALt

| A 22| 2=0M 2F7 2dst 2E O|C|0{E M7H5t wH| £ 0|C[o{E EX[et OHZ USB S2iAl E2I0|EE
AHE310{ ONTAP O|0|X|E *%E.* |Ct.

"= O[0[X[E RE gL CH

USB S2}0| =0 A ONTAP O|0|XIS RE/BHT T2 AAHS 220 TS 37 HAZ solgh|ch

ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt &7 7| 242|XE S LTt

r

FAS500f A|AE1S| & O|C[H{E wHM|St7| Fof| 45Xl WHE flet B =AS SFS=X]
2RISHH A2, 047|01I" HAEot 29| USB SellA| E810[EV JU=X], 2|11 SHEE WHE

S8 XX 2eldh= 20| ZetElL(Ct.
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AE2|X| AIAO| ONTAP 9.18.1 048 A1 501 29 "X} e) 27 HA"S(8) AFBSHIAIR. AlA=0] O
HZo] ONTAPE A% 50| 32 45 HEl =7 HAtS Aot BiLiCk

USB Z2liA| E2fo|=
* USB Z2HA| E2I0|EJt FAT32E EUHE|U=X| OIS 2.
* USBOll= CIE22 MEYE = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFR.
o Z=H|
SAMSICH image xxx.tgz IS USB Z2A| E210[E0] SAFELICE O] M2 USB Z2A| EBI0|EE ALESH]
ONTAP O|0|X|E M&E mf AFREIL|CH,
M @A IA|
AHIist 148 @A E NetApp 0[N MSot wH 248 A2 WA[BHL|CH

Ch= A

F& OIC0E uHsh= o 2ot @7 MeS AES £ £ "8 DIC|0f0f| M =st 7| X 8 HES efelgfL(tt
uAa-Ha- SHL|IC

T o = .

2ot 7| X 2 HEH &l - FAS500f

ot

AEZ|X| A|AHIQ| H|O|E EOt2 QX|St2{H HE! O|C|0{ol|M 253t 7| X2 3 MEHE
gtolsljof L|Ct. ONTAP 0| NVE(NetApp %E A2 E X[JSt=X| 2telstn
ZHEEE SF5t7| ™o 7| 22| X7 &M AEfQIX| =olgtL|Ct.

B Iy = |

1CHA|: NVE X[ 22 20lst 1 SHHE ONTAP O|0|X|E CIRZESHM K.

S8 0|C|0] WM E 23l SHHE ONTAP O|0|X|E CHR2EEY = AU E ONTAP HZEO| NetApp 28 2= SHNVE)E
X|@st=A] 2HlstM K.

o
1. ONTAP H{Z0| 25812 X|2ISH=X] EQIoH|L.

version -v
Z3H0| Z2El 10no-DARE 22 NVE= A2 Q1 S22 AH HEO|AM X2 E[X| ¥&L|CH

2. NVE X|ofl w2t MEst ONTAP O|0|X|E CHRZESHA K.
° NVEZ} X[ %= Z2: NetApp Volume Encryptlone AL&3t0{ ONTAP O|0|X|E CHR2 EEBILICE.
° NVEZt X[ AE[X| ¢i= B2 NetApp 2& 2=2t §10| ONTAP O|0|X|E CHREESHAM L.
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@ NetApp X|& AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMELL 2H EEZ
CH2 2Lt £8 0|C|of WA Xt St of O|0|X| mpUo] HLfL|Ct.

o = = = o
EHA|
1. A ARIOI M 2d3HEl 7] 212|XIE ZHelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HAYLIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMZ ALE5HH mrM O] HE S20f| EA[ELIC.

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK $OM No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B &30 EA|ELICE
* OKMZ AE3H onboard 0| H™E E0f| EA|EL|CH

© 7| ZE|XIF ™ E JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7] 22| X7t 0 A=X| o R0 Wt ChS & SHHE S-S

7| 2E[R7F EEX| g2 B

7| PHa|XI7H TAE 22 (EKM ES OKM):
a. 7| Z2[Xo|M IF 7| JEfE EAISHAE CH2 2| BHS LHSIM K.
security key-manager key query

= WS 2UStM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|A=X| FE LIEFHL|CE

Ok

212 HESHD 22 ol Hoz
H

3. Hdtel =g H2|XH RO w2} HES HXIE 2tZ5HM K.

—
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FHSHA

O
H
Of
Kl
O
H
|1l
_>i
i
[al
0%
ot
4>
30
o>
I~
ful

° 7|17} CHE S EASHE 82 true SHE SE0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EUA=X] 2A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &d4E HEESHE Mo S0t T7 EAE TAY - ASLICE

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE SOA:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| 2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] A2 FHE 2EE 7| 22| = E YHSHMIR.

E

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

%
—

d 2

rin
ol

717t =

{0

E| A=K 2ABHM K.

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .

e. OKM ZEE MM 2.
g @t HER Meh
set -priv advanced
S} y AlE3IE= HIAIXIZF TA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 I ZAFEHL|C},
u K| EA B0l OKME S22 S70l0f = 2 0| i YEIL ERELIC}
i. 22X} 2EZ =S0F}17):

set -priv admin
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1. 2AME HEERE 2 TETEZ JIH7HIAL.

& E HEEY I EAE= 2 2™

LOADER MIA|X|Z FEA|EIL|C HEERY 2& M = o|SELICL

"M JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q2] impaired_node_name’0ll A &4 & HEZE2| S Ql4=5tALE SERILIC

Vel AE S0 7|2H S J|LtE[= &... O] EAIE|H Ctr-CE +E LIS

SEELICH

< rp
u [?

2. LOADER ZZIX E0|M 'printenv'E Y50 ZE HE &4
OREE

SM 2: ZIEE2{7} MetroCluster0f| Y &LICt

0!
re
i
I
=t
|IOI'
~
_IT'_
Hu
[d
=
ne
=2
it
N
mjo
Rl
bal
ot
~
~

ro

2E FK|7

—_—

LHEAAL HSOHA| gh= R ASOH| g2 = USLHICH

@ A|AEI0| 21 = MetroCluster T-AIQ1 ZQ 0| HAIS AFRSIK| OHAIAIL.

AME ZESE ZR6Y HESD MEHS Holstn, LR AL MMl HESR T} A4E HESR
AE2|X|OA HOEE A% MZY 4 YTE HES2IEZ QA% &

© LT} 27 O| MRl ER{AE 7} s A ™o Rlofo

-

=0l RAO{OF LIt S AE 7} F0)| gLt o AEE0f| X444 2
HENO|l CH3l FALSEZ} BAIEl= 2 & E HESEE S=5t7| Mol 2HE sHZsHof LChEZE) "= =2

S LB ST|stetL ot

* MetroCluster A4%&0| 9= AL MetroCluster A& AEf7F 2ME|0] Q1 8liiE = E7}

-Ijg =] JgIAI-
AEH('MetroCluster node show')@IX| 25O BFL|C}.

A
= =x o

THA|

1. AutoSupport7t Z2A3}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZE5}0{ At AH|O|A MM S AX|ELICt

CtS AutoSupport HIA|X| = & AlZt SOt XtE A[O|A MM S AX|BILICE: ' cluster1: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

™

P

EE2{9| 240 M 'Storage failover modify — node local - auto-£t2t false’S AHS O 2 dhetgtL|Ct

[

o
3. 2MEIZHEERE 20 TEIEZ JINIIYAIL.

SHE HEERHI BAEE E2... O3E..
LOADER H|A|X|Z} BA|ELIC CHE EHAlZ Ol SELICt.
ghet o] 5. Ctrl-CE +E Ut HAIX|7t LIEILIEA yE FFLIC
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A AE =gz ANl ZAE E2] 'storage failover takeover
OETEAAH Az =) -ofnode_impaired_node_name_ 'Ol A &4 El HEE2{E QI8 AHLt
Foishct
&M HEES| 7| BHME JICi2|= F... 0| EA|=H Ci-CE FE LIS
yE SEELICH
CHS cHA
HEEHE 5 T E a™ol|of "2 2 0|C|0{E wA[gfL|CHeh| Tt

S OICE uHst 5 B8 575 FH[SHYAIL - FAS500f

FAS500f Alﬁ%!QI =8 0jCfofolls E4 Hello] 8 718 HIo|E 7t M ELICE wA| 2-E2
AMAE e B2 MAHSHD, &4 E —b.'-o' OIC[E AT =, WHE £ DICI0E ZX[5t2
USB S&lAl EEFOIEE AE5t0 ONTAP O[0[X|E uHM|E £ DL Z +322 HEs=
THA| =2 T ELICE

AE2|X| AIAZIO| ONTAP 9.18.1 0|42 A8 F0l 39 "5 S 27 HA'S(E) ABSHIAIR. AIAHO| O H
HIHO| ONTAPS 4% 591 A2 45 HEl 27 HAHS ALgsof LIt

2 0L/ E wHseH &4 ZHEER ZES 22[ot wH| 28 0|C|0|E EX|¢t Ch2 £ 0|0|X|E USB

1EHA|: EER] RES ZE2leLIth

ZEED 28 YR 7Y 2400 HAASHH HA A[AHNM HEES ZES 22
=2[otof fLICt.

rot
_ITl_
gjo
™
|m
Ml
u
Ha
N
10
HT
=
i

T
1. Otz HXI=|X| 942 22 SHIEA FXISHUAIL.

2. MM HEES ZE MY 35 XIS 22
3. MY A0l 1F HXIE 2P OIS T I3 FHAIOM A 0|22 EE2IHLCh
4. ZIEE2 ZEO0|M I/0 #H0|ES EHELICH
5. HEER ZE YZ0| A= 2K FX[of AX|E E10 HX| &7120 =2 BHE FE CH3 MA0IM R 2IX| H=
ZHAEA HEERE LI
@ HEEY ZES 22[ot= Ol o2 Z0| A= B2, AR £33 ot &7t FAEE SXot==
SLICHES wxte)

34



2|

=
=

e x| HIZAL

iE]
o
AlA gt Heto 2 S8 ZHEES| 28 HI/HE "L|ch

al
=
=

35



8. 0lo] HE FHHE S0] 22|HA2.

2EHA|: 22 0HNISE wH(BLICH

28 D0|C|E uAS7| Mol HEER 280N 37| HEE 22|65t ZHEEZ &0 20| A= 28 0|C|HE
JtI-AL|[|.
=] .

FE D|C|01E HMAf2|off DFot= LIAFE M ASHH #1 X1 Phillips 8l|= =2t0[#H7t HREfLICH AEER] 2= L2
S A= Qlsl| LIALS SI0IHE|X| =5 Bt7| QIoH of LIALE &2 4= U= XHA0] A0{0F LT},

CH2 HICIR = & A BHAIE AESHo] 28 O|C|0E wHE & ASLICH
OHLImof - R& D|C|{E wA|ELCh

1. &2¢E RE O|C|0{E HEE2 2S0f|M &0t wAlg|ct.

36


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d

EE3 259 OIHE =0 2£E O|C|0|E 2F5H= LIALE 22l Ct

ZEER Z=0|M 28 O|C|{E SO{SE LI

r\U

2. 1 X}7| EEIO|HE AHESH0] 24HE R E O|CI0J0)| A LIALS M| A3t XM 2{of ebHsHA| H kgL Ct.
3. £4E RE O|C|01E 220 M =Y = A-A S0 22 Foll sLICh

4. FHI| YX| ZEHE Mol WHE 2 K E HAHst e HESS ZE0| FRAIZLIC

o. 1 Xt7| EEIO|HE AHE3t0] £E O|C|0{0fl LIALS @10 ZO| AL,

() SEuicoe LS £ o 8S kx| DHYAIL. FHO| 42 4 YLt

3¢HAl: 22 0|0|X|E £E D|C|0{2 M&FLICt
AX|oh WA £E oiM= 28 o[0|X|7} e B2 USB SaA| E2I0|EE ALE350 22 0|0|X[E T &8l oF LTt

GB 82| MBR/FAT322 EMEl USB E24A| =2t0|E7} Lo{of BfL|Ct
o

4
* 2ME HEESI A 2l At S YT ONTAP O|0|X| HHE 2| EAE. NetApp Support AIO|ES| CHR2EE
M SiE O|O|X|E CHREEY &~ USLICE

=
° NVE7t A3t 2 MM El AR CIRZE HEO| EA|Z tHZ NetApp Volume Encryption@ £ 0|0|X| 2
CHRECgL



° NVEZ} 243tE|X| 42 AR CHREE HE| EAIE CHE NetApp Volume Encryption 20| O|0|X|&

CH22EgtL|C},

» NAEI0| HA 49! ZS YEZ 3ol HZE 0] 2U0{of EL|CH,

* AIARI0] SB NYH AlAROl FS HEST 10| TRk kx|gt

o

S=2Hsjof BfL|Ct,
a. NetApp Support AFO|EO0|A USB Z2HA| E2IO[EE %
b. AMH|A O|O|X|E HE2| &Y 370l CHREE=JLICE

c. MH|A o|o|x|e| &g EL|Ch,

WindowsE At83101 ZHIXE X0t 2
F2e e

E
ORMAIR. 7-Zip EE= WIinRARZ

MEeh M| O|0[X|E

3

2= Sl El MH|A O|0|X] Dol = &= JHe EC 7t ASLIC.

« HE]|
T o

= EFI
d. USB Z2jA| E2t0|E2o| £|AtQ| ClAER|0| EFI EE2

@ AMH|A o|O|X|ofl EFI EC{7t gl 22 2
AF2E|= AMH|A 0|0|X| CHREE

USB Z2HA| E2}0|H0l|= EFI EC2t &4 E ZHEE
HZ10] QLO{OF BfLICE.

-]

e. LES0|M USB Z2§A| Sato|=E H LT

f. OF=] MX|5IX| b2 F2 0o HEES FHABIUAIR.

[

38

SAFELLY.

var It A|AEIS Zelst o X7} 8

CHRZE5t SAFRILCEH

Wan|pE A2310{ netboot O|0|X|S FE3IX|
£ L7E A 8YLICL

HEBHIAQFAS U AFF melo| HEl &%| 270

2 Sl A 3

E oo M EFI 267t FEEASLICH.

S %t BIOS(Service Image)

E|l2
o=


https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models
https://kb.netapp.com/onprem/ontap/hardware/EFI_folder_missing_from_Service_Image_download_file_used_for_boot_device_recovery_for_FAS_and_AFF_models

39



a. ZAEED 282 E2 MAIQ Y70 SE 2 HESD =S UE ZHAEA A|l2=0| 2o FELICt.

b. USB Z2{{A| E2I0|EE HEE2Z ZE2| USB &0 4ULICH

USB 2& EEJ| OtL|2t USB EA|€ &% 0l USB S2liA| =2t0|2 5 HX|sH{oF ghLCt.

c. HEE2| BES AJAl0] 23] Lof YALICH
d. &3 =K LRel 2712 1Y S 2K A7l2te Lo
e. TT TK| AItO| R TS QIX| A7}EOZ 21 M| | 92 HESH DES B YLIT

f. 2 & HAHU S SEolM FX| 27202 w1 2 E WAL S0l MAt2(of DFE wi7tx| A% guct.

ZEZE2 DES 2AXS| AUStD MA|Q] EME|Q 22 =0|7} E| =2 &ljof etL|Ct.
g ZEEZ 2= 1/0 H0|E2 CiA| HZ LTt

0| EFE[= ZA HEER ZE0| REE 7| AL #E I2MAS SHY FHIE AL

I Xts 28 AZ HAXTL EAIE|H Cirl-CE &2 20 TEIZENM X 28 T2 M AE FThHefL|Ct,
STt ™ Ctrl-CE =8It

O HIAIXI7} LIEFLIX] 4OR Ctr-CE 21 SX4 RER Helsis 842 Mest (S HESE B3
202 HelgfLo),

J- MAlOf StLtel HEE2{7t U= AIAHS R T

rr

2o ZETE0A AlAO| 2EIE| D XL,

(=]
S& OIC0E uHgt = S sAdloF "=+ 0|0|X|E FEELICHRLIC.

USB =210|E0|M & £ D|C|0] 57 - FAS500f

FAS500f A|AEI0]| A EE

| ICIof ZK|S Hx/3t 3 USB S2t0| =0 A 27 0[0|X|S LEotof
IHEY LEo| 342 29

|
st 4 ABLICY,
10[¢E & B2 R A3 FE =57 ZAE(E) AE0HHAIL. A= 0] O]FH

AE2|X| A|AHIO] ONTAP 9.1
2 A2 A{Z o} BILICt,

8.
HZo] ONTAPE A% 50l 32 45 Bl =27

nA

AlZtsE7| Hof|

40



* ST O|0|X|7t ZEE USB Z2HA| E210| 27} Q=X] 2Helst K.

of

=Y

k=23
=

r

* AAEIO| P2t AHE0tEX] lstM| K. o etrt Edet|0] JI=X| oo w2t 3EHAHo| A HE
MEstof LTt

|
1. 24E ZHEE2{9 LOADER ZEIXE0|A USB E2ilA| E20|H0j|M 57 0|0|X|E SELCt.

boot recovery
57 0|0]X|= USB E2HA| =20|E0f|l M CH2 2 EELICE

2. HIAIX|ZH EA|=[H 0|0|X| 0§ YAHSHHL *Enter*E =21 = Qtofl HAIE! 7|2 0|0|X|E XM E.L|Ct.

3. ONTAP HTOf| Bt= EAIS AHESH0] var It A|ARIS SRABLCE

41



42

ONTAP 9.16.0 0|3}

F|->

ME| HE

=29} THEL] #

EH0|M CHE HAHIE A=A R.

2AE HEERZ0|M: £27| vy @40l 2 M Do you want to restore the backup
configuration now?

EHE HESHM: HAX|Z7L EAEH CHEE 724

HO{ELICH

{R. Y /etc/ssh/ssh_host_ecdsa_key £

TEW HES2{0)M: 24 HES2S IF Wt $F02 MFLIL

set -privilege

advanced

THEL ZES2{0)A: ¥ 2ol BUS AWHLIC

system node restore-backup -node local -target-address
impaired node IP address

(D MO
(X=X

OIEL AEE2{0f|M:

set -privilege

21 =2 29| HIAIX|7} EAIZ|H NetApp X[ EO]

ZOISHMIR.
HE|XH +ECE S0P}

admin

SE27| y Y40| & I was the restore backup procedure

g &ME HEERWM: F27| vy &AO0| Z I .would you like to use this restored copy
now?
h. &4E HEER0|AM: £27| v ELSI2t= HAIXI7} EAIZH OSE FEMK. ctr1-c B8 MRt
Hm
L 2ME HEEZ0|N: Ot & SILIE M2
* A|ARIO| 22t E ALESHK| b= 22 RE OIF0A _Sd 1 et 28 2 MEHSIM|R
" AN|ARIO| T3 E A= AR CISCE 0|SoHM|R. "2 =otE SR gL Ct
ONTAP 9.16.1 0|4
EME AEE0NM CHS HAIE 2=5HH Q.
a. ey Adg SRStEH= HAIX[7} LIEILIH 7| £ v SELICL.
S i d3Ho2 e kM OH2 HIA|X[7F EA|EL|CH syncflash partner: Restore

from partner complete

w2Cty LEE AR

Slotets

=2Cty ChAl R

rr
A
JlO

2I5t2t= HIAIX[ZF EAIELICE

Stets HAIXIZE EAI=|E.

got2ts HAIX|ZF EAIELIC.

HIAIXIZF HA|Z|H OES F2MR. ctrl-c B8 HF7t 2 of.


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

© NABIO| QSIS AFBSIX| B A HE oA _SM 1 Ugt HEl 2 Metsth R
« NABIO| SEHE MBI A C}2OR 0O|SBHR "2 sslE 2gh|ch

4. 2& 70|22 HEY HEE2{0f| AZAHLICE
PN

-

5. AEZ|X|E E[E2 ZHEEHE Fd AYo= =SELLCL

storage failover giveback -fromnode local

6. Xt= MBist 29 ChAl ZA AR,

riot
fjo

H|

it

=
=

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

CtS B
=7 O|0|XE Rt = ERet 2YS "FE O|C|0{0f M L=otE ST Ao OF BfL|Ct

5t 22l - FAS500f
WA 2El D|C|ofo|N L=2tE ST

7| 2|R SEol nf2t A Aslo| tsstS
AFSHER| 2HAlstR) k2 A2 R O]

—

43


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|E S JHX[ 1 JAEX] ASHYAR "2 EE 7| 2a] Y
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 0P YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
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23
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34
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56
45678901234567890123456789012345678901234567890123456789012345
67
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

o

A&etct.
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tfL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| SRAE ZEXET} EELICH S|2t0 Lufste
()  =32f mEze= Soppy| Mol F HAIXIZ LEFELICH 287t 28E| D S7[3t7}
NZEOoz A Wikl A4 DK ohHIK.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= dist

—

o

H

MUt

dafet &

o ol.
e 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43%tEl 22 Xts AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Che e
HE| D|C|of0f M YEBIE BB S 2 "HE0| Y= HES NetApp HHEHSHL|Ch4a8of BHLICH

MAl
MAl ZH| 3 Z2 - FAS500f

FAS500f AEZ|X| A|AHRIS| MA| WH|E A|ZISIHH WM Q7 ALStE HESHD, HAEEERE

53


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

L

ANAH SStM ZIQst 1 ONTAP Xt ZH M QA J|5 HZSS Tast MA| oK 7 AtSS AESHL|CH

9 "AMA| WA Z=H|"

AAR QX ohef, 1t S 8l =7t £, WA MA 2l #|0|2 20|22 SE S3ll MA| WM E EH[ELIT.

"MAIS WAL
S E MAIM nA| MAZ 7 /A5 FULICH

MAl 2H| 27 Are - FAS500f

FASS500f A|AEIS| MAIS wWH[SH7| FOf| d5H2 WHE T B4 RAUS SFYUEX
SQISHHAIR. of7[0f= A ARSI THE 2E 79 247t MLHZ 2S5t=X| =felot,
ONTAPO|| tligt 2Z 22|X} AHH Y, SHHE WM MA| 3 RSt =77t A=K| 2Helst=
0] ZtE L},

* AIAHIO| T} BE 7 247} HOHR HSEHEX Bolstn, HESHK| ot 32 of Netapp A2 XS
QAEGIAAN .

* ONTAPOf| gt 22 22|Xt xtH SF0| gl= 32 diE AtH SES HsLItt
© wHof 2Rt =Tt FH|7F A=K
* AARIOIM X|@3t= 2= ONTAP HZTO| AMA| A BXHE MY += U

A
=]
* MAl wA| Bxt= HIE, NVMe E210|2 S ZIEER] ZES M MAIZ 0[S3t1! WA MAl= NetApp2| MZ2

Tdeactn IS AR AS LI

—

* MAl WA BAp= AL"> SHS 22 ?’:. LICE 2l = 2 AEO| B2, UE & S2{AE Q| MH|A SEHO| 2t
AYLCt.

HBE|T & FEHO| BT HY

ChZ Bt

54

Bl


chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

LFMNGE AESH 2,"MA| WA E ZH[LCH .

MA| 1| ZH| - FAS500f

FAS500f A|ABIQ| &4 El MAIE M5t H

EME A
sfolsta, Alo|2 1 AESaf B0l 2hg 2o

o
OF BHL|C}.

i

Algstn, mA| 7

0z
[0
>
i

-

A
1. 28 2& ZE0| HZ5I0] 2 AET0[ASH D A|ARS BL{E{-RIL|C]
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2. ZEE9| 9|X| LEDE HMIK:

a. AFSILt system controller location-led show $IX| LEDS| HZH AEHE HAISH= HHQIL|CE.

b. 2|X| LEDE HAMIK:
system controller location-led modify -node nodel -state on
2IX| LEDZ} 30& S¢t HM JU&LICE.

3. EFS EU| Mol X 2HAS HT{E D OHS AIYE ZHelstM Q.
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1. SSHE S¢f S2{AE(0| ZO0I6HHLE 22 24 Ho|2T AE/ZLS AFSI0] 22AE(S L0

£ S2H0[AE/SAE| M NetApp A|ARO| HIO|E{0f| M| ASHX| ROt == SfLICt.

3. 95 Wl IS AN FXBILICE

4. AutoSupport?t 24otEl 2R AH0|A WHS AXMSIU A|ARO| 2Ea0I0| E Aoz ofldE= 7|2HE
HEA[RLCE

m

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F£4A AlHH:

system service-processor show -node * -fields address
6. 2AF S ZRBLICE

exit

7. O|F EH7fo] Z2{0f LIYE 0| P FA
SUIEfBLICE,

i

AHE3810| SP/BMC over SSHO|| 2101810] I Atsts

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F &= SnapMirror 7|4 S2HAEE ALE%t= S2{AEHS| B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIE|H 22AEQ| 2t AES20)| T3l *y * S LASLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7} Y& W7tx| 7|Ckl = LOADER ZEZXEJ BAIELICE
CtS B
HESRIE FR 3, "MAIS THELICH

56


https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html

MAl 2 H| - FAS500f

S=RI0] ZoH7t 2HSHH FAS500f A|ARIC| MAIS RAISHYAIL. WA 282 ZHEZ2{2t
HH 58 JEUYI(PSU)% 173t 2, E2t0|EE E2|ot =, WH|E MAIZ 2X|5t12 MA| 78
QAs EMI HR|SH= HAZ O|FOELICE

o S5 A, = E2f0|E U HEER 2SS
MAIE &4 MAIQE S ZHO| M MAIZ HiEL|CY,

e

HE MAIOIM A AHA|Z 0| S5t & E

—

MAIE WHstAE MY 32
s

15H: ZEE

—_—=

i}
H

=
MAIE wHStAE O MAIMM ZIEES 2=2 22[6HO0F BL(Ct.
CtS HIC|R = B QA HAE MESIH MAIE WAHELICE Ol= HIES 2e(3t1 wAsh= A= 7HE L )
OHLITH|O]M - MAIE wA[ghL(Ct

1. OF2 HX|=[X| 42 F R SHIEA FRIBHYAIL.
2. MM HEEY ZE MY 35 XIS 22U

3. Ml 70|12 1F HX|E 22let O3 X 32 FKXI0|M #A0|E2S 2L},
4 o

Z YHE FE OS2 MAI0IM R X E=

@ ZEZ2 EES 22[ots Ol 03 30| A= B2, dXl 7152 et £715 F#HE SstES
SfLICHES wAte)

2|

X HIHLIE

ZEEY 2= ZHS 10 MAOM ZHAEA SAH Y5t HE A BHO| s5LIC

57


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36

ZEED 253 et 20| £ MA|Q| CHE HEER] 20| oM = O THAH|E Bh=elL|Cf.

2EHA|: EBIO|EE M MAIZ O|SELIC

O AHAIS| Z} H|O] U0l M A MA[2] STt H|0] (7= E2t0|EE 0| S3Hof L Lt

1. AR MO M HI-ES ZHA-A 22/}

2. E2jolH 2|

O
0=
o
fun
mjo
re
rad
Ot
ne
ru
o
Ras
Hu
on
XM
of%
02
=1
=2
x
In
it}
o
[in
i
M
i)
Of
iul
ojo
n
i’}
o
[in

E MAJOIM =Y AEA -

MA[O[M E2[0|EE 222|510 AA[Of|A] =IO LTt

() celolzs 2eig e g4 S 22 A8 RIS NSHAIR,
() cetols sz ofstuict 242 RIsH| S8 THs3t 8 H7l FFoHAAL

O AfA|S| =2t0[EE Af MA|S] ST H|O] FHOH| SEELLCH.

—

C2to[EHE MA| ¢tez REEA 20| FELIC}
# HS0| MBE IF2Z 2|t

LIHX| =2t0[2 & MAl0f| TS| 20 E2 Ofg A HSS fI2 20| E210|E SHof| gLt

Ny

24 oH=0| E2t0[|E 7120 ™I} SH}
A 2|7} ehCt.

I
A
0z
u
n
|.|-|
I
S
OF
mun
mjo
>+
>+

M| Eotof BfLICH 2oF MENTt E[H =2t

- A ABRIS] LIHX| =2f0| 20 th3f| 0] 2tE S BHSgiLct.

SEHA: ZH| 2 EE= A|AR IHH|S LHOIA AHAIS M| B CE

uH MAIE 2RI5HAHE HA ZH| 2 L= AL FHH|IROM 7|ZE MAIS 22[6HO0F BL(Ct.

—_

A w0 DN

o

58

MA| Z&F X|-0M LIALS 22| L Ct
T ALEO| = SEHOIA O MAIE AMAR FHH|SK = TH| 2ol 24 2| Hofl M 2o| H THE &0 SLIC.
OF2] HXIE|X| 82 < SHIZA| HXISHHAI2.

A A" FHH| S 2= | 2Ol 2l 2|0l AHAIS RAISHK £ AFRO| WM& MAIE ZH| 2 2= A|AH] FHH| o
MK|SH|C}
= = .

MAIE | 2 EE= AAE R[S of 25| 2o E5L

=l
-

O AHAIOAf Z2[et LIALE AFESH0] MA[2| THES ZH| 2 tE= A|AR FHH[S0| 2 RfL(Ct

Ot2] AX|otX| 82 < HIES X[ Tt



M MAlO HEER 2ZES EX[et = A[AES 2 0F LTt

=
=)

1.

4.

Il
4=

s
—

2}
—

2ot MAOf 2719] AEER 2E0| /=
HEEXOER RS A 5| fEo| £33 SELIC

HES2 DEO| B2 MAlQ] Y0 U O ES2| DES Y TAAR AIAH0) of PBLIC
() mA7HUS aikx) HES2 252 MAI0] TS| MUK THIAIR.

242 FESE 50| Ch| HZotD H2| ZES ChA| AZELIC

HES2| D52 A0 AYBLIC

IHLIE 0| 2tT5| =g &

M
o
Ha
N
=l
02 4o
M
>
o2t
oy
02
>
1]
2
ng
ot
I
In
i
x
ug
2
(in
o>
r
_IT|_

a. 2 o
b. Y£2 AFGSH0] HE
c. T3 A el 27k 1y L

E x| &1l 92 HESH 25 LR BLIC

e. 2 HFHLIZS| ST HX £712S H1 2HE HIFHLIFO0| MAt2[of nFE w7kx| AL RiL|CE

™
Im
Mu
i
Ha
nn
mjo
re
rH
Ot
IIE
FJ
=
>
_0
_>.:
u
o
rlo
HIr

0|7} £ =2 SO} BHLiCt,

2 IS WY B W0 AZotD T ol H

ifl

L2iS ChA MAIS CHS M 33 THS el

AeI0| HRE|S S| HES2| DEO| REEJ| ABBLICL RE T2NAS FHE FHIS sHAIL.
O EHAIS H=sto] A MAIO] 5 Y ZES2IS MAIstLCt,

EHA|

=)
Y&l FAS500f MAIE LAt 1 45 CHA| XS 20| = ChS BAIS =AoiOF RLICE"MA| WA=
b=t

L|C}"

MA| 1A 2t= - FAS500f

ZAEEZE MY EEISI T A|AH ME|E 20Ist =
MAl WA Zxtel £[F THAIE 2t=0tHA|L.

7|E2 o MSE RMA 0| 2 E 2 MAIS] HA HEHE &felsta o7t LSt 2ES NetAppo| hetslof

L.

1A A2l HA HEHE =telstn P etL|Tt

MAIS] HA HEHE =telotn Rt 32 AL 70 A HEHE YUT|o| Estiof BfLICt.

1.

FREs HEQHEEY 2

E ot 22 HEES 28 3 MAI2 HA #EHE "ha-config show"2
EAJSILICH

nﬂn
O

, D& HES NetAppOl| BH2HsH0] FAS500f

59


chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html

2. A{AlOf| CHaH FEAIEN AJAR] MEHZE AJAR 0t LX|SHK| @b E 2
A

a. MA|S] HA AEHE "ha-config modify chassis_HA-state "= A& gtL|C}

ro
dlo

HA SEH9| 22 THE & otLted = AS LI

. '6".
* mcc
* 'meip’&L|Ct
* H|3}
b. MH0| HAL|A}=X| IS LICE ha-config show
3. OF=! CHA| SHX| QAUCHH LIHX| A|ARIS CEA| FSHUAL.

4. AN AR QPTHO|| HI-S ChAl AX[eL|Ct.

2 FOH7t Lot S E S NetAppZ = SELICH

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH 2t RES NetAppof| BHtefL|Ct, 55 Hhet 51 A XM e
LHE2 HO|X|E HZESHIAI2.

U

.I

HEE

-]

ZHEEDY WM YIEESR - FAS500f

FAS500f AE2|X| A|AEIGA HEEHE WAH|SIEH LS YITEE HHAE MEMAL.

Lt Q=310 HAHQ ZHEESI &4 E ZHEEE AEZ|X|0M CIOIHE AL M3 =

HEED] wHol= 24E HEEY 22|, FRU 74 24 N AEERE 0|5, MA|ol| uk| HES2 MX|, A2
=2 A, CHA| 2tS SX(7F ZeHE LI C

e "A|¢'f—§! __rLA-IQ 5%&1 §+o|':'5|-|_| |:|."
A

o= =
|28 TS =elotn HRof mat AL > A-S AL


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html

[nn
fot
mot

LIFE =teldtn S2{AE HEHE 2elst = Zoli7F LMot 2FS NetAppoi| BretetL|Ct,

r
[

ZHEER] WA 27 A2 - FAS500f

FAS500f AE2|X| A|ARINA HEZEZE W5t H

SEJ=K| SIS, K§7[0l= A|AHRIQICIE 2
gtolst, SHIE WMHE HEERE AFEot /U=
20 opdof| &= Aol etEL|C.

10l d35Hel WM E fet 2

= 78 247 HCHE &S0of
x| g+9_| |-_l 9-|E§E.| ‘%%E:'% HAE

1
[0
e
o

rr
Ral

wk| HXE 2ot E 74 245 HESHD AL 2 ONTAP 2F HIF| HHo| 5= SHIE 718 45 MESof
gLCt,
* OE CEo|E Oyt SHIE &

=
o =
* AIABI0| MetroCluster 7491 Z< BTt MMS ZESfof BHLICH "SHLE 27 Ekt Met" 0] MAHS AbGsHo
SH=X| 622 SolgL|ct.

© 2F AYot 1Y 245 SSUNERH 22 WA FRU 748 242 WABHOF gLICH
* ZEE2 R8s SUS 2Y RY| HEEY B2 WAHSHOF LT HES2] RS WABHH A A-S
gaso|=e £ gl&LICh.

-

|CF.

* O] X0l M= replacement_controller?t O|F ZAEE2| 2 E1 SYSH HT S| ONTAPHA HEIZ| 2 HE
|2 2 AE HEZP{0||A _replacement_controllerZ 0| S gfL|C}.

+ U2 AIAHO) kS B0l 1 S Mt 20l FRLICE

+ 0| Hife| YH2 S2jo|= B SajolH YRS HMAT 4 gia
=

= T
° impaired_controller= N 5= ZEZ2{Q/L|LC}.

° replacement_controller= &4 & HEEHE WHst= ME2 HEEZ{QL|CH

o
c AEERQ| 24 £ 2 Y HIAE MU R XsHioF L.

TN IRAA B0 L & s BHE T & ATE TAof it |22 HMBHLICH
ct £
24T ZESEHE TGP I8 27 AYS HEN 3 ANE HEE2S ZRELICHSI0F B

EME HEEDY BE - FAS500f

WHE o ool A4S LAt A|AH- HE S =S H FAS500f 2 E2[X|
EZEE SEOHAL.

EdE ZESSE =0l 1E
AE2|X[Of M CO|HE A& MSE + AEE ZHEERE 2

61


controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

Of ZhHofl CHaH

* SAN A|ARIS ALE8H= 22 &4E ZHEER SCSI S2{|0|=0] CHot OHMIE HA|X|E 22l8HOf cluster

kernel-service show &LIC}. priv advanced REOA mé% ABMSHH “cluster kernel-
service show SHY

Sof == 0|22 AEfLICl, Y =Eo] 7124 Ale 3 sie =0 XS AT}
HA|ELICH
Z} SCS| £2|0|E Z2M|A = S AEC| THE =9t 87H| F{Z0i| A0{of SLICE wH|E ZIdsty| Mo 2E
ZH|IE sl ZsHoF ehLCt.

* BT 27 o]l S AET = 2 AT A0 L|Ch S AE 7 0| AL Ha HE

AEHOI| CH3H FALSEZ BEAIE= 22 &4 E HEEHE Z=0617| Mol| 2H|E s Ao ZLICHEE) "=EE
S AE 2 ST|SHEL|CH.

CHA|

1. AutoSupport7} 43tz 22 AutoSupport HAIXIE S &30 AtS 7|0|A MM S AX[BLICE

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CtS AutoSupport HIA|X| = 2A[ZH SOt X}E #H[O|A MM S AF|BfLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

QO
0z
0
e
Im
M
i}
10
rH
I3
=2
x
i)
ojo
o
o
o
o
1
Of
=
20

O
118
1®
Ot
inl
=
Ral
ofn
riot
MHI
)
E
fliot
0x
fot
Of
Rl
o
ii}g
r
'5
_r',a
i
=
Rl
A
N
H
Rl
wm
re

SHE HEERHI BAEE E2... O3E.L
LOADER H|A|X| 7} HA|ELICH CHS EHAIZ Ol SELICt.
ghet o] 5. Ctrl-CE +E Ut HAIX|7t LIEILIEA yE FFLICH

EE Yo TEIE FHEQ HEEC M &4 HEESE AASIALE SXIEL

= L=

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|RLICE.

62

{0l X4 2


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

ZAEE2| uwH| - FAS500f

SHESI0] FONE ols) TRt 2 FAS500f A|ARIS| HEEZ2|S DHISHAIAIR. DA

TIZNAM=E e ZEES A, 74 42 M ZESE = 0|5, uM| ZHESS 24 &

MEEo| ZetE L.

ZHEEDY ZE SIEYHE MG H &M= HEEHE MAHst, FRU 4 248 WM HEEZ RE2 0|5t
ChE, wN| HAEEY ZE2 MA0f| AX[Sta, A|ARIS X2 ZEZ 2EI6H0F LTt

EEE 25 WR 79 245 A o MAMM AEE ZES 2=|3H0F &LICf
AOIES ofC|of| AEYEX & 5= JAEF A0|E0] 2|0|ES XIFHOF LT,
CtS HIC|R = B WA HAS AESH AEER] =3 wHFLICh
OfL|H|O|M - AEER ZES wWh|EL|C
1. Otz HXI=|X| 942 22 SHIEA FXISHUAIL.
2. MO HEES 28 MY 35 XIS 22
k=)

3. MY A0l 1F HXIE 22¢ OIS WY I3 KM A 0|22 B2/ Tt
(@)

4. HES2| BE B0 Ut 2K Aol HXS Y1 x| A7t
ZESe|2 YULIch

2
> 1
o
x

[ |

@ ZEER RES 22lots Ol 30| A= R, AR £71=E Rl &otef 1HE SR
St (=1 )
B =

o 2| H

i X HIHLIE

63


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01

S T MAJO|A ZRAIARA CH
L

[=]
FAFZ A|7| Bl BiStO 2 =

o 7IEE8 2 E HIHE GLIC

—_

& 2= Y

7. 00| HE HHZ S0{ 22| AA|L.



FLICE.

X|E O|=dtof

I.

KO

Mo
o

= ZEEY 20N N HEES 252

ol
A

T
0
a0
L
o
ufny
=
=
MHr
.
T o3
z
<0 =
31 =
ol 'y
I 10
o
= i
® g
or] KO
R Mo
M Mo
R o
K0 &
] =
S
e
ofl H
R .o
o = il
S g Wl
Bl ogp ™
gy X
X o =
KO 5 o
R T <0
= | |
m w AF
m oy ol
® T Wl
o ofl Mo
Zl w %o
AN o<

&S 715HK OHH A2,

st

2 Z=S MAof 2o

Z7ES

HYEIL £ HEIX] B

O

2|X| ¢t CHX| X

S=E
=

[

E ZE0| x|

E

FX[7 S E[JAELICH AEEY ZE0IM 22|12 uf 7

65



KO

AT
M0

or
K

= &= "ol 22 A2t LIEAM HXF2|of

Ct
L|C

LHE B o2t ®IcH2 HZEOf oF A28 MXj2|of| 2 FEL|Cf.

=
[

ORYAIL.

gLt

SHof

=
=]

0]

o
S

E0 Z=0|M uH 2=

2E

|

66



w

LIHX| ™ 2 S0f Ci3l| o] EHAIE Bt=gtLct.

-

4tHA|: 28 0|C|0{E o| SEL(Ct

EHE HEEY ZE0M w8 HEER ZEZ £ 0|C[0] HX[E 0o|SdHof LICt.

2E 0jcjof
)

1.

2 A|xf|ofl DEBHS LEALS RIAH5I2{S #1 X4 Phillips 1S S
2 QI3 LIALS SIOfH2|X] 24E2 3t7| Slef ofl LIALS 82 4

= B0 =

2to|H 7t HREL|Ct AEER] 2E L9
= X4 0| QU010 LT},

EHE HEEY ZE0M uH| ZEES ZEZ F& 0|L|0{E &Hot O|SFLICt.

FE O|C|oj= o] ZAt2| HF20A 22[et oflof HE F{H of2{oi| QLS LICE.

67



2. 1 XtA E2tO[HE AFE3I0] R THA|0|A LIAFS 22[3t XtAjof| QETSHA| 2 2betL|Ct
3. A0 M RE D|CI01E Y ZoAEA S0 22 uX HESS 20| MX2|off *ELC

4. 1 Xt7| E2IO|HE AHE3I0| S E O|C[0{0f] LIALS 1 ZRO|HAL.

() SEuitofo LiE £ o 82 JHekx] DHIAIL. B0l 42 4 YaLict

5CHA|: DIMME O| S gL Ct

DIMME O|SstH &4 HEEHE Mot uK| Z1EES 2 o|S¢t o2 EF TS WELIC

68



@ DIMM 3|2 0| 24 QA0| 20| 78R £ oloTE DIMME| FFEHKIZE EHOAIN .

2. N HEEH ZE0|M ¢ DIMM £RE H&LICH

3. DIMM £712| DIMM O|HMEf B{0| Ezl X[l A=X| 2ol CHE DIMME A2U0f| SEHHZ At
DIMM2 AZl0f| THES| DFHE|0| ASLICE IFX| 382 2 DIMMS ChA| & Jsto] 2200] SEEL(CH

4. DIMMO| 127 HZE[0] 27001 XS] HAE|JU=X A2 HAFILICH

5. LIHX| DIMMO]| CH38H O] EtAIZ "YrEStL|C},

6CtA: HIZH FtEE Ol SELICH

Xt 7tEE O|S3t{H ZEO|M 7|0|= HE1 QSFP & SFPE H|7st, HIAtH FIEE Wi HEES=Z

0|S3t1, QSFP U SFPE ZEO CHA| &Rt ZEO| #H|o[== HZSHOF LICt.

1. 248 HEES ZE0|M HIXt 7LEE %o} o] SeLct.

o

69



o ZEED 25 BH| A= LIALE FA L

9 EED 29| LIAE LI
e HIZHE =S Ol SELICt.

2. HIxtL FtEt AAE 2= AHO|2S BELICH
AIO|ES ofC|of| FEY=X] & 5= AEE AH|0|=0f 21|0|= 2 X|FHof gLCt.

a. Xt 7HE0f| A2 = A= SFP EE= QSFP ZEE 25 22[st1 oHE0|| LT
A

b. 1 Xt7| E2IO|HE A3t &4E ZESS REQ| HHM HXHH FLE0M LIALS 22(3 THg etHsH
XH 2fof LTt

C. MAHL ZEEE 220N ZAAEA S0 22 WM HEZ2{9 SLE ?|X|2 o|SELICE
d. HiX FHES WA HES2Q| MXt2[of ZHAHA HELICH

=
e 1 Xp7| E20|HE ALBSl0] WA HES2 BE U oIxH Fh=0] HeHo] QL LIS 1 LT
() ol Fh=ol LS £ o B2 JHekR] OHYAIL. 30| Z 4 Yttt

245l ZAES2] B0 O BjxId =7}
=

A= 2 0 B E er=FLch
HXtc! 7k=0fl 22| SFP & QSFP ZES MY

70



7EHAl: NV BHE{2| S O|SEfLICH

EEZ ZES uNE 0 NV HIEZ|E &4E HEES ZE0|M uK HEEZ ZEZ 0|S3HOF Lt

1. 248 HEER ZE0|M uK| ZIEES ZEZ NVMEM H{E{2| S %0t 0| SEfLICt.

o HiE{2| 2211 BH| = S8 S +ELIH.

e 2210l M BiE{2| A0S S Z2RfLICt.

e HHE{2IE &1 FAIZF BAIE izt T3 #E FEHAL.
o 20 3 ZEEY ZE0|M HHE2|E SO{SELIC

AN
|2t FA|= Ij2kA RXH2 EH

o M
o

[=]
EE8 ZS0|M 3liE NV HIE{2] ZHE Z0F NV HHE{Z| S HiE{ 2] S0 *ELIT.
- NV H{E{ 2] Z2HIE 2700| ZELICE

£ Ho| X|X| Ho| HHE{2| Mo SXof 7|9/E W7tk Tz ZH HE W} BiE 2| WS ot =2 2o FSLICE
Lt
[=]

o oA W N
El
e
oo

s ISR |

J2{H HiE{2| M 2HX| 7t StEE] FH Ho| Y| B 22|t

7. H{E{2| WS THERS| =2 MZt2|of DY E|RA=R] el

71



X HEEZ ZES MA[O]

—
—

L|C}.

St
=

X EHa HEZ SHE O}

Ct2 JZOILL 7|1 =&l HAS A8t WA ZEES ZES MAl0] EX[ = ASLIC

1. OFx| MK[3tx]

72



LtH| LEAL

AHof 20| YELIC)

A Al

<l

3. ZEEZ ZE9 2 MAI2 7ol &

HUBHX| OFEAIL.

MAlOf] 2EES]

o
==

XIAIZL AS WK HEER 2

®

+UEE pel =

RS

Ast7| {3l Al

Lfct.

Hay

250

=

HEEZ

I=K=3
==

HE0AM LIHX] #[0]

=l
A

Of Zxte|

®

SfLict.

ol
<1

I.

2 2SS MA0
- 2HE HFHLIE 0| 25| =t

T
Lu

™

5.

o
]
<[0
THo
=)
ofl
=
ml
]
Ik
TR
I o
ol T
ol of
il
K KO
A o
03 w0
[\
KO
=)
K
of
Wl
P

BILICE,

S
=

tof A IR £712fS w1 2HE HIF{LI S0l MAt2{o| D& m7tx] A

Al
o -

e. 2iE HFHLIZS

SHOF BfLICE.

=
=

b MAIS] 222t 22 =017} 2| =

73



HAZ L
0| E7E[= FA HEEY ZE0| REE7| ARELILE #E I2MAS SHY FHIE AL
Ch= A
A

£ E FAS500f ZIEEZ E uA[et 0= "AAE S S5t efQIgfL|THoof BfL|Ct.

SIERI WHE &t25t10 FASS500f A|AHIZ RX|EHS BEZ HEISH 202 wAEl
ZHEZE2{Q| 512 =& A|AHl M EZ =folstn Lo 2l A|A- ™S LA sof StL|Ct

M| HES2| DEO| AZHI WS HA Wo| HA HESR| BE £ S2US 70| OFEHOl A|ZH Aot ZholsHof
SILICE AIZHZ} ST} 2AISHX] OB AlZt 20|12 915 22t0|oAET} SEHElE % 7] gleh x| HESe

LS — L=

LEE0|M s Emet AlZHS THEZYsHOF LTt

Of ZfHofl CHaH

SHHE A AHI0f CtS Tl = BEE HME3h= 20| SELIC

CHA|
1. refacement_node”?} LOADER ZEIZE0f| QUX| @OM A|AHZS LOADER ZEZEZ FCHetL|Ct.

2. Healthy_nodeOllA| A|ARL A|ZHS SHOIBILICE cluster date show

3. LOADER Z2IE0f|A, replacement_node:sHow date2| LMt A|ZHS EISHA AR

= 8 AIZH2 GMTZ HSELCt.

4. LQst AL WA L= UM(GMT)E 'SET DATE_MM/ddlyyyy '2 A& stL|Ct
S. LRt AL WA LE9| AIZt2 GMT 2|2 'SET TIME_hh:mm:ss_'Z AHEgILICt

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8! A|ZHS &tQIBIL|Ct show date

2EHA|: ZIEE2{ 9| HA HE{E 2helstn ZFeiLtt

AEE2] DEO| HA MEIS HOIotn TR 29 AIAH AT UK S AeS

18"

GO E3HOF gfLCt.
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LM 2E

HA MEl= BE M QA0 CHsl SsHof ShLct,

EY DEQ QXEL BENAM RE AMQAT S

Ut HA AEll ha-config showE EA|SH=X] &QletL|Ct

2. ZHEERY 29 HAIE AAH MEf7F AAH 2T AX|SHK| oM HEER] 252 HA HEHE "ha-config
modify controller ha-state" 2 A& gL|C}
HA &Elie| 22 T2 & StLHY o= ASLICH
- HA
- MCC
° mcip
° H| 3}
3. HAEER REQ TAIE A|AR! MENTZF AAR M0 AX|SHK| Ao H HEES] Z 52| HA 2EHE "ha-config
modify controller ha-state"2 A& gtL|Ct

4. d¥O| HZAEU=X] &QIRILICE ha-config show

CH2 A

ANAR AHS ST 2olst S "A|AR #H|0| 52 CHA| HZstl CIATE HEHRLICHE(E) ook LI
A A ZHEtet 8l C| A3 WS - FAS500f

FAS500f A| AR 1M S8 8l 2olS 2t ot 20|= A|AE H|O|ES CHA| HESID CIATE
oo ehL|Ct.

zto

=

AE2IXE MEFS L LA3 MEYS

1T A A" 25

2I5t0] WA EXHE AL,

EEZ 259 AEZ|X| Y HER T HZES QIS H S-S A AL, "Active 1Q Config Advisor" .
CHA|

1. Config AdvisorE CH2E =56t AX|gfL|Ct,

2. CHA& A| A0 CHot HEE 2fst O3 o|o|E & & SILICL

3. 7l0|2 HZ S S O3 £ S HIYLICH ZE C|AT doVt FAE BE ClAT T 30| A= =X

stolsto] &2 #|0|= HZE 2HE sHZEELICE

4. i Y2 22I510] CHE 7|0|=2 2H2I$t CFS Config AdvisorS| 22 2HolgtL|C}.
2tHA|: CIAZE TS| Ct
AEE|X| A|ARIO] HA Y Lol = 22, AL BE Al 7|E80| LWstH M ZIEERY ZE2| A|AH IDI XAISLE
ClA3of Z2HELICE _replacement_controllerE £/ Uf A|AR! D HZZ =0lst CHS HZEO| LHE[U =X
stolsjoF gL|Ct.
0| Fxt= HA X0lA ONTAPE &A= A|AEIOPt HEEL|CH

1. replacement_controller?t RX|E4 ZE("™>" TETE HA|)Ql H2 RAE4 REE FE6ID 20 TEXEQ!

"halt"2 0| S&fLICt
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system ID mismatch0i| 2|8t A|AE! D ™| E == HA|X| 7t LIELLIH _replacement_controller?] LOADER
DEDENM HEEZE 2EHSI "y'E Y=HBLICL

replacement_controller 201 'Waiting for g2t HA|X[7} EA|E 7K 7|Chgl = HAE ZHAEER{0f|A A
OE L] A|ARID7} XSO 2 K™ E|}=X] &hQIRtLICE. 'storage failover show

HE EHol= &4E AEEH0IM AA™ DI AZEACHS HIAIX[QE SH SHFE 017 3 M IDIt EA|=|0{0F
SLICt. ChZ OIFI0AM node2E WHIE AMCMH M A[AR ID7F 151759706 % LICt.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:
151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

X AEER0M 20| HEIt MY A=X| etlghL|Tt.

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

Ag ZEER A& TAStE=E HAXK|ZF LIERLEH Y2 e = JAFLILH 18 RE TETETL

o 2 E X EEIL|CE 'system node run-node_local-node-name_partner savecore'

0 =
c. Htzt HHES Mslisl7| Fof| 'avecore' BHO| 2AZ = mi7X| 7|Ci2|MA|L.

Cts HHES U=SI0 savecore BHQ| 71l MEHE ZLIEHZEE = J}FLICE 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FO 2 24| 'et-Privilege admin’L|C}

AEEX] A A AEEX| EE 25 Yoo FYE B2 2EE 7| 22| MESH=X| E= 2R 7| 2E|E
MESHEX| G0 W2t L2 BAL S SHUHE A0t AE2|X| 2= 2§ &2st 7|53 S#oof Lt

o "2HL 7| #t2| ¢l 7|E SRYLICH

—

=
=
o "QIR 7| Ze| Aot 7|E SELIL

[y = |

HEEHE LHA| MSELICE

a. FYHel HEZ20M uHE HESE{O| AEE[X|S CHA| MSELICt. 'storage failover Hhet -
ofnode_replacement_node_name '

replacement_controller?t AE2|X|E CHA| 7142t REIS tESLIC}
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'storage failover show' B&E2| Z210]|= TtEL H|A|X|0|A HAE A[AR DI} ZEHE|X| 9400k BHLICE.
7. AT N2 SYEIRA=X] lSfL|Ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = M A[AR IDE EAISHOF &LICH CHS G0M= == 10] 28t
ClAZ0l A A|AR ID 18737752770] HA|ELICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 71440l 2 ZHEE2{ AEll 'MetroCluster node show'S 2 L|E{&I5HC}
MetroCluster 712 M4 MEfZE =[S2|2{H uH| = R 2 Fr Z2|H, o] 22 2 ZHEEZ(0f| LM E AEf7t
HA|Z|H DR O|2{2 0| 23tz Ha ZETJH EA|ELICEH MetroCluster node show-fields node-systemid & &
Z3 2 MetroCluster 40| F& MEf= S0t W{7tX| O|H A|AE! IDE EA|ELICE.

9. ZAEE2{7t MetroCluster 40| = Z S MetroCluster A0 2} 12 AR X7t Rs AtO|EL| HEE2{Q!
Z9 DR 2 ID 20| CjA39| |2l ARX7F HAIE[=X] 2elgtL|Ct.

CHg & £710] 25 Aol

ox
40

0l

1A

tei0] EegfLct

° MetroCluster 71A10| Mt AE{QILICE

° replacement_controller= Xl AfO|E0]| RI= ClA

|U
1o
rot
=
k>
=0
A
e
i
iul

"4 E MetroCluster 140l A HA H|0| 3 21 S MetroCluster AL X|2H 0| C|AT AQHO| HAEIL|C}

10. A|ABIO| MetroCluster Q! 22 2} ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ch
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0f| Chsl of|Atx|= 2F0| 'vol show-node-name’ @1 X| &HoIstL|C}

12. HEE Al X}3 E|O|22H 7|5E AF8SHA| R E A 22 MY HESZ0||M 425 AIR. 'storage
failover modify -node replacement -node -name -onreboot true'

Ch= A
A AR AO[SE CHA| HESHL CIAIE MELT 20= "HEZES] WHE 2=2SLCHE(E) -0k Lt
HEE2 MA| WA - FAS500f

FAS500f A|AEIS| ZIEEE WM E 2t=5I0] A|ARS YEHOZ 2FA|7|2{H NetApp
Storage Encryption 71dS S#ot1(ERe 32) M ZIES2{0| tigt 2to[ WA S AX|ot T3
7|E0| SSE RMA X[H0f| et nFEH 252 NetApp 2 HHetdlof gLt

1ZH7|: ONTAPO A wH| ZAEZE2{0f| CHSE 2H0| A E MX|L|CH

ZHOH7t LA L EJF EE (& Z) 2Io| AT L3 ONTAP 7|52 At 591 A2 _replacement_node0| CHSt
M 20| MIAE MX|sfof BfL|Ct, EZ 2to|MIATL = 7|52 E? 5‘31* Eo| 2t =0 7|50l cHet XtA| 7|7t JLO{0F
[2 =g

of =pHof CHaf
2lO|MA F|1E MX|SH7| K| = B 20| AT HQst 7|52 replacement_nodeO|A] A& ALEE 4 JUELICE
JeiLt 245 BT SHAEHS Yt LEQI AL diE 7|s0f| tist 2l0| AT QIOH 7|58 HAY & gl&LIct

CESt 20| M 2HO[MIATE Sl 7|58 AFESHH 2HO|MA A|okg E45HK| bg = Y= Jhstt ot e
_replacement_node0f| uX| 2tO|MlA 7| EE= 7| E M X[s{Of SFL|LCE.
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