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This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE ZQIX| 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIK|ZF EA|E[H 22 E 7| 2t2|Xtof| Cist 2] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|A”O| ChA| 22t AEf7t &| 1 ZS3h=X| &elstM Q.



g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&FetL|CY,

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ BE S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE ASM LS| o2 FAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt

13



14

v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP Z2{AE{ UUID

Notice:

L4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAE
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO| P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIEH 29 UA| HESR T QE{Ho|ALt MM S l=fgiL|Ct.

(=]

* 7|2 AHIO|EY0|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE IIEL LEO0|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBS R EFEX| $oH AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIXIS] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE REYS = A[ARO| CHAl 22+l MEfTt E| 1 ZtSE=X] 2QU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2t B dstEl 3.

5. Xiz dizt0| H|2MSEl AL CHA| &M 5petL|Ct,
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

ChS o
ONTAP 0|0|X|S 28t L =7} 7H5 0] H|0|E|S HMZstn LIE"ZE0| 9= 2ES NetApp HheteiL|ch
Aufst HEl 0|C|0{E NetApp - FAS500f= fhahstL|Ct

FAS500f A|AHIS| 1 QA0 QLETH =
Hhet 51 A" IO X|O| M XEASH LHE S fiémklg.
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

i

2EIO|CI0f - 45 27
SE| O|C|0] 45 27 YIZZ - FAS500f

FAS500f AE2|X| A|AEIO|A EEl O|C|0| IA|2 A|ZHSIE{HE M| @7 AFSS HESHD
ot o} AI-EHE stolst, HEZSE =280, 2E! 0|C|0{2 DA|stD, 27 0|0|X|2
BEBl T, UBBE HEs D, AL J|5E SIS,

8.10|d2 £ B2 R "= FE 57 ZA"E(E) AESHIAIL. A|AHI0| O]
H'I’&OI ONTAPE M3 Eol A9 45 HEl 237 HAS Ao FLITH

o "HE| OC|0{E N e Tt

| A 22| 2E0jA F7F 2det 28 O|C|{E M|7{5t wH| £ DIE[o{E Ex[et OHZ USB S2iAl =210|EE
AHE3I0{ ONTAP O|0|X|E *%E* |Ct.

"= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|0|X|E REot1 Ij A|ARS S CH2 2t8 HaE gLt

ONATP & Hm0lM 2EE 7| 2t2|xt F40[Lt 2 F 7| 22| STt

NetApp2 2 HhatstL|Ct"

"Bl Y wES
A IR0l HE T @7} LB SES NetAppoll BHEHILICH

= o
|E2t eH XS E RM

U

= HE| 0|C| B3 2F At - FAS500f

A

T

FAS500f A|AEIS| 2EI O|C|0{Z wH|5t7| ol d=5HQl A
stols

£ fIg 2 ZUS SESI=A
MAIL. 0=|7|01|" HAEol 829 USB SaAl E210|E7t A=A, 22|10 SHEE WME
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

8.1 O|AS A8 FOl AR "Itz EE 57 EA'Z(E) AFESHY AL, A|AHIO| 0|
HT 2| ONTAPE A F0l AR &5 HE 57 HAIE ALEH{0F gfL|LCt.
USB Zzi{A| E2t0|E

* USB Za{A| E210|E7} FAT32E ZUHE[Q=X| 2HOIsHN| 2.

* USBOll= CIE22 MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IF.

oh =

SASILE image_xxx.tgz LY S USB Z2HA| E210| 20| SAFRLICt. O] IU2 USB S2iA| E2t0|EE AHE5H0]
ONTAP O|0|X|E H&E ) AFSELICH

T8 @A uH|

Aot 14 A4S NetApp OlM HSeH uH| 74 242 WAISL|CH

| 0lC|0f2 DA o WS 27 AFES AES 3 8 "2 0|C/0fo| A 2t 7| Xl U MefS Holstict
Saefof ik,

2
E2|X| A ARS] HO]E 22ts RX[ota{H £ DIC|{o[AM Lot 7| X|R 8 JEiE
QI5OF EFLICH ONTAP H{TO| NVE(NetApp %E A=l E XI-HSH=X| 2elst
EZc|E S=ot7| ©of| 7| 2e|Xiot g HEflX| =helgfL|Ct,

e ) Sy = |

1CHA|: NVE X[ 2 2015t SHFE ONTAP O|0|X|E CIR2EE6HA| L.

28 0|C|0 IHE 25 SHHE ONTAP O|O|X|E CR2EEY & AT E ONTAP HTO0| NetApp 2& L=2HNVE)E
K| §st=X] 2olstA| 2.
cH

1. ONTAP HMO| 23S X|YsH=X| &QlstM| 2.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X| gt&L|CH

2. NVE X|oj o2t HE3$t ONTAP O|0|X| & CHREZESHM|R.
° NVEZ} X|2l%|= Z: NetApp Volume Encryption2 AF2350{ ONTAP O|0|X|E CtR2Z2E=8tL|C.

° NVEZt K| HE[X| 8= Z2: NetApp =& 2=t §l0| ONTAP O[0|X|E CH22E5M K.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP L= FTP AMHLL 2H EEZ
CH2ZElL|Ch #8 0|C|of WA Xt St of O|0|X| mjUo| BLfL|Ct.

2CHA|: 7| 22| X} AtE} =H0l Tl

= - X

T ey

EHE HEEE SEoH7| Hof| 7| H2|X 742 2felstn Last HHE HASHA K.

chA|
1. AN AHRIOM 24tEl 7] 22[XE golet|ct.
ONTAP HZIL|C} O HS HAfLICt

ONTAP 9.14.1 O| &

security key-manager keystore show

24
o

* EKMZ ALE3HH ExrM 0| =0l EA[ELIC

W M

u ]
o
* OKMZ AFE5H okM O] HE Z0]| HA|ELICH

o 7| 2|7 B™E[ QK| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[5} security key-manager show-key-store

* EKM2 AF208H external 0| & =20 HA|E L|LC}.
* OKM2 AF25H onboard O] B ==0i| HA|EL|CE

* 7| ZE|XIF AHEO JAX| 2™ No key managers

configured & £&0|| 0] EA|EL|CH

2. N 2HIof 7] 22|X7t 0] A=X| o520l w2t CHE & SHtE - BfLICt

7| 22| X7t 4 E E2(EKM EE= OKM):
a. 7| 2K M 15 7| SEHE EAISIEH 2 F2| FHS LA K.

o

security key-manager key query

{2 2QISIM|R. Restored E. 0| E2 7| ZZ|XHEKM E= OKM)2| 015 7|7t 4
2E LiEpHL|CE

Ok

Ho=z

3. Fstel = H2|X FHU| w2} HESH HALS 2EEHAR.
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|7t EANE= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EAISHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query
2Ol FM 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE QoA E=stn 7 EXE TAHY = ASLIC

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



C. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] A2 FEE 2EE 7| 22| Y= E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]

L7t GO H NetApp XA EO| Z2SHMIR.

d. BE= 2F 7|7t SYUEU=X| =elstA Q.

rin
ol
rio

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELICt onboard .

e. OKM ZEE MM 2.
g #et HER Meh
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] e W HEE EAIRL|CE
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 mbA| ZAFEHL|C},
u K| EA B0l OKME S22 S70l0f = 22 0| i YEIL EREfLIC}
i. 22X} REZ =S0F}17):

set -priv admin

S O|C|ojol M Lot 7] X[ 8 HEHE 2ttt = Ch28 "HESRE S LI =Jslof ghL|Ct.

HEE2| E2 - FAS500f

NVE EE= NSE XS 226t S0f|l= A
Metst Hijof| 2t AEEHE S=0HA

M 1:

mo

2o 7y

4

NVE = NSE XS = 20= &4 ZEED2 Z2E 2t=0lof HLICt.
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THA|
1. 2AME HEERE 20 TETEZ JIH7HUAL.

EME HAEERHI BAE = 22... J3H..

LOADER H|A|X|Z} FEA|E LI ZHEE2 ZE MA £ o|SLIC

"JlHME JICElE B Ctrl-CE & Ct3 HIAX[7} LIEILIH y& FFLIC

ANABRIODEDE = 245 ARl HEZE2]2l 'storage failover takeover -ofnode

TETEAAH o5 Q3) impaired_node_name'0i| o] £24E HEEZE Ql5tALE ZHEL|CH
EME HEER 0| 7|EME J|Ct2|= B... 0| EA|=|H Ctr-CE FE CiS
yE SEYLICL

2. LOADER ZEZEO|A printenv'E Y2ot0f BE 2E 213 WAS YHBLICH 20 Thlof H242 MFBLIC,
ORKEE

SM 2: ZAEZ2{7| MetroCluster0f /&L|C}

ro

SE |7 AL SO e B

@ A AHIO| 2. E MetroCluster 491 Z 2 0| HXIE ALESHX| OHYA| L.

£A5l ZES2IE SRS HESE AE|S OIstn, WY A9 MANQI HESEJ} A4 HESS
AE2|XOA HOEE A% MBY 4 UTE HES2IS QA%efof T

* LLETF 270 O]l SRAE T A= 2 Ao A0k LT, 22 AE I Yol AL Y& HESE0)| X4 2
HENOf| CH3l FALSEZ} BAIEl= 2 & E HESEE S=5t7| Mol 2HE sHZsHof SLthEZE) "= =2
S LB ST|stetL .

* MetroCluster 8H0| = A2 MetroCluster A& AEf7F 2 HE] AU Y =7}

48 gl ®AH
AEH('MetroCluster node show')@IX| 2QIsl{OF BHL|C}.

A
= =x o

THA|

1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of _hours_downh' AutoSupport HIA|X|E S E5t0{ AtF #|0|A M-S AX|EfLICt

o= 1

LIS AutoSupport HA|X|= & AlZE S0t Xt& 70| A MM EZ AXISLICE ' clustert: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

£2{9] 2£0f|A 'Storage failover modify — node local - auto-2t2t false’S AH5 Q2 HHEHshL|Ct

o o —
3. £ME HEERE B0 ZEIEZ JINIHYAIR.

EHE HEEHI BAEE E2... O3E..
LOADER H|A|X|Z} BA|ELICE CHS EAIZ Ol SEiLICt.
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EME HEER I HAR= Z22... J2H
gtet 7| & Ctrl-CE 2 Ct3 H|A|IX[7} LIEILIH y& FELICH
ANABRIDEDE = 245 MKl HE E] 'storage failover takeover
DETENAH s =) -ofnode_impaired_node_name_'0|A| &4 E ZHEZZ{E Q5L
SchefL|ct
SME HEER 0| 7|2 S J|Ct2|= F... 0| EA|E|H Ctl-CE 2 O3
yE SEELICL
CHS ChA|
HEERE ZSES 2 E +HHoF "F & 0|C|0{E wA|L|CHgiL|Ch,

2E OIC|HE Kot 5 B8 E7E FH|SHY AL - FAS500f

FAS500f A|ARIS I 2 0|C[ofol= E+= B 8 4 ClO|E{ 7t MEFELICH WA 2HF2
A2E e 223 Mo, &4 28 0| E Mgt =, uNE 2 O|C|KE &X|st

USB Z2HAl EE}OIE% AE3H0 ONTAP O[0|X| S wH|E FE DIL|0Z =322 &=
THAl= TIRHELCE

AE2|X| A AHO| ONTAP 9.18.1 0|42 M 501 2 1|5 HE 27 Hil'2(8) ALBSHIAIR. AIAHO| 0|
HITo| ONTAPE M 39| 32 45 B& =7 HAIS ASsHoF hLict,

S8 0|C[0{E L5 H &

dEl AEEY ZES 25t uH| 28 0|CjoE EX[¢t thg 22 0|0|X|E USB
Z2HAl E2to|E = T &slof efL

1CHA|: HEER &S 2L 0t

HEEE 28 RO 71 2400 HAASHZH HA A[AHNM HEES ZES Fel¢t LS HEEY 22 EHN
=2[otoF LIt

i

e
1. Obxl HX|E|X| ke A S| HA|SHIA
MYl HESR DE Tl 23 TX|S 22l
He slo|2 D &A|S 2altC

2
3
4. AEEZ Z=E0|M 1/0 A 0|ES EHELICE.
5

- AEED B3 AF0| A= 2K X0 HX|E S HX| 272 2HE 78 TS MAI0AM R X E=
ZHAEA HESERE dZLICh

@ HEEY ZEE 22[ot= O 02 30| A= B, AR £72t2 ot &7t S SAotE=
SfLICHES wAte)
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8. 0|0 HE FHHE S0 22|HA2.

2G| 2 M| E w AL T

£& 0| E uHsty| To| AEER Z=0M 57| HEE 22[5t0 HEER Z=0|M 20| = £ O|C0E
Jt|-¢|__||_-_|._
=

£ E O|C[0{E MXI2|0] D& St= LIALS MAHSI2{H #1 Xt Phillips §l= E210[H{ 7t 2QefL|Ch HEER 2& W2
S MR Qlsl| LIALS S0{HE|X]| =5 517 Qloh Of LIAIS &2Z 4= U= XA 0] A0{0F LTt

Ct= HIC|R = B WA HAIS AFE5t 22 O|CI0E uAe £ AFLIC
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configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHE 2 SF2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
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Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager
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This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| QALIth

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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231 TZM AT AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.

mjo

A&t

37



38

10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 220 Ot HAIXIZ7E EAIE| =X 2I5th .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7} EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIAER| HOlGHAS.

security key-manager key query -restored false

O| 2 ZuHE HratolX| gLt Zapt LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 242 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ASILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEAL|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

o ol.
e 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Che e
HE OCjojol M YEstE 2ot

f L

ot

LHES "280| A= F52 NetApp 2 BretetL|Chs3slof ghuct.

ZroH 7t Aot EE2 NetApp-FAS500f= HHetohL|Ch
L

7| E2t e MSE RMA X E0| 2FE 2 @77 2dst 253 NetAppoi| #HeteL|CE
& H"XEMet LEE2 HO|X|E FHZSHHAIL.

B
=
El
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a. M85ILt system controller location-led show ¥|X| LEDS| ¢ MEHE HA|SH= HHULICH

b. 2|X| LEDE AHAMI&:

system controller location-led modify -node nodel -state on

4. XM LHEES HUHD
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4. AutoSupportZt &
HEAISLICE

o| 9EE|~0|0| =] 7-|O§ 01|AI-E|'— 7| %

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

o. BE Z2AH LEQ| SP/BMC F& AlE:

system service-processor show -node * -fields address

exit
7. O|™ CHA|Q &30f| LIZEl 29| IP FAE ARSI SP/BMC over SSHO|| 23215104 T3l Alstg
DL HYELICE

TE/HES AE0ts 32 St S2{AH Xt XHH FHS A5t AEED{0| 2L}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|AM 2HE[= SnapMirror 57|4 22{AHE A5t= 22 AHQ HAR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C20| HAIEH 22AEQ| 2t AES20)| CHafl *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7t HE mi7tX| 7|CH2l £ LOADER ZEZEJ} HA|EL|CE.


https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

MA| X| - FAS500f

SHER| 0] ZoH7F ElSHH FAS500f A|ARIS| AHA|E WA|SHYA| 2. wH| 22 HAEER <}
M 3 HX|(PSU)E H|7st, EBFO|EHE 22|ot =, WH|E MA|E HX[st
QAE CHA| HX[St= A Z O|ROo{FL|CE.

|

|
=
=
gl
0x

MAIE wHSHAE M S5 B4, ot= E2t0|E S AEES 258 &4F MAIOM A MAIZ 0| S5t &4k
MAIE &4 MAI2L S ZHO| A MAIZ HHEL|CY,

16t ZAEES 2=

mjo
HI

2lgLct
MAIE wAISHAE O MAO|M ZIEEE] ZES =2[oljof gLCt.
CH2 HICIR = B A HAIE ALE310] MAIE WAIELICE Ol= HES 22[5t1 wAsh= A= JHgetLCt.

OHLIMO]4 - MAIE W AIBfLICt

=l
fikal
r
Pal
m
Pal
&2
rlo
o
4o
o

HE2 2| "XISHYAIL.

HAE ZElFLIct.

0

o
3. M@ Alo|g 1™ FXIE 2o O3 MY S5 EX|0|M Z0|EE 22[Lct.
2 o

Hu
=
£
i
ir
rin
a
olo
=
=
2
R
"
e
Ras
oz
HT

o 2|

46


chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36

e X HIHLIE

YEoz ZEED 5 ZHS T MAOIM ZHATA GAH BHSHD HEAQI HHO| S&LICH
ZEED 253 e 0| £ MA|2| CHE HEES] 20| Ui M= O THA|E Bh=elL|C.

2GHA|: E2t0|EHE M MAIZ 0| S|

O[Tt MA[S] 2t H|O] YFL0IIM AH MAS] SLot Hi|O| YFL= E2L0|EE 0| S3HoF LT,

1. AJAR MO M HI-ES ZHA-A 22/

2. c2lo|lH 2g:

b. A HES TS| B2l 9IXZ A SLHO|M EEL0|EE F2[ot ChZ E2I0|HE MAI0IM AT A 2o

MA[Of|l A E2t0[EE E2[S5H0] MA[Of|l A 2O LIt

() celolzs 2ei e g4 £ 28 A8 RIS NHSHAIR.
() cetols sz ofstuct 242 wRIsH| S8 FHst 8 M7 FFoHAIL

- O|F MAIS| E2[0|EE M MA|2 St o] Hf| SELICt.

- EEIO|EE MA| etz REEA Lol &Lt

H AHSO| MBI Z2= | HPfLICt.

LIHX] E2t0|EE AAl0f| TS| 2O E2 THE 2 HES fI= 20| E2H0|E =00 et

U

2 HS0| E2t0|E J2[0] HHL} SHIEA EE = A WSS M| HOLOF gLt 2ot JEf7t =|H =2t
22[7h gt

AABOf LIHX| =2f0| 20| CH3f| o] 2tES BHSgtLCt.

SEHAI: FH| 2 = AAE IHH[S LM MAIS W ARl Ct

WA MAIE 2XI5t2{H HA TH| 2 L= AL FHHISIOAM 7| E MAIS 22[6H0F BfLCt.

—_

P.OJ!\’

o1

- MAl Z& K- M LIALE 22| LT

T A0 = SEHOIA O MAIS AIAR FHH| K E= TH| 24Ol 24 2| Uof| M o] H CHS S0l LT

OF2] HX|Z|X| 82 < SHIZH| FX[SHHAI2.

A A FHH|S = ZHH| 20| 24 2i|U0]| MHA|E 2250 T AFZHO| WH|E AAIE &H| 2 = A|AR] FHH|S |
AX[gL|Ct.

MAIE ZH| 2 EE= A|AE IHH[Sof 2b85] 2o E5L

Il
-

O AHAIOAf ZE2[et LIALE AFESH0] MA[2] TEHE ZH| 2 tE= A|A" B[S0 D ELICH

47



=

=

BILICE

.l

S

LT A Al A

F

L|Ct.
S
=

I.

=

.

A 2o FELCt
o

|

ISHA DY A2,

=]

CHAl X2 Cf
AE +AsHoF

I.

C
—

=

Of ®Mxtefof nFEE wi7kx| A

AlO
=
L|Ct.

I<13
=

=
=

ca

—
=

Zt

o
FLICH BE T2 A|

=

I.
L|C}.

3
=)

k

=

e
o

=X
x+S
4% |

A
=

AN

ol
HE

EE

.l

—

SIXofl ZHA
7

to AEER ZE0| HE WK
T

el
H

o
T

of
2otal AHA[S] EME|ef Z#2 FO0|7} E[ =5 3l{0F

£ 250| REE7| Al

FLICE.

L{Ct
=
=1

HE

tofl M | &7t w3 2 HiFHL

AlOIS
—

==
uHste 74 48 CHA| 2X|8t 20= TS

Al
(=]

=

=

FS5H0Y Al AHAL O

=2
S
—

XIAIZE JAS WK HEES ZES MAl0] 2t7T9
=]

A
VEEEEEIE

2 252 E= MAlQ

®

AS

o
[

|

ES
—
=

F

—

3

o
o
—

C

X

.l

MAlOf 271o] HEER 2
FE|XHORRE JHR RS A 5| 2o

>~

FAS500f AHAl
HL|Cp

=

a. 2fg HZLIE 2ol 2t%3| =
H

b.
e. 2iE HAHLIZS

A
|

—

¥

—

5
- AEES ZES MA[f
0]
s

Z

=]
Jél-)t

1.

4,

CHe
SAE
otz
MA| A &2 - FAS500f

504 FAS500f

=)
—

I.

o

sHot

b

k=1
—_

HES NetApp0| &t
ha-config show"=

=
=

I

AHS
O -
gfLCt,

=
o

=13
ENE o] E8Hot

Ab
=]

off A

o| ZIEEE| E& FolLIoIM 2Z HEES ZF 3! MAIS| HA HEl

|-

H HSE RMA B0 EEE tHZ MAI2] HA

I

=)

.

o
HEAIRLIC

L|C}.

1. Sx|E4

I.

1EHA1: A2l HA

7| EQ}

S
48


chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html

HA &Elil= 2E 714 2240 Cish SsoF Lt
2. MA[Of] CHEH FEA|El A| AR AERT} A| AR E 3 UX|SHK| Oh= HL:
a. A2 HA 4EHE "ha-config modify chassis_HA-state "= A& $fL|C}

HA AEfQ| Zf

rlo

Ct

gl

S OILIY &= AF LI

. 3t
» mcc
* 'mcip’QLIct
* H|st
b. MF0| HAL|}E=X| &lBtL|C ha-config show
3. OFE| CHA| X QAUCHH LIHX| A|ARIS CHA| MEHYAL.

4. A AR QfHO|| HI-S CrAl AX[etL|ct.

2GHA|: oot &

0x

¢t 2EZ2 NetAppZ &I SEILICH

7|E2t & MSE RMA XA MHE 2 2F 7t Mot £ES NetAppdl| BHeterL|CE "2E Hhet 81 WA "XpA S
LH82 HO|X|E &AL,

HEZ

ZIEEZ WA }IEES - FAS500f

FAS500f AE2|X| A|AHIGA HEEHE WAH|SIE{H LS YITEE HHAE MEMAL.

o — o
24 E HEEYE ZF5IHLE st FAXl HEER I 24 E HEER AER[X|0|M HIO|HE AL M3 =
ol
A

AEER uAo=s &4E ZESY 22|, FRU 48 24 uH| AEEDZ 0|5, MAIMf| X AES2 &X], AlZHE
=20 2, T &S SX|7F ZEE L
o "A|AEI IS 225 stolstL| T

49


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html

LIFE =elstn Se{AH JEiE 2elct = ol 7F 2ot 2FS NetAppoi| 2hetetL|Ct,

HEEZ WM 7 At - FAS500f

FAS500f AE2|X| AlASI0|M HESS BHst7| Fo| 2=l THE 93t W 2742
TR OISR, Of7|0fli= AIARC CHE BE 74 A7} HIHHZE BSsH=x|
siolotn, SHIE DHQ HES2IS AFBotT YUEX| Bolet, HES 2a 533 HAE
20 mloj| KEsHs 20| EFEILICE

- U= cajo|e Yyt 242 &

= ol
o AN
+ AIARIO| MetroCluster T-A191 2 2t MM S ZEaof BILICH "SHE 27 FA} Met o] HAHS ALR3Hof
Sh=x| 022 gfolgtL|ct

* QEIEYS FY QA4S SSYUNZRH T2 uKN FRU 78 242 WHsof gLct.
* EER HES S 22 R HEED =2 wA6Hof YLICH HEED ZET wAOIH A[ARS
Y 0|= 2= AELICE

=
* 0| EXo[M = _ replacement_controller?} 0| ™ ZHEE2| ZE1 S YT HEC| ONTAPO|M REEEE £E
K E &24E ZHEEZ{0|M _replacement_controller2 0| SgfL|C}.

* SHHE AMAE0| THE T )l= B E HESH= Aol SRELIC

° healthy_controllerE Haxol HESZYLICL

o
« HEEp o B2 =S SHA EIAE MU Z ZHK|SHOF L T},

ZEEaE= oo .

WA T2 MA SOl Bl = AE ZHE HEBY = UAE EXHof tist 7|=S WS LI

Ch= A
EHE HEEHE WHSH| ISt @7 Alets HESt 2 "&4E HEEHE SEYLICH o ZLCt.

&AME HEEZ E =& - FAS500f

AES2|S DAY 0f ol0]E] 22 WISHT AAH OFH NS BHE5t2IH FAS500f AE2|X]
AAglo| HEZ2S ZROHIA


controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

AME HESE ZRoIH HES2] Y42 2ol

E & 25, et 22 MAXel HEER I &24E HEEY
AEZ|X|0fM GIO|HE A& HSE & JULE HEEHE Qlpsl{of LT
O 4ol CHaH
* SAN A|ABRIS ALESt= 32 &4F ZIEE2] SCSI =2|0[|=0f| CHSt 0| E HAIX|IE &2I6H0F cluster
kernel-service show ¥LICt. priv advanced ZREO|A HHEZ AHAMEIH “cluster kernel-
service show 812 EQ| T 01272 MehLICk, BHE Sl J2 A Ale| 2 sh2 0| X Aef}
HA[ELICE

Z} SCSI S80|E Z2NAE= 2

A= 2HAHO CHE 2ok 8H HFHo| Ao LICH WAHIE TS| Hofl 2=
=HE sl Zstiof LiCt.

* 27127 O] el 2{AEI U=

AFEHO]| CHaH FALSEZ} BA|E= &
S2{AEQt V(S .

A2 HZ0| QLO{of BILICt 2AETH | HALL WA 2E
A9 AME HESS SR0L| M| XIS SHZoH0F BHLICKAE) "= =5

|

1. AutoSupport7t 2-43tEl 22 AutoSupport HIAIX|E S &80 XH5 H|0|A MM S AX|BL|CE,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHE AutoSupport HIA|X|= 24|12 SOt XtS 0| A ME S ARELICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEEZ O F&0|M THE BB S YHSIAMIR.

MotSHA| S LITH?_2He HIAX| 7 A= H
EZMIOTEOEZ JIHIIMAR.

EdE AEERHIL EAEE E2... O3E.L

LOADER MA|X| 7} EA|ElLTE CHS EHAIZ O SRfLICt.

Ctrl-CE =& U3 HAIX|7t LEtLEHE yE =St

EE Yo TEIE FUEHQ HEES M &4 HEESE AASIALE SXIL L

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEXZEE HA|ELCE.

51

{0l x4

al
ES


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

ZAEZ2] uK| - FAS500f

SHESR0] EOHZ Qle HRot Z FAS500f A|AEIS| HESZHE WASHYA| L. WA
ZZN20= &8 ZEEY MA, 718 48 WN HEECZ 0|5, uM ZEEZ X 8
Mo ZLHE LT,

EED 25 St/ E Ao &4E HAEEHE Mo, FRU 74 848 WM HEEY ZEZ 0|5

E
Ct2, mH ZEE2 RES MA0| 3D, AAHS SX|E4 B Beldof St
12H4: ZIEES 2=3 E2[gU
HEEY Z& US| 74 845 uNE W MAIM HEES 2ES Z2[oH0F LTt
AIO|ES ofC|of| FEY=A & 5= AEE AH|0|=0f 210|232 X|FHof ghLCt.
CH2 HICIR L= & A HAIE A0 AEER] ZES WHRLIC
OfL|Hlo|M - AEER Z=S wWH|EL|Ct

1. OF2 HX|=[X| 42 ZR SHIEZA FRIBHYAIL.
2. MU HESES 2 ™ S
3. Ml 70|12 1F HX|E 2alet O3 X 32 FX0|M #H0|E2 2L,

4. ZHEE®E of Z4XIE 21 HX| £7HHC 2 2HE = TS MAI0A R X H=

@ HEEH ZES E2[ol= O oHZ0| U= B2, AXl £7t8= ot &7 FES SHotE=
LCHES wAte)

o 2|

X HIHLIE

52


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01

S T MAJO|A ZRAIARA S
L

[=]
FAFZ A|7| Bl BiStO 2 =

o 7IEE8 R E HIHE GLIC

_—

& BE Y

7. 00| HE HHZ S0{ 22| AA|L.



L|Ct

ol
Ho

X|E 0]

KO

Mo
Mo

or

fLICE.

-
o
=]

M

SLIC}.

Ex
ol

Aol=

2| x| 811 CHX[X]

—

=

o

22 7I5HX| Ot AI2.

-

3

-
o
—

s 3E
£ RE0| Y|

E

M

HHE 7t £ E[X]
IX[7F S E[JASLICH AEER ZE0M 22| f 2

O

A2 ES =2 AEjollM HEEY RSO

54



KO

AT
M0

or
K

= &= "ol 22 A2t LIEM HXF2|of

Ct
L|C

LHE FHHE o2 RIcH 2 AZEOf oF A28 MXj2|of| 2 FEL|Cf.

=
[

ORYAIL.

gfLct,

otiof

|E
S

20

E2 ZS0M uK ZE2 ™

HE

|

55



2 WEES WM HESD ZEZ 0|Sot M B89 JIEUXIZ|E HEED 2 TP HEUS HEES
2o E&Lct.
3.

LIMX| ™ 2 =0f Ci3l| o] EHAIE Bt=gtLct.

-

4%t 28 0| E o| S LIt

EHE HEEY ZE0M uHE HEER ZEZ £ 0[C[0] HX[Z O|Satof LICt.

£ HMIXt2|0l| D-SH= LIAME HMASHAH #1 Xt4] Phillips §1E E20|H{ 7} EREtL|CH HEEZ 2 & L9
2 QIBl| LIALS 40K 2| K| Q=5 St7| QIoh of LIAIE &2 4= U= XA 0] A0{0F LT},

1. 248 ZEERY ZE0M uN| ZIESS REE $E 0|C|0{E %o} 0| SeLICt
of

R E D|C[ofE o] Zxte| ARZ0A 22Tt 00 HE F{H Of20f| RASLICY.

56



2. 1 XtA E2tO[HE AFE3I0] R THA|0|A LIAFS 22[3t XtAjof QETSHA| 2 2betL|Ct.
3. A0 M 2E D|C|01E =Y ZoAEA S0 22 uK HESS 20| MX2|of *ELC

4. 1 Xt7| E2IO|HE AHE3I0| S E O|C[0{0f] LIALS 1 ZRO|HAL.

() SEuitofo LiE £ o 82 JHekx] DHIAIR. B 42 4 YaLic

5CHA|: DIMMS O|S&L|Ct

DIMME O| S5t &4 HEEHE Mot uK| ZEEDZ o|Set o3 EF A IE WELIL



@ DIMM 2|2 EE9| 14 QA0 2=0] 7tsHE 4+ A B2 DIMME| 7HEXIZ|E oA,

2. N HEEH ZE0|M ¢ DIMM £RE H&LICH

3. DIMM £712| DIMM O|HMEf B{0] Ezl 2IX|o| A=X| 2ol CHE DIMMS A2U0f| SEHHZ US|
DIMM2 AZl0f| THES| DFHE|0| ASLICH IFX| 382 2 DIMMS CHA| & Jsto] 2200] SEEL(CH

4. DIMMO| 27| HZE[0] 27001 XS] HAE|JU=X A2 HAFILICH

5. LIHX| DIMMO]| CH3{ O] EtAIZ "YrEStL|C}

6THA: HIXtE FH=E O SELICt

HXH! 7IEE Ol S5t ZEO|M 2|05 HA QSFP & SFPE M[Ast, HIXtH FIEE WK HEES=Z
0|S3t1, QSFP 5! SFPE ZEOf CiA| EX|5t1, ZEOf| AHO|[ES HZHOF LTt

1. 2ME AEERY TEN A WXt FIEES X0t 0| S EHL|CL,

— O -

58



o ZEED 25 BH| A= LIALE FAH L

9 EED 29| LIAE LI
e HIZHE =S Ol SELICt.

2. HIxtLl FtEt AAE 2= AH0|2S EELICH
AI0|ES ofC|of| FEY=A] & 5= A== AH|0|=0f 210|232 XIFHof ghLCt.

a. Xt 7HE0f| AS = A= SFP EE= QSFP ZEE 25 22[5t1 oHE0|| LT
A

b. 1 Xt7| E2IO|HE A3t &4 E ZESS REQ| HHM HXHH FL=0M LIALS 22(3 THE etHsH
Kb 2fof ELICt.

C. MAHL FEEE 220N ZHAEA S0 S8 WM HES2{9 S ?|X|2 O|SELICE
d. MR FHES WA HES2 Q| MXt2[of ZHAHA HELICE

=
e 1 Xp7| E20|HE ALBSl0] WA HES2 BE Y IxH Fh=0] HeHof QL LIRS 1 LIt
() ol sh=ol LS £ o B2 JtekR] OHYAIL. 30| Z 4 Yttt

245l ZAES2] B0 O ojxRd =7}
=

A= 2 0 B E er=FLch
HXtc! 7k=0fl 22| SFP & QSFP ZES MY

59



7EHA|: NV HIE{2| S O| S &L

60

ZIEED ZE2 WA o NV HHE 2| S

o o A W DN

e HEEY ZE0M uH| ZEES =2 0[SaHOF &Lt

e

EEY ZE0M uH| HEEY ZEZ NVMEM HIE{2|E %o o|SEfL|Ct.

HiE{2| 2213 EHO| s 28 S +8LIH.

e 2210l M BiE{2| A0S S Z2IFfLIC.

HHE{2|E &1 FAIZF BAIE izt T3 #E FEHAL.

i
i
2
o
e}
sl
ul

O Sl AEER ZS0l|M HiE 2]

o
Mot

HHE{2| S2{2 5 Hot BiE2| 221 BH0| A= SES =81 220 222E 2Lt
8 O[2t BAIE Ozt 3 |S £8 U3 20 3 ZEES ZE0|A BiE{2|E SO{SE LT

2 2E0M s NV BiE{2] ZC{E &0 NV HIE{2|E BiE{2| S0 SEELICE
NV BiE{ 2] Z2HIE 2200 ZSLICE

ZH Hol X[X| Ho| tiE{2| Mo| SRof| 7|9/ E wintx| Tz HH HE w2t siE2] S off2 2o GSLIC
BTt

I
J2{H HiE{2| M 2fX| 7t StEe EH Hol 0| B2 227t HLIC



fLICE.

k=)
(L=

7. H{E{2| WS THEHS] 2 ®MA2|off DHE[U[=X] 24

M ZEES 252 MAlO|

E!

gfLct,

DC2 HElof

PR

A3 wK| ZIEER ZES MA0| 2XIE = ASLICH

=
=

=l CHA|

oLt 7|2E

chg o8

1. OFx| MX[3tx]

L|C}.

61



LtH| LEAL

AHof 20| YELIC)

A Al

<l

3. ZEEZ ZE9 22 MAI2 7ol &

USR] OFEAIL.

MA[Of] 2t

o
==

XIAIZL AS WK HEER 2

®

+UEE #el =

AB0] AN A2t

Ast7| {3l Al

Lfct.

Hay

250

=

HEED

I=K=3
==

HE0AM LIHX] #[0]

=l
A

Of Zxte|

®

SfLict.

ol
<1

I.

2 2SS MA0
- 2HE HFHLIE 0| 25| =t

T
Lu

™

5.

o
]
<[D
THo
=)
ofl
=
ml
]
Ik
TR
I o
ol T
ol of
il
K KO
A o
03 wa
[\
KO
=)
K
of
Wl
KO

BILICE,

S
=

tof A RIX| £712fS w1 2HE HIFLI S0l MXt2{o| & m7kx] A

Al
o -

e. 2E HFHLIZS

SHOF RfLICE.

=
=

b2 MAIS] 222t 22 F0|7h 2| =

62



gal
10
=)
i
-1
mn
rir
I
>
ry
[m
M
i)
H1
M
=)
4
om
n
N
>
J'l'

ot
-
Iul

4

|m

|H
HU
;
rulru
rﬂ
ot
MHA
o
mujn
_o't
>
>
10

2t Z St FASS500f A|ARIZ SXHe ZEZ BEISHSH|= Wkl|E
£Z= NAH”H AMS 2olst 0 TR M2l A| A MY S R ASHOF SFL|C}.

Of
[N
i
<
El
=t
i
o rte
HU
Ot
I:J

0
>
e
L]
Ha
[n
HU
4
om
rot
ot
2
rir
El
=t
a
Im
Mk
i}
10
Of
o
¥
MY
>
|>
g
-
0x
mjo
Jiot
ro
_O'_I-
[
e
0)
=2

15t AEESE uMSt = AL AlZbS FEotA =l

DA HES2 DEO| A7 LIS HA MO BN HES?| D5 £ SUH 40| Ol AZH A2 Holso}
SILICH AIZE3 STG7} LUX[SIR] 95OR AIZ 10l Qlsh 22t0|olE 7} FEtels 7] Slah wH| HES2

LS — -

DS0M SHE Emet AlZtS M ATsHoF LICt.

Of ZfHofl 3

SHIE A|AHIO| CHS EHA|0| = BEE M 83sH= 20| ZQLICL.
* replacement_node= O| HAQ| A2 = &4E LEE WKNe M| =ER]L|C
* healthy_node= _replacement_node2| HA It E

oA
1. refacement_node’t LOADER ZEEIE0| UYX| %OH A|AHS LOADER ZEXEZ FLHSHLICE

2. Healthy_nodeO|A] A|AR] A|ZHS ZHQIBILICE cluster date show
SImet AIZH2 A E AZIHE 7| &S 2 gfL|Ct
3. LOADER ZEIZE0|AM, replacement_node:sHow date2| Mt A|ZHS ERISHMA|

= A A[ZF2 GMT=Z S E LT

4. st AR WA =9 UM(GMT)S 'SET DATE_MM/dd/lyyyy '2 A&stL|Ct
5 Wttt AL WH| =9 AZHS GMT TH2|Z 'SET TIME_hh:mm:ss_'2 M ehL|Ct

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8l A|ZHS &tQIBtL|Ct show date

=S AIZH2 GMTE HS-E Lt

20| ZIES2{9| HA HEHE =telst e A-etL|Ct

ZEED ZEO| HA HEIE &fQlsot Hest AR A2 - Fdut ZX[6I=F HEiE

18°)

0| E3HOF gfL|Ct.
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1. M HEE2 2EQ RX|E4 LM BE FHRATH SY3HHA MEH ha-config showS EAISH=X| &helgtL|ct
HA MEl= BE M 40 CHel Ssof shL|Ct.

2. AEE2 ZEO| A AAH MEfT AAH 43 AK|SHK| to™ HEZEE] HE2| HA &EHE "ha-config
modify controller ha-state"=2 A& gfL|Ct

HA AEfo| Zf

ro

Ct

gl

S OILIY & ASLICE

o HA

> MCC
° mcip
° H| 5t

3. HAEER REQ TAIE A|AR MENZE AAR -0 AX|SHK| o H HEEE] B 52| HA HEHE "ha-config
modify controller ha-state"2 A& gtL|Ct

4. MF0| HAE|U=X| &IStL|C} ha-config show

FAS500f A|AH 71 S/ 8l &iQl2 2=t 20= A|A™- A 0|SS ChAl &5t CA3E
Mol oF BiL|Ct.

AEE|X|E M-S D C|AT ML S 2fQI5t0 wH| EXIE ALt
1CHA): A AR 3]
EED 259 AEZ|X| Y HESRZ HES =S H CI2E A AIL. "Active 1Q Config Advisor" .
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2. CHAF A|AEIO| CHEH &

E
O =
3. 7loj2 HA S S OIS &
A
=

HS FHIgL|C 2E C|AT FOJ AR BE CIATTH S0 HA|E=X]
golsto] &2 A0l HZ EXME sHZELICH
4. gliet B2 22I80] CH2 #|0| 22 22I%t CH2 Config Advisore| 212 2tolstL|C},

AEE|X| A|AHIO| HA Y LHO|| A= ER, BX B2 Al H M HEEZ ZEQ AAH DI} XS 2
ClA3of| SEHELICE _replacement_controllerS £&IS M A|AH! D HAS =tolst CHS HEO| FAHE[/}IE=X]
2tolsi{of gL Ct.

O] Xt= HA X0llA| ONTAPE AasH= A|ARIN2F HEELICE

1. replacement_controller’t RX|E4 BE(™>"TEIE HA|)Ql AR RX|Ex ZEE SF6t0 20 TETEQI
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"halt"2 0| S&fLICt

. system ID mismatch0i| 2[$t A| AR ID ME|E S= HAIX|Zt LIEILFH _replacement_controller2| LOADER
DETENM HEEHE 2ESI "y'E YLt

. replacement_controller 2&0i| 'Waiting for #ret. " HIA[X|7F EAIE Wi7hX] 7|CHel = DAXQI HEZ2{0| A M
IE L] AAR DI} AFS Q2 XM E Y =X SISt 'storage failover show

W o= &4 AEEH0|M AL IDIHABEACHS HIAIX[QE H SHFE 07 S M ID7H EA|=[0{0F
SLICt. Ok oI A node2E WHIE AR M A|AR ID7F 151759706 LI Ct.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)

X HEEH0M 20 HETL KA | ZreletL|ct
a. 1g Hst £F 'Set-Privilege advanced’ 2 HASL|Ct

b. @E F0| HTE XZELIC. 'system node run-node_local-node-name_partner savecore'
HHS MEst7| Mol 'avecore' HHO| b= E m7tX| 7|Ci2|MAIL.
Lt HHE S U=SIH savecore BHQ| Tl MEHE RLIEZE = J}FLICE 'system node run-node_local-
node-name_partner savecore -s'
d. admin #gt £+ZO 2 Z24|'et-Privilege admin’L|C}

- AEEX] A AERO| AERX] s =2 A2Vt FYE B 2EE 7| #E|E AE0t=X = 2R 7| HEE
|

AESHEX] 68O 2t CZ EAL S SHLHE A0t AE2|X| 2= =28 29 ?_45H0F 2fLCt,

JHI

° "2HLC 7| 22| Y=ot 7|1E
o "QIR 7| e 2ot 7| E SEELIL

- AEE2{E Al MSELIC

a. MAHMOl HAEEHUM 1M El HEZER|O| AER|X|E CHA| HBELICE. 'storage failover B2t -
ofnode_replacement_node name '

replacement_controller?t AE2|X|E CHA| 712t REIS b2 SLICH

AARID ELKIZ QU8 A|A- IDE FAISI2EE HIAIX| 7 LIEFLIH y& I2dsliof LTt
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() 710l Hesie ARHS HEo £ YBLIC

"AE 2! ONTAP 9 HZTO|| St= 1It8Y 74 2HIXE HOtEHA|L"

a. 7|24
I

O R E T HA KO| M SE FOIX|, 12|70 0| I2817} FHsEX|, 5 AE2IK| HARH EA
dlst|ct

H
=

=1)

=]

'storage failover show' B&E2| Z210j|= TtEL] H|A| X0 HAE A[ARN DI} EEHE|X| 9400k BHLICE.
7. AT N2 SYEIRA=X] lSfL|Ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = A A[AR IDE EASHOF &LICH CHS G0M= == 10] 2Rt
ClAZ0l| A AIAR ID 18737752770] HA|E LICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 714401 2 ZHEE2{ AEll 'MetroCluster node show'S 2 L|E{&I5HC}
MetroCluster 712 M4 MEfZE =[S2|2{H uH| = R 2 Bk Z2|[H, o] 22 2 HEEZ(0f LM E AEfTt
HA|Z|H DR O|2{2 0| 243tz Ma ZETJH EA|ELICE MetroCluster node show-fields node-systemid &
Z3 2 MetroCluster 40| F& MEf= S0t W{7HX| O|H A|AEI IDE EAIELICE.

9. ZAEE2{7} MetroCluster 40| = Z S MetroCluster A0 2t 212 AR X7t Rs AtO|EL| HEE2{Q!
Z9 DR 2 ID 20| C|A39| |2l ARX7F HAIE[=X] 2elgtL|Ct.

CHg & £70] 25 Aol

ox
4o

0l

1A

tei0] EepfLct

° MetroCluster 71A10| Mt AE{QILICE,

° replacement_controller= X{sll AfO|E0]| = ClA

|U
1o
rot
=
k>
=0
A
e
i
iul

"4 E MetroCluster 240l A HA H|0| 3 21 & MetroCluster AL X|2H 0| C|AT AQHO| HAEIL|C}

10. A|ABIO| MetroCluster Q! 22 2} ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ch

66


http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0]| L8l o|A%|= 2F0| 'vol show-node-name’@IX| 2HQIgtL|Ct

12. HEE Al X135 E|O|22H 7|5E A8SHA| & AT 22 MY HESZ0||M Z42I5HUAIR. 'storage
failover modify -node replacement -node -name -onreboot true'

T
i)
a

HEZE2] ©A| M| - FAS500f

FAS500f A|ABIS| ZIEEE WM E 2t=5I0] A|ARS YEHOE 2FA|7|2{H NetApp
Storage Encryption 71d= S0t (ERe 32) M ZIES2{0| tigt 2to[ A S AX|ot Ch5
7|E0| SSE RMA X[HOf et D 252 NetApp2 2 HEetalof gLt

1¢H7|: ONTAPOAM WA ZAEE2{0] CHet 2to|MIA S M X[ghL|Ct
Ztof7t S e E7F BR (L E E) 20| AT H QS ONTAP 7|52 AL 92 22 replacement_node0i| CHSH
-

P

O
M 2fo[HIAZ EX[SHOf FLICE EFE 2to|HAT U= 7|52 B S{AH9| 2 =0 7[S0i| Chet XiA| 7|7 A0{of
'c'>'|'[__||:|-
= .

Of ZfHofl 3

2to| A 7|8 HX|st7| HMX|= EE 2tO| AT AR 7|SS _replacement_nodeOl| Al A& AFEE &= UELICE.
a2t 24E 2 ETF 2 AR fYUT LEQI FR Y 7S et 2t MA T JIOH J|5S HEY =

AlZfot7] Fof
2to[ A 7| = 28Xt & 4|0|0{0F BfL|Ct.

2to[HIA 7|5 HX|E £ U= 90| R0l 7|ZH0| JAELICE |0 7|2t0] X|LiH 2= O] 2ol AT R otE L|CE
Frotatolda 7|1E 2 off 71Zto] BLE7| Toi| 2= 715 24A2H S AX[sHof LTt

Ras
rot
ot
=)
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A A0 XS0l ONTAP 9.10.1 O| A2 M3l FO|AUCHH off MHE XIS "AFF/FAS A[AHIQ|
(D) efoldlx ¢Eo|=E SIst niti= s mA|  ZAAAISSHIAIR. A2BlS] £7] ONTAP UalAE
2= AR oM XtMISH LB S HZSHI A2 "NetApp Hardware UniverseS & Z=SHUA|Q".
CHA|
1. M 2to|MIA 7|7t st AL oA BAH|& 2to|MA 7|2 #OMA|R "NetApp Support AFO|E" My Support(LH

|
X|2l) MM0j| M Software licenses(AZEQI0] 20| M A) & MEHBIL|CE,

@ st M 2fo|dIA 7| = XSO 2 M0 ol oMY FA2 HEELICH 302 0L
2to A 77 Lot O|H| RS EA| Ret R 7 X REMof| 2QSHHAL.

[LE

2. 2} 2IO|MA F|E 'A|AH] 2IO|MA FT} 20| MA A E BHO|MA F|, 2lO|MA 7. 'E HX|RL|C
3. Hadt Z2 o|H 2to|HIAS MASLICE
a. OJAHE 2o A 2Fl2to[dA Ha[ - OAE - A[Z30]H

b. S=0| SHI2H AME5HX| &= AER 2| 'license clean-up-unused' £ AFK|EFL|CH

2CHA|: LIF 24l 5! 24 =

fot
oin

replacement_nodeS AMH|AZ BI85 | MO LIF7} 2 ZEO| J=X| &Ql6t, AutoSupport?t 8HEl 2
_replacement_node?| ¥ HS E SE5t1, At3 et 7|53 A FsH0f gLct.

|

1. =2| QIE{H|0|A 7} & M 3 EE0f| CHH 'network interface show-is-home false’2t= 21 E st=X| 2HQlstL|Ct

LIF7t FALSEEZ HEA|Z|H iE LIFE 8 TEZ | ST L|C network interface revert -vserver *
-1if *

2. NetApp Support0i] A|AE 2 HSE SEEHL|CE

° AutoSupport7t ZA13HE|0] QK| UOH S SESILIC} "NetApp X" YH HSE SEEHL|CL

3. 2HAE{Q| HEHE ARUITLICL "ONTAPOIM AFEES ALE5I0] 2 AE HEf EHES
LS KB 2ME HESHIAIR.

Fests o

It

"KEMISH

4. AutoSupport RXI24 =R ER[HE 2 E ME8I0 JIZRE ZSEYLICI system node
autosupport invoke -node * -type all -message MAINT=END HH.

5. At= Hizto| H| g MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& BtL|Ct

3CHA: Zof 7t LS HES NetAppO| et

7|E9t 2 MSE RMA X|Eol| BHE iz QFIH ZUlst RES NetAppof| BHtetL|Ch, "5 Bhet 51 K[ XA g
LHE2 HIO|X| & HZSHMAIL.

DIMM-FAS500fS W A{|gtL|Ct

AEZ|X] A|AEIO] AEE|X] A|AEIO] ONTAP EEIZ 8H|65H= £t DIMM 2F 2 Ql3|
StMStE O3 CECC(HE 7158 2F ™ FE A=

9
3N
kR
rr
o
Y
ot
4>
g
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
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* SAN A|AEIZ ALt AR 24 ZIEER] SCSI £3|0| =0 Cist O|HIE HIA|X|S &HQI8OF cluster
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
LIS AutoSupport HA|X| = 2A|7F S¢F Xt 20| A MM S AXISLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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