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Shyos|of Q| 2tolstn Mg 9l 7| o et RHS IRt 7| 2tSet7t 2HastE(of
Q= AR, AAHS =22 93 MHB CHYS ohyEiLICt

Xts £E O|C[0] 27 T2 MHAE ONTAP 9.17.1 O Aol A2t X[ 2IEL|CH AER|X| A|AR0|A] O] H{F 2| ONTAP
2 3 F2 w5 FE 5 EA

° Onboard Key Manager(OKM): S 2{AE HA| 2tz 3 W O|o|E 7t ERetL|Ct.
° QIF 7| HE|XHEKM): TEH =0 M Ch3 THY0| et}

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

CHA|
1. LOADER ZEIZE0|A 2El 0|C|o| 273 TZMHAE A|ZFEFL|CE.

boot recovery -partner

St CHS TIAIX|Z7F EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. S O|C|0 AX| 57 ZZNAS DL EHZFLIC

DZ2MATL 2EE T Installation complete HIAIXIZF EA[ELICE
3. ANAHRI2 A2 otE 2olstn CHE HIAIX| & SIS HEAIRLICE

O HIAIX|Zt A== E2... AT A,
o]

key manager is not A A 37 MX|E[0] J}X| E&LICH
configured. Exiting.

200 TETEJL HAIE Wi7HX| 7|Ci2 M K.
T

Cofl 215t XME S2ts BhetstM .

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7ICt Xt= 2hE ChA| 242t 2 HotE H 2.
key manager is Aot DX =R} SLICH 2 JICH7| 22Xt S .

configured.
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2HE 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISED BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @S S ChA| LZSHAIR.

d. HIAIK|IZF EA|E[H 282 E 7| 2t2|Xtof| Cist ] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|A”O| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover 22t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8HLICE
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HstL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| ol & E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol
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o|st
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E
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ONTAP ZZ{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAE
LICt. cluster identify show HE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 20 YAl HESR T QE{Ho|At MM S l=fgiL|ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4

27



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIEL EO0|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

17t MBSO R EFEX| oM AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtS5=X] 2Q5HM K.

d. AEZ|X|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b gtE THAl 2t HgdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

CHS CHA
ONTAP O|0|X|E ¢85t L =7t 7H5E|0 HIO|HE H3stl LIH"Z3H0| Q= EES NetAppZ HreterL|Ct
Almfst HEl O|C|0] 223 NetApp 2Z et - AFF A1K

AFF ATK Al2R19| 28 2471 DFE e DHL RES NetAppE BHESHINR. "2 E
9 DA KNS K22 TI0IXIS AECHIAIL.
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+5 22 0L E7 27 AtE - AFF A1K

AFF AMK A[AEIOA 2 DICI0{E WH[SH7] Fof| SHIE WHIE 2lol 2Rt 7 Afes
EZl0F ghLct. 047|01|" HEot 22| USB Z2fAl ':EfOI‘='7f UAEX| elstn SHHE

THE 28 A7 UK SHQlots Feio] ErELIC

USB Z2liA| E2fo|=
* USB Z2HA| E2I0|EJt FAT32E EUHE|U=X| &OISHM| 2.
* USBOlE= LIS MEY £ = S22 HE 2F0] JL0{0F LTt image xxx.tgz OHE.
o Z=H|
SAMSICH image xxx.tgz IHYES USB Z2A| E210[E0]| SALELICE O] M2 USB Z2A| EBI0|EE AESHK
ONTAP O|0|X|E M&E mjf AFREIL|CH,
M QA TA|
AHIist 148 QA E NetApp UM MSot wH 248 A2 WARHL|CH

* UL HESE = 4 E HEERQ HATIEHYLIC
Ch= A
S8 OIC0E uHsh= o 2ot @7 ME AES £ £ "8 DICI0f0f| M =et 7| X 8 HES efelgfL(nt

=& £ 0|C|of S710] chet 2=t X2 24l - AFF A1K

AFF A1K AE2|X| A|AHIQ| O[O EotZ2 RX|st2{™ HEl D0|C|0{of|M =3} 7| X[ 8
AENE EHolsliof ST ONTAP HZE 0| NVE(NetApp %E A HE X|SH=X| =lst
HEESE SFSH7| Ho| 7| 2 |Xt7F 2 AMEQIX| =HolstL|C}

1CHA|: NVE X|2/ € 20lst 11 2HHE ONTAP O|0|X|E CI22ESIN| 2.

28 0|C|o] LHIE 9I5| SHIE ONTAP O|O|X|E CR2EEE &= U E ONTAP HHO0| NetApp 2& L= 2HNVE)E
X|SH=X| =elstM( 2.

£
1. ONTAP HHZ0| &ts3t=E X|2I5H=X| 2IQI5IA| 2.

version -v
Z30f| ZL2HEl 10n0-DARE B2 NVEE AL F¢! 22{AE HTO|AM XY= X| gt&L|CH

2. NVE X| 0] w2} st ONTAP O|0|X|E CHREESHA K.
° NVEZ| X|l&|= &H<L: NetApp Volume Encryption2 AF25t0{ ONTAP O|0|X|E CI2ZEgHLCE
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° NVEZI K| A E[X| 8= Z2: NetApp =& 2=} §l0| ONTAP O|0|X|E LH2ZE5HM K.

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP £= FTP AMELI 2Z ZE0E
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o = = = o
tHA|
1. AN ARIOM 24tEl 7| 22[XIE gheletL|ct.
ONTAP HTL|Ct o] HS HAFLILt

ONTAP 9.14.1 O| &

security key-manager keystore show

* EKM2 AF25IH ExM O] HE =210 HA|ELICE
=
=

0F OH

* OKM& AFE3H orM O HE =0 HA|ELICE

* 7| ZE| X MY EO JqX| RO™M No key manager keystores

configured & £20|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKM2 AFE6H external O BH =30 HA[EL|CT.
* OKMZ AFSIH onboard 0| HE £20|| FA|EL|LCY.

* 7| A2|X7F A™HE|0] JX| RFO™M No key managers

configured BE &==0|| 0| EA|ELICE

2. N AHIO| 7| 22|X7F Y0 Q=X o0l W2t CHS 5 SHLEE - Ch

7| g2l X7t -4

rin

Z2(EKM EE= OKM):
a. 7| 2[R0 M IF 7| HEfE EAISHAH CH2 2| HHS UHSIM K.
security key-manager key query
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 2tESHM|R. Restored &
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° 7|17} CHE S EASHE 82 true SYEE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH 2dE HEESHE Mo S0t T EAE Y - ASLICE

2HE 7| Z#2|XHOKM)
CtS SHAE ZHol| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mek
set -priv advanced
UG y Al&5t2t= HAX[7F HEA|EH.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 THA0) ZALBHLICY,
T A} S0 OKME +S 2= E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH MA dSEALULICE 0]
57t GLO™ NetApp X2 EI0| 29|5HMIR.

d. BE= 21F 7|7t SYUEUA=X| =elstA Q.

rin
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rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM R,
g Het BEEZ Mt
set -priv advanced
S} y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| EA B0l OKME S22 S70l0f = 2 0| i YEIL HREfLIC}
i. 22X} 2EZ =S0F}17):

set -priv admin
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Ats 22 0L S ZZMA 3 Eof CIOJE &4S YISt AL HEES RXISHE{E AFF
ATK 2E2|X| A AEOM £8E ZESERE SEOHMK.

AE2[X] A A-OM ONTAP 9.17.1 0|2 & S R LIZS AIEOIHAR."AIs 22 57 2. A A=A
O[T 7S] ONTAP &dll Tl Z2 =35 RE IS5 BAE ArE8H0F gLct.
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SRR AL
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E T2 M AE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE NS TIgstr| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 2! AlEHOf| CHo FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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NARIOEDE = 4% HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 WANO HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olg9l 22| AEIt Rli= 22 HEO RU{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZE)
"= EE S8 AL S|t

* MetroCluster 7t AEf7} THEFOMH LETL AL 5! FAN AE{QIX| =Hlstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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_-halt true_parameter= Loader TEZEE HA|LILCE,
Che oA
ZEECE SRet = £ £8s0F "2 O[C[0{E WAL gLt
F& 0|0 E uAEtY =5 & 578 FHIYLICH - AFF A1K

AFF ATK A|AEI9| 2E1 0|C]ofofl= T4 Beof 9 74 ojo|E{7F MEHELICE K| B
A Pe| BES HASHD, 24E B8 0/T|0|S RHstn, @H|8 L 0jcjojE Mx|et
c}2, USB Z2fiA| Eato| =S AF23[0] ONTAP 0|0|X|Z m4|8 £& n|rjoj2 +502
Maots BEoR FNEL,

1EHA|: 28 OiH|E wA[eL Tt

]

S8 OiM= AL 22| 2= RO A2 AA-M Z5S M M AFLIC.

r

37



1. OFZ| HX|E|X| 42 B2 SHIEA FXISHIAIR.
7

2. PSUOIM T2l 32

|0|E2& 22|gLItt.

@ 7|1 FK| A|A”0| DC M 33 X7t A= B2, TWH 32 HA(PSU)UIM TH A 0|2 E52
FEISHAIL.

3. A|AH 22| ZES FaleLC.

2!
a. A|A" 22| IS0 H2E 2= H 0|22 22[eL T ZSS Al 2X|g o #|0]=22 SHIE ZEo| A2
= ATE #H[0|20| HZE IX[0f 20|22 E0{0F LTt
b. 7|02 22| E&j|0] ol AZ0f| QU= TS YA H0lE 22| E2f|0|S of2iZ Sl ChS Ef0|S ofh2
&L
C. A|AH! 22| A HES FELICH
d. 4 2{X|E Z|CHSt ofe 2 SE LT
e e Y7ol 272 Fn AS2EX HeZ HES FAH AZZ MM A|A- 22| 253 2L Ct
f. & O|CI0j0f HA AT &= JAEE A|AH 22| 2SS FHHT| YX| 0HE Q/0 s&LICH
4. 22| ZE0M 28 0IC|0{E 2algLict
a. OiEtM = HES FEHAL.
b. 2EI OICIE 9|2 S L300l 20| 74 CHZ 3HZ0l| SLICt
S. wH| £ O|CI0{E A[AH 22| RE0f| EX|SLCt
a. 2E D|C|ofo] 7HEXt2|E 22 5t Fof| StE Ch2 ZHARA 2300 £Ht2 2o &L
b. 2E O|L|01E T3 HE B2z S”LCL
c. ¥2 HES 21 RE DL/ E o2 2tH3| =2l 02 &2 HES 5Lt

6. A|A" 22| 2SS CHAl 2XIEL T,

a. B=2 22X &% Y+ et of SELIT.

b. 2SS A2 ZX 7K &R0 FEFA 20| 2 LS A KIS 1= EMX| 22 ZES FMX2(0f
x|}
[== =] .

7. Al0|£ 22| E2f|0|S Bl ?IX|7HX| SELICE

a. AMA" e 2ES AR

—

2%tH7: ONTAP O|0|X|E £& D|C|0| = H&RLCt

MX[SH WA & 0iA|0f|= ONTAP 0|0|X| 7} Si&LICt oA ST ONTAP A{H|A O|O|X|E USB Z2iA| E2I0[EE
CIRZCs O WX 2E! 0|C|0{Z CHREE510 ONTAP 0|0|X|E AN 2E O0|C|0{Z 48 4= "NetApp
Support AtO|E" ELILCE.

Al Ztst7| FHoj|
* FAT322 ZOHEl Hl USB Z2{A| E210|E 7t 4GB 0| Ate| 22k Z QU0{0F BtL|Ct,

* 2ME HESH LAY F0|H 3t ST ONTAP 0[0|X| HH S CH2EERLICE NetApp XI# AtO|EQ)
Cr22E MMM ol O|0|X|E CLIR22EY 4= USLICE version -v EHE A0 AH F¢l ontap
HTO| nvEE XIASHEX] EAY = AFLICH. BH £3HO0| ~<10no- DARE> HA|Z|H ALE 2/ ONTAP
0| NVEE X[#5HX| gig LTt
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° AHE 2 ONTAP HT0|M NVE?} X[ ¥kl = B2 L2225 HEO EAE HZ NetApp =25 222
O[|0|X| & CHR2ZELC}

° NVEZF X ZEX| = 22 The 25 HEN ZAIE HE NetApp 2& =2 80| 0|0|X|S Ct2 2 =2tLICH
* A|ARIO| HA 4ol A2 ZHEERQ L& 2| ZE(YUHOZ e0M AET|0|A) ZH| HIEQIZ7H HAE|O] RLofof
2hLct.
A
1. ol M ={ZEet AH| A O|0|X|E CH2ZE3H0] "NetApp Support AFO|E" USB E2iA| E210|22 SAteiL|Ct.

a. mjo|x[e| Ct22E A0 MES| &Y S22 MH|A 0[0|X| S CH2ZERLC}

=t
o —_
b. MH|£ o|n|X|e| %S EL|Ch,

WinZip2 AH&3}0 netboot O|0|X|E FE3HA|

@ WindowsE AtE0t0| 2HXZE FEot= B2
Z2 LHE F& =75 A8"UCt

OFMAIR. 7-Zip EEE WlnRARJ_f e [}

USB E2iAl =2fo|E0l= &4 AEER{7H 2d Sl Ao

-

et &St ONTAP 0|0|X| 7} QLO{OF BHL|C},

a. LES0|M USB S2iAl E2t0|E S H|AHELICE

2. USB Z2fA| E2t0|EE A|AH] 22| EE9| USB £ R0l MU SLICE

USB 2& EEJ| OtL|2t USB ZA|8 £X%0ll USB S2liA| E2t0|E 5 HX|3H{OF ghLCt.
3. M2 A|0|E2 PSUO|| CHA| Z22M|K.

MO Z L OADER ZEZEO|M A|ARO| R RIE|7] AL,
4. 20 ZEDENAM SX|5I2H Ctri+CE 521 22 ZENAE SHLICL

Ol HIAIXI7} LIEFLIX| 4O Ctr-CE 27 SXH4 DER HElsls 42 Mest ke #
202 HelgfLo),

k=)
2 0[C[oE wAet

—

o
ujo

FHsljof "=+ O|0|X|E FEELICHELIC.

USB S2L0| 20| M +5 & 0]C|of 271 - AFF AK

r_?.-l'
ot
C
()]
o
M
'}
o
T
=2
_>-|_
i
-
o
=]
Ral
1l

AFF A1K A|AHI0| {22 B E O|C|0] &X|E X
+SO= BHEISIH OIEL LEoA LAHS S/E = JYSLICY.
AEHst7| Fof
o &M=l HEZ2{0f HZE 0] Y=X| SlSHM L.

o

rHI

SB S Al E20[E27t JAEX] &RISHMIR.

u
“OI A2t AHBSH=A] &
otiOF ZfLCt.

|'O

ISt 2. 2= otut Z-dote|0] A=X| oo w2t 3EA M HESH FMSE

e
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- &d4E HEEZ 9 LOADER ZELE0|M USB Z2HAl =20|E0f|M 57 0[0[X|E RYELICY.
boot recovery

57 0|0]X|= USB E2iA| E20|E0f| M CHR 2 EELICE

- HIAIX| 7t EA|=|H 0]0|X] O|§S Y=SIHLL *Enter*E =21 2= 2tol| EA|E 7|2 0|0[X|E HEFLIC.

%
- ONTAP HZTOf| St= EXHE AH2510 var THY A|ARS S2ISfL|Ct.



ONTAP 9.16.0 0|3}
M= HAEERQ IIEL] HEE2{0f|A CHS THA I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EA|Z[H CHE 2 F2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| AES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY B9 BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2{0|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEER{0|M: £27| vy A0 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27]| vy &AO0| F I .would you like to use this restored copy

now?
h. 24E HEZ20|M: £27| v PELSI2t= HAIXZL EAEH OHE2E FEMK. ctrl-c RE Rt
Helmy
I 24 HEESO|M: IS B oILIE tAl 2
* AARI0| A otE AESHA| gf= 22 RE HiRoM _S4 1 28 2E_S HESHHR
" AMARIO| A2 SHE AEStE AR CIZ2E 0|SSHM|R."Y2otE SlefL|CH

ONTAP 9.16.1 O| &
2 ME AEEZ|O|AM CHS THA E 2t2HN| K.

a.

1=
1%

o Sastets HAIXITE LELR 7|8 v LI

S A7 33X 2 e kM OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. F=E2ry S@E 7S AEstets HAIXIZE A= E.
d. =20ty =EE XF-SI2HE HIAXIZF EAIE LI

e. F2Cty ChA| B -StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HF7t 22 0.
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4. 2& 70|22 HEY HEE2{0f| AZAHLICE
PN

-

5. AEZ|X|E E[E2 ZHEEHE Fd AYo= =SELCL

storage failover giveback -fromnode local

6. 15 geotet 22 ChA| 2dotsthR.

riot
jo

H|

Mot

=
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

AFF ATK AIAZIS] | 22 OHRlo| A Q=3t2 2elotol K49l Hlo|E| 2SS BFBiLICE
T T2 A= 7| JHRAS Folttn, et AES Tl MEskm, ojo|Efo] cet wot
UM AS Bholsts FHI0] EBHEILICH

— -

r

AE83H=X| eS| gi2 4% 22

2ZSHHIR. A|A-IOA ot 7| 22|XIE

7| 22| Xt Q80| M2} A|AEIO| Ot B2 |%
i 23 AHE SolsIR
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2HE 7| #2|XHOKM)
ONTAP EE! 0|70|A Onboard Key Manager(OKM) 7148 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7| 2| Zde)

"Onboard Key ManagerO0i| Ciot B HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 J=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAlEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E & BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZoHB 7 HIAIX| glo| SRIAE ZEXET} LT S7|8t0) Lufste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| 2 ZutE HHatotX| 5Lt Zapt LIEHLEH O O& Zapvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM LhS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M £ 8! IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o

ol.
storage failover modify -node local -auto-giveback true
7. AutoSupportZt #43tEl 2L XtE AH0|A MHS S@lefLct.
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
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impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
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metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,
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Che oA
EERE ZRet ¥ E +HOF "HESEE WAL |CH LTt

ZEZ2{-AFF AKS 1AL Ct

SHEQ0 ZOHZ QI8 AFF A1K A|AEI HEZE WH|SHOF SH= 2. 1A T
HEEYE MG, 8 QAE WX HEEZE 7|1, KN HEEHE MKt
S ESH= 2ol ZehELICE

HEED ZES WHMSHHLL AEER Z& LIRS 718 R4E uMg W ASZNM HEE ZES 22|5H0F

|

1. A ARIOl £2 4/50] /= NVRAM MEH LEDE =HQlgiL|Ct HEER] ZE2 MM I = NVRAM LEDZ}
UELICE NV Of0| 22 BH&L|CE

—_= Xd

° NVRAM EH LED

9 NVRAM F2| LED

° NV LED7t HM Q= E L LIS HAIZ o|S&L|Ct.

66



=

67

[ == R |

77kd

10| HE Wintx| 7|CHELICt.

|
G =R

o
—

oFz7

HEZ A HX[SHHAI2.
=

0| QIZEX 0| M

° NV LEDZ} 2
E29ISHMAL.
2. O] MX|E[X]|
EE TE

ol H
&l =oi_
£
H U 4l
o M w
M_ ] =] [
00 E._ %0
=~ 0 0
K
T LH
. o 58
.u . n o 3
g o T 3
T ] S =]
Yoy ol AT L3
B =1 E. )
s K % E3 10 o
o » T =
o o iy <
gr Ul <l W;w =
R o1 o TR
ol = g X K
|ﬁ..||_ ol ol =) nd
o m BN .= = =
mw E_ﬂ_ _H o HI EY __n_w__
H < —=
m ™ b o X W L_ui.._
_u|_ —_ =< =_u_._._ .uL
I B 2 oo O -
K3 o m o = 2
ro I K |_
s o o w| = 0 A {0
K o g < 2
= z o S LI &
&l = W oo Zom o
- . h o- oy K- U
mo X W Mg & o
ol > o Sty My M
o w o W 8 o K3
A g Bm i F
s S ) ril o O ()
TR o W R 803 O %
o gy Rl orien Uy
o woom o ™ Romln H
™ = H T FH Hu
< ._h_ﬂ_ KO B < o (%}
~ M ol v

HE9| 3tEtE XXISHYAIL.



NI
S 1T

3EHAl: NV BiE{2|E O| SELICt
NV HHE{Z|E WK ZEEEZ o|SELCt

T
1. NV HHE{2] 0f|0] HE HHE S NV HIEZ|S RO ML,

(1) NV BHE{2] 0flof HE b
(2] NV BiEf2| 2210
(3] NV BHEf2] o

68




2704l M HHE{2] #|0| =S &H&LICT.

2. HIE{2|E S0 221 tiE2| S2{10f H2eLIch

3. HiEf2| Z2{0o MH| A= 2 S =2 220N 222 E 22[et S

4. oo HE 8l ZIEE2] ZE0||M HHE2|E S0 SELIC

o. HIE|Z| WS WHIE HEEZ ZE= &7/ TS NV BiEI2| 37| HEO| ZHAfSLC
a. uH|8 HEEY ZE0M NV HiE{2| 37| HEE ELIC}
b. HiE{2| 22125 A20] £ Z{7} MXt2|of FHH =X &AsHHUAIL.
C. HHE{Z| MES SXOf A5t iE2| WS BHES| =2 M2 off 2 FEJ=X]
d. 0f]0] HE HHE HoYAR

4ATHA|: A|AEI DIMME O|SEL|C}
DIMMZ WH|E HEEZ| Z=E 0|S2L|CY.

|

1. Ol EE 27| S20S €1 DIM

<

(=}
=

N

1357 10121416 1719 2123

26 28 30 32

A AE DIMMQIL|C}

2. DIMME SHIE Yoz uK| HESE ZE0| HYY = UACE 220
3. DIMM2| ZZ0f = = 7H2| DIMM O|HE| HS MHS| Lol SR

THEL|CE.

®

DIMM 2|2 HEQ| 1M 40 20| 7t
KO AN Q.

£ QOO Z DIMME| Z7HEXIE| &



!

e

[==]

EHE AFFAIK AEERE Uk

o

INES

70

srsgLict
(D DiMmol ek HE|0f S0l &S| MUSIAEX SO HALICE,

O[HE{ §0| DIMM 2 £&22| LX| 2of| 7[/Z tH7tX| DIMMS| &t 7HE 2| E AR A TS| =ELIT

- LIHX| DIMMO| CH3l o] EHAIE HE=2fL|ct OIHEE 57| HES BEL(oh

AESe RSO B2 o22N9| Y70 ¥ED S ALY HE0|N S2f HES DES A0 Lof
ot
AEE2] 20| O O|A UX| 2HA| 5P T of2 2 A7t A WIkx| A WSS oi=o= SR

=
(D #4Ert 2ys 22 AES 258 A2 2N Yol 92 0 A3 S JoHK| DHIAR

Loader ZEIXEN|AM £ show date YHSIH WM ZHEEZ Q| St A|ZHS EA|SLICE Mt 5! A[Zt2
GMTRILICE.

() BAISIS AZH2 4 GMTE Ot $X| AlZHo|0Y 24A(7t BER EAIEILICH

. GMTZE ¥l A|ZH2 MHSIM K. set time hh:mm:ss BE. date -u BHS AIE6IH OIEL = CEO|A o4XY

GMTE &2 + UASLICE

2o mat AE2|X| A|A-S TG RLIC.

EMAH(QSFP = SFP)E M7{Et 22 R 20[22 ME3%h= 22 EUMAIHE CHA| 2X|3l{0f L T}

THA|

iy

ot
ot
2

|= LIS S s8slioF "A| A5 7= S gL,

S A - AFF AKS 2511 2olgtLict

ZHEE2{Q HA 7140| &M MEfO| 1 AFF A1K AEZ|X| A|ARIOA SHIEA| &S 5t=X]
=hQISt D A AH O{RHE{Of C|A39| HE FZIt HA|Z|=X] &HQlRtL|Ct.



1EHA: HA 718 27 gfel

EE2 259 HAYEIE &elot Rt AR ALY Y1 LRSHER HEHE

e

0| E3HOF gfL|Ct.

THA|
1. X2+ BEZ B8 boot _ontap maint

a. _RE AL 0 BAIEH E LHLICy.
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4. OE JHQAT SUS MEHE ha-config show HA|SH=X| 2HOIBIL|CEH HA
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1. Loader ZEZEO|A & LHYLICI boot ontap.
2. 2& HAIX|I7} SXE|H <enter> 7| & FELICH
° _login_prompt7t EA|Z|H O] MM Z0of Ql= ChS EHAIZ O|STLICE.

o
[
° _waiting for Giveback_O| HEA|Z|H <enter> 7|2 21 EL] =20 23218 = 0] MM Z0f Q!
CHe T2 ol sELCt.

rir

3. &AEI HEEHE CHA| MX|5H0] MM 2502 E|EEILIC}H storage failover giveback -ofnode
impaired node name

4. X5 greto] B2 M3tE|o] Q= AR, CHA| 2t EILICH storage failover modify -node local
-auto-giveback true

5. AutoSupport?t Z4%tEl 22 Xts AH0|A MM E SRI/AK| sHA|: system node autosupport
invoke -node * -type all -message MAINT=END
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1. Loader ZEZEO|M £ YHYLICt boot _ontap maint.
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CFO OiI2|A|IO|E(FE OfO2|H[O|E)Tt BttBtLIC} storage failover giveback -fromnode
local -only-cfo-aggregates true
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9. dist HOIMTL 2t El 2 52 St 7|CHel OH2 WY @ Aefet Hiet MEfE 2HQIBtL|Ct storage
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failover show. % storage failover show-giveback.
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storage failover modify -node local -auto-giveback true
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH
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ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 WANO HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT
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metrocluster node show
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1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 WANO HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT
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metrocluster node show
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system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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local -auto-giveback true.

5. AutoSupport7t ZH3tEl AR XHs A0|A MM S S/ sHH|: system node autosupport invoke
-node * -type all -message MAINT=END
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nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)
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ZEER0| &8 LA = M A|AE IDE HAISHOF SL|Ct CHS G0l = node10| 288t CIAI N M A|AE! D
1517597060| EA|E/L|C}.
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 401 AL ZHEE2| AEE ZL|E{ZEL|Ct. _MetroCluster node show _

MetroCluster TAS HAN MENZ E|S2|2{M uN| & % 2 M Za|H, 0| AL 2zt HEZ2of| A= MERT}
HAEH DR O|2{20| 2Mstz| 0 HA BETJH EA|ELICEH "metrocluster node show -fields node-
systemid MetroCluster T+40| &4 MEjZ SOtZ W7HX| BH £2H0]| 2 4E A|AR D7 EAIEL|CE

7. ZAEZ2{7| MetroCluster 1A 0] Q= AL MetroCluster AEHO| I}2} 22 AL X7} RHSH ALO|EQ| HEZ 210!
ZL DR Z ID ZE0f ClAZ 9| Y ARKX7F HA|Z|=X| =HolgtL|Ct,

etroCluster 71A0| F &t AE{QILICE,

v

° AEEZ = Mol AO|E0] U= C|23 9] Hx| 2 RAHALICY.

2 HXSM AL "4 E MetroCluster +A 0| A HA E|0| 32 2H 5! MetroCluster AQ|X|2H &0 C|A3
ARHO| HAEILICH & HZTSIMAIL.

8. A|AHIO| MetroCluster +A01 AR 2t HEE2{7} LM E|0] Y =X| EQISHA A 2. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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9. Zt ZAEZ2{0f Cislf of| A== EF0| 'vol show-node-name’ QI X| golstL|Ct

= =
10. &2AEl HEE2|E CHA| E26t0] HA 2502 E|ERILICt storage failover giveback -ofnode
impaired node name.

1. XIS dteto| H[Z Moo Q= H R, LSt 20| ChA| 242l AR storage failover modify -node
local -auto-giveback true.

12. AutoSupport7t 243t AR X5 AH|0|A MH S S)/AX| 8iXl: system node autosupport invoke
-node * -type all -message MAINT=END

5EHA|: ZHoH7t

nL

Mot HEZS NetAppO| Hhet

7| EQ &7 M2E RMA X| &0 MHE CHE QB I} LAlSt HES NetAppol| BHSIEHLICH "S 2 ghst 5l | XEM| 3
LIS HO|X|Z AZSHIAIL.
NV HHE{Z2|E W A|StL|Ct. - AFF A1K

HH A 52 A2 HO|HE EES= HE s S22 BiE{ 27t BTE[AHLE 0F LA AFF
ATK A ARSI NV HHE{2| S LAMISIEAL. wH| Z2M|A0= &4E HESEE SR,

s
ZEEDY B2 M 7St NV BHE{2|E WMot ZHEER D& CHA| MX[stD, LF 7t
Mot 2E2 NetApp=E Bhetst= atdo| ZatElLCE,

AMABRIOITHE 2E 718 247t SHIZA| 2tS0Hof LICt. 2K 42 B2 7I= XY M0l 22[H0F gLt
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SRR AL
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E T2 M AE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE NS TIgstr| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 2! AlEHOf| CHo FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
32,
NARIOEDE = 4% HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 WANO HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olg9l 22| AEIt Rli= 22 HEO RU{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZE)
"= EE S8 AL S|t

* MetroCluster 7t AEf7} THEFOMH LETL AL 5! FAN AE{QIX| =Hlstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader EEZEE HA|LICE.
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o WH|E HIE2[E ZZ0IIAM TH-LICEH
6. HES20f| WA HiE{2| WS AX|ehct.

a. HiE{2| 22|38 2to|X 220f 21 S2{27t X2 off THE[0] [=X] 2Rt

b. HiE{Z| WS S0l HUst HIE2| WS THEHS| =2 MXt2|ofl DH = A=A =elsct.
7NV 37| HE HHE HOHAL.

S22} 27210f M2 =3 A=K 2L,

4THA|: AEER ZSS MAKIRLIC

ZEE2 2SS CHAl EX[5t0 SR

od

2. ZES2| BEO| 22 RO YT YED HHE ALY Ho0|H 52 HES2 DES A0 Lo]
gaLich
3. ZES2| DEO| T 04 LX| 22 =T M Ol Z4|7} 2 YK B WES G0 SYLC
() #H4ept ayeix) gss 2ESe 0SS A2 M| Yof B2 0 BT BB KK THIAIR.
AES2| BE0| AZ2K0| 3| AT A LES ARBLICH

4. 2ME| AEEZE CHA| 22610 MA 2502 E|EELICH storage failover giveback -ofnode

impaired node name.
5. X}& fheto] HIZgetE o] Rl 2, Lhaat

M- OT,

O| CtA| 2 H3ISHYAIR storage failover modify -node
local -auto-giveback true.

6. AutoSupport7t 2d3tEl AL XI5 AH0|A MMHS Z)l/2AH| SHA|: system node autosupport invoke

-node * —-type all -message MAINT=END

5THA|: Zol7t Lot 2 ES NetAppo| Bhet

n

7|E2t o MESE RMA X|Eol| 2HE 2 77t Zdst RES NetAppOf| BHetefL|Ct, 55 Hhet 51 A" KiM|e
LHE2 HIO[X|E HZoIHAI2.
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Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E T2 M AE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE NS TIgstr| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 2! AlEHOf| CHo FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

SM 2: MetroCluster #+4

@ A|AEIO| 25 = MetroCluster T1A491 AL 0] MAIE AFRSHXA| OHAAIL.

ANE ZESRIS SOl HES2 SEIS Holotn, WA B WAl HES2|Jt 24E HESR
AE2[TIIA HO|EIZ A% HBE 4 YT HES2AZ l4ofof

* O 27K Ol Ml SHAETE A= 2 FE0H ACOF BfLIC S AE7F Z 0| gL o HESE
Xt S JEoll CHoll FALSEZ EAE= B &4E ZEEHE S=5H7| Tl 2XIE o ZoHof HLICHEZE)
"= EE SHAELE S|t

* MetroCluster 80| = 22 MetroCluster 2™ AEf7} LME|0] U0 s =7 A 8l YA
HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

|

1. AutoSupport7t Z243}t=l AL AutoSupport BEHE SE5I0] XHs #H[0|A MM S AX|BILICE system
node autosupport invoke -node * -type all -message
MAINT=number of hours downh

= AutoSupport EH2 24|72 St AtS 7|0|A MH S AMBLICH clusterl:*> system node

autosupport invoke -node * -type all -message MAINT=2h
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8. MIEL| AESZ0|M HESEE B ELICH

storage failover giveback -ofnode target node name

9. AEZ2| BOj| CH3ll O] THAIE Et=_fL |t

10.
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storage failover modify -node local -auto-giveback true

11. AutoSupportZt
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storage port modify -node *<node name> -port *<port name> -mode network
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AEE2{0| AELICH LED= 30 S HM JASLICE
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3. AutoSupport7} 2435tHEl A AutoSupport HIA|X|E SE5H0] XH5 #H|0|A MMH S AF|EtL|Ct.

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

O£ 01, L2 AutoSupport HIA|X|= 2A|2F SOt XtE #H|0|A MMH S ARISfL|Ct.
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MIE L E7} H|O| A2 E FR XtE fetS HlZ-datsi|ot.
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o= otZ HEEL I XS = its 2= Higdgst:
MELS o143t FS
a. MEHE Qleot AEES 2 FE0|M 2 BES Y= LM
storage failover modify -node local -auto
-giveback false
b. HSICt y XS SES HIZHSISHAI G LI _2h= TIAIX| 7t
HA|=|H
T ZEEZ EF I/O(HOIH ®MS)E Cis A= o|SELCt
AHSID ASLIC
. FOH7L Lot I/0 ZES MH|A0M HAHSIL MRS IHM HA ZHIE SLCt
a. [tz BYES YR
system controller slot module remove -node impaired node name -slot
slot number
b. A2ASICty AISSIAIZEUIN?_2h= HIAIXK|ZF HA|=[H
OIE S0, Ct2 ™2 node 2(&4E ZEER)Q &% 70 U= Foli7t Lot I5S HAY = ALE
FH|5t 0 ®I AN = QEMBICH= HAIX|S EAISLIC.
node2::> system controller slot module remove -node nodeZ -slot 7
Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.
Do you want to continue? {yln}: vy
The module has been successfully removed from service and powered off.
It can now be safely removed.
6. Zo7t LSt /0 ZEQ| TRUO| THAM UA=X| geletLCt.
system controller slot module show
£ Z0ol= @F7H2US REN Y &8 H20l| tholl status Boll "powered-off O|(7t) HEA|=|0{0F SfLICt.
SEHA: ToH7L LSt jo 2E 3t A
o7t LMot /0 222 SST /0 BEE 3 2 THIAIL.
oHA|
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system controller slot module insert -node impaired node name -slot
slot number

b. UZISITH y _AILSIAIUELIN?_2h= HIAIX| 7} EAI=|H

=3 20 1/0 2E0| §SHCE 2a1Q JEf(TY A, £7(st 8 MH|A F)7t E[/UIZS 2eldlof
S

OIS SOf, CfS BYL LT 2(ANE HES2)2 £ 72 22f0l YE|2 ST T2H AT 4T
HAIXIS EAELICH

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y~

The module has been successfully powered on, initialized and placed into
service.

2. /0289 Zt ZEJI MAXOZ X7|3tE|QY=X| EQISIAA 2.
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event log show -event *hotplug.init*
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIR.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 & £20| M0 SZE1 A5 FH| 7 AR E|RA=X| SOISHMAL.

system controller slot module show

jo
10
ot
=

=3 210l= &% HE7I “powered-on'=E HA|E|0{0F 6tH, O|= 1/0 2= £E FH|7t H2E/US

system controller config show -node local -slot slot number

IO 2E0| HEZMOR 2afol Ael7} £|0f QIAEH H2j0f= 2RO EE HHES TS /0 25 HET}
HAIEILCH

g S0, &% 72| I/0 2=0f thsh LISt FAISE Z0] EA|ELICE
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node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:

Serial Number:

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370
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meh) Xts gt 71sS S5, LIF7H 2 ZEO| JA=X| &5k, AutoSupport XS #[0| 2 H-d 7|5S THA|
Y5 HAIL.
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storage failover giveback -ofnode controller
that was taken over name

b. Ql=Fl AEEE|Q 2E0|M XS Bets SAFLICH

storage failover modify -node local -auto
-giveback true
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CE2 th 0I18M Aol AFF A1K AEZ|X| A|ARI0] CHot MEH AFQFRILICE O] AEZ|X]
AAHIS] MA| AZFS HE{H NetApp Hardware Universe (HWU)E WE3IM| Q.

c SEE A4 AFFATK T2 MA| HA &

* Z|CH YAl 8 14.6880 PB

* H|22]: 2048.0000GB

* Z IE: 1742 HA ZHEZ2{7} Y= 2U MA|
* ONTAP HZ: ONTAP: 9.16.1P2

* PCle &% &£%: 1871

* X|2 ONTAP H{ZT: ONTAP 9.15.1RC2

AHHOFR Z[CHEL

* 23 NAS; HA A 12; 2IA| 22F 176.3PB / 156.5PiB; X|CH H|22|: 24576GB
* 33 SAN; HA & 6: 2IA| 22F: 88.1PB / 78.3PiB; X|CH |2 2|: 12288GB
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« NVMe/TCP
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* NAS7t U= S3
« SMB 2.0

« SMB 2.1

« SMB 2.x
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