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1. ONTAP 2&! 0|70llMH 4 10:

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 10

2. TZMAS| AEME 2HQIBILICt This option must be used only in disaster recovery
procedures. Are you sure? (y or n):y

3. 2EAEH HNo| LS £ ¥ |ch
() o==s yzsis Sot 220 0f2 e EAIZIX kL

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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Enter the backup data:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HAE £30| 2p(2t) CHE 2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =X sHZE2 £t LR E +HTLICE

6. 28 HFolM S8 12 MEISI0 ONTAPZ A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE{Q| 2&0f| 7t BA|E|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)
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8. HMIEL LE0N MEL HEEZE HetstiA2. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO OH12|AH|0|E0|| M2t BEISH S security key-manager 2 2 E sync HES AHlBtL|CL,

10. Onboard Key Manager2| 22{AE

—_—

A o @l

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEHLICt. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =ois o H0lM falseS TERS ©f ZtLIERK] BLICH

12. IIEEHOM = EE Hteh: AEZ|X| HYQH B2t - fromnode local
SM 2: 2|8 7| Za|Xt M 70| U= AAH
ONATP 28 0j70llM 2F 7| &t2|xt 8 SRgL|Ct
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&lst2{H Ct3 &7t ZQefL|C}.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg IHY Q| SAHE E= CHS HEIF LRt Ct
KMIP At FAQL|CH
* KMIP ZEQIL|LC},

CH2 22{AH L& £= 220|AHE S M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH = E0|M /cfcard/kMIP/certs/client.key IFL S| SAHE = Z20|AHE 7|

L2 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70|lM &8 11 S MEiSL|C},



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot YRS YR =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl ChE2ab 22 HAXIZF HEAIE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:

15
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



5. HE HF0M SM 18 MEiSIO] ONTAPE A& REELICE

F
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* Select option " (1) Normal Boot." to complete the recovery process.

*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.
Boot without /etc/rc.
Change password.

Maintenance mode boot.

Reboot node.

Selection (1-11)7? 1

Clean configuration and initialize all disks.

Install new software first.

)

)

)

)

)

) Update flash from backup config.

)

)

) Configure Advanced Drive Partitioning.
0

) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

2ot B8 = 2T HAE 225t MY S¢S == R 0|00 uH Z2MAE = eLCH

1. 2& &2 golgLct
ZE0i| CH20| EA|=| J2{H
82
EIQOEDE 6THA|IZ O|SELICE.
gret o] 5. a. ME ZEE2(0f 2aQIgL(C}
b. _storage failover show_EEE AtE3st0] ELZI ZAEE2{7}t Qe =H|7}
E|J=X| gelgtL|ct.
2 =2

A3t Ef ?iEEH ﬁEEIIIE EIEE'I—IEh

° L2330 @F 7t Zdoto] FHO| AoistHE Foli7t Fdet CIA3E 2K 2 220ty WM CIASIE S

m7kx| Ll A3 E SR 22 SLCH

o MEL{7} "Z=H| g X| Y2 0= olsf HZo|
S0t 7|ChiL| ot

Al
=

I3t= B2 THEL ZHofl HASHe| A|AEI0| 7=t Wi7tX| 52
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Z

MP, SnapMirror EE= SnapVault Z2MAE Q15| HHO| HulistH T2 MAES sHH|LICH XtMSH LIS
2M MHE E*IOP*'*IQ

OF

H

o
3. 32 S0t 7|2l = storage failover show_commandZ AF26}0] H|

F-III

O|

=
4. clustershell ZEZEW A network interface show -is -home false_ E&
=2| QIE{H|0| AS L}EBILICY.

QIEI|O| AT} 2 LIBEl AL “false’net int revert -vserver Cluster -lif_nodename BEE At235t0] sf
QIE{H|O|AE B ZEZ &|SZILICE

5. 24 70|22 A HEEE|Z 0|55t version -v BHS A3HSt0] ONTAP HE S 2telgtL|Ct.
6. £ AF2510] storage encryption disk show ZH2 HETILICE.
7. 7| 22| NHof| MZHEl 215 7|2] 7| IDE EAISt™ security key-manager key query HHE AFESIHMA|L.

° 'restored' ZEO0| 'yes/true’?! B, AFEX= 25 2RE|0 N TZ2MAE gt  JUSLICEH

2l=isto] & FESR9 TEO gl

o =5l Z& = 0[2|2| ZI0|™ Key Manager type external Restored ‘yes/true'_security key-manager

external restore BHZ ALt 215 7|29| 7| IDE S gfLICt

ox
ol
[S)

| oot 02 X|3 MEof ZoStHAIL.

H = 0]|2|9| 2f0|H Key Manager type onboard Restored 'yes/true'_security key-manager
sync_BHE A0 E7E L EO0|M F2HE REE 7|5 S7|3eLICE

security key-manager key query_command £ AF25t0| Restored 2E 215 7|0l CHol Z &= yes/true

2(E) &elstiA 2.
8. 2 A|0|28 IEL ZHEEZ 0| AZALICE
9. 'storage failover -fromnode local' @2 AI25I0{ ZHEEZ

=
= | =]
10. storage failover modify -node local -auto -giving true_EH 2 AI25t0] XI5 EHetE ALESHX| Y= MYt
Ao 2o

11. AutoSupport7t Z2M3}tEl A2 SYSTEM NODE AutoSupport invoke -node * -type all-message
MAINT=end_commandZ AF25t0] At 7[0|A MH S S/ sHA[ELICt.

20| Y= EEE NetApp-AFF AMKS 2 BHBHL|CH

7|9t 31| B E RMA X0 SHE (2 QR7} 23t BES NetAppol HHEHEILICH S
HESHIAIQ "EE UHE U U DA HO|XIS HTSHIAIR.
HEED

ZAEED 2= uAM| 7R - AFF A1K

WM EXHE Pl B 1 245 HESH ALE 2 ONTAP 23 MiA| HEH| St= SHHE
74 @45 UESHOF BfL|CE
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* SAN A|A|IS Atg3tE B9 &4E HEE2] SCSI =200 th3t OIS MIA|X|S 2HQI8HOF "cluster
kernel-service show tL|LCt. “cluster kernel-service show'priv advanced ZE0|A HHS MaHSIH =
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1. AutoSupport7} 43tz 22 AutoSupport HAIXIE SE5H0] AtE 7|0|A MM S AMBILICE system

node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHZ AutoSupport HIA|X|= 2A|ZH St XHE AH[O|A MM S AX|ZLICE clusterl:> system node

autosupport invoke -node * -type all -message MAINT=2h

ol HEE2{9| 2404 A 'Storage failover modify — node local - auto-2t2t false’S A2 2
LICH

() x5 uss vEysstISLIL_ Tt BEASS vE Yeigc
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dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
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W EHol= &4 AEEH0IM AA™ IDIHHAZEACHS HIAIX[QE 27H SHFE 017 S M IDIH EA|=|0{0F
LICt. CHZ oI AM node2E WHIE AR M AAR ID7F 151759706 % LICt.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. ZIESZE CHA| MISELICH
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a. 7|gdio| 2tz El £ HA YO0| F&t AEfo| 1 H|O|Z 7t 7hsotX| elgfL|Ct.  AEZ|X]| HY2H show _
'storage failover show' @& 2| Z210j|= TtEL H|A| X0 HAE A[AR DI} EEHE(X| 940HOF SHLICE.
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HEE2{0| £t C|AT = A A|AR] IDE HASHOF LICE CHS 00l M= node10] AR CIAZ0N A A|AE! D

1517597060| EA|EIL|C}.

nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0 1 nodel nodel 151759706 151759706 -

151759706 PoolO
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systemid'MetroCluster 70| HAF MEZ S0tZ W7tX| HE S0 24 A|AH”] D7t EA|ELICE
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

9. Zt ZAEZ2{0] thal ol AtZ|= E80] 'vol show-node-name’ I X| 2HQIEHL|CH
10. AE2|X| A3t7t HotE 2R 7158 SsofF ZLct.

1. XHEE Al X}S HIO|22H 7|52 H|2 435t 22 CHS & HESH0f|M Mo}SHIAR. _storage failover
modify -node replacement -node -name -onreboot true _

12. AutoSupport7t BHEl A2 HHS ALE5I0 A5 H|0|A MME 2R/AX| system node autosupport
invoke -node * -type all -message MAINT=END SHX|&L|C}|.

6CHA|: Eof7 2ot 2ES NetAppd| Ehet

7|E2t et HMSE RMA I Aol dYE HE 2FT 7L WMot 222 NetAppol| BHetetL|CE § ERSHHAL "2 2 HIE
S, WA HO[X| & HZSHA|IL.

NV HHE{2| I A| - AFF A1K

NV TX|E wMotH AEZS ZES 22[otil XS 22[e ThE TXAIE LMot HESE
HES ChAl 2 X|3HOF BfL|Ct.

AAO| T2 BE 74 Q471 SHHA BHSoHo} BiLICE JHX| 242 F 714 X2 LA 2o/sHof sLict.
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