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mI

() Mol ereiel Zatelot ZES2i7t RYELIC ol THE HESR{0] M52 WAL

a. HE=2] o

fuin

2 712 =21 oz Mxt2|of| nF et

4. 20 TETE|M SX[5I2H Ctr+CE =8| 8 ZEMAE SthetL|ch

Ol BIAIX|7} LIEILIX| QOB Cirl-CE F21 RX|H4 RER Rt M8 N [1S HES2IS BY
LR
5. LOADER ZEZE0|A HESI 67 K32 SFELIC
* DHCPE P40t ZS:
ifconfig eOM-autoS MEfBL|Ct
FAISH Bl EEL UEYT AS S0t var THU A AT 22l Fof HAEl AE S0l A
(D) 2u8 HESe|eL SISk o A8sH= EF ZEQLICE 0f B0 eOM BEE Agn

A& BLICH

ifconfig eOM -addr=filer addr -mask=netmask —-gw=gateway

* filer_addr2 AEZ|X| A|ARI] IP FAQLICE
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https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

* diotA3 = HATHEHO| AZE 2He| E IS WER I ofAI YL

* AO|E#0l= HIER A 2| AHO|ERO|YLICE.

() QcCHol~0l I ok H471 W gLtk HAlol SBZS0l el fconfig' Yiefo
M HEE Solet 4 gLk

6. MY ZEE 24E HEEDQ MY S5 FAI(PSU)O CHA| HEBL|CH.

PSUO|| T 0| CHA| SS&|H &Ell LEDZt =A0]0{0F BfL|Ct.

CIA| HESH= H2... J2{H,
AC PSURIL|C} a. M@ F=E pSUO| Z&L|Ct,
b. Mgl IE NHINZ MY FEE nH™EHL|CL.
DC PSURIL|C} a. D-sub DC MY ZE ZHHEE PSUO| HZEgL|CY.

b. LHH| LA} 27H2 =0 D-sub DC M@ T E HUIEZE PSUO|
nksi-iNiay

231 0|0|X|(AFF A20, AFF A30 2! AFF A50)S S E!SL|C}

USB E2}0|E0{|A ONTAP O|0|X|2 REI$ 1 I} A|AEIS E2181H 2tF HAE solsljof
2Lt

CHA
1. LOADER ZEIEO0||A USB E2fA| E2t0|20j|A 57 O|0|X|E E& S A|2: "boot_recovery”

O[0]X|= USB S2iA| E2t0|20j| M L2 2 =E Lt

2. HIAIX|7t EA|=[H O|O|X] O|S 2 YUBIALE otHe| 2z otof| HAIE 7|2 O|0|X|E ICHE ArERLCt.

3. var T2 A ARG SRBILICH
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=M 1: ONTAP 9.16.0 0|3}

1
a. &ME HEEROM 7t EAIE|H Do you want to restore the backup configuration
now? & +8LICt v

b. &M=l HEZ2{0|M HO{M7| Jetc/ssh/ssh_host ECDSA KEY_ 2t= MIA|X|7} LIEILIH £ v
_'I—_

4

C. AL MIE ZIEZE2 UM 2 E ZEESE 15 2T

— —

1

=02 MHYSLIC set -privilege

d. M MEfo| MEL] HAEER0M S MY HHS MMBILICL system node restore-backup

-node local -target-address impaired node IP address
B S0 YSBHX| 42 HIAIX|IZF EAZH o] 22[SHYAIR "NetApp X2,

e HYHl MEH HAEE0|M &4 HAEERE HEIXt +FECR | SELIL set -privilege

admin.

f. &A=l HEZ2{0|AM 7t EAIZ|™ Wwas the restore backup procedure successful? &Y

FELICH

g. &2ME HEEZHA 7 EA|E[H _would you like to use this restored copy now? &
Y FELICH

h. &A4E HAEER0|N 24E HEEE MELS2H=s HAIXIZF LIEHLIH 7|18 v F210 BE HRE
FELICt ctril-c.

835}X| o= AL option 1 Normal Boot. £ MEisIT1, O=HX| gtod 2
o

=M 2: ONTAP 9.16.1 0| &
a. &4 ZHEE2H0|M MY T84S SH5tets HAIXIIL LIEFLHH J|E v =ELICH

S "Xt d3otH 25 - ol o H|A[X|7F EAIELICH syncflash partner: Restore from
partner complete.

20| A S2 0] §SHEAl &elsts HAIX| 7t LIEHLEA 7|1 E +=FLICt v.
=
=

o
=2
>
Jh
0
rn

T2 ALEdtets HIAX| 7} LIEILHH £ v =FLICH

d. &M= AEER0M LEE MEEStZHE HIAIX|7F BAIE|H 7| FELICHy.

e. &AE HEEZO|M &ME HEEHE MEESI2t= HAIX|PF LIEILH 7|12 v F210 B8 H5E
SFELULCctri-c

f. A|AEIOM 2532 ALRSHK| o= ZL  option 1 Normal Boot. S MEHSI JEHX| gfoM 2
O|sgtL|ct etz olE SlgtL|ct

4. 2& 70|22 TEH HESE 0 HZRLICH

g

tof 2

o]
[m
Mk
il
i
riok

o4

A2,

AMESHA XS et 7|5

[}

3. 'storage failover -fromnode local' BES At

0%
o
o
mo

SiAst < 0| ghet

6. 'storage failover modify -node local -auto-2t2t true
7|58 S

7. AutoSupport7t ™=l A2 HH2 A0 X5 AH0|A MM S 2)I/AX| system node autosupport
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https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

invoke -node * -type all -message MAINT=END SHXA|gfL|C}.

O T2 M AT HIHSHH Of "NetApp A& "225HYAIL.

ot 5l =2l - AFF A20, AFF A30 2! AFF A50

WM £ 0[C[ooM =etE ST,

& 0|C|o] WA "Xte| AR 220 Kot S-S A5 2EE 7| 22[XH(OKM), NSE(NetApp AEE|X| =2}
EE= NVE(NetApp 28 =27t 2dstEl A|ARE A E 2t=60F 2Lt

A AEI L E 7| 22| Xto]| w2t CHS SM & SHLEE MEfsto] 28 om0l A S/ LICEH
* "SM 1: Onboard Key Manager 7+ 2 S{gtL|C}"
c"EM 2: 2R 7| BE|X S SLICH

=M 1: Onboard Key Manager 7142 2@IgtL|Ct

ONTAP £E! 0|50 Onboard Key Manager(OKM) Tt S 22lgtL|Ct.

AlZst7| o
* OKM 748 =

rﬂﬂ

I._l'F
VRO
e

]

gjo

> ox
HL

N

20

rr

Ral

Jot

ro

Of

inal

>

0]

S r2HE 7| EE| el Gl S2AH HH Y E HOIts W A4st| Hol BAE AUSHINL.

E*71|
Z& A0S S e ZESS 0| HERLIC

—_

2. ONTAP 24! H72| 22 7oA XHEst FMS MEHBL(CE
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ONTAP HHQIL|C}
ONTAP 9.8 O At

) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AZ

S8 M7 oS EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B I2NAS A4 DAEK Selg|ct

OlH| ZEZES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF Y= HAL|X| gigLCt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. Al%p e 2felo] A HEH XS M = 2felE S 20 EaLItt.
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0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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6.

X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30| 2p(2t) CHE H2 A& TIHSHK| OFYA|L. successfully recovered
keymanager secrets =AM HES S LT E +HLICE

28 HwolM 48 12 MEI5I0] ONTAPZ A& 2L Ct
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

N
L

EEa9

Tk

£0i| CH2 HIAX| 7t EA|=|=X] 2elefL|Ct

Waiting for giveback..(Press Ctrl-C to abort wait)
8. MEL] LE0|M CHZ BHS LS MEL] HESE HIESHIAL.

storage failover giveback -fromnode local -only-cfo-aggregates true..
9. CFO ofa2|A|o|EQt REISt = C}3 HHS HATLICE

security key-manager onboard sync

10. Onboard Key Manager2| 22{AE MA| 25 E 2BfL|Ct

20



OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S718H0l SZ5He 57 HIAIX| glo| SBAE TEEET} WEELICE S7|817t Mujste Z2iAH
() =zEzxezsopp| Fo| 9F HAXIZE LERLITL 571 2851 57|87t ¥EH o= My

7kX| Al&SHA| OHY A L.

1.

gl

BHES YHSIH 2 E 7|7t ST[SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE - o Z2tJt LIEFLEX] §4&LICH

©

12. C}2 BES Y5t MIELHQ| L EE ghetgtL|ct

storage failover giveback -fromnode local
13, AFROIR| 2 MESH A [} WYL 2ot KIS uiete =AH|Ct
storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE.

system node autosupport invoke -node * -type all -message MAINT=END

SM 2: QF 7| alg|X} 2AM S Elst|C}

ONTAP & Him0ilM 2F 7| 22Xt F4S SAYLIC

AlZtsE7| o

EKM(External Key Manager) 78S S¢l5

b
e
i
ojo
0z
HI
N
1z}
fo
et
=
o

* Ct2 22 AE 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:
° KMIP M| FALICE,
° KMIP ZEQIL|LC}.
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* C}2 22{AE| S EE S2to|otE
* C}2 S2{AF L C EE Sato|olE

*LE SH2AH EEEE

KMIP A{H

EHA|
1.

2.

Tk

e
=

CIZ MO MY SALEQILICt /cfcard/kmip/certs/client.crt

7|2 oty SAMRRLICE /cfcard/kmip/certs/client.key

CAQ| It SAL2QLICE. /cfcard/kmip/certs/CA.pem

3. OIAIK| 7} EA| 5

E|

[=]
T™Oo

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

o2l ol E EAIRLICH

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

H QT YEE MUK A LLCt

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|Z7H HAIE|H 2210[E 5! M FEE etL|ct

22
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAGICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBGNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzZANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

Qs =27 TR M| AT} R EILICH
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System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. 2l Mo M S 12 MEISI ONTAPE A& SEELICH

A b i b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g b b b i g
*khkhkkkhhkkhkkKhkkhKx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R i b b b b b b b b I b b 2 b i b b b b b 2 b b b b b b b b I b b b b b b b b b b b b I b b 2 b b b b b b b 2 b b b b b b b b b i 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

7. AutoSupport’t 2d3tE Z CHg B S YUSI0 Xt3 7|0jA ddS SAYLICH

system node autosupport invoke -node * -type all -message MAINT=END
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system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. BE L E9| SP/BMC F4 =fol:
system service-processor show -node * -fields address

4. SYAH HE ZEYLICE exit
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EAE MAO A= 2712 = EE SX[ELIC.

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0X 2 &= SnapMirror 37|14 2HAHE ALE5h= 22{AH 2| BR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

7t BA=H S AEC 2t HEEZE]{0f| Cid * y * E [=SLICt warning: Are you sure you want to
halt node 'cluster <node-name> number"? {y|n}:

2t
Z]

e

EE2{Jt HE Wi7tX] 7|Ct2l £ LOADER ZEZEJL HA|EL|CE

MAIE wA|EHLICHAFF A20, AFF A30 3! AFF A50)

c

0l

ofO|2, EEf0|E B, ZIESD S HIRES &4 MAIM 1A MMA(SEet ZE8)2
SoF L2 ZH| 2 = AAE FHHIS Lol &4 MAIE W H[REL|CE

X

1EH): ZIEEE S At

HAEESE WNSHAHL HEER L2 14 248 WA o AN ZESESHE X730 LT}

AlZFsE7| o

AEZ|X| A|ABIOICIZE DE 1M 24

SHIEA| 2Sotiof LItt. 2K 2 B2 0] BAE AIL5H7| Hojl o

rr

F9|5{0f "NetApp X| 2" rLIC}.

- 2ME HEEZ0IM NV LEDZt THA Q=X| =HelgfL|Ct.

NV LED7} 7HX|® C|AH|0| & 0| 2tZE|o]

r»
E
U
Im
M
i}
mlm

OHHSHA MAE = ASLICE

=
o
| >
o
=)
(0)al
°
rA

g:l.
o
e
)\J

AQIL|CE NV LEDZt AR i 77tx|

NV LED7} Zt8to|= 2 (=4 ot
£ 0| Ak ZHat0|X| O O] HALE H|&3t7| Fof off 2OIBHAIAIR

7|cteqof gfL|ct. J8iLt 5
"NetApp X|&".

NV LED= ZAEE2{9| NV 0}0|2 Fof| /!&L|Ct.

27


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

200 0%

.,
e dE @

(o]}fc)

AEZ2{2 NV OI0|Z & LED

1. OFZ| HX|=|X| 42 B2 SHIEA HXISHIAIR.

2Q{X|7F S L.

MY

oF
)
B[N
A
o

Bl

CHE FLict.

~
S

or

AC PSUQIL|C}

ol SLICE

S
o

IEEEHIMEH

e

b. PSUOIA Z

L|Ct.

==
= =

Ef0flAf LtH] LEAF 274

Ld|
e |
ACEZITMEH

It A

S

Al

a. D-sub DC

DC PSUQIL|Ct

ol SLICE

S
o

e

b. PSUOIA Z

E2{9| AZ0f|M)2| 2FE 20 FLIC|

HE

28



fO| “IHELICE A&

-
[=)
o

O] ZAEEZ{0|M BIZZC = F[0] Lo} X

[=]]
=

MA[Of| A

=
=

* AEE2 StEE XIXISHEM HEER

EHO| 5L

HO = K[SL|Ct.

LHIZ (™ Foll AZ) =

LICt.

joll
r

mujn

s

A

I.

ud

{01l CH3H O

T
]
N
flJ

4

5. AjA|Q| C}

FL|CE

HA|: £ALEI MAOA E2IOIEE 228

2t

SfLiCt.

otiof

oM MA] EXE = JAES

202 B3 =5 E2[st0o] Lt

Hot &

I MAIOIM 25 E210]

A
SAE

Bl 22|RfLIC

Al
(=]

2. c2lo|E 9l EBto|H HS 28 22|gLC}

WA MAlSl SLet E2t0|E H[o|o| EX|3HoF stE 2 2f =2f0|H 5l EELO|E B =0

HMAHEIAEH =2t0[H H|O|E FHIIYAL.

®

29



(3] CH2 £0=2 C2lo|HE XIX3tn 2 HES AREI0] Sat0|E H|o|ofl M E2to|=E Lof

ALt
Seto|HE a2 uls B4 S A2 ALBSH0 IS KYHIAL.
() celol=s Nyl 41202 338 HA8H0 242 YRBHAAIR.
3. Sefo|2E FH7IVH gl JHE T Hlo|Z0f EaLic,

SEHA: TH| 2 = A|AE FHH|S LA AHAIE W AR CH

| & = AL IHHIROAM & HE MAIS 2e5t3, WH| MAIE EX[ot1, E2t0|E, EB0|E B ES dX|ot

L O L
CHS HIRS AX[ELnt.
1. 2 HE AL ZE XFOM LIAFE 22[eLict
O] EAte| AEZOM AT £ ATE LIAME 0 LT

@ 7| FK| A|AEIO| NetApp A|AE FHH|IS0| S0 A= B, MAIE E2[0t7] Fofl MA| =0l
LIAME =7t Z2(slof LTt

2. EMEEE WY 2| ZES AISSI £ E MAIS 220l 2ojA FH| 2 = AL JHH| A0 A 2213 CHS
&0l SLIC.

3. WHIE AAIS 2ol LOf o FH| 24 L= A| AR F{H|SIof AX|gL(Ct

4. ELE MAIOIM Z2[et LA AF2SH0] WA AHA|] THS FH| 2l L= A|AR JHH|SIof| DFSL|CE

HEECE WA MAlof XI5t RS RfLIC.

S JoIME HESR 4| A| HES HS(HES2I0| AZO|M)2| HES 20| F0Y, HES2| MK £
O] S0 i3t AZ2 ABE 4 UBLICH

N\©

30



gfLCt,

£
Bl

PSUA|

IE AHEHE PSU|

b

31

0| AS) Sl E2 +=H AXIMHX| of2i = SELICY.

=

o o
ﬁ {0 <
= o3 it
= <+ or o
B ol =) un
= <0 ol o
il . o W & w0
®r ) J N 5 Hr
U L1 ) iy A
o 1ol JF HLH o X Jﬂo
&l RO T ™  F R
wm M o o ER-) 1
= = [ > F ) -~
™ _ = g . —_
oo o 3 oo I F 2 -
T K = — 5 0 K 2 [u)
M = 5 = =) = I = . O ™
m = 1o = =1 =l - 0 K
B ol BN . =~ w3 T 5 o = =K
or & =R R oo Zu o um o X I - E
—_ ro _ — - O .- K Ho 1| T ol jol ol Kt i
R o jod = & — TR = w =
— &0 =r o BI O o — o 4 L g = o KO
< K ® mow 2o 2w N B 2 = up ™
= H K H gowm ®op XU A S Cl =z O o ul Ul
s W e s REM = oy Loy 5 T 2 W ™
=< (7 =% MWy ® o o0 o or 5 = I oo o
= L S gy oW g g T U o S ¥ N OBz
i il T 23 W g 4o owogs o g0 o P %) o =
T oF T 2= wowoE om o Wl T W o & o
T okl = KD == =) m | ru 1o 2+ RO =0 =~ ]
o ol oy ol o W 2 Ul S = o ™ o 2w -
w 5 o =X = g NN H & & « o= ko o ™
0 N O A T L A A B
noz TS m ¥ = gz oo gy R ow Y Ho <0 kI
o < =" T BT = N> S w B
o o = o g M — Ul T & H = 44
< = o- =) M o F U - T = _ W = & H WH
B o Y @gRIF N owa% s §F @ DT
o o =2 R T W 9o G m o o m X 9 o
ol O uu © al - Kfo o 4 ot A
_A_.o _ = o 10 3 r <L — E_ a7 2 _._.__ - oF [
= % Y=g 2 U Z XX - Mo o5 oz B 1 =
TR -y o) = S o g 7 o Ul ol = =
! (TR T T o o< Ui S o Uj = = ww #_u.__ ol
G w o ow) w W W= R R L 5 3
Y MR om @ Roul U o T owm Mo @ & o
ol : o o %o L . ' OE P < 0
o o Q. U<

t

a

b

c
-
|

_t_

a

b

=

=

74E

Hel
Lict.

I.

.
o
=

b. LiH| LA} 27HE O D-sub DC &
iy

a. D-sub DC

DC PSUQIL|Ct



7. HEE2{J} Loader TELER 2EIE|H HEEZE MHEELICE
boot ontap
8. AutoSupportS CHA| ZL|LCt,

system node autosupport invoke -node * -type all -message MAINT=END

MK Al M| - AFF A20, AFF A30 2! AFF A50
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ha-config show
HA #Elil= ZE 74 @20 CHsi Ssof gLCt.
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a. MAl2l HA HEE @3-t
ha-config modify chassis HA-state
HA-state 2f2 _ha_O{Of ©L|C}.
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ha-config show
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5. WH|& PSUE MUSLICE

a. PSUQ| 7HEAE[E L2 FH ZIEEE{9| Y0l HELIC.

b. ZZ ®0| E2f A2[7t LIHAM X2l 2FE w7t PSUE HEE2{0

PSU= I-H AHYE S &3 HIFL S MH2 M ZE[0{0F LT PSUZt MU= FATE|X| §42 FL O
tHAIE gt=gtLct

@ L& 9B 2| &2 LX[5Ie{H PSUE ZIESE{0f| 20| &S W =9 8l S 7I5tX|
OfMA| 2.

PSUO|| M&I0| CtA| 225

re
0>
=|'g
—
M
O
N

s

k=
°
2
L

ot
-
il

a. D-sub DC M¥ T = AHUYHE PSUO| HZL|CE.
b. LIH| LIAF 27HE =0 D-sub DC &l 32

.I
7. 7|Et &H MSE RMA X0 @FE Tz QRIS RES NetAppol| BHetetL|Ch "5 et 8
uH|"XtMIeE LI E 2 HO|XIE HZESHUAIL.

AA|ZF 23 HHE{E|(AFF A20, AFF A30 5! AFF A50)S WA gfL|Ct

AEZ2|0| MAI7t 23(RTC) HHEIZIS TH|Bt0] FEFSt A7t S7|210] O ESts AE2|X]
AIAZIO] AH|A 2 OfZ2|0]M0| Al BSSHEE BLict

A|ZFst7| Hof|
AEE|X| A|ARIQI OHE BE 714 4= SHIEA| &Ss{of gLICE O™X| gf2 Z<2 0| HAHE AlLSH7| Tof of
29|8ljoF "NetApp A" gL|C},
of ZFHof CHaH

o AER|X| A|AEIO|M XIS 2= ONTAP HZF0]| 0] Bkt

* LI PR AR2(X| ALY QK| HE| EAIS(IIEHY)

=, E2X| AARIE E2|Moz HE
UAELICH SSHE AHE3H0 BMCOll 2101510 HAH S U

A
T

AEE|X| A AR XA CIAS|0] THEo| 17H, 2F ZIEE2{0fl StLI4 37HS] #IX| LEDZt ASLICE 1A
LED7t 302 &2t HXN USLIC.
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HHZ UG 0|2t 7|52 A 4 system location-led off UYESLICH LEDZt HM J=X| E=
THM J=X| 2HASHK| 2 22 HES =60 LEDL| HEHE &HQle 4= system location-led show

10HA: 24 E HEERE SeYLICH
HEEBS ZR8piL 24 HES2IE olagLint

& HEEHE S=otHH ZUE
AE2|X[O M CIOIEIE A& MSE = AT HEESE

Of Zriof| Chat

* SAN A|ABRIZ ALBSH= 32 &4E ZHEE2] SCSI =20/ =0f| CHSt O|HIE HIA|X|E &I8H0F cluster
kernel-service show &LICl. priv advanced BEOA HHZ AMAMSIH “cluster kernel-
service show olffe =EQ| L& 0| "7 MEHRULICI, sHE =] 7tEM el B s E2| X3 AEH7t
HEAIELC

Z} SCSI =3[0|E T2 M|A= S2{AHQ| CHE L Eof o Aol L0o{oF RLCE WS TS| T 2=
EHIE o ZsHof gLICt.

* LETt 27K o| Aol SE{AET U= R HE A0{0F BL|C SHAE L FHo| AL W& HEER{0f Xt 3
AEHOf| CHoH FALSEZF AR = E 2 &4E HEEZE SE6H7| Mof| 2XE siZsof gLIChEE) "=E2
S AEQL S7|SkeLCt.
CHA|
1. AutoSupport7t 2-M3st=l ZAL AutoSupport HIAIXIE S E5H0] XHs 7|0|A MM S AXBLIC} system node

autosupport invoke -node * -type all -message MAINT=<# of hours>h

CtS AutoSupport HIA|X|= 2A|12F SOt XFE H|O|A MM S AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. A AMEfOl HAEED 2&20|M A5 B2 U2 M3} storage failover modify -node local -auto

-giveback false
() x5 uas vzysstIELIL Tt EASR v'E Yt

3. 2HE HEEDE R ZEIEZ JINHIHYAIR.

EHE HEELHI BAE= E2... dFE..
LOADER MA|X| 7} EEA|ElLTE CHE EAIZ O S LIt
gket Cho| ... Ctr-CE =& t3 HAIX|7t LHEtLE yE +=FLICt
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EX=Uzs TEDE HHXQl ZHIEEL 'storage failover takeover

[ | a = |_
-ofnode_impaired_node_name_'0|A| &&E HEZEZ{E Q5L
=cistLct

[y = |
&4 E ZHEED 0| 7B S J|CtE|= F... 0| EA|E[H Ctr-CE +E L3

20| ZIESRE ML

HEERE UMt L EEE Lo 714 R4 uH[E m MAO|M AEEE H|Hstof LICt.

HJIﬂJ

AlZEst7| FHof|
AEE|X| A|AHIOI CIE BE M Q4= SHIEHA| ZHEo{of S|t I X| 2 AL o HAHE A|&6t7| Mol of
29|8l{0fF "NetApp K| &" gL|CE.

|

1. &4E HEEH0|M NV LEDZ} HA U=X| ElgtL|ct.

k>

NV LEDZt 7HX|H C|AH|O|EO| &t=E|0] 24 El AEEHE ATSHA HAY &= USLICH
NV LED7| Ztf0|= Z2(=M) CIAH|0|Eo| Tl ZQ1 ZAULICH NV LEDZF THE W77HX|
7|Ct={of °“—|Ef J2{Lt 512 0|4 Zuto|X| k2™ O] HXIE A|&LoH7| ol of 22lstdAlL
"NetApp X|&".

NV LEDE= ZAEZ2{2| NV 0}0|2 ¥of| /&L|Ct.

AAANAAANANAANNANAN AL A A A NANAANANAN/ A/N\/\/
@'iziztz’g”’:::3:1:3:3:3:@'3'3‘1
Olee 0% %% %020 2020 %0

%
2028 * 0Pl e 0%
Lozozo'o'ozozozozozozo m b’o’o’o’o‘
@-. 2%6%%"% 0 =1 ‘-
0 - ! -+ 10101
(1] #HEEZ2{o| NV 0}0|2 Y LED

1. OFE| HX|=|X| U2 AR SHIZH| HX|SHIAIL.

LS —

2. 2HEI HEERQ MYUS 22|FLCt

(D) Ha 32 ZAPsUNIs B A9K7t glgct
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3CHA|: RTC HHE{Z2|E L A|BrL|Ch
DA RTC HHE{2|2 M|78tT DX RTC HHE{2|Z Mx|&L|Ct.

1. RTC H{E{2|E &&LICt.

2. RTC HHE{2|E 22| ST},

o RTC H{E{2|E SC{0l| M H|ASS| S| AIZLICH

9 RTC HIE{2[E S0] 221 S0l A LTt

3. WH|& RTC HHE{Z|S HAISHYAI2.
a. FTI| YX| 2EE Mol uK|E HHE2| S M AT
b. HiE{2|Q| Ti3t7| 7|=7t Ot EEQ| Li5t7| 7| =t YX|SH=S HHE{2[S HHXISLCH.
c. HiE{2|E SO0l H|AS3| &Uet Otz SHO| 2| HAE =5 EHtZ MFLIC

d. HHE{2|S KA Z HASIH SO0 2tTS| ALY S440] SHHEX| gelgfL(Ct.

o T

4THA|: ZIESEE CHA| AXIRLICE

=]

HEZEE MAlof| A X|StD REEISHL|CE

O Zfe4oi| CHaH
Ch2 J22 HESSE MEXS ol AEE HS(AESE 9| AFNM)2 25S B0 FH, LIHX| HESE MEX]
CHAIE QI X2 AL E & JUSLIC
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a. AESZ0l| Em 5! AZHS FAIRL|CE
show date
AZE S EW 71222 GMTRYILICH 9IX| AlZE S 2442 REZ HAE &= JAELIC
b. GMTE 31 Al7t &7:
set time hh:mm:ss
A S0 A HX GMTE 714 4 Y&LICh
date -u
C. GMTZ oz Em &27:
set date mm/dd/yyyy
Ha B + o|M ®Xi GMTE 7182 = UELICH date -u

o w2t AEEHE M GELIC.

- MY s8 HX|(PSU)| HH Z=S CHA

HZELIC.

PSUO| & 0| CtA| S5 =IH el LED7} =440|0{0F LT},

CIA| HESt= 2 JOeq{H, ..
AC PSUQIL|C} a. Mgl AEE psuo|| Z&L|Ct.
b. Mel IC NHNZE MY F=E nH™EHL|CL
DC PSUQIL|C} a. D-sub DC Ml FE= FH4EHE PSUO| HZEL|CE.

b. LHH| LIA} 27H2 =0 D-sub DC M@ T E HUIEZ PSUO|
nksi-iNiay

THAl 5: AEE2{9| AlZhat EWE T EF- LI
RTC HHE{Z2|E WA|otD HAEERE AUt A HIY BIOSE MAMSHH CHE @5 A X| 7}

(D) EAEILICE ol2fet HAIKIZ} IR 4 RIO0 O] BAE A KIS 4 YBLICH R1C date/tine
error. Reset date/time to default RTC power failure error

-

- JEfel ZEER{0IM S AESo] M 8 A[ZHS =RIYLICH cluster date show.

0

@ 22 4 7oAM AEZ|X] *l*E*'Ol SX|E 2 HAIX|7F EAIEH y M2 "Reboot
node MEfSID  Ctrl-C_E =2 Loader=E H&ISL|CY.

2. &M= HEEZQ| Loader TEITE|AM A2t EE &QIBILICE cluster date show
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. Loader T2 T E0f|

a. st 3R IME +HYLICE set date mm/dd/yyyy
b. st AL AZHS GMTZ MHPILICE set time hh:mm:ss

C. =M 8l AlZHS =elgtL|ct.

x
i
o
>
D

|

. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M|2%t0] ZIEEZE Mo &5 AME|Z

E|SELCH

. XHS BHEO] HIZHYBHE|Of s FS

AR, CHA| 2tM3etL|C} storage failover modify -node local
-auto-giveback true

6TH7l: FoH7t ot RES NetAppoOf Hhet

7|E2t e HMSE RMA X|
LHE2 HIO[X| & HZOHHAI2.
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