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E|SELCt

10. 2& 70|22 2|8 HESHE 7|1 rsion -v BES HASI0{ ONTAP HE S ZHlgtL|Ct.

rot
ox
40
o
e
tot

11. 'storage failover modify -node local -auto-2t2t true' HE S AFES0] AtE et 7|52 S|
7lsg S CtL

oo

=3t =7 - AFF A220

TH 2 0jCiofo] 2EBtE SATLICH AFF A220 AIAHS 45 2&l 0|Cjof 27 Hitat
x| @BILIC XHS S 0]Cjo] B XE|x| kLTt

o T o

7| 2E|Xt FYOf| mh2f A AR A SIS SISt ot MES HAIS §AZREMR. A[AHOA OfH 7| 22|XIE
AE3H=X] S| @i2 22 FE 0|C(0o] uA| HXtE AE wf et HHS 2flstMR.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0| OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4ZBHR 7 HIAIX| glo| SRAE ZEXET} WEELICH S7|8t0 Lfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HHetolX| LIt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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6.

OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(1

1) Configure node for external key management.
Selection (1-11)2 1

xHE wist

[y

mjo

H

MUt

dafet B2 =¥

storage failover modify -node local -auto-giveback true

7. AutoSupport’} 24stEl 32 XS H0|A WgS SRELICh

system node autosupport invoke -node * -type all -message MAINT=END

ZHol 7t L AlisH HE S NetApp-AFF A2202 =2 BhehshL|Ch
IEOﬂ S3E R I*'Oil 2t D& BES NetApp OZ BHSSHIA L. BN R "2 E e
50 A" KEA[ St LH 2 sf{et IO X|E EZESHUAIR. AFF A220 A|AERI2S 5 HEl O|C|0

E-_r‘ Exra x| et IEf s 58 0o S5+ XEE X gSL

MA
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MAIE wMote{H HE 3 FXA,
MAIOAM A MAIZ O] S0t &l MAIS &l MAI2t SEet ZRIO| A MA|Z BFFOF
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4. AutoSupport7t 24d3tEl ZR AH[0|A MH S AXSt D A[AR0| 2EEt0l0| E A= o 4E|= 7|2h
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o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. @S ZAH Lo SPIBMC T4 Al

system service-processor show -node * -fields address


https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

exit

bt

|H EtA|2] E20f LIZEl 29| IP FAE AHRSI0] SP/BMC over SSHOI| 21018104 ZI3H
SLEEELCE

0>
mjo

TEAEE MEdts 3 St S2AH HE[A XHE SEE AE5I ZEE{of 2aURfLIC.
8. &&E MAl0 U= 2709 =EE SXIFLIC

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|A 2FE[= SnapMirror 57|41 22{AHE AtE8t= 22{AEHQ HR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. CHZ0| HAIEIH SHAEQ| 2f AEZ2{0f CHsll *y * S U=gfLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

N
o

—
et

2t AEEE{7} HE Wi7HX| 7|CHEl & LOADER TEZEJ} HA|EL|C
2M 2: ZIEE2{7} MetroCluster 71 A0 &L|CH

(D) NAH0| 2:E MetroCluster 742 2 0] HAHE AIBSX AL,

[m
M

2

—_ =

&4 HEERE S=otH HEER eI E =elstn, &
<)

2 st A9 HATOl HESR} AME 7
AER|ROIN HOIEIZ A4 HIZY 4 UEE HESRIS g

* LCIH20K Ol 2HAETE A= F2 0l Aok LI S AE 7 2F0)| gLt @ HUE
HENOfl TH3ll FALSEZ} BAIEl= 2 &dE ZEERE S5t/ Tol X E siiZsHof &L EP(Q )'"ES
S AEQ S7[sttL .

* MetroCluster 8&0| = Z2 MetroCluster 28 HEf7t FHE[0] YD S =7 B 9 Hat
AEH('MetroCluster node show')QIX| 2tQls{of BHL|Ct,
CHA|

1. AutoSupportZt &M3t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X| & S E5tH XI5 #|0|A MM S AX|hL|Ct

oco=

CHEZ AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

HEZE2{9| 2&0f|M 'Storage failover modify — node local - auto-2t2t false’S A5 O 2 HietstL|C}
E

EQE B TEDEE JINYIIAMAIRL.

24

E{0fl Xt 3


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

g SELI

HIAIX|ZF LHEHLHH y

L|Ct.

F

.
o
=]

o

O

FE L

CtE HAIZ 0
=
=

Ctrl-C

LOADER H|A|X|7F EEA|EILICE

node_name_'0f| A

21 'storage failover takeover

=
paired

L|Ct

o
—_
ode im

jof &
o0 ol
111 10f
5 o0
| 0
H <1
Mo <
Hl ]
o HI
<| 140
< HI

F

=

O] EA|E|™ Ctrl-C

==
=3

7|CtE

2
=

x|

H|SI0f| A

O MA[Ofl M &

—

—

WL 7| {8HA

=

=

L|C}.

I.

=

-
o

Hof MY S5 A

10 AL MA
st

L MAJONA A AH
AL,

#l0f 0| & WA| - AFF A220

AL

()

S5t
of

L=

1. OF% HX|[X| 42 FR SHIEA FRISHYAIL.

f

S
—

WA
MAlof x5t HZsof

MAIE WA

)
0

iy

Ho

oH
&

MHUA2.

A

I.

ny

Mo

ol

NES= PURNES

=
=

FX|9 ZHE Rt

S
(=]

o op=ot el S J1SHK| OHYA| L. FHEIE 7t

=1
=

THo

ol

<l
i
KO

Mo =5
_u._ou

ol 40
PANGR

®

7. X7t FHF fIKI0f 22 22| S LT

25



L|C}.

Mo

off AZSHA| DY AIL.

xel

AolES

S

| A0S HESHAL. ofm &

Mo
o

K

K

T

O[T MAlOIM HE

HX|

Aol £z

ss
HES2 DEO|A ALY

1. 70|

of Fa|ELIct.

g mAolE

CHAl X

=
=

Aol 22| FX|of| Ao|22 A FH AHol= e TA

£ E2[oto &0 SLIC.

te| ZX|

EN

Z0llM AH0l=

=
—_

al

FL|CE

.
o
=

3EHAI: E2HO[EE M MAIZ 0|F

L|C}.

St
=}

O AfAIS] 2t H|O] KOl A MAIS| St H|O] @it2 E2F0|EE 0| SdHof

26



b. 4 HES Fs] Yl SIXIZ LA SYWON Sato|HE 2als Ch S2Ho|HE MM YA Lo
ALt

MAJO|M E2I0|EE 22|5t0] AHA|0| A Zo{LHL|C}.

3. O[T A{A|S| E2O|EE A AHA|2| S LS H|O] HOi| SEELICH.

4. CEIO|EE MA| oto 2 HEHA Lof E&L|Ct

4 S0l HEE o IF2= 2Tt

Ot

ZH

O =

5. LID{X| 20| =8 AfAlo] EFEHS| 2of W Cf

gjo

S2 ?I2 20| E210|E SHof| et

# HSO| E2t0|E FH2|0f THa SHIZAH| FEE

T2 Y HSS MM

a =

tOLOF BLICt. 2ot &Ef7t =|H

r
|'|l'|

6. A|AHIQ| LIHX| E2t0| =0 sl o] ntE S Bt=gtLCt.

4THA|: | 2 EE= AAE IHH[SE LM AMAIE w AT
WA MAIE 2RI5t2H HA TH| 2 L= AL FHHISO M 7|E MAIS 22[6H0F gLt

1. AHAl Z& XIFO|M LHALS ZE2leLct

2. 2-3HO| zfjet R, O™ MAISE AIAR FHH|A2| 28 2| tEi= ZH| 29| | HE[Zo| M 2o W O3 W2
Harsl SLICt.
3. OF~ HX|=|X| b2 2 SHIZA HXSHYAIL.

o

=]

4. 2-3HO| X212 AMES0] AAIS AIAH FHH[RIQ| 24 2f|Y fE= FhH| 240 | Hapzlo] £ASH0] W] MAIS E]
2 L= AAE RO EX|RLCt.

O. MAIE ZH| 2l = AIAR FHH|RI0)| 2HHS| 2O FE&LICEH
6. | MAJOIAM Z2|et LIALE AFESHO] AfAIS] TS ZH| 2 IL= A|AR FHH| SO DY BfL|C)

7. OF%| 2X|SHA| gt2 2 HIRS XISt

HEEE 2= Sl J|EL E M MAlof EX[et £ A[ARS SEFLICH
St MAlol| 271e] AEEE 2E0| A= HA YO BR, UEES EES EXI5ts =M= MA|0f 23|

o o)
HHERIOIA B - S Al =57 20 5] SRELICH

27



28

e
Im
M
o
H1
mn
10
me
o
=
>
10
e
-
=2
L=l
Mt
i}
ojo
)
Im

My
i}
HI

mn
o

T
if}¢

>

HAEA A" 2o &Lt

() mAHUs aitx HES2 282 MAI0) 23| MR THIAIR.

AIAEIO| Tk AEfol S 07 S S TS BAIS %A,

HA % a. 7 WSS Pel SIH0l £ Mefol N ZHES2 DE0| FYT} x|
oS hE S| A U] B 2 e 2 HES B3 Sk
LI

() 7eptaysn gEs degel mag A o
92 0 BTt 312 HBHR| OHAIR.
b. OFx! MX|51X| 2 Z2 A|O|S 2| HX|S CHA| MAISHIAIL.

o AEMOR Ho|2 Bal FAof HFELIC

d. A AHAIQ| & i ZAEE2] DE0] sl 9/2| THAIS Hr=SfL|Ct

—_d

Yy 7y a. 7 WSS Pel SIX0l £ Mefol N ZHES2] DE0| ZYT} x|
VST 2HFS| A UK B 2 e 2 HES B3 Sk
LI

@ HUE| 7} 2AE|X| UE 2 HEZP DES AJA|0] RO
ZE W 2ot AS JHOHA| OHYAIL.

o
11
o0
(O
=
e
mjo
finl
>
nx
>t
rot
ot
o
ojo
rn
)
Hu
o

il
=
>
fo

Mgl 23 TA|S CHE Delo| 2Fe ote Mg AL
2t AESEE QA4 BER BYLT

a. Zt ZAEZE| 7 BEIS A|ZHE 0f 'Press Ctrl-C for Boot Menu' H|A|X| 7} LIEFLIH Ctrl-CE 52 £E

o

OIAIXIZH EAISIX] 940 ZHES2| 2E0| ONTAPE 2EE Z2 halt S Y2{8 TS 20
()  ZEIZ=o boot ontap Yot HAIXIZH EAIEIR Cirl-CE 2 T+ 0| EiI2

ghEgLICt.

b. 2 HFoM RX| 22| RE FHS MEASHLICE

—



7|E2t e MSE RMA A0 2FE 2 MAI2l HA HEHE 2telsty, o 22| AH|0|EE CHA
Hetol ohg, Zolz Lot 2FS NetApp= HHetsl{of SfL|Ct

1EHAI: A2 HA &EH S =teldtn 2 elL|Ct

=

MAIS] HA HEHE efelstn ot Z2 A|AH 20 %A HENE HUTl|o|Estiof fL|Ct.

o

1. RXE4 REQ| HEER E2E T olLoN 22 HEER ZE U MAI2 HA 2EHE "ha-config show"2
HA|RLICE

HA ¥Elil= 2= 74 2240 CHslf SLsHof ghuct.

o

2. MfA[Of] CHEH FEA|El A| AR AERT} A| AR 3 UX|SIHK| o= H2:
A
HA &Elie| 22 LS & StLHY o= ASLICH
. 3t
* mcc
= mcc-2n
* 'mcip’L|Ct
* |3}
b. MF0| HAL|J=X| &lBfL|Ct. ha-config show
3. OFE| CHA| X QEUCHH LIHX| A|ARIS CEA| MEHYAIL.

4. Ch3 HAlE Al A" 290l 2t CHELIC

S. A|AHIS XHEEISLICE
2¢HA|: 2l E MetroCluster 710l A O 22[A|0|EE CHA| HgtetL|Ct
0| &2 2. E MetroCluster A0 2t HEEL|CE

=

1. BE L CJ} "enabled" AEll(MetroCluster node show)di| U=X| rlEtL|Ct

29



6.

30

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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2 WM 29| A|ZHS GMT T2/ 2 'SET TIME_hh:mm:ss
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(HA mailboxes)

b. @E F0| HTE XZELICE. 'system node run-node_local-node-name_partner savecore'
HHS MEst7| Mol 'avecore' HHO| 2tz E m7tX| 7|Ci2|MAIL.
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_replacement_controllero|
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nodel>

Disk Aggregate Home

£3Hs ClATE M| A|AS! IDS EAIS0F ELICH CHS o0l M= = 10] &

|XI0l| M HAZI A| AR D7t T EHE|X| QtotO} BhL|Ct,

QIBtLICE AEE|K| ClAT EAl-ARY

-
R/e

"storage disk show -ownership

Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool
1.0.0 aggr0O_ 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -
1873775277 Pool0
=M 2: ONTAPL| =2 HAHY A|AHI| A|AR IDE £SO 2 MERILIC
=2 NUE NAHONE NAHS Ha 2% MR 5S27| Hoj| CA3E M ZES2|| AlA% DR $5082
Xt etsiof ghu|Ct.
@ O] =kfof| cHaH
o] Hxt= S MY £ M0l U= AIAHP HEEL|CH
THA|
1. OFZl RHEEISHX| g2 A2 replacement nodeE MEESID Ctrl-CE =2 28 ZZMAE STt LS, EA
HFolM RAIEs HEE BESH= S48 MEHSHHAR.

AAE D 2UX|2 2l AJAHE! D

E

FAlstetE HIAIXIZt

A2AH IDE SLICH

CHS o= 118073292 O|FH A|AHR! IDE 20 FLICE
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SHOF RfLICE.

- LA3 ARXK G| YREZ BA|R|= O[T A[AR IDE 7|Z5HOF gLt

45



*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

5. disk show HZHO{0|A &2 A|AHE D HEQI'C|AA MEtEt-s 7| & A|AH! D C|AT 1HEE-s 118073209'S
ALE6I ClAT AR S L BtLICt
6. C|A3 T} SHIZA S| AJ=X| SolgtL|Ct
oA 20| 28 CIAT0| M| A|AE D7} EA|E|0{OF EHLIC} LIS G0l M= A|AE] 10| AQSHC|ATZ A

AAE D 1180654812 EA|EHLICY,

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. AEE|X] A AEI0| AE2|X| EEE Z8 Y2t 1HE 4R 2EE 7| #E|E MES=X| E= 22 7|
AMESHEX] G0 2} ChZ EAL & SHLHE A5 AEE|X| = 28 22t 7|sS S#6H0f L

E

° "REE 7| 2| Yzt 7|E SRS
==
|

*'3”3f 2! £ MetroCluster —T‘“OHH" ANARIS HY 2F JEIZ & F2|7| WO CIA3E M
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2. ¥ 9| 7|& AAH!I IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemidZt
HeJL|ct

0| 0|0l -] Node_B_1& O|X A|AE! D7} 1180732921 O™ L EQJL|CE.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. £4E o0 QX4 BE TEXENA A AIAH DS ISt "T|AT 2"

- O —_— =

Ol oi[ofl M A A|AE! ID= 118065481 4 LILC.

Local System ID: 118065481

4. disk show BE0IM L2 A|AH] D HEHE ALESH0{(FAS A|ARIC Z22) ClAT ARAS MELRILICH disk
reassign -s old system ID

2lel oflAloi M BEOo{o| LHE2 'T|AS TS -s 118073209'0|Ct
Al&St2t= HIAIX|ZF LIEFLIH Y2 SEE = ASLCH

S. C|AZJt SHIZH| 2EEU=X| 2QIBfL(CH

47



replacement_nodeOf| &3t C|A30f| replacement_node2| Ml A|AE! ID7} EA|Z|=X| &tQIEtL|Ct CHS
oo A= system-10{|A] AR5t CIAIO| A A|AE! ID 1180654810| EA|EL|CE.

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0 J8Y0O9DXC system-1
(118065481)

of 7} KHEEQX| SolEiLCt,
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'Set-Privilege advanced 2 HZASL|Ct
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Ag ZER AlS TAstEt= HAX|ZF LIEFLEH Y2 SEE 4= ASLICH
LIEFEFL|CH>).

b. 30 Y I} MHE|R}=X| &QIBtL|CE 'system node run-node_local-node-name_partner savecore'
d EH0 Savecore7} X3 012 LIEHLY = AL savecoreZt 22 = mi7hX| 7|2l CHS gteh o

)
savecore°| IHES DLIE E"é* & ‘Eiél—llif </|nfo>

C. admin H$t &0 Z Z7:'et-Privilege admin’&L|Ct

7. replacement_node?t SX|E4 ZE(*> TZTE FA|)Q AR QX|E4 REE £F6t0 26 TEXEQI
"halt"2 O| S EfL|Ct

8. replacement_node: boot_ontapE 2 E&IEIL|C}
9. replacement_node?} 2tH3| HEIEl & AL|X|8#(MetroCluster 22| X|H)S +3BFL|C}

’

10. MetroCluster & 'MetroCluster node show-fields configuration-state
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

11. Data ONTAPO||A MetroCluster 714 Xt S SHQlgtL|Ct.
a. &£ SHAEO| et HEf Z10 AAR AE) ST HAI'E =eletL|Ct
b. MetroClusterZ} A E| 1 'MetroCluster show'(HAt B E)2 AHEE|0] Q=X| EolstL|Ct
C. 'MetroCluster check run’0|2}= MetroCluster check2 & $HCt
d. MetroCluster M|= HEA| Z2+E MetroCluster check show= Z2{3tCt

€. Config Advisorg H&EIL|Ct. NetApp Support AtO|E 2| Config Advisor H|O|X| 2 0| SgtL|Ct
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b. simulate parameter: MetroCluster switchover-simulate2 A $| |8 SXtS =3t}

C. admin H¢t +EQZ 57 'et-Privilege admin’&L|C}

AMAH 22| 212 - AFF A220
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3CHAl: 2 E MetroCluster 7+ 40{ A O J2[H|O|EE ChA| MEHRILICtH
0| A2 2 E MetroCluster 4012t M 2EL|Ct,
ChA|
1. B E =7} "enabled" AEl(MetroCluster node show)d| QUE=X| &I

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State

1 cluster A

controller A 1 configured enabled

completed
cluster B

controller B 1 configured enabled

switchback recovery
2 entries were displayed.

Ct

Mirroring Mode

if show’of| M3 &

2. BE SVMUIM [S 7|37t b2 =} =X ZHQIBHLICE "MetroCluster vserver show'
3. B 10| oIsf 43 E|= XIS LIF 0F0|22|0]A0]| 'MetroCluster check |
golstL|ct

4. HAHOl S AEN = BE 20N 'MetroCluster A | X[t HEH S ALRSH0] A Q| X4l

UK =A0| etZE|A}=X| &RIBL|CE '"MetroCluster show'

SHAETHTT| & - AQ(X[HH" HEHof| ASH AL K| ZH0] TS| &

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured switchover

Remote: cluster A configured waiting-for-
So{AE T FH Y HEfo] ASH AL|X[# =0 2tz E L|Ct.

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal

switchback

heal roots

waiting for
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kernel-service show &LICt. priv advanced BEOA HHZ MMSIH “cluster kernel-
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1. AutoSupport7} 43tz 22 AutoSupport HAIXIE S &30 AtS 70| A MM S AX[BLICE

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtS AutoSupport HIA|X|= 2A[ZH SOt X}E #H[O|A MM S AF|BfL|CL.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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—
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storage failover modify -node impaired node name -auto-giveback false

2ES HIZEESSIAUELIN?_2hs HIAIXIIE EAIEH

g

AMEI HEZR I HAEE 2. J2H...

LOADER MA|X| 7} A ElLTE CHS EHAIZ Ol SfLICt.

Ctr-CE =& U3 HAIX|7t LHEtLE yE +=FLICt
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIAM THS 7|27t b2 =AU =X| 2HRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0H0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HH S AHZ5H0{ AQ{X|HS A BtLICE.
S

o
A QK| X A0| 2 Z E|R}=X| 2QlBL|Ct 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o

=
of P FQI 7| ZMO| MefES olet & UBLICH

o o

mio >+
otrie

oF |>

SnapMirror EE= SnapVault 42 CHA| A™etL|Ct,
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* SAN A|ABIS AEot= 32 &4E ZIEEZ| SCSI 20| =0] CHet O|HI E H|A[X]
kernel-service show &LICl. priv advanced BEOA HHZ MAMSIH “cluster kernel-
A AMEH gl Sl - E 9| RHs AME|T}
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=HE sl Zstiof LiCt.
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CtS AutoSupport HIA|X[= 24|12 St XIS AH|O|A ‘HM S AX|BHLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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_-halt true_parameter= Loader ZEZEE HA|LICE.

20 AEES =S 2e[RLICE

HEEE Uo 714 Q40 MMASHH HAY AL M HEES RE2 22|ct U3 HESE Z52 EMNE
=2[otoF LICt.

1. OF%| HX|E|X| 42 B2 SHIEA HXISHIAIL.

2, A0l=0| HZE AXIE FHHHA

=]
2. 5'1|0| 5'1|0|E e Jé”tloil HEots =3
I

72



3E7: RTC HHE{E|E wMIRL|C

RTC HHE{2|E wAste{H ZEEE iR A= BiEE2IE Hot EF HAIE

73
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R0 w2t A|A-S ChA| HZE L]

0|C|0f ZIHE{(QSFP = SFP)E 223t 22 ZM] AH0|E2 ME8dt= CEA| MX|sHoF gL Ct
4. MY 2 Tt HAE O UX| 42 22 MY 33 K|S CHA| HEstD M 70|15 D FKIE CHA|
MX[EL|CE.
5. AEER 2 E MMX[E 2AZFL|Ct
a. eSS Fl X[of] E HE{oM HEES 20| ZL Tt bMs| SHEtn ebMs| ZAHE mi7tx] HHEts| £2
tS A HES 22 XKIZE HELICH
@ HUE 7} 2MEX| AEE HEER ZES MAO 2ol @2 o =3t B2 JI6HX| DA 2.
b. OFZ] MX|6tX| 42 Z2 A|0|2 2| ZK[E CHA| X|SHUAIR
c. #|0|2S 23 Fo AEHMOE 0|5 2| FX|of HAZLICH
d. M 70|22 T S= TK| M0l CHA| HETH CHS HAS AM 28 T2 MAE A[ZFRILICH
e. LOADER ZEIZEU|M HEEZE SHHeLICE
6. ZHEE2{Q| AZH Bl IWE ™ BILICE
a. 'show date' BFHOE HMXQI HEE2Q Ut U A|ZHS =oltCt
b. CHA ZIEZ2{9] LOADER T2 I E0|M A2t 8 UE atolstL|Ct
C. UR%H AR 'mm/ddlyyyy BEHOZ UME AL .
d Zest AL A2t 4 hh:mm:ss' BHS A28 GMTZ AlZtS MAehct.
e. Lh& HEER Q| Hut Bl A|ZHS =telgfL|Ct
7. LOADER ZEIZE0|A BYESE YU=SI0| PCle 7t= % 7|Et 28 QA E TX7|3tstn HEZEEZE MMEEELICE

5t

of %

EHA|

A E2|X| 'storage failover back-ofnode_impaired_node _name_'S H238t0] ZHEE2{E HA X5 MEfZ
=SB

Xz Hheto| H| 2 A StEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BHL|CE
tA|: 2. E MetroCluster T40{| Al O 12 A[0|EE CtA| MetetL|Ct

XA 2 21 = MetroCluster 0|2 M ElL|C}.

1. @E L E7} "enabled" AEll(MetroCluster node show)di| =X 2IBtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIAM THS 7|27t b2 =AU =X| 2HRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0H0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HH S AHZ5H0{ AQ{X|HS A BtLICE.
S

o
A QK| X A0| 2 Z E|R}=X| 2QlBL|Ct 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o
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of P FQI 7| ZMO| MefES olet & UBLICH
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oF |>

SnapMirror EE= SnapVault 42 CHA| A™etL|Ct,
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