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2ol 0] JEX] 2felstn AL & 2 moetL|Ct. 7| Y= 2rt 2dstEl 32
ANAHIS 2210 st CHAE QhfTiL|Ct

ts 28 0|00 S T2 M|A = ONTAP 9.18.1 O &0 M2F X| 2l EL|CE AER[X] A|AEIO] O] M HT S| ONTAPE
A F0l 2R "+5 FE 57 S AESHAI2.

A|Ztst7| Hof|

° Onboard Key Manager(OKM): E2{AE| TA| 2t 5 e G|o[E{7t HRFL|C.
° QIF 7| HE|XHEKM): TEL =E0{|M Ch3 THY0| et}

" /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen
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CHA|
1. LOADER ZEIZE0|A 2&l 0|C|| 27 TZMHAE A|ZFEFL|CE,

boot recovery -partner

StHO| CHS TIAIX|7F EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. Bl 0|C|0] K| 27 TRMAS DLIESLICE

OZ2MATL 2EE T Installation complete HIAIXIZF EA[ELICE

3. A|AHI2 A otS 21Qlstn T HIAX| & St EAIRLICEH

=] =

O] HIAIX[7} EA &= B2... AT T
key manager is not A A0 37 MX|E[0] J}X| E&LICH

configured. Exiting.
20 TETEJ} EA|E Wi7tX| 7|Cl2| M 2.
T

Cofl 2920510 M7 S2HE HHetotb K.

'Storage failover 82t - ofnode_impaired_node_name

rin
oM

C. 2 7Lt AFS BhE CHA| 2ds) Highgstel B2

—

key manager is oSS MR ASLICH 2 7ICH | 22| A 22 .

configured.

A AHIO| 7] ZE|X} S AEY £ Ql= B2 2F HAIXIE EAISH2 7| 22[X7t FEE=|of
@ A=K, HH FA(RELE E= 2[R )AX| Q2= HIAIXIZF EAIELICH A58 S HA|X|of

EotMlR

= .

4. Yo st BAE ALY 7| H2|XtE SILICH
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2Rl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIK|IZF EA|E[H 22 E 7| 2t2|Xtof| Cist 2] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43S S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.



g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7t 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7|3HLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH TEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.

(=]

* 7|2 AO|EY0|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE IIEL LEO|A MAETH IIY S S5t L E5 MR SLICE CHS BHAIZ
Ho{7tM .

17t MBSO R EFEX| oM AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d AE2X|E =S HESHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 HO|E & MBSt LIH"Z 20| U= FE= NetApp= HIEFeL

Almfst 2E! 0|C|0{E NetAppd| 22t - AFF A250

AFF A250 A|AB1Q] 14 Q401 LRIt HU5HH QZ I &Mot 25 NetAppo|
HESHSHM AR, ZEMISE LHE 2 "7 et 8 WA" HO|X[E EZSHIAIL.
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WH 2 A E dESHY, Aot HEiE =elstyl, AEEE S=oty, £E O|C|0S
WHMStY, =5 O[0[X|E RE5L, AootE FH6HD, A|AH 7|53 =I5t AFF A250
AEZ|X| A[AES] BE DL BAIE AESHYAIL

FLIIHJ
_>,:

AEZ|X| A|ARIO| ONTAP 9.18.1 0| &2 Al 0l 32 "Its F& =+ EA"E(
HZIo] ONTAPE Al 50 29 45 2& =7 H1E ALgslof etk

o "SE 000 27 ArgE dERL O

S 0|C|o] uK 27 ArgE dESLCH

o "ot st 7| K|l Ol AlEHS B
o}
I_

=
7| ZEIX7L SESE[0f JAEX| = LootEl Tl A3 7 J=X| 2elgL|C).

o

o
=
il

o wH E

S8 O|C{E wH|EfLct
el 2E0M 2F 7 2ot 28 0[C[0{E ®7sta wA| £ 0|C|o{E 2X|¢ ChZ USB S2iA| =202
I.

T

a o

ES
AE3t0{ ONTAP O|0|X|E *%E L|C}.

"= O[0[X[E RE gL CH

USB S2}0| =0 A ONTAP O|0|XIS RE/BHT T2 AAHS 220 TS 37 HAZ solgh|ch

£ SHgL o
ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt &7 7| 242|XE S LTt

BHES NetAppl = HhatgtL|Ct”
SISt 87 N8 RUAKIZ0] SBE 0Z 280 e $EE NetAppOi| tHergtL|ct.

45 HE 0|C|0f 27 Q7 AFS - AFF A250
AFF A250 A|AEIS| £EI O|C|0{E WAISH| Mol 53Xl WHE fiot He =US
7t =X, 22[a

A
EEot=R] =0 '3HéM|9 o7|0ll= &S 82 USB EciA| =210[2
SHIE UM E BT XX &eldh= 20| ZetElL(Ct.

SIMA| 2. A|AEIO| O]

HE
=
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AE2|X| AIAO| ONTAP 9.18.1 048 A1 501 29 "X} e) 27 HA"S(8) AFBSHIAIR. AlA0] O
HZo] ONTAPE A% 59| 32 45 HE) =7 HAtS Aot LIk

USB Z2liA| E2fo|=
* USB Z2HA| E2I0|EJt FAT32E EUME|U=X| 2OISHM 2.
* USBOll= LSS MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFE.
o Z=H|
SAMSICH image xxx.tgz IS USB Z2A| E210[E0]| SAtELICE O] Y2 USB Z2A| EBI0|EE ALESH
ONTAP O|0|X|E M&E mjf AFREIL|CH,
M @4 IA|
AHIist 148 @A E NetApp 0[N MSot wH 248 A2 WA[HL|CH

Ch= A

F& OIC0E uHsh= o 2ot @7 MeS AES £ £ "8 DIC|0f0f| M =st 7| X 8 HES efelgfL(tt
uAa-Ha- SHL|IC

T o = .

AFF A250 AE2[X| A|AEI0|A HIO|E Eots HESHH £2 O|C|0{0|A =2t 7| X[H 3
MEHE 2kQIsHOF 2HLICE. ONTAP H{Z 0| NetApp Volume Encryption(NVE)2 XA St=X|
golstn, ZEERE SE5t7| Mol 7| 22|xp7t 2detE|o] A=K 2l A2,

rulo

AE2|X] A|ARO] ONTAP 9.18.1 0|2 Al B 2 "AIs & =7 ZA"E(8) MESHIAIL. A|AHI0] O]
HZTI2| ONTAPE &dl 52l 32 =3 RE %-_rl EEH&% ARgdtiof LI,

1EHA|: NVE X[ 21Ql5t SHHE ONTAP O[0|X| S CH2ZE5HA K.

BEl 0C|0 IH|E flsf 2HIE ONTAP O|O|X|E CHR2ZEES 4 Q== ONTAP HZHO0| NetApp =28 LS SHNVE)SE
K| §st=X| 2olstM| 2.

EHA|
1. ONTAP HTO| Y= 2tE X|§5t=X| Zelsth Q.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X] gk&L|CH

2. NVE X|210] @2} =3t ONTAP 0|0]X|2 [} 2 =8 2.

° NVEZ| X|2l[= ZHL: NetApp Volume Encryption2 AF25t0{ ONTAP O|0|X|E CIRZE=%HLCE.
° NVEZ} K| E|X| o= A2: NetApp 28 23t ¢10| ONTAP O|0|X|E CHR2ZESHM Q.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2ZElL|Ch £& 0|C|o WA Xt St of O|0|X| mo] HLfL|Ct.

o = = = o
EHA|
1. A ARIOI M 2d3HEl 7] 212|XIE ZHelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HAYLIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMZ ALE5HH mrM O] HE S20f| EA[ELIC.

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK O™ No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B &30 EA|ELICEL
* OKMZ AE3H onboard 0| HHE £0f| EA|EL|CH

© 7| ZE|XIF AHE JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7| 22| X7t O A=X| o R0 Wt CHS & SHHE S-S

7| 2E[X7F EEX| g2 B

7| PHa|XI7H TAE 2 (EKM ES OKM):
a. 7| 2[R M T 7| JEfE EAISHAE CH2 2| BHS LHSIM K.
security key-manager key query

= WS 2UStM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|A=X| FE LIEFHL|CE

Ok

22 HESHD 22 Hols Hoz
H

3. Hdtel =g H2|XH RO w2} HES M 2tZ5HM K.

—
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FHSHA

O
H
Of
Kl
O
H
|1l
>t
i
el
0%
ot
4>
30
o>
I~
o

° 7|17} CHE S EASHE 82 true SHE SE0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EUA=X] 2A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4 E HEESE Qs E=stn = EXE TAHY = ASLICH

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE SOA:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al&5tEt= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRstLCL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

%
—

d 2

rin
ol

717t EREIU=X] &AM K.

{0

security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .

e. OKM ZEE MM 2.
g @t HER Meh
set -priv advanced
S} y AlEIE= HIAIXIZF FA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. HHQ MEE o] mplo|Lt 21 mpA| ZAFEHL|C},
uH| B B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

S O|C|ojol M Lot 7] X[ 8 HEHE 2ttt = Ch28 "HESRE SEELICH=Jslof ghL|Ct.

== 52 0L 2712 2ol HEEZE S=0HUAIL - AFF A250

Xts 22 000 S5 Z2MA S 0| &48
A250 2EZ|X| A AR £8E ZHEERE S=EOHHAIL.

AE2|X| A AHO| ONTAP 9.18.1 0|42 M 501 2 "I}S HE 27 Hil'2(8) ALBSHIAIR. AIAHO| 0|
HTo| ONTAPE M 39| 22 45 2& =7 TS ASsHoF BhLict.
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g4 1: el A

NVE S NSE X2 9HEst $0j= 248 2ES2{o| Z22 =si0} siLC

oA
1. 24E HEEYE 20 EZ 7IH7IeA L
& E ZHEEY I HAR= 2. d2H
LOADER HIA|X|Z FA|EIL|C HEERY 2& M = o|SELICL
"J|HE TICEE ... Ctr-CE +2 C}2 HA|X|7} LIEILIH yE SEL|C}
ANABRIDEDE = 245 HAMHQI ZHEZ2]2Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q1) impaired_node_name’0i| o] £&E HAEEEE Ql45tA Lt SEEL|CH

Vel AE S0 7|23 J|LE= &... O] EAIE|H Ctr-CE +E LIS

SEELICH

<
[

2. LOADER ZEIEO0|A 'printenv'E Y250 RE FE otF HLE HMELICH 20 miof| £H2 MEELICE
OREE

SM 2: A|[AHIO| MetroCluster0i| &LIC}H

ro

2el KXy

—_—

ENEIIILL BSOHR ot FS BSR4 4 YL,

@ A|AEI0| 21 = MetroCluster T-AIQ1 ZL 0] HAIS AFRSIK| OHAIAIL.

AME ZESE ZRoY HESD| MEHS Holstn, LR AL HATl HESRT} A4E HESD
AE2|XOA KOS A% MBY 4 YSE HES2IS QA3efof FLIC

* LEOH27K Ol ¢l 2HAE I A= 2 FHE0H JAOF BfLIC S AE7F A~ gL o HEZE 0 A+ 8

HENOfl CH3l FALSEZ} BAIEl= 2 & E HESEE S=5t7| Mol 2HE sHZslof LthEE) "==2
S AEQF ST|stetL .

* MetroCluster 80| Q= 22 MetroCluster 878 AE{7t 2HE JQD ST =7 M 51 HA
AEH('MetroCluster node show')@IX| 2tQIs{OF 2FL|C}.
CHA|
1. AutoSupport7t Z2A43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5t0{ At AH|O|A MM S AX[EL|Ct

CS AutoSupport HIA|X| = & AlZH SOt XtS A[O|A MM S AF|BILICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

2. HMXQl HEER{9| 240 A 'Storage failover modify — node local - auto-2t2t false’S A5 Q2 HtatstL|Ch
3. 2ME HEEYE 2 TETER JIHIIYAIL.
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRH YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TA| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ 1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOi| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3He 7 HIAIX| glo| SRAE ZEXET} LT S8t Lfste
()  =32f zEze= Sopby| Mol F HAIXIZE LEFELICH 287t 28E| D S7[3t7}
NZHOoz A Wikl A4 TSR ohHIL.
BE 717t S7|BHEIAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HretolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ABILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o2t =

o
T .

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

CtS B
e O|C|o{of| A 2ftE S

f L

ot

Ct

ajo
o

"2l

rr

HEZ NetApp= HretefL|Ch43sof BfL|C}.

et £& 0|C|0{E NetAppOll 2t - AFF A250

AFF A250 AE2|X| A[AHEIO[ 24 QA0 EOj7F B MSHH EOj7t HMSH 2E3 NetApplL =
HISHSIM A, "EE die 8l 1 1|" H|O| X|O| M KEM|BE LHE 2 EIESHUAIL.

AA|

MAl mH| 23 EZZ - AFF A250

AFF A250 AE2|X| A|ABIS| MA| WKA|E A|ZISIEH WA Q7 AISE HESIHD, HAEEZE
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1. 52t 24 mEO| AZS] o QIEIH0|ASI T A|AHS BLIEZIELICE

=
2. ZEE9| 9|X| LEDE HMIK:

a. AFSILt system controller location-led show $X| LEDS| HZH AEHE HA|SH= HHQIL|CE.

b. 2|X| LEDE HAMIK:
system controller location-led modify -node nodel -state on
2IX| LEDZ} 30& S¢t HM U&LICE.

3. EFS EU| Mol T 2HAS HT{E D OHS A S ZelstM Q.
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1. SSHE S¢f S2{AE(0| ZO0I6HHLE 22 24 Ho|2T AE/ZLS AFSI0] 22AE(S LSO

£ S2H0[AE/SAE| M NetApp A|ARO| CIO|E{0f| M| ASHX| ROt == SfLICt.

3. 95 Wl IS AN FXBLICE

4. AutoSupport7t 24otEl 22 #H0|A WHS AXMSU A|ARO| 2Ea0I0| & Aoz ofldE= 7|2HE
HEA[RLCE

m

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F£4A AlHH:

system service-processor show -node * -fields address
6. 2AF S ZRBLICE

exit

7. O|F EH7o| Z2{0f LIYE =0 IP FA
SUIEfBLICE,

i

AHE3810| SP/BMC over SSHO|| 2101810] I Atsts

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F &= SnapMirror 7|4 S2HAEE AL8%t= S2{AHS| B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIE|H S2HAES| 2t AES20)| T3l *y * S LASLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7} Y& W7tx| 7|Ckl = LOADER ZEZEJ BAIELICE
CtS B
HESRIS R 3, MAIS THELICH


https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html

MA| H| - AFF A250

SH=9I[0] EOHZ Qlsl TRt
D2NA0E HES U H
M 24 MAX|7F ZetEIL|CE

FF A250 A|ABIS] MA|E WAH[SHUA|L. WK
ZHK[(PSU) M7, E2t0|E MAH, mM| MA| AX| 51 AHA|

I'ﬂE O_I_VL
0K H0
Iy >

MAIE
MAIE &4

e

HE MAIOIM A AHA|Z 0SBt & E

—

St M@ 33 MK, otE E2t0|2 3l HEES BES
= MAILt ST 2RO A MAIZ HiEL|CY,

Il

1HA: HEER 2

i}

o d
ET'_'E'

1ot
c
o

=
MAIE wHStAE O MAIKM ZIEES 2E2 22[6HO0F BL(Ct.
CH2 HICIR = B WA HAIE ALE5I0] MAIE WAIRLICH o= IS 22[5t1 wAsh= A2 JHdetLCt.
OHLITH|O]M - MAIE wA[ghL(Ct

1. OF2 HX|[X| 42 FR SHIEZA FRIBHYAIL.

A
rdo
2
>
™
Im
M
i
Ha
mn
A
rdo
)]
o Ol

X 22l
=1
O

2
3. M@ Ao|2 1 HK[E 2a|ot
4

HES2| DE YBo| QUi A A0 UXIS YD UK AVIAOR HHE 2 CHS MM T 9K HE
ZNAZH ZES2E YULIC

o 2
2]

X HIHLIE

58


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=1f859217-fede-491a-896e-ac5b015c1a36

- AEE2 BES AEe X0l £ MA[S| THE HEER ZE0f sl M= O] EBHAIE Bt=giLCt.

2EHA|: EEIO|EE M MAIZ O|SELIC

O AHAIS| Z} H|O] U0l M M MA[2] STt H|0] (7= E2t0|EE 0| S8Hof L Lt

1. AR MHO||M HI-ES ZHA-A 22/}

2. E2tolH 2|

O
0=
ot
fun
mjo
re
rad
Ot
ne
ru
o
>t
Hu
on
XM
o4
02
=1
=2
x
In
it}
o
[in
i
M
i)
Of
iul
ojo
n
i’}
o
[in

E MAJOIM = AEA

MA[O[M E2[0|EE E2|510] AA[Of|A] 2O LTt

() celolzs 2eig e g4 S 22 A8 RIS NSHAIR,
() cetols sz ofstuict 242 RIsH| S8 THs3t 8 H7l FFoHAAL

O AfA|S| =2t0[EE Af MA|S] ST H|O] FHOH| SEELILCH.

—

C2to|EHE MA| ez REEA 2ol FELICE
# HS0| MBEN IF2Z 2|t Ct.

LIHX| 20| & MAl0f| TS| 2o E2 Ofg A HSS fI2 20| E210|E SHof| gLt

Ny

24 oH=0| E2t0[|E 7120 ™I} SH}
A 2|7} ehCt.

I
A
0z
u
Ll
|.|-|
I

S

ok

A NS S MHMS| FHotof LT Hot HEf7L =|H T2t

A AB9| LIHX| =200 CHal| 0] 2t S ZH=tLCt.

SEHA: ZH| 2 EE= A|AR IHH|S LHOIA AHAIS M| B T

uH MAIE RI5HAHE HA ZH| 2 L= AL FHHIROM 7|ZE MAIS 22[6HO0F BHLICt.

—_

A w0 DN

o

MA| Z&F X|-0M LIALS 22| L Ct
T ALEO| = SEHOIA O MAIE AA" FHH|SK EE= TH| 2ol 24 2| Hofl M 2o| H THE &0 SLIC.
OF2] HXIE|X| 42 < SHIZH| HXISHHAI2.

A A" FHH| S 2= | 2Ol 2l 2|0l AHAIS RAISHK £ AFRO| WM& MAIE ZH| 2 2= A|AH] FHH| o
MK|SH|C}
= = .

MAIE | 2 EE= AAE R[S of 25| 2o E5L

=l
-

O AHAIOAf Z2[et LIALE AFESH0] MA[2| THES ZH| 2 tE= A|AR FHH[S0| 2 RfL(Ct

Otz AX|StX| 82 < HIES X[ Tt

59



M MAlO HEER 2ES EX[et = A[AES 26 0F LTt

St MAl0l| 271e| AEZEE 2E0| A=
HEEXOER RS A 5| fE2o| £33 SELIC

1. ES2 BEO| B2 MAlQ] Y0 WX O FES2| DES Y TAAR AlAH0) of PBLIC
() mA7HUS wikx HES2 252 MAI0] TS| MUK THIAIR.

2. 222 AES2| DH0| CH| AT Be| TES ChA| AZBILICH

3. HES2 BES MAO| HRBLIC

IHLIE 0] 2tT3| =g

M
o
Ha
N
=l
02 4o
M
>
o2t
oy
02
>
1]
2
ng
ot
I
In
i
x
ug
2
(in
o>
r
_IT|_

a. 2 o
b. Y£2 AFGSH0] HE
c. T3 A ol 271 7y L

E x| &1l 912 HESH 25 LR BLIC

e. 2E HFHLIZS| ST HX £712S H1 2HE HIFHLIFO0| MAt2[of nFE wi7kx| AL RiL|CE

™
Im
M
i
Ha
n4n
mjo
re
rH
Ot
IIE
FJ
=
>
_0
_>.:
u
o
rlo
HIr

0|7} £ =2 SO} BHLiCt,

2 FCS §el T3 FHO| AZotT MY AolS BT L2AS ChA AxB OIS |

HHO| E7E[= ZA HEER ZE0| REE 7| AZELILE #E I2MAS SHE FHIE SHHUAL.
4. O|H™ CHA|IS HH=5t0] A AHAJO] = HW| ZHEEHE AX|LIC
Ct= T
E4E AFF A250 MAIE LA[5tD 718 @45 CHAl XIS 20l|= LS TAIS A8 0F LT " MA] WA|E
=Lt

MA| A 2t= - AFF A250

HAES2ZS YLD AAH NS oIzt

= T ==

MAl WA Zxtel £[F THAIS 2t=otHAIL.

ot
o

, D& HES NetAppOll 2H2HsH0] AFF A250

7|E2t o MSE RMA 0| 2 E tHZ MAIS] HA HEHE &felst #o
'c'>'|'|__||:|-
= .

==

7h 2 2E2 NetAppoOil Hretshof

1A A2l HA HEHE =telstn P etL|Tt

MAIS] HA HEHE =telotn Rt 32 AL 70 A HEHE YUT|o| Estiof BfLICt.

1. RXE4 REQ| HEER HE S olLoAN 22 HEER ZE U MAIQ HA 2EHE "ha-config show"2
HAlgL|Ct

HA &Eli= 2E 74 2240 ts SO0k BiL(Ct.

60


chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html

2. MAJOl| Chol AR AIAR SENZE AIAR P LXIGH] b= 2

a. MA|S] HA AEHE "ha-config modify chassis_HA-state "= A& gtL|C}

HA AEHQ| Zf

ro

Ct

alo

B OtLIY & USLICH
. '6".
* mcc
* 'meip’&L|Ct
* H|3}
b. MH0| HAL|A}=X| IS LICE ha-config show
3. OF=! CHA| SHX| QAUCHH LIHX| A|ARIS CRA| FSHUA|L.

4. A QHO| HI-S THAl AX|ghL|Ct.

2 FOH7t Lot S E S NetAppZ = SELICH

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH 2t RES NetAppof| BHtefL|Ct, 55 Hhet 51 A XM e
LHE2 HO|X|E HZESHIAI2.

HEEZ uH| Y IEZL - AFF A250

ANE ZES2IS TR0 HES2AS M2 U DA TS AIAH THS =2estn AE2|X
2|£A0| HO|AS K| HES2IZ HHetcto] AFF A250 AE2|X| A A HES2(S

n
[m
I

i1}

WH 2T AretE HESHIA|R"
ML 28hyd, 2ot =7, ONTAP At 3, 718 24 7|5 A5S ZYS AEE2 uH 27 AgS dEYLICHL

&4z HEERYE =YL
EHE HEERE SEOHHL Qlote] HHHQ HESR{7F &4E HEEY 2EZX|0|M HOIHE A& M3 ==
UAEE LI
e "HEE2{E uAELCH
EHE HEEYE M5, FRU 714 248 WH HEER EEE F7 O3, uN| ZHEEZ 2ZE2 S ZX0|
A

o =]
WM HAEZR{Q| 519 & AL 7S &fQlstn TR et A|A- 2FS Mgt

61


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-requirements.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-shutdown.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-move-hardware.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html
controller-replace-system-config-restore-and-verify.html

% o (=]
Aot AE2|X| 2|20 ARAE WA IEES 2 THA| O|FEHLLY.

LIFE =elstn Se{AH JEiE 2elct = ol 7F 2ot 2FS NetAppoi| 2hetetL|Ct,

EE wH QF Ar2 - AFF A250

AFF A250 AEZ|X| A|AEINA HEZEHE WAH|SH| Fof| MZ2HQ WHE ot T4 RAS
SEM=X| 2RISHMAIL, H{7|0l= A|ARIQ CIE BE M 2471 Nt 2 2H55H=X|
2ioIstll, SHIE WHE ZHEZEZE A6t JY=X| &QIstn, HEEDY 2£ EHS HIAE

27 ]I|'°|0ﬂ x-lII-ol-l_ -Iol EoI-EIL_IEI-

wH BAE 22t B 7 245 dEoH A8 32 ONTAP =S Mix| H{Hol| = SHIE

-

4 245 MEIsH0f

* DE C2fo|E dadt SHIZ XS5t UO{0F gL|Ct
* A|ARI0| MetroCluster T+dQ! B2 olig MMS HEHOF ILICE "SHIE =5 Z2AF L& o] BAHE ArEdHO}

StEX| R E =elgfLnt.

* QEIEYS T QA4S SSYUNZRH H2 uKN FRU 78 242 WHsof gLCt.
* ZEED 2ES St 2 RS HEED BEZ wAoiof ZL|CH AEEZ ST wASHH A|AHS
Y o|=g 4~ plELItt

o=
* 0| EXo[M = _ replacement_controller?} 0| ZHEE2| ZE1 S YT HES| ONTAPO|M REEEE £E
X E &M= HEEZOAM _replacement_controller2 0| S&tL|CL.

* SHHE AMAEO| THS Tl )l= S HESH= Aol SLLICt

° healthy_controller= B&XQl AEE2{L|Ct,

o
* UEE2o 2& 8= Y HAE IUE KO gL Tt

==

WA ZZMA S0l Bl = AE ZHE HEE = AE EXHof tist 7|=S WS LI
Ch= A
SHE ZESHE uAN5h| fISt 27 MEE HESt = "2y E HEED S SELICHSHOF gLt

AFF A250 AE2|X| A|AEIO| HEZS{Z WA 0f CJO|E| 2A1S HIX|StT A|AH OIEAMS

StESH HESEE SROHAIL.


controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-recable-reassign-disks.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
controller-replace-restore-system-rma.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

AME HESE ZRoIH HES2] Nei2 2ol

E & 2ol5t, et 22 MAXMel HEER I &24E HEEY
AEZ|X|0M CIO|HE A& HSE = JULE HEEHE Qlpolfof LT
O 4ol CHaH
* SAN A|ABRIS AESt= 32 &4F ZIEE2] SCSI 20| =0]| CHSt 0| E HAIX|IE &2I6H0F cluster
kernel-service show ¥LICt. priv advanced ZREO|A HHZ AHAMEHH “cluster kernel-
service show 812 EQ| T 01272 MehLICk, BiE Sl SR Ale| 2 she 0| X Aef}
HA[ELICE

Z} SCSI Sd0|E Z2NAE= 2

A= 2HAHO CHE 2ok eH HFHo| RAo{oF LT wAHIE TS| Hofl 2=
=HE sl Zstiof LICt.

* =T 271 O] el 2{AEI U=

AFEHO]| CHaH FALSEZ} BA|El= &
S2{AE QL 7|5ttt

Z2 HZ0| QLO{of BILICt 2AETH HO| IALL WA 2E
A9 AME HESES SR M| 2RI SHZoH0F BHLICKAE) "= =5

|

1. AutoSupport7Zt 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 AH|0|A MM S AX[BL|CE,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CtE AutoSupport HIA|X|= 24|12 SOt XS 0| A ME S ARLICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEEZ O ZE0|M THE BB S YA K.

MotSHA| S LITH?_2he HIAX| 7 A= H
EZMIOTEOEZ JIHIIMAR.

EdE AEERHI BEAEE E2... O3E.L

LOADER MA|X| 7} FEA|EILCTE CHS EHAIZ O SRfLICt.

Ctrl-CE =& U3 HAIX|7t LEtLE yE =S LIt

EE Y TEIE FUEHQ HEES M & HEERE AL SXIEL

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEXZEE HA|ELCE.

63

{0l x4

al
ES


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

ZHEE2{ W H| - AFF A250

S=9I0] ZoH=Z QI3 AFF A250 A|AHIS| AEEES WAH[lof ot= H? HEERE
WHSHEAIL. WA 20 = Folvt A= AEEE A, 8 242 uH ZEEHE 0|5,

WM HESS AX 8 HEE0| ZEEL|CE

HEER 2E St=R0E wAsHE o2 HEERE M5, FRU 74 245 WM ZIEES ZE2 0|5
CtZ, uH| ZEZE2 ZES MAO 2X|5t1, A|AES RAIESs REZ 26 0F L L

ZEEE 25 WRO 79 245 uAE o MAMM HAEE ZES 2=|3H0F &LICf
AOIES ofC|of| AEYEX & 5= JAE=F A|0|E0] 2|0|ES XIFHOF LTt

Ct= HIC|R = B WA HAS AHE5IH AEER] ZE3 wHFLICH

OHLImO|Md - AEER ZES WHIRLICt

1. OFZ| HX|E|X| 42 B2 SHIEA HRISHIAIL.
2. YoM HEES 28 MY 35 XIS 22T

o
M@ 7ol 1 FXE 22let o2 M@ 35 ZA0M #Ho|2S 22|ELIC).
(@)

4. ZIEEE 25 LZ0]| A= X FX|of| AXISE G0 HX| 271202 HHE +E T3 MAOIM R X =
ZHAEA HEEEE SZLICH
@ ZEED =2 22[ots ol 0HZ0| A= 2, AR &7122 5o £71= 2HE SR
SLCHES wAte)

o 2| H

i X HIHLIE

64


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ab0ebe6b-e891-489c-aab4-ac5b015c8f01

S T MAJO|A ZAIARA CH
L

[=]
FAFZ A|7| Bl BiStO 2 =

o 7IEE8| 2 E HIHE GLIC

—_

& BE Y

7. 00| HE HHZ S0{ 22| AA|L.



FLICE.

joll

S

5

o

o

i

X

KO

o

Ho

o

K )

i [}

b 3

H <|1

— 30

yil]

i oju

L] I

LY o

= ~

El orl

£ K

= <

Uf =

o =

pil]

Ml o

| Mo

~ ol

A1 LY

03 w_m

~ @ o U

- [}
T o T 8
2 K&
o ¥ oK
> .E IH w0
m K 11T —0)
rﬂo H ® H
KO o RO g
o Wom oo
oy H rfo 7
7 ™ of of
SR /R o
= ou

2|X| ¢t CHX| K]

—

=

o

&S 715HA OHH A2,

-

¥

.
o
—

e

E ZE0| x|

E

2 Z=S MAof 20

X
Z7ES

HYEIL £ HEIX] B
FX|7F S| A ELICH ZIESE 2E00M 22l o A

O

X EHS =2 MEfo| M HEEDH TS0

I R S B R

66



KO

AT
M0

or
K

= &= "ol 22 A2t LIFEM HXF2|of

Ct
L|C

£|0f o Hero 2k MXI2|of| 1Y EL|CE

OHYAIL.

gLt

sHOE

=
=]

0]

o
mMS

E0 Z=0|M uH 2=

2E

|

67



2 WRES WM HESD ZEZ 0|Sot M BE2| JIEUXIZ|E HEED 2 70 HEUS HEES
2o E&Lct.
3.

LIHX| ™ 2 S0f Ci3f| o] EHAIE Bt=gtLCt.

-
4tHA|: 28 0|C|0{E o| SELICt

EHE HEERY ZE0M uHE HEES ZEZ £ 0|C(0] HX[E O|SdHof LIct.

2E 0jcjof
o

HIXt2[of] D™SH= LIAE XS #1 XtA Phillips 6|
37 A<

= C =
= i —
2 Ql3l| LIALE S0 E|X| =5 St7] Ik of LIAIE &2 +

= 0=

2to|H 7t HREL|CE AEER] 2E L9
= X4 0| QU0{0F LT},

1. 24E ZHEER ZE0M uN| ZESS REE $E 0|C|0{E %o} o|SELICH

FE O|C|oj= o] ZAt2| FE20A 22[et oflof HE F{H Of2foi| QLS LICE.

68



2. 1 Xt4 E2tO[HE ALE3sI0] FE DAl Af LIALS 22]3t1 XtAo|

OHHSHA| HatetLct.

=]
3. AZl0M 2E OIC|0{E 2T A S0 22| uH HEE 20l HMXt2|ol SESLC.

4. 1 Xt7| E2IO|HE AHE3I0| S E O|C[0{0f] LIALS 1 ZRO|HAL.

() SEuitofo LiE £ o 82 JHekx] DHIAIL. B0l 42 4 YaLict

5CHA|: DIMME O| S gL Ct

DIMMS O|SstH &4 HEEHE Mot uK| ZEESZ o|Set ot

69



@ DIMM 3|2 0| 24 QA0| 20| 78R £ oloTE DIMME| FFEHKIZE EHO AN .

2. N HEEH ZE0|M 8 DIMM £RE H&LICH

3. DIMM £712| DIMM O|HMEf B{0| Ezl X[l A=X| 2ol CHE DIMME A2U0f| SEHHZ At
DIMM2 AZl0f| THES| DFHE|0| ASLICE IFX| 382 2 DIMMS ChA| & Jsto] 2200] SEEL(CH

4. DIMMO| 27| HZE[0] 27001 XS] HAE|JU=X A2 HAFRILICH

5. LIHX| DIMMO]| CH3H O] EtAIZ "YtEStL|C},

6CHA: HIZH FtEE Ol SELICH

Xt 7tEE O|S3t{ ™ ZEO|M 7|0|= HE1 QSFP & SFPE M3, HIAt FIEE Wi HEES=Z

0|S3t1, QSFP U SFPE ZEOf CHA| &X|5t, ZEO| #H|o[== HZBHOF LIt

1. 248 HEES ZE0|M HIXt 7LEE %o} o] SeLct.

o

70



o ZEED 25 BH| JA= LIALE HA L

9 EED 29| LIAE LI
e HIZHE 7t=E Ol SLICt

2. HIxtL FtEt AAE 2= AH0|2S &ELICH
AIO|ES ofC|of| FEY=X & 5= AE=E AH|0|=0] 21|0|= 2 X|FHof gLCt.

a. Xt 7HE0f| AS = A= SFP EE= QSFP ZE2 25 22[st1 oHE0|| LT
A

b. 1 Xt7| E2}O|HE A3t & 4E ZESD REQ| HHM HXHH FLE0M LIAFS 22(3 THg etHsH
XHo 2fof ELICt.

C. MAHL FEEE 220N ZAAEA S0 S8 WM HES2{9 SLE ?|X|2 o|SELICE
d. HiX FHES WA HES2 Q| MXt2[of ZoAHA HELICEH

=
e 1 Xp7| E20|HE ALBSl0] WA HES2 BE Y IxH Fh=0] HeHof QL LIS 1 LIt
() ol Fh=ol LS £ o B2 JHekR] OHYAIL. 30| Z 4 Yttt

245l ZAES2] B0 O BjxI =7}
=

A= 2 0 B E er=FLct
HXtL! 7k=0fl 22| SFP & QSFP ZES MY

71



7l NV BHE{2| S O|SEfLICH

EEZ 2SS uNE 0 NV HIEZIE &4E HEES ZE0|M uK HEEZ ZEZ 0|S3H{0F Lt

1. 248 HEER ZE0|M uK| ZIEES ZEE NVMEM H{E{2| S %0t 0| SEfLICt.

o BiE{2| 2211 BH| = S8 S +ELIH.

e 2210l M BiE{2| A0S S Z2RfLICt.

e HHE{2IE &1 FAIZF BAIE izt T3 #E FEHAL.
o 20 3 ZEEY ZE0|M HHE2|E SO{SELIC

AN
|2t FA|= Ij2kA XH2 EH

o M
o

[=]
EE2 ZS0|M 3liE NV HIE{2] ZHE Z0F NV HHE{Z| S HiE{ 2] S0 *ELIT.
- NV H{E{ 2] Z22HIE 27001 ZELICE

£ Ho| X|X| Ho| HHE{2| Mo SXof| 7|9/E W7tk Tz ZH HE U} BiE 2| HS ot =2 o FSLICE
Lt
[=]

o oA W N
El
e
oo

= T

J2{H HiE{2| M 2HX| 7t StEE] EH Ho| Y| T 22|t

7. H{E{2| WS THERS| =2 M2 of DY E|RA=R] eeletct.

72



X HEEZ ZES MA[O]

—
—

L|C}.

St
=

X EHa HEZ HEG O}

Ct2 JZOILL 7|1 =& HAS A8t WAl ZEES ZES MAl0] EX[ = ASLIC.

1. OFx| MX[3tx]

73



LtH| LEAL

AHof 20| YELICE

A Al

<l

3. ZEEZ ZE9 2 MAI2 7ol &

HUBHX| OFEAIL.

MAlOf] 2EES]

o
==

XIAIZL AS WK HEER 2

®

+UEE #el =

RS

Ast7| {3l Al

Lfct.

Hay

250

=

HEED

I=K=3
==

HE0AM LIHX] #[0]

=l
A

Of Zxte|

®

SfLict.

ol
<1

I.

2 2SS MA0
- 2HE HFHLIE 0| 25| =t

T
Lu

™

5.

o
]
<[0
THo
=)
ofl
=
ml
]
Ik
TR
I o
ol T
ol of
il
K KO
A o
03 wa
[\
KO
=)
K
of
Wl
P

BILICE,

S
=

tol A RIX| £712fS | 2HE HIF{LI S0l MXt2{o| 2 & m7kx] A

Al
o -

e. 2iE HFHLIZS

SHOF RfLICE.

=
=

b2 MAIS] 2 M2|2t 22 =0|7t 2| =

74



AR 242 =2l 9l HIBILICt - AFF A250
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CHA|
1. refacement_node?} LOADER ZEIZ E(| QX| tOH A|AHIS | OADER ZETEZ FCHetL|CE

2. Healthy_nodeOf|Ad A|AR A|ZtS &HQIBILICE cluster date show

3. LOADER Z2IE0f|A, replacement_node:sHow date2| LMt A|ZHS EISHA AR

=t O A|ZH2 GMTZ |2 E/L|C}

4. LQst AL WA L= UIM(GMT)E 'SET DATE_MM/ddlyyyy 'Z A& stL|Ct
S. LRt AL WA LE9| AIZt2 GMT 2|2 'SET TIME_hh:mm:ss_'Z AHEgILICt

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8l A|ZHS &tQIBtL|Ct show date

2E7): AES210 HA MES golstn EBILICt

ZEES| SO HA MBS &fQlstn Hast R AlAH pda LX[BI=F HEHE

2

|0 E3HOF gfLCt.
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1. M HEE2 2EQ RX|E4 ZEOM BE FHRATH SY3HHA MEH ha-config showS EAISH=X| ghelgtL|ct
HA AEl= B E M A0 el Ssof ShL|Ct.

2. AEE2 ZEO| FAIE AAH MEfT AAH 43 AK|SHK| to™ HEEE] ZE2| HA &EHE "ha-config
modify controller ha-state"2 A& gfL|Ct

HA AEfo| Zf

ro

Ct

gl

S oILIY &~ AS L

o HA

> MCC
° mcip
o H| &}

3. HEER REQ| TAIE A|AR MENTZF AAR -0 AX|SHK| Ao H HEES] B 52| HA ZEHE "ha-config
modify controller ha-state"2 A& gtL|Ct

4. MFO0| HAE|U=X| &IStL|C}. ha-config show

1EHA): A AR 2|5
EEZ 2= AEZ|X| Y HESR D AZES &QISHH 32 A A|R. "Active 1Q Config Advisor" .

ChA|
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2tolsto] 32 #[0|2 HZ EHIE sHZTLCt
4. sljet g Z2I5t0] CIH2 #|0|28 &2l CH2 Config Advisore| =22 2HolgtL|C}.

2¢CHA: CIA3E APt ct
AEZ|X| A|ARIO] HA Y Lol = 22, BAL BE Al H M HEEZ ZE2 AMAH DI XISCE
ClA3of Z2ELICE _replacement_controllerE £/ Uf A|AR D HZZ =H0lot CHS HAO| LHE[U =X
stolsjof gL|Ct.
0| Fxt= HA ¥0|A ONTAPE Adlst= A|AHIOZH HEEIL|CE,

1. replacement_controller’t RX|E HE("™>" TELE HA|)Ql 22 RXE+ HEE S50 2 TEXEQ!

"halt"2 0| S&fLICt
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- system ID mismatchOil 2[¢F A|AE! D R H2|E 2= HIA|IX[7} LIEHLIH _replacement_controller®| LOADER
DEDENAN HEEZE Y60 "y'E LHYLICL

. replacement_controller 2£0i| 'Waiting for g2t " HA[X|7F EAIE Wi7hX] 7|CHel = DAXQl HEZ2{0| A M
OIEL A|AE! D7t XSO 2 X|HE|R=X| 21EtL|Ct. 'storage failover show

HE EHol= 248 AEEH0|M AA™ IDIHAZEACHS HIAIX[QE S7H SHFE 07 3 M ID7H EA|=|0{0F
SLICt. ChZ OfIFI0AM node2E WHIE AR M A[AR ID7F 151759706 % LICt.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

- YA AEER 0N 20| HEIt MY A=X| etlg|Lt.

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

Ag ZEER A& TAStE=E HAXK|ZF LIERLEH Y2 e = JAFLILH 18 RE TETETL

o 2 E X EEIL|CE 'system node run-node_local-node-name_partner savecore'

0 =
c. izt HHS Mslsl7| Fof| 'avecore' BHO| 2AZ = mi7X| 7|Ci2|MA|L.

CtS HHES U=SI0 savecore BHO| 71l MEHE ZLIEHZEY = J}FLICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FO 2 24| 'et-Privilege admin’L|C}

- AEE[X AABRIO| AERX] = =2 Y2ot/t FYE ER 2EE 7| #E|E AES=X = 2R 7| #HEE
MESHEX| G0 W2t L2 BAL S SHUHE A0t AE2|X| 2= 2§ &2st 7|53 S#oof Lt

o "2HL 7| #t2| ¢l 7|E SRYLICH

—
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=
o "QIR 7| Ze| Aot 7|E SELIL

[y = |

- AEE2{E CHA| MSELIC

a. FYHel HEZ20M uHE HESE{O| AEE[X|S CHA| MSELICt. 'storage failover Hhet -
ofnode_replacement_node_name '

replacement_controller?t AE2|X|E CHA| 7142t REIS tESLIC}

AARID 2LKIZ Qo AL IDE RAISHEHE HIAIX| 7 LIEHLEEH yE =0 OF LTt
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'storage failover show' @& 2| Z210]|= TtEL H|A|X|0|A HAE A[AR DI} ZEHE|X| 9400k BHLICE.
7. AT N2 SYEIRA=X] lSfL|ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = A A[AR IDE EAISHOF &LICH CHS G0M= =& 10] 28t
ClAZ0l A AIAR ID 18737752770] HA|E LICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 71440l 2 ZHEE2{ AEll 'MetroCluster node show'S 2 L|E{&I5HC}
MetroCluster 1S M4 MEfZE =[S2|2{H uH| = R 2 Fk Z2|H, 0] 22 2 ZHEEZ(0f| LA E AEfTt
HA|Z|H DR O|2{20| 23tz Ha 2ETJH EA|ELICEH MetroCluster node show-fields node-systemid &
Z3H2 MetroCluster 40| F& MEf= S0t W{7HX| O|H A|AE! IDE EAIELICE.

9. ZAEE2{7t MetroCluster 40| = Z S MetroCluster A0 2} 212 AR X7t Ko AtO|EL| HEE2{Q!
29 DR 2 ID 20| CjA39| |2l ARX7F HAIE[=X] 2elgtL|Ct.

CHg & £710] 25 Aol

ox
4o

0l

1A

tei0] EegfLct.

° MetroCluster 71A0| Mt AE{QILICE,

° replacement_controller= Xl AfO|E0]| QI = ClA

|U
1o
rot
=
k>
=0
A
e
i
iul

"4 E MetroCluster 240l A HA H|0| 3 21 & MetroCluster AL X|2H 0| C|AT AQHO| HAEIL|C}

10. A|ABIO| MetroCluster Q! 22 2} ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ch
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured
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