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End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESE DM XY 35 HKIE 2alLC

S48 0|C[of 1KX| - AFF A300

=l 0|C]0|S THBtE{H £4tEl HE SR RES FHstD, DR HE 0C/0jS MX|$ Tt
251 olul2I5 USB ZeiAl Cefols = Has 10 BLICk AFF AS00 A2 45 2El 0 clof
=l ojcjof =

S 2R X AL CH XS 28 7= XA=X 5L



1EHA|: EER| RES E2lELIth

HEE U 74 R
=2[otoF LTt

>

of MM ASHAH HAY A|A-OM HEES RES 220t T2 HESE Z82 EME

1. OFZ| HX|E|X| 42 B2 SHIEA HRISHIAIL.

2. #|0|=2 7|o|E 22| Ko HASt= 23 U FX AEWZ F CHZ, A|0|20| HAE XS FHSIHA
HEED Z=0|M AL A 0| St SFP(E RS BR2)E E2lLCt

LHH| LIA}

S MAl #rO2 LojwiL|ch,

=
HEEZ ZE SIS MAl S22 2o mf X|X|SH=X| 2helgtL|ct.

!

10



THAl: 22l 0|C|o{ Al - AFF A300

ZEEZE2{0|M 2E! 0|C|{E At X|Eof w2t wA|siof BL|Ct.
1. OF=! HX|Z|X| ¢t2 AL SHIZH| HXISHAIL.
2. [t 12l = HEZE I EQ FRU ME AI23l0{ REl 0|C|0{Z FH5L|CH

3. HE 0/Cjof 319A 0| IR HES 2] SR HE D|C|ojS 22j3t Chg 2 E 0]C]of 2204 TAAL
SHt2 A L

() SE0iCoprt A% w2 HE 0[CjE 24N 4 U002 HISHL 912 Tot 27IX| DRAIR.

4. uH| 28 0|Cjoje] JHERIE|E £ 0]C|of 2210] B CHS A3l SEA Lo F&LICH
=
HE|

2 0|C[of7} 2200 £tz A ZAEU=X] eFQIBfL|Ct.

6. HE 0|C]0{Z 022 S2f 2E n|c|of 312 A 9| B2 HES FELICt
=)

7. ZAEER 28 HHE HELI.

11



3CHA|: EEl 0|0|X|2 HE! O|C|o{ 2 MAsh|Ct

o[o|x|7t Ex|& Us % cAl E2tO[2E ArE3SI0] wA| £ O|C|0{of| A|A” O|0|X| S EX| 4= AFLICt. ALt Of
X S0l var THE A|ARIES Z7I6H0F °“—|Ef
* FAT322 ZOE USB Z2fA| =210[2 7} QL0{0F 5tH 4GB 0| &9 20| L0{0F BfL|C}.

+ SAE HES2{7 MY ol 2t SU ONTAP 0|0]X| HIHO| ZAHE. NetApp Support AO|E9| 22 S
M0 A i O|DIXIS CHRREY 4 ALICH

° NVE7 AHSIES MM E Z2 CIREE HEN EAE CHE NetApp Volume Encryption@ 2 0|0|X|E
CHRECSLCE

° NVE7} gH-dotE[X] 84
CH22EgtL|C),

FIO

Z2 CI2ZC HEo| EAIE! CHZ NetApp Volume Encryption £10| O|0|X|E

* AAE0] HA 4ol 2 WER o AZEE|0| A0{0F LT,

* AJAEIO| SB A AIAHOl HQ LEYT HZ0| WK X var THY AAHS St 0f 37} RS
330} LTt

a. AEED Z=9| 22 MAIS Y70 = Ch2 HESED 258 HHE A8 A A28 20| 5Lt
X

b. ZQ0i| 2t A0S 22| FX|S CHA| AX|8t1 A[ARS CHA| ZHAFSLCH,
g4t Al 0|0 ZIHE{(SFP)7t M E &% CHAl EX[8HOF gfLCt.
C. USB S2liA| ECt0|EE HEEZ 2=2| USB =X 0f &gt

USB 2& ZEJ} ofL|at USB B4g 220 USB Z2iA| =2to|22 Mx|sfof Ehict.

—_—= =

d. HEEZ 2SS A2H0| E7HX| 20 1 A HS0| USB S2HA| E2t0|E0f| A R LE=X §.°_3._ oHs A
HSS THEo| =0 ZIEER 2= S 2A=otn A HSS ol ?IX[Z 2 oHS LIH|LIALS ZRILICh
E{7F MAlof 23| DX =|H B2 20| A[ZHEL|CE,
e. Xts 28 A2 HAIX|7t BEA|=|H Ctrl-CE 521 20 ZEZENM SX| 28 T2MAE STHefL|CL
St Ctrl-CE =8t
Of HIAIX[Z} LIEtLEX] 8™ Cirl-CE +E1 RAIEs HERZ BES= gME MHD O3 ZEER S B

CIEEE TR

f. AAJO] StLIS] HEER{TL U= AAHC ZR HAS CHA| HEStD WY S5 FX|E ALICh

9. LOADER ZEIZENA HEY3 HZ R3S M™ELICL
* DHCP:'ifconfig e0a-auto’S L& sH= 2L

TS BRI EEE WEYD RS S35t var 1Y AIAH 28l Sof HArEol
AS

oo
()  zE=eiold Au5 ESaior SHE Ol AFBSHE EFl ZEQILICH 0] H0IM cOM
ZES AIBY £ AL

* 5 HAS A Y= 2! ifconfig eOa-addr=filer_addr-mask=netmask-GW=gateway-
dns=dns_addr-domain=dns_domain'

12



* filer_addr2 AE2|X| A|AHIO| P FAQILILCY,
- UIDlATE HA THE 0| HZEl 22| YEY 30| YIEYA otAILICH

AOIE#0]= LIERIZ S| A O|EO|ILICE.

* dns_addr 2 UIEY 30| /= 0| MH Q[ IP FAQLICE

* DNS_DOMAINE DNS(Domain Name System) =02l 0| QIL|C}.

O MEHM D7 HE AHZdH= E2 netboot Al URLO| EatE =0Ql 0|F0| HR5HA|
AELICH MHO| SAE O|E0 JOH EL|CH

&LICt Yo ZTE T E0|| "help ifconfig"S

$0

@ QIE{H[O[AO]| CHE DH7H HT HQS
US| MR YEE el = ASLICE
h. ZAEZ2{7| &% F£= 1122] A& MetroClusterdl| = AL FC {HE] 1S =2 slof stL|Ct.
i RXIE4 DEZ HEl'boot ONTAP maint
i. MetroCluster ZEE O|L|A|0f|0|E{ 2 MEEIL|CE: "ucadmin modify -m fc -t_initiator adapter_name_"
ii. QX 24 DEZ 235H7| Qo AX|stCt

HE A2 AA"0| REE o FdE LT,

=4 0o|0|X| £l - AFF A300

EdE HAEESS 7 o|0|X[of| M REISt= BXt= AA-O] 2719 AEEE = &
MetroCluster 7&QIX| 6{ 0| 2} CHELICH AFF A300 A|ARI2 =5 28 0|C|0 =+
Axtah X|@gL o it 22 0|0 S7= XA EX] SSLIC

=
U1 HER2 A|AH

USB =2}0|E 0| A ONTAP O|O|X|E HEISI T Il A|AE

|

o

==
=

[0

St 2td M5 =helsljof gLt
0| EXH= 2= E MetroCluster 40| gl A|AE0| HEELICE.
1. LOADER ZEIEO0f|A USB Ez2fA| E2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O[0]X|= USB S2iA| E2t0|20j| M L2 2 =E Lt

2. HA|X|Z} EA|E|H 0]0|X| O| E2 YU=SIAHLE 2HHO| 23 otof| EAIE 7|2 O|0]X|S OItHZ AFS LY.

3. var It A|AEIS SRELICH

13



A2E| CHS 7|50] U= B2 s L

HES3 HZ a. M 1M g SGt2t= HAIX| 7t LIERLIH 'y E SFELIC
b. §& ZHEEZE 17 HP +F(Set-Privilege Advanced)2 2

& 'system node restore-backup-node local-target-
address_lmpalred_node_lp_address 'S AlHSL|Ct

d. ®Mo{7|E 22Xt +FO 2 | ZELICt: 'Set-Privilege admin'
e. 2YE NS AT Z0IX| 2= HAIX|7t LIEILHH 'y E FELICt,

f. AEZ2E MRELStEt= HAIX|7F LEHLIEHE 'y E +ELICH

=2 T g

HESZ AZ0| gi&LICt a. e 1S ZUGIE= HIAIX| 7 LIEILIH "n"S SFELICt.
b. AJAEIOA HIA|IX| 7} HA|Z|H A ARS R LEBHL|CE
c. Al Hl=0|A * Update flash from backup config * (sync flash)
SME MEfBtL|CY,

YCIO|EE Al&stets HAIX|ZF LHEHLFE yE +=SLCE

E

a
b. printenv HHOZ A A M

C. 2tA HATt o MTHE MEE|0 UK & OH 'etenvenvironment-variable-namechanged-value' BEO 2

HESHIAIL.

d. 'aveny' BH S AIBsI0] HE LIS MESLIC

S. ChZ &=2 AIA"” 70| w2} CHELICH

6. LOADER ZZ2IE0|M 'boot_ontap' HHS gtL|Ct.

HAE= WHE...

ol
—

Hu
|
|H
Ol
|H

E

rz
ot
2
N
Of

=& 70|E2 IEH HEE2{0| HZ

8. 'storage failover -fromnode local' @&

14

A2 E o|SELICt o m2t OKM, NSE % NVEE
AR O] MlMo| CHA|E 2t RSHA|2.
JH...
Cts CHAE ol S &L Ct.
a. EL{| AEE2{0| 2aIgL|Ct.
b. 'storage failover show' B&E AFE6t0] EFZ ZAEE2{7}f dietel

ZH[It = RA=X] 2l gLt



9. 22{AH TEIEQ| M net int-is-home false BHS AFE510] =2| QIE{T|0|AE &0l

"false"2 HA|ZEl QIE{H|O| AT} Q= AL "net int revert" HHS ARSI 8l|T CIE{HO|AE & ZTEZ
E|S&LCH

10. 2& 70|22 2|8 HESHE 7|1 rsion -v BES H&SI0{ ONTAP HE S SlgfL|Ct.

11. 'storage failover modify -node local -auto-2t2t true' HE S AFESI0] Xt B2t 7|52 siR|e A< 0] gtet
7|58 S+t

SM 2: ZAEEZ{7} 2 E MetroClusterdi| ! &LICt
USB E2}0|20{|A| ONTAP O|0|X|E SEIstD &t HAE SHolsHof SL|CL.
O] EXt= 2= E MetroCluster 42| A|AHIY| HEEIL|CE

CHA
1. LOADER ZEIEO0||A USB E2fA| E=2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O[0]X|= USB S2iA| E2t0|20j| M L2 2 =E Lt

2. HIAIX|ZF EA|E|H 0|0|X| O| &5 Y=dst7Lt 2tHe| 2 otof EAIE 7|2 O|0|X[E I E AHSELICE
3. o|O|X|= MX|3t

o
ot

(=]
S8 Z2MAE AEELIC

r

a. My IS FASIEH=E HAIXIZ LIEILHH "n"S +SLIH.

= TBE

b. M2 HX|3t AZEL0IE A2 H MPESHEh= HAIX| 7} LIEHLIH 'y S FELICH

= T8

DIETEJ HFALH EE T2 A

ufn
O

thet ZH[Jh & ALt

4. N|AHIO| 2EIE mf Press Ctrl-C for Boot Menu HA|X| 7} LIEILIH Ctrl-CE 210 Boot MenuZ} EA|E|H &

2= MetroCluster 71A0{|A{ O3 2|H|O|E C{A| M2t - AFF A300

HEl 0|C|0 mH|E 2=t T MetroCluster A 9| X =
A2E2 5 £8 0|Cfof 57 2ot XU XS
StELILH.

S A 2. AFF A300
a|cC

g olLo S5= XA

H=2
H=
HE
T o

0| &t 21 E MetroCluster A2 MEIL|C}

|

d

15



1. RE CJ} "enabled" AE(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

2. 2= SVMOIM ST |27t et E[ A=K
=2

20| ofef 23|

4. HAHQ 2 AH0| Y= ZE E0|A 'MetroCluster A2|X|HH HHZ ALESI0] AIX[ME HE
5. AQK|H Ztf0| t= E|RA=X| 2RI EfLICE. 'MetroCluster show'
SHAET"IT| & - ALX[H" HEHOf| UOH AL|X|# X0 TS| Ml ZYULICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover

Remote: cluster A configured
S AEHE Y JEHO

UQH A (X[ 20| b= FLICE.

cluster B::> metrocluster show

waiting-

DR
Mirroring Mode

enabled heal roots

enabled waiting for

SHOIStL|C}. 'MetroCluster vserver show'

Xt= LIF OFo| 12{|0| M 0| 'MetroCluster check lif show o] 2O 2 22 £ =X|

for-switchback

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

ol AlZto] 22 Ze|l= E2
o

Sl 7|E M HEIE efolg = ASLICE

6. SnapMirror EE= SnapVault 7142 CHA| A& BtL|C}

16

MetroCluster config-replication resync resync-status show



|:|O

=2t =3 - AFF A300
mpy|

| 22 0|C{ofof &=} ISFLICEH AFF A300 AJAE
II?;E.*LIEF Ats £8 0|0 5+ X[HEX] 5Lt

o T o

F|0

+5 28 0|cjof 27 MAtet

E JHo|
2E—|_|'—'_

7| 2E|Xt G0l w2t AR A otE S5t ot MESH HAIS /ARSI K. A[AHOA OfH 7| 22|XIE
AMESHEX| &HASHA| @82 32 FE 0[C(0] A BXtE AIRE wf et HE3 2flsthR



2HE 7| #2|XHOKM)
ONTAP EE! H|70|A Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 2ot YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|E S JHX[ 1 JAEX] SASHYAL "2 EE 7| 22| Y
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2 MAE ALK EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRH YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



20

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

mjo

A&etct.



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C

23
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3He 7 HIAIX| glo| SRIAE ZEXET} EELICH S7|2t0 Lfste
()  =32f mEze= Sopby| Mol F HAIXIZE LEFELICH 257t 28E| D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIYAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HHetolX| LIt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| 22|X 242 SASL|CE.

Al=Het7| Ho|

SAE LEL AN CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

[
=

) Configure node for external key management.
Selection (1-11)2 1
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storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END
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4. AutoSupport7t 243tEl 22 AH[0|A MHS ARSI A|ARI0] 2EEIRI0| & U= K| ME= J|2HE
HEA[RLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2|{AE| LEO| SP/BMC F4 Al:

system service-processor show -node * -fields address
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1. MetroCluster

exit

-

bt

- O] A9l Z0f| LIZE =29 IP FAE AFESH SP/BMC over SSHOI| 2121510 T
SL[EEgLCt

0
o

TEAEE MEdts 3 St S2AH HE[A XHE SEE AESH ZEE2{of 2L

- EAE MAO| A= 27H2] = EE SX[ELIC

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|A 2FE[= SnapMirror 57|41 22{AHE AtE8t= 22{AEHQ HR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

- CIS0| HAIE[H 22| AE 2| Zf ZIEZE{0f T3l *y * £ Y= LIC.
Warning: Are you sure you want to halt node <node name>? {y|n}:

. Zt HAEER 7t HE W{7kX] 7|CH2l & LOADER ZEIXEJ} HA|EIL|CE

2: ZAEE2{= 2 E MetroCluster A0 U&LICE

AEl ZIESR|S ZReleH HES MEZ Holctn, WS 22 AESE HAS Wl HAXQl HES
AEl AEZ2] AE2|K|0A HIO|E{E A4 RIZSHES sof Bict

E{0f| HAS S5t 0| ZAI2| otx[to| M S5 EXIE A FO0{0F &Lt

MEHE RISt EOl7F U= HEER 7 IS 2 Hah ZIEE2|(MetroCluster show)=
T3 QI=X| BHOIBHL|C}

2. X3 EA7h LER=X| of 20l 2t CHS FOl| [t T BLICE

ZHEEZ &4 o8 J2q{H,,

7t AASS 2 MetE|RAELICE CtS CHAE TIsigtL|Ct,

7t AHsO 2 MBHE|X| AUASLICH XA ZHEZE2] MetroCluster 2H| 7|52 Edl| A2l HH S22
ZHSHCt

7t AASS = MetE|X| o, HEH HAIXIE BESHD 7tsot A2 2X|E sfZAst = CHA|

'MetroCluster SW|tchover' HHOZ ATSHMAQ. EHE HEY & U= R 7| XY BN 22I5tHAIL.

Hets A=, _-rIiIQH'Iﬂ
HEE[RASLCH
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3. HAEOI 22| AE{0|A 'MetroCluster 22! ThA| A" HH

ehel THA| A BB S 2A5te] H[O|E o 22|AH[O|EE S 7| =t LT,

controller A 1::

:> metrocluster heal -phase aggregates
[Job 130]

Job succeeded: Heal Aggregates is successful

X7t HE =™ "override-vetoes' O§7H

HLE AL SH 'MetroCluster 2HY' HE S MAAS &~ JASLICE 0]
MEHN Of7f H-E AL8SH= R AIAHRE 57 &S UX5H= BE AT E H|Qlg ™ elgfL|Ct
4. MetroCluster operation show & ALE510] 20| 22| R =X| 2tolgtL|Ct,

controller A 1::> metrocluster operation show

heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55

End Time: 7/25/2016 18:45:56
Errors: -

Operation:

S. 'storage aggregate show' HHZ ALE5I0{ O 22| AH|0|EQ| MEHE HHQISIMAIR.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...
. MetroCluster €@l A £E 02| AH|0| E( heal-phase root-aggregate) &
FEech

= ALE5t0 RE Oi22|A[0|ES

mcclA::

> metrocluster heal -phase root-aggregates
[Job 137]

Job succeeded: Heal Root Aggregates is successful

X7t HEEH -override vetoes Oi7HtH

£5 AM2510] 'MetroCluster 2Hel' HH S HAME 4= QI&L|CE. O
MEHH D7 HEE A 2SHE R AAHS 57 22 UX|ste 2 E ATE H|QI2 XH™ ol EL|Ct
. CHAF 22 AE 0| M 'MetroCluster operation show' BEZ2 ALE6H0] 2t X0 A Z | Y =X| SHQIBrL|Ch



:> metrocluster operation show

mcclA:

heal-root-aggregates

Operation:

successful

State:

Start Time:

7/29/2016 20:54:41

7/29/2016 20:54:42

End Time:

Errors:
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OF%] AX|SHX| 42 F 2 A 0|2 2| HKISE LHAl 2XI5HHAIL.
AERMOZ #|0|S 22| FX[of HEELIC
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'Press Ctrl-C for Boot Menu' H|A|X| 7} LIEILIH Ctrl-CE =2 BE
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TEITEN A boot_onta
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HA &Eli= 2E 74 2240 ts S2HO0F BiL(Ct.
2. MAlOl| CHol FEAIEN AJAR AENZE AIAR FH0H LX|GH] Qb= E2:

a. A2 HA 4EHE "ha-config modify chassis_HA-state "= A& $fL|C}

HA AEfQ| Zf

rlo

Ct

gl

S OILIY &= AF LI

. -5'.
= mcc
= mcc-2n
* 'mcip’ 4 L|Ct
- H|5t
b. MH0| HAE|U=X| IS LICE ha-config show
3. OFZ| CHA| SFX| QAQUCHH LIHX| A|ARIS CHA| HBHYA|2,

4. Ct3 EHAl= AlAH 2 4o w2t CHE LT

S Hoh7} st 2B S Netappol gt

FHW HEEH 2EHA Y FAES BE = X[OHHUA|L. 20 ZFEIZET} LIEFL|CY,

2CH7|: 2 E MetroCluster 7140{| Al O 2| H|O|EE CA| MetetL|Ct
O] 242 2= MetroCluster T+40{| 2t HEEL|C}.

|

1. BE L EJ} "enabled" AEll(MetroCluster node show)di| Y =X| &lEtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. DE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. "MetroCluster vserver show'

3. 23 =Hof| 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| AZ2HOZ b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH 0| 2 2| =X| EOISEL|CT, 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show

Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55

End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|2L.

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols

Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB

% online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster &2l CHA| REE

0§ 32| #|0| E( heal-phase root-aggregate) E& S AE35H0
OHO2[HO|EE A TL|C,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

tot

Hel 20| 2= = A=X| =l gfL(ct.

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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The controller module begins to boot as soon
as it is fully seated in the chassis. Be
prepared to interrupt the boot process.
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State Description
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151759755, New:

Waiting for giveback
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node-name_partner savecore -s'
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'storage failover show' E&2| Z20f= TtEL] HAIX|O| A HEE A|AH ID7} Z8He|X| QE0LOF BiLICt.
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID

Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO
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1. OFZ| S EISHX| QUUACHH _replacement_nodeS XHFEESIL "Cirl-C"E 2250 28 =N AS ST L3
EAE H7olM fXIE BEZ BESHE SMS HEISHYAIL.

AMARID 2EXIZ QIoh AL IDE RAISHEHE HIAIX|ZF LIEHLEEH YE &I2{8tof BHL|CE,

il

2. A 29| 7|& AAH! IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemid 7}
HL|ct

O] 6l Node B 12 O|F A|AH! D7} 11807329921 O™ L= E=QIL|Ct.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209

1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. &AMEILCO| QX|EH4 BE TETEQ M A A|AE! DS SHQIBtL|CE "C|AT A"

—_ —_—a—=—— =

Of offof| M A A|AE! ID= 118065481 4 LILL.

Local System ID: 118065481

4. disk show BHOM 22 A[AR D HEE ALESIO{(FAS A|ARIS 2R) ClAT ARAES MILELICH disk
reassign -s old system ID

flel olAlof| M BEO2 82 'T|A3 MEE-s 1180732090 Ct

57



A Lstets HIAXIZE LIEILE Y2 SEE 5 ASLIC

o. C|AAT} SHIZA EYEIRAEX] 2l

replacement_node0f| &%t C|A30f| _replacement_node2| M| A|AE! D7} EA|Z|=X| &QlstL|Ct CHS
ool A= system-10flA 2R3 CIAZOH| A A|AR ID 1180654810] EA|ELICE.

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)
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g BEZ AL TAlSt2h= HAX[I LIELHE Y2 SEE = JSLICH 18 2E IEZET}
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b. 30 GO I} MEE|RA=X| &QlBtL|CE 'system node run-node_local-node-name_partner savecore'
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savecore®| FI#ES TLIE{AE 3 UHLICH</info>

C. admin H3t £ZO 2 7| 'et-Privilege admin’'&L|C}

7. replacement_node’?t X2 ZE(*> TETE HA|)Ql 22 RX|E4 ZEE SRSt 20 TETEQI
"halt"Z 0| SgtL|Ct

8. replacement_node: boot_ontapE £ E&IEHL|C}

9. replacement_node?} 25| HEIEl & AL|X|8#(MetroCluster A 2| X|H)S 23BFL|C}

-
—_

10. MetroCluster & 'MetroCluster node show-fields configuration-state’S &HQI9HC
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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C. 'MetroCluster check run’0|2}= MetroCluster check2 & $HCt
d. MetroCluster M|= HEA| Z2+E MetroCluster check show= Z2{3tCt
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3CHA: 2 E MetroCluster T4J0{| A O 22| A|O|EE CHA| MetaiL|Ct
O] 22 2 E MetroCluster T+A40{| 2t HEEL|C}.

|

1. RE CJ} "enabled" AE(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR

Group Cluster Node State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

=
etolgfL|ct
4 §A¢ﬂ0|

2. BE SVMUIM [S 7|37t b2 =Y =X 2HQIBHL|CE. "MetroCluster vserver show'
o

T 20| olslf £3ME|= X}S LIF 0+0|22{|0]4 0] '"MetroCluster check lif show'di| 4=
ol

Mirroring Mode

enabled heal roots

enabled waiting for

5. ARIX|H xtef0| 2tz E|U=X| ZeletL|Ct. 'MetroCluster show'

SHAETE T & - A9 X" HEHof AT A K| ZHAO[ K TS| Al SYLICEH

-

cluster B::> metrocluster show
Cluster

Local: cluster B configured
Remote: cluster A configured

SHAEHZHEY SEiof] ALH ALK ZHI0] b= ELICE.

i B |

cluster B::> metrocluster show
Cluster

Local: cluster B configured
Remote: cluster A configured

Configuration State

Configuration State

Mode

switchover

waiting-for-switchback

normal

normal

1A
|0
Hu
rto
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I
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2ff Z2|= AL MetroCluster config-replication resync resync-status show
o

to] @
|ZE M0 JEfE =helet = AS LIt

6. SnapMirror EE= SnapVault 7142 CHA| A BfL|C}.

4CHA|: EO7L LS HES NetApp0| 2zt

7|E2t BHH R 2E RMA X|&l0f| MHE L2 27} WrAlst HES NetAppol| BHSHEHL|CE "2 ghst ol | XM
LH22 HO|X|E AtZSHIAIL.
DIMM-AFF A3002 W M| EHL|C}

LE2X] AILR0] 2E2|X| A AEo| ONTAP £ES Yoist= Tl DIMM 272 21
LAotE ot CECC(+d 7tsdt 2F 8 2E) 2F L= SiZE + gl= ECC 272

—

22 @It AE2|X| AALOIN LBt HES2{o| DIMME DAl efof BHLIC,
ANARIO THE BE T4 Q47+ SHE2H ZHSe{oF BHLICH DX 32 FR 71 X|& SAof 2osof Fiict.

QFEI LY 1Y R4S SSUNZRH U2 WA FRU 74 Q42 WK|3{0F gHL|C},

= O
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS SolsiD, W 29 YTl HES2T} A4E HES2
AE2IX|OA OB A% RBE 4 UEE HES2IS QA2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E

63


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

64

EME HEESHI HAE = 2™
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{I RSO E H4 HEE2{(MetroCluster show)Z
M= A=X] =relghi|ct

XS EA7h L

7t A= C 2 M3t X| &1
'MetroCluster switchover'
FHOE MeAZS NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt AR 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHYAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 AH|0[E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H4E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QUSLICE
O MEHX D7} HHE A= 32 AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ =AY =X| SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICEL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

20 ZIEEE 252 GLIt

HEEE Ho 714 Q40 MMASIHH HAY AL M HEES RES 22|c U3 HESE Z82 EME
=2[oloF LTt

Hel 20| 2= = A=X| =l gfL(ct.
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1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.

2. 7|0|=€ #[0|E 22| FHX|of| HESH= =3

o ot 3 U 2T AEAS F C1S, A0 20| HZE SIXIS FHSIBA
HES2| BEON ALY 0|21 SFRELE 39)S 22igt

Aol=

rk

t2| ZX[ofl HI0IES HAH FH A0|= 2| HX|IS ChAl 2K o #|0]=0]| Fa|E Lt

LHH| LIA}

3CHA|: DIMMS WA EHL|Ct

DIMMEZ uAstHH ZHEE2Z] R0M DIMME &2 = EF A E TEdA2.
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|.II I"X|E|I|

42 R SHIEA FXSHAIL.

- ZEEY 2501 NVMEM LEDE =QlgtL|Ct.

HI2I2E HIZ2{(NVMEM)OA 7| FE|X] §42 HIO|E7t £ E|X| BT AMA™ FERAS WMSH| Fof| 27

AAEH =22

Ao LIC. LED= ZIEES Z& SIHO| JAELICH CtS 010|285 HELICE

- NVMEM LEDZ} Z4t0|X| g™ NVMEMO| 2-IX7}F gi&LICH T2 THAIE 5 10 o] EXte| Chg S
Fer & UBLIC

- BiE{2|E =2l

gfLCt,

(D AA”S SEE 0l NVMEM LED= 28X S SeiA| 222 C|AH|0[HsH= Sot Z8fL(Ct.
C|AE[0] O] tZE|H LED7Z} HELICE

S =otX| @50 TO0| AHEHE|H NVMEM LED= C|AH|0| 0| 2tz wf7hx| Z8tel T2 LED7t

M 0 HRAO| HM A= B2 7IREX| @42 H0|E = NVMEMO]| M & E LT}

Ol= ¢ 2 Data ONTAPZ} 3 X2 BEE = HOL|X| gi= = S0 AL

27| HEZE €11 NVMEM HHE{2| 2 At&LICE
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NVMEM H{E{2| E = H

NVMEM HHE{2|

i. HHE{2| 22125 Zot HHE(Z] 22{1 EHo| A= 2
AolES ZEFLICt.

o

i. X HE 7|CHel CHE HHE(2| S AZ00] CHA] HE LT,
NVMEM LEDE CHA| 2elsta{H o] ZEXto| 2EHA| 2 SO7HYAIL.
HEEZ ZE0|AM DIMME H&LICH

wH DIMMS SHIE dgko = Held = UEE A0 DIMML WEFS 7| S5l FHAI2.

=8| 270 IS 22T L

=

2Z10f| A HHE] 2]

o =]
DIMME| ZZ0f A= & 7H2| DIMM O|HE] RS 3| L0 £X0|A DIMMS 74l CHZ £X0|A DIMME 20

THRHLICE,



DIMM 3|2 HEQ| M @40 &=0| 7tsiE 4~ JQO D Z DIMME| 7tE X2 E ZAMAEH|
O

A A" DIMME| =2 ?|X| = A[AR 2o w2t CHELIC,

Ct

glo

22 A AR DIMME| 9IX|E 2 ELICEH

- HEI|EX ZEE WM 2AHE DIMME |75t DIMME 2Mz2|of 53 SXR0i| EEL|CH

- 7{4/E{9| DIMM O|HEf Rio] E2I 2[X|0]| A=X| 2kl THE DIMMS &R0l FHE2 AL}

DIMM2 &X0f| TS| A= X2 A FAe = JASLICH DX §2 Z2 DIMME X0 1EZst1 THA|

MUELICE,
() DIMMOl 2k M=o S0 2G| HYIAT FAOZ ZABILIC

- O|®E{| ®0| DIMM 2 2&9| K|

o
E T
- NVMEM HHE{2| Z22{3 4218 &2 T3 HIEZ| #|0]S 22313 HHoj| A= 2E S =21 2200 MUl
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4THA|: AEERH S CHA| 2X|RLIC
EE 25 oM 718 45 uMet = A|AH- MA0| ZIEES 2=2 M EX|SHOF LTt

1. OFx| TIEIX| 242 A2 SHHEAA HAISHIAIL.
2. 7iEZe| BEC| 22 MAIS Y70 L S HEESH 2ES ¥ THARA 20| o YLt
() mAPE 2 witx HE SR 2ES M) 2E8| AR THIAIR.

3. HQoj et A|ARS CHA] HZFLICE

O|C|of HAHE|(QSFP = SFP)E E2[et 22 34® #0122 AESh= ZR ChAl 2X[8lof ZfLCt.

Xjoff & JEfol HESES 2=0| SSE L TS| HF 0 2ATS| FAE W7kK| THEHDS| =2

(D) HdErt2usx s 2ESe DES A0 Lo B2 T T3t 212 JHOHX| DHIAIL.

b. AEZ2 HE SH| 2 HS0l| A= LH| LIAFS ZIL|CH
C. OF2 AX|SHX| @42 E2 A0l 2| HXIE LAl X[SHHAL.
d 70|22 23 X AEYOZ H|0|5 22| ZX[of AZRL|CH

5CHA|: (2. = MetroCluster?t siE): Of JZ|HO|EZ Mgt
0| 22 2= E MetroCluster +A0f|ZF M ElL|C}.

ChA|
1. BE L CJ} "enabled" AEl(MetroCluster node show)di| Y=X| rlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. DE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. "MetroCluster vserver show'

3. 23 =Hof| 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| AZ2HOZ b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH 0| 2 2| =X| EOISEL|CT, 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

i
ME

o o

mio >t
otrie

=
of FIP FQI 7| ZMO| MefES olg & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| 2 - ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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245 ZE SRS SRS HES2| MElS SolsiD, W 29 YTl HES2T} A4E HES2
AE2IX|OA OB A% RBE 4 UEE HES2IS QA2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{I RSO E H4 HEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| k2t T BLICE

HEED &¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

It RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. ZHIE SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHYAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlAHSH0] H|O|E| OHZ2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ =AY =X| SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|2L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICEL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE 2 AH25H0{ 2t XJ0| 2R =P =X| 2QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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HEED 23 UolM 79 245 uAeh = ALA- MAM| ZAEE2 2ES CHA| EX[ota £EIGHOF gfL(Ct.

1. OFZ| HX|E|X| 42 B2 SHIEA| HXISHIAIL.
k=3
=

2. ZiEZe| REC| 22 MAIS YT0| L S HEESH 2ES ¥ ZHARA A2Ho0| o YLt
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AE

HOZ A0 22| FKX|off AAGLICY.

5CHA|: (2. E MetroCluster?t si&): Of J2|H|O|EZ Het

O] &AL 24 E MetroCluster T+ 0|0t M ElL|C}.

EHA|

1. @E L E7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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2. BE SVMUIM [S 7|37t b2 =Y =X]| 2HQIBHL|CE. "MetroCluster vserver show'

T =0 98l 3| = X}= LIF O+0| 12{|0] 40| 'MetroCluster check lif show o] 23O Z tZE|A=X|
ol

4. BAEl SHAH U=s ZE LE0IM 'MetroCluster 2| X[H' HHES ALESI0] AQX|MS M BIL|CE,
A

i
{UX|e ZA0| et E|U=X| &IBfL|CE 'MetroCluster show'

SHAETIHTT| F - A9(X[H" HEHOf| ASH A2 K| 20| o T5| 2 SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| AR A Mefol QLT A9IX|H Ktelo] 2R ELICH

i B |

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

3 =5t= O |.7_*0| @2l Z2|= Z 2 MetroCluster config-replication resync resync-status show
AHESHo] Tl Fol 7| &Ml MEE &ole &~ JSLICE

6. SnapMirror EE= SnapVault 14 S CHA| A& stL|CH
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AE2IX|OA OB A% RBE 4 UEE HES2IS QA2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
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NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{I RSO E H4 HEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| k2t T BLICE

HEED &¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

It RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. ZHIE SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHYAIL.

AQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlAHSH0] H|O|E| OHZ2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ =AY =X| SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|2L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICEL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE 2 AH25H0{ 2t XJ0| 2R =P =X| 2QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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7. Xt= dizto| H| g M stEl AL 'Storage failover modify -node local -auto-2tEt true’S

5CHA|(2.= MetroCluster?t dliZh): =™
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A
1. @E L E7} "enabled" AEll(MetroCluster node show)d| AY=X|

cluster B::> metrocluster node show

DR
Group Cluster Node

Configuration
State

1 cluster A
controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

AKXl 2 AE0 Q= BE L E0|A 'MetroCluster A | X|&H' &

0| 2tZE|R=X| &QIBHL|CL. 'MetroCluster show'
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3

Y AZolo] ARIK|HS et
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ofnode_impaired_node_name_'

WH| TZ2MAQ

ChAl - EILICH

DR

Mirroring Mode

enabled heal roots

enabled waiting for

OIBtL|Ct. 'MetroCluster vserver show'

= XIS LIF 0r0| 23|0| M 0| 'MetroCluster check lif show’0ll 82X O 2 & Z | =X|

L|C}.



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

-

SHAE7HE Y SEHO ALH 22X ZI0] 2= E LT

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

|>

QXS 2t=5t= O |7*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show
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AlA|ZH A A| HHE{2]| - AFF A300S W A|eL|Ct
Heltst A7 S 7|20 oI St= A|AED AH[A
ZHEEZ BE9| HAIZt

Z22{(RTC) HHE{E|E

F-Jw:l
=
Il

J

* 0| A= A|AHION KRS RE TS| ONTAPYIA AL

o 4 Bt
- A A C}2 BE 7Y QA7 2H123 HSHHF BILICL DK %2 FL 7|2 K|

12 &4 EERE SR

Axtof| et AEEHE SEotAHL &



g4 1: ol 7y
245 ZE SRS SRS HES2| MElS SolsiD, W 29 YTl HES2T} A4E HES2
AE2IX|OA OB A% RBE 4 UEE HES2IS QA2ofof 2

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E
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EME HEESHI HAE = 2™
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{I RSO E H4 HEE2{(MetroCluster show)Z
M= A=X] =relghi|ct

XS EA7h L

7t A= C 2 M3t X| &1
'MetroCluster switchover'
FHOE MeAZS NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt AR 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHYAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 AH|0[E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H4E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QUSLICE
O MEHX D7} HHE A= 32 AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ =AY =X| SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICEL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

20 ZIEEE 252 GLIt

HEEE Ho 714 Q40 MMASIHH HAY AL M HEES RES 22|c U3 HESE Z82 EME
=2[oloF LTt

Hel 20| 2= = A=X| =l gfL(ct.
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1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.

2. 7|0|=€ #[0|E 22| FHX|of| HESH= =3

o ot 3 U 2T AEAS F C1S, A0 20| HZE SIXIS FHSIBA
HES2| BEON ALY 0|21 SFRELE 39)S 22igt

Aol=

rk

t2| ZX[ofl HI0IES HAH FH A0|= 2| HX|IS ChAl 2K o #|0]=0]| Fa|E Lt

o Ll L
2]

)
=
>
1o
|0
HU
ng
2
%
r
Il

3EHA|: RTC BHE{2|S W MIBfLICt
RTC HHE{2|E wAsie{H ZEEE] R0 /U= HIE2|S 2ot EF HAE M4 L.

1. OFZ| HX|E|X| 42 B2 SHIEA MXISHIAIL.

2. RTC H{E{2|E Zr&LICt.

96



1.

2.
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HE12I 2 ZC0IM ZAARH Yojthn EColM S CHe ZCHolM S0f HELICE
iEf2/ehe SCiol M 22 uf tieiz|o] 40| SolsHIAR. tEf2|ols S2i2 7@t EA|=o]
() 2looi 2ol 262 9Axishor Btk S 2H Yk Cfeh] 7|Es HE(2IS of g
K| sOF =X atzLIct

7| AX| 258 WollM WM E HHE{2|S HAELICE

oA
F_..

o
EE2 Z=S0|M 2l HiE 2| EHE HELC)
RTC HiE{2|2| 542 efelet LS HiE{ 2| S H|AS3| 7|=20|1 O 2 =5 SHO| ALt

HHE{2|E |t 2 HAISIH SCIt 2t S| AL AL 40| SHIEX| ZHRlsH A2,

ATHA|: ZIEER] 2 ES CHA| HX|5t0 RTC HHE{2| K| = AIZHEWME M™EL|C

HEEY Z& UM 74 245 uAet 20fl= AL MA0| ZEEY ZES MaEAX|St, HEER{S| Azl
=2WE At g FEolof Lt

=0 = O T o

Ol HE L= ZIEED] 25 7{HE OF% BX| §i2 B2 HHA2.
ZEED 259 22 MAIQ Y70l StE Ch2 ESE 253 WE 2o A8 AA”M 20 G5LIC]

97



XIAI7F AS W7HK] HESR RES MAI0f 2t85] A USHA] OHAL.

I_

3. Hof w2t A|ARS ChA| HZFLICH

a. HAHSS B2l X0 & HEo|M AESE] ZS0| ST} TS| StF 0 AMS| Y22 Wintx| HES| =8
2 8 H=S &3 ?IXIZ2 BEUrt

HEE? D5 $HO| 2 WSO| U= L] LIS ZYLC

() et 24eix) s 2ES2 DES M of 92 0 =3 3 IR THIAIR.

Y= #|0|S 2] FX[of HEGLICH

=

C. URTH AL 'mm/ddlyyyy' BHOZ UWME HHEHLICH
d Zest AL 'AIZH M hhimm:ss' S AHE3H0 GMTE Azt M™eL|ct
e. et AESHO M I A|IZHS =helghL|ct

7. LOADER ZEIZEO0||A BYEE Y50 PCle 7tE X 7|Ef M QAE ME7|2tstn HESHE ML ELCL

8. AE2|X| 'storage failover back-ofnode_impaired_node_name_'S H|35t0] ZIEEZ{E HA &5 4
= SELCH

9. Xt& Hheto] H|ZHdstEl 3

2 'Storage failover modify -node local -auto-2t2t true’S CHA| A EHL|CE

5CHA|: 2. = MetroCluster 1A 0| A O J2|H|O|EE CHA| H2RfL|Ct
0| &t 21 E MetroCluster A0 F M EIL|C}
cHA|

1. @E L EJ} "enabled" AEll(MetroCluster node show)di| =X 2QIgtL|Ct

=
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. DE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. "MetroCluster vserver show'

3. 23 =Hof| 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| AZ2HOZ b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH 0| 2 2| =X| EOISEL|CT, 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

i
ME

o o

mio >t
otrie

=
of FIP FQI 7| ZMO| MefES olg & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| 2 - ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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