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C. /etc/sshissh_host_DSA_key HO{EX| 2= HA[X|7} LIEHLIH 'y'E FEL|CH

12. 03 Hgh 2ol ItEL] =0 A OF THA0AM 7| =3 IP =4 'system node restore-backup-node local-
target-address_impaired_node_ip_address_'E At23t0] 1M S7|SHE A|ZEIL|CH

13. 20| 4331 51 SALE S AF85tat= HIAIX| It LIEHLHH &4 E 20N yE SELICH

- -O
14. 2rol o) B SUEX| 2AQlet £ = EE MPELSX| 2= HAIX|IZL EALH yE =ELICL
15. &t HaIt ol gt = Y| of UA=X] letL|ct.

a. -CEE LOADER ZEIEZ JhHZfL|CL.
ONTAP ZEIZE0]A system node ha p-lif-migration-before-shutdown true-ignore-quorum-warnings

[t-ski
true-inhibit-Takeover true EE S Maligh & UELICT.

c. 5._%' 471 o ATH 2 M E|0] QK| &2 ™ 'etenvenvironment-variable-namechanged-value' HEO 2

d. 'avenv' BHE AIESI0 HE LHES MEFLICL
e LEE XHREYHLCE

16. &4El == ML M 'Waiting for BH2H ' HIAIX|ZF HAIEH F4 = E0M 7|HH S fHetL|CH

A AEIO| THE HEHR B2 .

HA ¥ L& =20 'Waiting for #H8t. . " HAX|7} BAlE & HY =20l A Hhgt
ABH-
T o

a. A E0j|A 'storage failover 22t - ofnode
PARTNER_NODE_NAME'

1L ry

HEl LE= AEZXE VN2 = RE HYS A= TS THA
2ot &l =E0M 0|2 EMI 7t™ &L Ct.

(D) 71so) y2sip Heae HEo 4 YALIC

b. 'storage failover show -tgt BHS AL26H0] Hiet Xio| LM ES
DL{EZ LT}

18"

c. Higt ZH10| 2t Z El F 'storage failover show' BHS AFESH0] HA
Wo| ™A MEHQIX|, HIO| 32t 7t 7HsBHX| &helgtLCt.
II{IO'QH'I =3 HHZ A85I0] XI5 Hreto| H|gdstE Z2
to] S ELICE

|'t0+ Ral

7. & LE0|M g At +FE SEELICL
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USB E20|E0|A| ONTAP O|O|X|E
SISl OF IL|CH AFF A320 A|AEIS
OiC| 7= X|AE|X| &L},

=

eSO IFY AJARIS 2eIsh [} 3 HAS
A5 28 0|cjof 27 HAS ML 5 By

1. LOADER ZEIXE0|A USB Z2iA| E2t0|E0j|M 55 0|0|X|E F &St A|2: "boot_recovery”

0|0|X|= USB Z2A| E2tO|E0[M CI2ZEEL|CE

2. HIAIX|ZH EAIE|H O|0|X] O|§S Y=I5HA

3. var Ot A|AHRIS S38tL|CE

A A CHS 7|s50] Y= 82 2

HEXI AZ a.
b.
c.
d.
e.
f.

HE3 HZAO| e&LICH a.
b.
c.

28

Lt stHO 25 Qtof| EA|E 7|2 O|0[X[E 2= AFSEILIC.
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o
=

=&otets HAIXIZt LIEHLHE 'y E +ELIC.

41 0r @2
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=
CE 1&g Hst £Z 'Set-Privilege advanced' 2 A& stL|C}

H

o

droox 4

8! HEH 'system node restore-backup-node local-target-
dress impaired_node_ip_address’'S AllistL|Ct

L EE admin 2| 'Set-Privilege admin’ @ £ &[S &IL|C}

SRE TS AMEE AAX| 2= HIAIX| P} LIEILIH 'y E =EL|Ct
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EE MEEotets HAIXIZ LIEILEA 'y E +=FLIC}
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A * Update flash from backup config * (sync flash)

YCIOIEE AlLStets HAIX|ZF LHEILEE ™ y*E FEMA L.



A2E| CHS 7|50] U= B2 s L

HESS $1Z0| §T MetroCluster 8. 9} TA2 Belstatis B A|X|7F LIEFIS 'S FSLiC,
P 240l asLict

4. 52
a.
b.

C.

d.

b. AJARIOIA HIAIX|IZF EAIZ|H A ARS KB

=

M
e

C. iSCSI 2E2|X| AZ0| AZE wf7tX| 7|CrHEiL|Ct.

CHS HIAIXIZE EAIEE AL TE 4~ ASLCH

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

d. EA|El M50 M * Update flash from backup config * (sync flash)
sS4 MeigtL|ct

YOOI EE Al&St2HE HIAIXIT} LIEHLEH ™ y*E FEHAL.

270 o M2 ME & =X| ZHolgtL|Ct,
L CE LOADER ZEXEZ 7t ZL|C}.
printenv HHOZ 3tA H4 MX S SOISHCL

2 T oAt 2 BR[O A}X| 2
'etenv_env_enEnvironment_variable_name__changed value ' §HO = HAGIMA|L,

rd

‘avenv' BB S AtE0I HE LIS MEELICE

. i3 =2 A" 70| w2} CHELICH

° AAEI0| 2EE 7| 2H2|Xt NSE = NVEZL 8 22 2 0|SELICE OKM, NSE 5! NVEE ¢[et 2
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—
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6.

10.

|:|O

(o2
mbs

3H
o
. 'storage failover modify -node local -auto-2t2t true' S AFE5H0] XI5 Btet 7|52 siA|gt 22 0 vtet

f e
X EgLct XS £ 0|C|o| S7= X[EE[X] &L

o AM|AHIO| 2EE F| 2|Xt NSE 2= NVEZL A E|0] JUX| %2 H R O] MMO| CHAE b2 SHUAIL.

LOADER ZZ2ZE0f|M 'boot_ontap' HHS ABtL|Ct.

HAE = LHE... L= s

20 DTZ2OE CHS CHAIZ o| s &fLCt.

gt oio] ... a. MEL] L=of 23QI8tLC}.

b. 'storage failover show' BEE AHE6H0] E}2 L =7} vtet Z=H| 7}
E|A=X] gelgtL|Ct,

Z& 0|28 TIEY =0 HZEL|Ct
'storage failover -fromnode local' 3&2 AM5t0] L EE CiA| X|FELICH

22{AE TEITEQ M netint-is-home false @HS AF25H0] =2| QIE{H|0|A S 2tQITHL|CT,

"false"2 HEA|El QIE{HO|AT} Q= AR "net int revert" BY S AF238H0] ST QIE|H|0|AE & ZER
| SELICE

2L AH0|E2 E7E LEZ F7| rsion-v HHS A
7|58 S7ELICt.

=% - AFF A320

| 22 0IC|0{of &=

= 2o
L= JH

L|Ct. AFF A320 A|AE

FIO

+5 25 0/cjof 27 MAtet

Lo d

7| 2E|Xt FYof| w2t AR ADotE SRSt ot MAESH HAIS ARSI K. A[AHOA O 7| 22|XIE
AMESHEX| S| 82 2 FE 0IC(0of A BXtE AIE o et HF 3 &lstMR.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7148 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2 MAE ASSX| EelotMa.

OlM| ZEZEES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 0P YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7F EAIZ|™ Onboard Key ManagerOi| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3He 7 HIAIX| glo| SRAE ZEXET} LT S|2t0 Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 285D S7[3t7}
NZHoZ A Wikl A4 TSR ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gL, Zapot LIEHLEH O O& Z2pvt Ehet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZM3tEl 22 XHs A0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HI70A & 7| Z2|X 2H 2 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| Al

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EA|=|H 2ot YEE +HYE=X] 2RIt K.

oM ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21Z M(client.crt) IHY LIES 2ATILICH
b. BEGIN & END £2 Z3tst0] 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP MH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CHI |2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 CHS HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"
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system service-processor show -node * -fields address
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync ZE0A 2 &= SnapMirror 87|14 2HAEE AL2%t= 22{AE2| BR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true
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Warning: Are you sure you want to halt node <node name>? {y|n}:
10. Zt HEZ2{7} HE mf7tX| 7|Cl2l & LOADER ZEXEJ} BA|E/L|CE.
SES0] WA - AFF A320

ZAE MAIO[A T, 6}E Czfo|E S HESe BE L= E5S M MAIZ 0|35t &4
MAIE &&E MAl2t * = AR FHH[SHOA LDHSFHHAIL.

0H1
I
o
I
10
=
=
=
Hu
0z
=
[11]
HA

1EH: HEE 28 2algct
MAIE wAIsHAH O MAO|M ZEEE] ZES =2[olof gLCt.

1. OF=] HX|=|X| 942 22 SHIEA FXISHIA2.
2 d
= 1=

N
5
o
s
£2
ru
03'.
ozt
e

3. #Al0]E2 Z0|2 22| FX|of FLAEY =, Al0|=0| HEE ?|X|E =HIEM
HEED] ZS0|M AL Aol S0t SFP(ERT ER)E =2le

o
>~
= = =
=
=2
X
™

a. 4XE HEER 25 LF0| A= 2|
= C
0

b. 2{& HFHL

d. gaoz 7 Al T BESED QP Rl EHO| St
6. MfAlS| CHE ZIE 22| DE0| Chef o] 1S W= gh |t

42



2G| HE ol SELICt

MAIE A of ™ 2=S WA MAIZ 0|Sst{H S8 &Y = ME +AoHOoF LTt

1. OFZ| HX|E|X| 42 B2 SHIEA HRISHIAIR.
2. H|AO| 2 ZHO|| QU= UTE FH2 CHS MA| ZQ| & AE 0| A HHO| 22| i7tX| FE2Z HAS

3. W RE MoHSo 22| XS ofiE FECHZ A HES ofiBZ = SELICE

4. M EES MAOM SHtZ SA WL, T2 202 ™ BES X|X|SH0 MAIOIM ES2IX| $=F SHYAIR.

@ ™ 20| EIE|ASLICH ™ ZS0| ZXE7| MAIOM 20N CHX|X| 8 S TOHE &2z

HEO| SIS XIX|SHAIL.

- 2SS 2 228 SUC

™ Z=0f ol 2f2| EHAIE =

- 2ES U0 HE TS MAJO] 20 Fof WA Ao F&LICE
IS

=
- 25 W ETO|E THEHS| Z2 MA|of 25| AT
=2

gLt

w N O o
I
=2
ﬁ

mlo
uﬂ
40
>t
A

i
i
o
OI-
ruln
St
=1
=z
Ras
_\,J_
}
L]
(i
=
=

3 AKX A=X| =elgti|ct.
HO| FAE|D AF £ 2 S| E 20l= ™ LED7t =A0[0{0f 2fL|Ct.
10. LIHX| ™ ZE0f sl of THAIS Bt=§fLICt.

3THA: FH| 2 = A|AE FHH|SA LHOIM MAIS WAIBLICH
uH| MAIS EX|St2H HA ZH| 2 fE= AAH- FHH|S0A 7|1E MAIS 22(3H0F SLCt.

1. AHAl Z&f XIFOl|AM LIS 22leLct

- 5 AFO] A= SEHOIM 0T MAIE A|AR HH|R EE= ZH| 2Hof 2 2 Jof| A 20| H CtZ SR st

—
—

2
3. OFE| MX|=|X| 42 E2 SHIEA HX[SHYA2.
4

- AARFHHIS e | 24of 2l 2ol MAIS RAISIH = AFRO] WAIE MAIE TH| 2 EE= A|AH FHH| S0
X[t

o

MAIE EH| 2 EE= A|A- IHH[SHOf 2EH5] 20 &Lt
6. O™ MAJOIIA 22[Tt LIAFS AHZSHO] AHAIS] TS ZH| 2 fo= A|AR JHH|SIOf D BLICE

=
7. OF%| BX|SHA| gt2 2 H™S EX|SLCt

2ot MAlol| 271e] AEEE] 2=0| A= HA YO B2, AEED RES EXIots A= MA|of 27

43



AL KO HE-RIE Al =57 20 3] SRELICH

1. ZESE2 252 2 MAI Y710l = OIS HESE BE3 v TaAHA AAH0| 2o d&LICH

() mAHUS witx HES2 252 MAI0] 23| MUK THIAIR.

r
0
oK
oy
02
P
=2
re
MY
Ot
[
r
40
X
o
T
[

Y XIS ChAl EXIELIC

a. 2fX| o] =HEE IK|off HA UA=X| 2elgtL|ct.

b. 2ix| &S A3t HEE2 ZE0| W72EX] MA| #[O]0f] 2O S LTt
c. 2y HFALIE el FEM HE =210 AELIH
d. AEE2 ZE0| Al ZA2|et ~Ho| & wi7kX| MA| Hjo|of FEHA 20| F&LICE

(D a8 siziLE 2ol MAlol Zoj Pastict.
E22] 20| MAIO| 231e| FAE|H 82 o] NS

a. 2flX|Z diFIst HEES ZES MA2[of 2FeL|C

L]
i
mx
R

o
=
n

=¥ A uN ZZM|A = - AFF A320

7|E2t ePH HMISE RMA BZEof| 2B tHE A2 HA HEIE 215t Folfzt st 2F
NetAppOi| HHetslof hLfCt.

Mj0

1A A2l HA HEHE =telstn ettt
=

MAIS| HA HEHE 2folstn ot 32 A|A” FH0f| SHA| JEfE T O0|E8HOF LTt
=

1. RX|Es REQ ZHEER BE F SHLI0IAM
HEAIRfLIC

A HEEZ 2E U MAIQ HA HEHE "ha-config show"2

HA el 25 74 22401 thdl S&sioF gLItt.
2. A{AlOf| CHoll FEAIEN AJAE] MENZE AJAR 0t LX|SHK| Qb= H 2

a. MAl9] HA 4EHE "ha-config modify chassis HA-state "= MM BtL|C}

HA dEfiof 22 o

gl

S OILIY &~ AFLICEH

FIO

-'6".

44



* mcc
* 'mcip’&L|Ct
= H|5t
b. MF0| HAL|}=X| &lBfL|Ct. ha-config show
3. OFE| ChA| X QAUCHH LIHX| A|ARIS CRA| MEHYAL.

4. A QFHO|| HI-ES CHAl AX|gLCt.

—

2CHA|: Zoi 7t 2ol 2E5S NetApp= = SELICH

7|E2t et M3 E R
LHE2 HO|X|E &H=ot

O

AX|Eo| 2HE 2 @FIH LMot 2E2 NetAppOf| BretetL|Cr "S& Hret 51 x| XAt
AL

HEEZ 2 & WA 7HL - AFF A320

HAHE flet 2 718 245 HESHE ALE 2 ONTAP 2 M| HE| &= SHHE
74 245 MESHOF BfL|CY.

o
AHEIO| MetroCluster 821 22 3llE MMES HESNOF gLICH"SHHE =7 2t " o] ZXHE AREdlof
=

O| EXIE Ar28l{0f St= AL 4 EE= 8- E MetroCluster A2 ZHEE2{0f| LS HE
HEE2] WA HXiet E%E.H-Itr HA Pair2 H|otEl 2ol 9 AER[X| HYH HHS
RIS MBE 4 USDZ MetroCluster 23 THA| 7} ZQSHX| Q&LILCE.

B2 i it HA ol
AFEtof A Al 2FE

QBRI UM 1Y Q45 ZJYUNZLE WS TN FRU T4 Q42 IR[SHOF ELiCh
- ZESP DES SYY DY Q0| HESE DS NGO} FLICH HESH DET DHGHH AAHS
aeol =g 4 gigLict

* O Zxjo| YR = E2l0|E = E20|E A S HAY = YELIT.
HE

=
* O] X0l M= _ replacement_controller?t O %ﬂ DED SUSHHF O ONTAPO|A HEIZ|E2 HE]
EHA|E 2AEl HEZ2{0|M _replacement_controller g

© SHHE AMAEO| THS Tl I S HEdSH= 0| SLELICt
2

)
|'|'|-|
ﬁ
1
-
n

oo =
|-
= UES

o
=
il

° impaired_controller= WX =

° healthy_controller= H&XQl HEE2{L|C}.

o
- ZAEEE0| 22 £ A HAE MAUR FreHof FLCh

WA ZZMA Fof| 2l = A= EZHE HEBY = AE EXHof tist 7|=S MS LI

45


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html
https://docs.netapp.com/us-en/ontap-metrocluster/disaster-recovery/concept_choosing_the_correct_recovery_procedure_parent_concept.html

24 E ZIEED - AFF A320 2 S=EL|CH

EME HEEHE S=o{H ZHEES] el E &eldtn, Hett 32 HAXNe HEEZ T}
EME HEEY AEEX[0M HIO|HE AL M3Y = JAEE HEEZE Ql4s{ofF LT
O =rofl cHah
* SAN A|ABIS A5 A 245 ZIEEZ SCSI 22/|0|=0f| CHt OHIE HIA|X[E &2I80fF cluster
kernel-service show &LICl. priv advanced EEOA HHZ MMt

=
=
o= ™ ‘cluster kernel-
service show e LEQ| LE O|5"# T AENLICH, ST E2| 7t8d el A siE LEQ| 23 AEfT}

HEA|ELCE

2t SCSI =3|0|E E2MA = S AEL| CHE = a7 Fof| A0{oF SL|CH WHIE ZIZHSH7| Mol ZE
T'_—X“S sl ZsHoF grL|Ct.

* BT 27K Ol ¢l 2 ATt 'E < HEo °'010F LIt 22 AE7F HZ0)| L o HEEE{0f Xt4
TEHO]| CH3H FALSEZt HA|%[= & —’.E el AEER{E S=5t7| Mol 2HIE sHZsHofF RLthHEZE) "==2
S AEQF ST|stetL ot

|

46

1. AutoSupport7} 43tz 22 AutoSupport HAIXIE S E35t0] AtS 7|0|A MM S AX[BLICE
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIAIX|= 24|12 SOt XS 20| A ME S ARMELICE
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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3. LOADER ZZIEO0||A, replacement node:sHow date2| LM} A|ZHS SQISIAAIQ

St 8 AZH2 GMTZ HSELct.
WA L=9| EM(GMT)E 'SET DATE_MM/ddlyyyy '2 MXstL|Ct
2 N =E9| A2t GMT T2 2 'SET TIME_hh:mm:ss_'2 A&EgIL|Ct

6. LOADER ZEIZEO0f|A] replacement_nodel| &Mt 8l A|ZHS &tQIBtL|Ct show date
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2CHA: HEE2 RE9| HA AEHE 2ol
HEZ2| DE0| HA AIEHE StolstD L3St HO A|AH LMD UX|SIEE AFEHS oo Es{of EHL|C}.
1. | ZHEE2 RE9| X|E4 DM ZE AMRATL SAUB HA AEH ha-config showS HEA|SH=X| 2QIBtL|C}
HA MEiE RE 74 @40 s SLstof sh|ct.

2. AEE2 ZEO| TAIE AAE MERT AAEN 43 AX|SHK| to™ HEEE] HE2| HA #EHE "ha-config
modify controller ha-state" 2 M&HgrL|C}

HA AEfO| Zt2 CtS & StLtY o USLICH
o '6".
> mcc
° 'mcip’L|Ct
° H|s}

3. HEER ZEO| HAIE AAR MEfTL A AR 43 AX|SHR| ko™ HEEE ZE2| HA &EHE "ha-config
modify controller ha-state"=2 A& gfL|Ct

4. 40| HAE|J=X| &IBtL|CE. ha-config show
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AERX[E MAHSD C|A3 TS S 2t wH| EAHE ALt

1E0]: NAS 34

EED| B89 AEC|X| S HERI HES =elsta{H Ch23 AFE3HYA| L. "Active IQ Config Advisor” .

CHA
1. Config AdvisorE CHR2 2=t MX[EL|Ct
2. CHA A|AHIO| i HEE =d$ CHS H|o|H &7 2 S=IgL(ct
3. #o|E HZ Y2 2=t Ot £HS &AIYL|Ct R E C|AT HOJ FA|ED D E C|AT T EH0| EAE =X
gtolsto] &2 #o|g HZ 24|
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2EH: LI A3 E MEEELICH
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1. replacement_controller?t RX|E24 ZE("™>" TETE HA|)Ql F2 AE4 ZEE ZE6ID 20 TEXEQI
"halt"2 O|SgfLICt

2. system ID mismatch: boot_ontapZ QI8 A|AH! IDE MAH9|stEt= EI1|/\|7E|7f HA|=H
_replacement_controller®] LOADER ZEIE0|A ZHEERE BEISIT yE BTt

3. replacement_controller 2&0f| 'Waltlng for gkgt, . HIAIX|ZF HEA|E W7hX] Z|Chel = FAXQl ZAEZSE{0f| A AY
IE L] A|AE DI} XSO 2 XM EH=X| 2HIEtL|Ct. 'storage failover show

Y EHol= &4E AEEH0IM AA™ IDIHAZEACHS HIAIX[QE 2H SHFE 017 3 M ID7t EAI=|0{0F
LICt. ChZ OIFI0A node2E WHIE AR M A|AR ID7F 151759706 % LICt.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

4. YoHl HEES M 20 Bt MY A=K eletL|ct.
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https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

g ZER A& TASt2= HAX|ZF LIERLEH Y2 SEe = JAFLILH 18 RE TETETL

b. @E F0| F@IE NEEILICE 'system node run-node_local-node-name_partner savecore'
c. et HHS MHlSII| Mol 'avecore' BHO| A2 E W77tX| 7|CHE|MAIL.

CtS HHE U=SI0 savecore BHO| Tl MEHE ZLIEHZEY = J}FLICE. 'system node run-node_local-

node-name_partner savecore -s'

d. admin #$t £F 02 27| 'et-Privilege admin’&L|C}

- AEEIX A AR AERX] = =2 A2/t FYE ER 2EE 7| #E|E AES=X = 2R 7| #HEE
MESHEX| G0 W2t ChZ BAL S SHUHE At AE2|X| 2= 2§ Y2st 7|53 S#oof Lt

o "2HL 7| 22| 23t 7|E
o "QIH 7| 22| A3t 7| E STLICH

- ZAEEHE CHA| MS-LICE

a. MaHMol HEER 0N wK|El HEER| 2 AER|X|E CIA| MISELICE. 'storage failover Bt -
ofnode_replacement_node_name '

replacement_controller7t AE2|X|E CHA| 7Lt BEIZ 2tZ 8L C,
AARNID S2XI=Z I8l LA™ IDE FAISHEH= HIAIX|ZL LIEILIH yE RI=I6H0F LT},
() 710l Hese ARHS HEol 4 YBLIC

"AFE E2! ONTAP 9 HZFO|| St= 1It8Y 74 2HIXE HOtE HA|L"

a. 7|2H0| g2 El & HA Wo| AL XHE FOIX|, 12|10 HlO| A7} FHS A, 5 'AER|K| HYQH HEA
'QIX| BrolstL|ct

'storage failover show' B&E2| Z210]|= TtE L H|A|X|0|A HAE A[AERN DI} ZEHE|X| 90Ok BHLICE.

7. CIAZ Tt M2 SeE| Q=X SOISHL|CH 'AEZ|X| LA EA|-AQA!

= Rt § gl

_replacement_controller0fl £3t= ClAT = Af A|ARY DS EAISHOF ELICL CHS G0l M= & 10| 2Rt
CIAZ0i A A|AR ID 18737752770] HAIE LCY.
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. Zt ZAEZ2{0] CHal ol A E|= 2&0] 'vol show-node-name’ QI X| ZHQIEtL|CH
0. 2L A XtS HIO|Z2H 7|5 AR R E dFot 22 MY HEEH0|M SH3SHYAL. 'storage
failover modify -node replacement -node -name -onreboot true'

A A|AE S21 - AFF A320

ANAERIS MA| 2FC=E F55t2{H NetApp Storage Encryption T Ee?
M ZAEZ2{0f| cH$t 2to|MIAE MX|ot = 7| E2} eH A3 E RMA X[ &0 X
HES NetApp2 2 HH2tsljof ehL|Ct,

1CHAl: ONTAPOA WA ZAEE2]{0f| Cist 2t0| MAE M X|EHL|Ct

ZHOH7t ehMSH EJF BEE (I E Z2) 2H0|MA T Z 3 ONTAP 7|52 A2 £Q1 22 replacement_node0i| CHSt
M 2lo| A S M X|sof EfL|Ct EZ 2l0o|MA T JE 7|59 ER 5‘31* B2l 2t =0 7| SO0l CHSt XpA| 7] 71 L0{0F

gfLct,

Of ZhHofl 3

2t A 7| S HAX|t7| WA= BE o[ ATF B0t 7|5S _replacement_nodeOl| M #|& ArEE 4 UASLICH
JRfLt &E 27 SRAES RYUS LEQI FR oY 7|50l et 2fo|dATE IOH V|58 HEY 4 YELIT
Lot S0 2FO| AT Q= T15S AFESHH 2o MIA A|2FS E45HA] B2 & ALEZ Ittt of Ee|

_replacement_node0f| uA| Efolﬂﬁ 7| EE= 7| E M X[sHof L|CE.

AlZtst7| o
2t MIA 7| = 28Xt & 4|0|0{OF BfL|Lt.

2toj A 715 AX[" = A= 90| 70| 7[2H0] ASLICE 70| 7|2H0] X|LH 2= O 2fo| ATt RashEL(Ct.
FaotefoldlA 7|12 dX|et = |0 7|ZH0] ELEZ| Toi| 2= 7|E 24A[2H St AX[8tof LT,

A A0 HS0| ONTAP 9.10.1 0| 4= & SO|KACIH o] DHE HAHS "AFF/FAS A AH 2
(D) ztoldx iE(o|ES 98t OlE{E D] S m2 A AAFSHIAIR. XS] £7| ONTAP Ha|AS
2= AR oM XIAMIBH LIRS &S A|2"NetApp Hardware UniverseS £ ZESHUA| 2",
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