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° [cfcard/kMIP/certs/client.key IF.
° /cfcard/kMIP/certs/ca.pem It
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Of ZhHofl CHaH

* SAN A|ABRIS ALBSH= B2 &4E ZHEED SCSI =2i|0| =0 CHEt O[HIE HA|
kernel-service show ®LIC}. priv advanced BEOA HHZ A
service show oY E9| L= O|F"# T AEfULICH, Y ==9| 7
HAIELICE

2} SCSI =0|E EzMA= S2{AE{Q| THE L=t 21 A Zof| A0{0F SHL|CE WH|E TS| Hoj| 2=
=HE sl Zsliof Lict.

* LEJH20K Ol MRl SR AET A= %‘—?— o A0jof L. S AETH HFHO| AL Hd HEEZ 0| X4
HEHOf| CH3l FALSEZ} BAlE|l= R &dE AESRE S=ot7| Hof| ZHE siZ8H0fF LChE=E) "==2
ST AEC ST[SHRfLICt.

CHA|
1. AutoSupport7t Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIA|X|= 2A|12E St Xt& AH|0|A M-S AX|gtL|Ct.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEER O F&0|M THE FES YHSHM K.

b. A2BICt y XS =S HIZGSSIAIYEH 2 _2h= HAIX| 7L BAIE[H
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EdE AEERHIL BEAEE E2... O3E.L

LOADER MA|X| 7} EEA|ElLTE CHS EHAIZ Ol SEfLICt.
gret o] 5. Ctr-CE =& U3 HAIX|7t LHEHLE yE =S LIt

- —— —

ANARIOEOE b= s TEXE FUXMQI HEEZ M 24E HESHE AAISHAHLE SX|gLCt.

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|ELCE.
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L—-—= — 1 d

& 0|C| 57 T2 M|A= ONTAP 9.17.1 O| MO M Tt X|RIEILICH AEZ|X| A|ARINA O™ TS| ONTAP
AR "5 BE 57 HA

_|

FE O|C|0j= 37| HE otz HEEE] BE R0 A2H, A|A=M HEES ZES HAHstH H2Y

A
- H=2 T
AELICH.
THA|
1. Otz FXI=|X| 242 22 SHIEA FXISHIAIL.
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3. Al0|E2 Z0|2 22| TX|of| HESt= 22 G FX AEHMS F CIZ, #|0|S0| HEE XIS FHEIHA
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EE Z=0] MA|0[A 27t 7HEHL|CE

17


bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

18

- olol §EZ ELCt

&= 2|

HES2{7} Al HO2 ozt Ol SELICt

]

EE 252 MAl S22 ZOo{dL|C}
EE2 2= ottS MAI S22 2o o X[X[St=X|
- AEER 52 ¢ EH

80| 1 B E0




a E 0] Q= A3 g 7ESY 28 Y | FELICL
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° o2t HES F=ELIL

S8 0|E[oE /12 =2l 270 M FMAZLIC
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12. 2 E 0|C|0{E Hxt2[of ZZL/ch
a. RE D|L|0{E DiHEE o= SEL|C.
b. mztM HES =2 £ 0|C|0f E0f £7t2t2 51 22 0|C|0 £2 =2 D2t T3 HES F=ELICH
c. RE O|C|0E O 2 +2HAM Mz &5 HES S0 22 £ E 0|C[0{E MAt2[of 2F gLt

13. oo HES R&LICE

Ct= T
£4E R OICNE S2HeZ uAet 2 ,"ITE = =0{A ONTAP O[0[X[Z S & eL|CH

THEL S0 XS £E 0|CI0f 27 - AFF A400

E D0 S5+ Z2MAS
MA S0l A|ARI2 et
FLICE 7] @2 tst 24t

AFF A400 A|AEIO| M £E O|C|0] X E AKXt =, XIS
AESH MEH 29| 18E S8l + ALt 54 &
SMSHE|0] JEX| 2ol A2 £ 7| T3t K2 =olg

Rl AR, NAHS =212 /3t HTD EAIS SHpBILIC
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° Onboard Key Manager(OKM): 22{AE TA| &= 3! Wi H|O|E{ 7t HeetL|C},
° 2IF 7| HE|XHEKM): THEL = E0{|M CtZ THY0| et}

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

EHA|
1. LOADER ZEIEQ|A EEl O|C| 27 T2 MAE A|ZFEHL|CH

boot recovery -partner
SIHO| Tt OIAIX|ZF EA|ELICE
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. B O|C|0 HX| S Z2ENAS DL HZFLICH
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O=MATL R E[D Installation complete MIA|X|Z} EA[EILICH

3. A|AHIS ol5 5}

0

efelst Chz HIAIX| & otLIE EAIRLICE

=

i

O HIAIX|Zt A== B2...

ﬂJS’t

...

1

SH
=]
A

-

key manager is not | AR 2=ot7t X[ [0 UKX| QESLICE

configured. Exiting.
a. 200l ZEDEJ HAIE WX 7|CHE|MR.

b. =0 200510 ME St BHetsiM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BHE CHAl Zdel HiZdete 3.

[

key manager is oS o7 X E|ASLICEH 2 7ICH| 22|k 22
configured.

AAEIO0] 7| BRIR PHE AES & gl 22 OF HAXIS EASHD 7| B2lxpt 74of
(D) l=x, o Ru(RRE wE 2=)0lx) Sfelstats BAIXI} BAIELICH A%si2i oAIK o
CoHAIR.

4. FHol Mgt BAES AFE5He] 7| 22[XE SeLIch



25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 &A5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} EA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIK|IZF EA|E[H 282 E 7| 2t2|Xtofl Cist 2] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DtUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3RS S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.



g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| ot LHE2| o E 20 FLILt

- KMIP AMH CA(s) It LHEE US|, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.

(=]

* 7|2 AIO|EY0|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE ChA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d. AEZ|X|E £|E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E &5t L E7 7hSE|0] T|0|E{E NM[Sdtal LIH"Z220] A= FZ= NetApp=E HHetefL|Cf"

Amlst 2E! 0|C|0{E NetApp 2 Z 2t - AFF A400
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AAE 22| REOM 2F 7L 2ot 281 0|C[0{E M5t WA R 0|C|o{E EX|¢t Ch2 USB S2iAl E2t0|2 S
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@= AFE6t0] RE o I2|H0|EE

gL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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ONTAP 9.16.0 0|3}
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ME| HE

=29} T}EL] #

EH0|M CHE HAHIE A=A R.

2AE HEERZ0|M: £27| Yy @40l 2 M Do you want to restore the backup
configuration now?

S E HESHM: HAX|Z7L EAEH CHEE 724

HO{ELICH

{R. Y /etc/ssh/ssh_host_ecdsa_key E

TEW HES2{0)M: 24 HES2S IF Wt $F02 MFLIL

set -privilege

advanced

THEL ZES2{0)A: ¥ 28l BUS AWHLIC

system node restore-backup -node local -target-address
impaired node IP address

(D MO
(X=X

OIEL AEE2{0f|M:

set -privilege

21 =2 29| HIAIX|7} EAIZ|H NetApp X[ EO]

ZOISHMIR.
HE|XH +ECE S0P}

admin

FE27| y Y40| & I was the restore backup procedure

g &ME HEERWM: F27| vy &AO| F I .would you like to use this restored copy
now?
h. &4E HEER0|AM: £27| v ELSI2t= HAIXI7} EAIZH OSE FEMR. ctr1-¢c B8 MRt
Hm
L 2ME HEEZ0|N: Ot & SILIE M2
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from partner complete
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Stets HAIXIZE EAI=|E.
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5. AEZ|X|E E[E2 ZHEEHE Fd Ao = =SEULC

storage failover giveback -fromnode local

6. XI=
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= Moot ZR ChA| 2dtstMa.
storage failover modify -node local -auto-giveback true

7. AutoSupport?t 243tE Z XS AHo|A MMS S

—

L.

system node autosupport invoke -node * -type all -message MAINT=END

Aot 521 - AFF A400
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ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
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"Onboard Key ManagerO0i| Ciot U HHIL|C}"
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ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10

44

al

=


https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/enable-onboard-key-management-96-later-nse-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/backup-key-management-information-manual-task.html
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_verify_onboard_key_management_backup_and_cluster-wide_passphrase

ONTAP HHQIL|C} o]l &M
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SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotM|a.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
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——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

o

A&etct.
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HR 7 HIAIX| glo| SRAE ZEMET} LT S|8t0 Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 285D S7[3t7}
NZHOoE A Wikl A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



|E2t 7| x1|15| RMA X|£l0f| MHEI {2 QF 7} LAlst 23 NetAppol| Bt

AHA|

OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

o

H

MUt

Mslst A

o -l =

? =3
storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

HE| 0|C|0{E NetApp 22 2t - AFF A400

dret SLUAH"XEMISE LHE 2 HIO|XI S HZESHUAIL.

MA| TH| 7HR - AFF A400

MAIS TASIAE Mol HES2 BES AAE| MAIO|M 2ALE A2 SUs @Eo| A
A2 SHOF SHLt.

AABRIOITHE R E 71 247t SHIEA| 2tSoHof LICt. O™HX| g2 22 71& XY R M0l 22|8H0F gLCt.
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* O] BXh= A|ARIOM X[@8h= 2= BT ONTAPOIM ALEE = AELICE
. olﬂxh_ =

cre

=

=] "' A
FTHO| dhaish &~

MHSLICH 2 E S2{AE Q| F2 2ot Mu|A STHS YOI LIS & S2{AEQ U7
o|¢|__||:|.
M H -

SHMA|2.

1

Of BxXt= 271 = 0] U= A[A”E flot AULICH SHAHE Mu[A " o] F S=00| st XiMet g2
HZSHUAR "AEE[X Alﬁ?é!‘é HYHoZ ZRot MAUS FLICE oiZ 710|= - NetApp 7| Rt=E"

AlZst7| o

* WS AIg Astat X2 FHO| UK SIELIC

o

ONTAPO| CHet 2Z 22| X}

N
2t AEE2{of ter BMC HZ2d

o

° It E FYBLICH A A AEf HE"

° ONTAPE A|AHIS| HE 2E|A2 30| =§fLICt.

° H& 8HZ "Active 1Q Wellness & 2! [&". A|AH 719 249 LED2F 22 oiX A|A”I| U= 2=
22 7|50 Sl

1. SSHE Sall S AH0| 2015tHLL 22 Z& A 0|23 YS/2ES AHE0H0] 2HAEC| LA

£ S20[AE/SAE| M NetApp A|ARO| HIO|E{0f| M| ASHX| Zot == SfLICt.

4. AutoSupport7t 2-3tEl 22 #H[0|A HHE ARSI A|ARO| 2RI E Ao of&dE= 7|2t
HEA[RLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F4A AlHH:

system service-processor show -node * -fields address
6. 22{AH #S8 ZFLICL

exit

7. o[ EHA|o] 0|l LIEE =9 IP F£AE ALE310{ SP/BMC over SSHO|| 2101510 T &zts
S L
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8. 24l MAl0| = 2702 =EE SX[EL|C
system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
StrictSync 2E0{|A 2F %= SnapMirror 7|4 SHAEE AL8%t= S2{AEHS BR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true
9. CI30| EA|EH S2{AEO| 2t AEE2]0)| Tl *y * £ LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. 2t ZAEE2{7} B2 WEX| 7|Ckel = LOADER ZEZE S BAEL|CE
=M 2: 2 E MetroCluster TA0A HEEHE ZSEHLIC
2AE| ZES2|S S20l2{0 ZES2]| M| Solstn, Wt 32 HES WS Helsto] FAHQl HES{7}
EME HEER AEZ|X|0|M CIOIHE Al MSSH=E diof gLCt

|
1.

MetroCluster 2EllE 2015t Zol7t /= HEEEIF KIS 2 Ho ZAEER{(MetroCluster show)E
Metz| R =X] SolgtL|ct

2. X3 EA|7h LER=X| of 0l 2t CHS FOl| okt T BLICE

3

HEER &4 6% |

It RSz M= ASLICH CHE CHAIE TIASLICE

7t RS2 HBE K| RUSLILE Y ZESE MetroCluster BA| 7|52 Sl A[2l2l 2HM SE2
ASHSIC}
T o=

7t XSo= HEEX| g4 HEH HAIXIE HAEStD 7hs5S 32 2HE diZet = LHA|

‘MetroCluster switchover' HHOZ A|LSIMAR. 2HE SHEE £ = FR 712 X2 EM0| 252,

Hets ASYeH, ALK 7t
HEE[RSLCH

HyEel S AE0M 'MetroCluster 22l THA| TAH' BE S &&A5t0] HIO|E| OH22|AH[O|EE HS7|=t&fLITt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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X7t HEE|H override-vetoes' If7H HAZE f 504 'MetroCluster 2Hel' HE S A
MEHN D7 HE-E ALBSts R AAHIR 57 B S WX BZE ADE H|2lS MH <
4. MetroCluster operation show BEE AHE610] 20| =& A=K &relgfL|Ct

controller A 1::> metrocluster operation show

heal-aggregates
successful

7/25/2016 18:45:55
7/25/2016 18:45:56

Operation:
State:

Start Time:
End Time:

Errors:

9. 'storage aggregate show' HH2 AF25H0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$%

State #Vols Nodes
Status
aggr b2 227 .1GB 227 .1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster & tHA| 2

E O3 2[A|0| E( heal-phase root-aggregate) B2
F-EL(C}

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

|27t HEE|H -override-vetoes TH7HH 5 AFESI0] 'MetroCluster
MEHN Of7f HEE AL8SH= 2 AAEES 57 &s UX[6H= EE &
7. tHA 22{AE0|A 'MetroCluster operation show' E@HS

AtESHO

o 4 gLt of
gict
RAID

E of32|AH0|EE

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
8. &M% HEER ZE0M T 32 HKIE E2[LCH
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c. Tel IEES Mol T AAO| AHotD M AO|S S U2 CHA| MAIS TS FY BT BAIS HUo|
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FMlo| BRES FA| HES2] DS0| HYE7| AIZLICHL HE TRNAS ST FH|S SHIAL.
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a. MAl9] HA 4EHE "ha-config modify chassis HA-state "= MM BtL|C}

=N

HA-STATE_S| 2}

Ct2 & St &+ ASLILE

-

. OI.
= mcc

= mcc-2n

" 'meip’&L|Ct
= H[S}

b. 44750| HHEIQAK o

M-

O12tL|C}. ha-config show
3. Of=! CHA| SHX| QEQACHH
o HIRS

4. AN2H- ChAl EXIRILICE

2EH7: 2I- E MetroCluster 74 0{| A 0§ 12| #|0|ES CHA| THetetL|Ct

xtele

0| 2= = MetroCluster 7402t MEEIL|CT,

oHA|
1. @ E L E7} "enabled" AEli(MetroCluster node show)0i|

LIHR] A|ARS CHA| FolHAIR.

UEX]

st

QlgtLct

=/ -

2 MA|2] HA #EHE "ha-config show"=
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6.

60

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIM THS 7|27t 2t =AU =X| ZRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0r0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HEH S AHZ5H0{ AQ{X|HS A BtLICE.
X

o
A QK| X A0| 2 Z |} =X| 2kQlL|Ct 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

o o

Mo >t
otrie

oF |>

SnapMirror &= SnapVault 42 CHA| A&™etL|Ct,
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O| EXIE ALEdHOF ot= B2 4 EE= 8. E MetroCluster 7182 ZAEEZ{0f| Lot HE
HEE WA Xt SYELICH HA PairZ Mg 2o ! AEZ|X| HYH BHS
22 M3 + ASEE MetroCluster 2t THAI7H HQSHK| ob&LICH

© QB HME 2 R4S ZFUHZRE WS TN FRU 7Y A2 BHSHOF BiLICH
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° healthy_controller= 44Xl ZAEZE2{]L|C}
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH
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* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. Ak 22| AE0|A 'MetroCluster operation show' HEZ AF25H0{ 2t XJ0| 2R =P =X| 2QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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PCle 23 PCle4-5

2to[ X &= el

PCI 7I= &3 X

PCI Z2 Z3|0|E

PCI 7I=
1. PCle 2t0|X 12t 28 &4 & HEE2 RE0M uN| ZIEES ZE2 0|SHLICH
a. PCle 7tE0]l S =~ = SFP = QSFP 258 25 22|#L .

b. 2}0|x IZ 29| 20| EZ KIS 12 =2 37| HE RO SELICL
2to|X7t ZIEEE] Z=0{A 22t 9= St LTt

c. 20|ME &0 28

C
d. 2t0|ME 2t0|X 279| ZHO| A= .
LHtz 20| F2 O3 2HX[E 2to[Ao| Tzt Z

e. 2t0|X = 20f CHal O] THAIE Bt=
7

2. afo|q ¥ 32 Balstn oKt ot Cte £ JlE2 25 uK AES 280 MXELICH
a. PCle H=0] I8 4 Y= SFP E= QSFP 25 RS H2|3iL|ct

71



b. 2}0|x 1Z 2| 2t0|X EZ KIS 12 52 37| HE RO =2 SELICL
2to|X7t ZIEEE] ZE0(A 22t ?l= St LIt

c. 2to[XE =0 =2l LIS EHo| 1 FEe Xof sLICH
==

S
d. HXtl Ft=9| 20| LIAE 21
O|sgtL|C}.

oM 2 = AR S0 22 02 uME HEEY &2

e. uA| AEE={0f HXH(HXH)E EX|5t1 LiH| LAtz et

f uHg AHES2 ZE0i| Al Huf 2t0|HE HXISLCt

6Tt7: DIMMS O|S&L|Ct

DIMMEZ &2 CtS Ho{7t

rir

ZEED EZ=0|M uM HAEES ZEZ DIMME 0| S3HOF gLt

oot Lt AEES REUM uK| HEES =9 iy SR2 =2 AT DIMME 0|8 = A== M ZHEES
E=0| ZH| =0 A0{OF L},

CHS ofiLIm[o]d, O e 7| S & HAIE AFEsH o7t e ZEES EE0M A AEES E=2 DIMMS
0|5e == ASLICt.

OHL|mH|O]M - DIMME O| S &LICt
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NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

e DIMM 22l

1. ZAEEZ ZEWA DIMMS 3&LICEH

NVDIMM HHE{2|7} M| ZHEE2 Z50f £5 X

A w D

o7t Q= HEEZ REWAM uHN HEEZ ZEE DIMME 0| SEL|CY.

DIMME SHIE Yoz WK ZEET 20| 4 = AXE 270f| /= DIMME| S 7|=8l FHAIL.
& UK
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(D zZDMug 248 HESR| RS0M BRS SU SR0) LAGHIAIL.

a. DIMMe| &Z0f = DIMM O|HME EiZ MMS| LA S20|A DIMME 7HH CHS £20|A DIMMS

THEHL|CE,
@ DIMM 3|2 HEQ| M @40 &=0| 7tsiE £~ QO D Z DIMME| 7HE X2 E ZAMAZH|
KO AN Q.
b. WA ZHEEZ ZE0AM siE DIMM €22 RELILCL
C. DIMM £Zl12| DIMM O|HIE| §40| 2l 2|X|0f| Y =X| E2lst CtS DIMMS 20| EHEZ AFISHL|CE,

DIMMS A0 EHErs| SAHE|X|BE 212 ZHAFEr 4 JBLICH DK 242 9 DIMME A%o| EZotD
ChAl ah/gtct.
d. DIMMO| 2| HHE|0f A0 33| MUK SoHOZ ZARHLICE,
e. LIDIX| DIMMO|| Chof ol2{t o2l £t sr=sii|ct.
5. NVDIMM HHE|2I S Ofc{sSo0f #1zstLct,

oot st AEEY ZEUM uH| ZHEES E=2 BE 74 Q48 0|5 20= N HESE 253 MAM|
HX[otn FR|E4 ZEZ SISO LT
CtZ ofiLfmiold, O =I5 & HAE AE50] M| AEEY ZES MAIO| EX|g 5= ASLICH

OfL|d|o| M - AEER 2=S AX|ELCt

l
H“J" A=
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S0 M i et AlZhS THEFYsHOF LTt

Of ZFHofl CH3H

SHHE A2-ofl CHS HA0| = ™S &3t Aol SQELIL.

CHA|
1. refacement_node?} LOADER ZEIZE(| QX| OH A|AHIS | OADER ZETEZ FCHetL|CE

2. Healthy_nodeOllA] A|ARL A|ZHS SHQIBILICE cluster date show
SRt A7 M E AZIHE 7| E2 2 TLILCL
3. LOADER Z2IEO0f|A, replacement_node:sHow date2| LMt A|ZHS EISHA AR

SHut O A|ZH2 GMTZ H|Z2E/L|Ct

4. Lot AR WA L= UM(GMT)E 'SET DATE_MM/ddlyyyy '2 AAstL|Ct
S. WSt AL WA =9 AIZt2 GMT B2 'SET TIME_hh:mm:ss_'Z AHEgtL|Ct

6. LOADER ZE2IZEO0f|A replacement_nodel| Mt 8! A|ZHS &tQIBIL|Ct show date

2EHA|: ZIEES 252 HA JEIE 2helstn HFelL|rt

il

1. M HESE 2582 RX|E+ ZEMM 2E 7

HA ¥Elil= 2= 74 2240 CHsl SLsHof ghuct.
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HH
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ful

2. ZESE ZEQ| HAIE AJAH MEfTE A LA™ Fd0F LX[SIX] Eo™ HESE 2E2| HA HEHE "ha-config

modify controller ha-state"= A& gtL|Ct

HA AEfQ| Zf

rlo

Ct

glo

S otLte o= AFLICE

o -6'.

° mcc

° mcc-2n

° 'mcip LICt

° HIst

3. ZES2| 80| BAIE NAH Hef7t AAH AT AK|SHR| OB HES2| 25| HA HES "ha-config

modify controller ha-state"2 A& gfL|Ct

4. MH™o| HAE|JE=X| &lgtL|Ct. ha-config show
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A|AE]

o

MYt LAIS A = = AFF A400
AEE|X|E MEGo AT MY S &elste] wr| EAtS AL
1E00]: A2 2

EES| 89| AEC|X| 3 HERI HES =elsta{H Ch23 AFE3HYA| L. "Active 1Q Config Advisor” .

CHA
1. Config AdvisorE CHR2 2=t MX[EL|Ct
2. CHA A AHIO| it HEE =d$ CHS H|o|H 7 2 S=IgLct
3. #o|E HZ Y2 2=t Ot £HS &AIYL|CH R E C|AT HOJ FA|E|D D E ClAT T EH0| EA|E| =X
gtolsto] &2 #o|g HZ 24|

gtoIst CH2 Config Advisore| =218 oIt}

2CHA|: CIA3E TS|t

AER|X| A|ARIO| HA Y LHO| = B2, BAL ZE Al H M HEZZ ZE2 A|AH”H DI XIS 2
ClA 30| EZELICE. replacement_controllerS Eo"%* i A|AE! D HES &It CHE HEO| LY EAU=X
gholsloF gLt

F40f| SHHE 2XIE ALE3HOF BHLICE

ZHEEZ 0|F3} Ch2 "AIE MEAMAL.

HA A SM 1: HA A ABIQ| A|AH! D HAS 2QIgtL|CH

2 E MetroCluster 7+ SM 2: 21 E MetroCluster A Q| A|AHIOM A|AEI IDE £50F
HeretetL|Ct

SM 1: HA A|AEIQ| A\|AHI D HAS gtolstL|C}

_replacement_controllerE 22 [ A|AR! ID HAS &0l CHS HZO| AHE|U=X| 2holsof gfL|Ct.
O] MXH= HA YoM ONTAPE M35t AIAHIOTH M ELICE
1. replacement_controller’t RX|E4 RE(M™>"TETE FA|)Q AR RX|E4S 2EE S26t 20 TETEQI
"halt"2 O| S &fL|Ct

2. system ID mismatch: boot_ontapZ 215t A|AEI IDE MHOlst2H= HAIX|7F EA|Z|H
_replacement_controller®] LOADER ZEIZE0||A ZHEEZE HEstT yE YHSL|Ct

3. replacement_controller Z&01 'Waiting for Btet..' HIA|X|7} EAIE Wi7tX| 7|CHEl 2= FAEQl HEZE2{0|M M
OIE L] A|AE! D7} RIS O R X|ME|QY=X| Stolst LIEf 'storage failover show

HHE 20| = 24E HEEZ{0A AAH D7} HAZQJCHE HIAIX|2F 2HH SHHE 0T 5! Af ID7} EA|=|0{0f
SfL|C} CHS OIX0| A node2= WHIE HF M A A|AE! D7} 1517597061 L|C}.

77


https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

- HHQ AEER 0N 20| HEIt MY A=X] elgL|Tt.

=]

a. g M3t & 'Set-Privilege advanced 2 HZAL|Ct

Ag ZEZ A& TASt2= HAIXK|ZF LIERLIH Y2 SEe 4= JAFLILH 18 RE TETETL

-
m
oL
r
il
=
s

HIOE XMZELLICE 'system node run-node_local-node-name_partner savecore'
=
=

AASHI| Hofl 'avecore' HHO| 2tz E WNHA| 7|CHE[HAL.

LS HHES U=SI0 savecore BHO| Tl MEHE ZLIEHZAY = J}EFLICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin ¢t £Z02 27| 'et-Privilege admin’L|C}

- AERIX| AARIO| AERIX] = 2 2o/t FYE ER 2EE 7| B2 S AES=X = 2R 7| #HEE
MESHEA] G0 W2t ChZ BAL & SHUHE At AE2|X| = 2§ &2et 7|53 S&of Lt

° "RELE 7| e g2t 7|E S Lo
o "Q|& 7| 22| ot 7|E SR ELICH

EE3E CHA| MSELIC

a. FHHl HEZZ0|M KN E HEER | AEE|X|E CHA| HSELICH 'storage failover #H2t -
ofnode_replacement_node_name '

replacement_controller’t AEZ|X[E CHA| 71Kt &S 2t=gtL|Ct.
A AR D S2YXIZ Qs A|AH IDE R AlSt2Hs HIAIX| 7} LIEFLIH yE ={sHof oiL|Ct.
() 710l Hesie AeAe HEo £ YBLIC

"AHE E2 ONTAP 9 HT0| &= 1718d 719 2HXS HOLEHAIL"

a. 7| 20| 2 3 HAYO| H4 &S FQIX|, 12/ 1 0|27} JH53HR, 5 AE2|K HULH FA
oIx| ZolgH|ct

'storage failover show' @& | Z240j|= TtE L] H|A|X|0|A HAEl A|AE DI} TEHE|X| 90Ok BHL|CE.
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7. CIAZ T M2 e Q=X SOISHL|CH 'AEZ|X| LA FA|-AQA!

=

_replacement_controller®f| &st= Cl|AT = M A|AR! IDE HEA|SHOF &L|CH CHS Ofl0fl M= == 10| 2%t
CIA30f A A|AE! ID 18737752770] EA|E/L|CE,

nodel> ‘storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID
Reserver Pool

Owner ID DR Home ID

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0

1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -
1873775277 Pool0

Of ZfHofl 3

0| MXH= ONTAPE A¥5t= 2 = MetroCluster 71412 A|ARIO| 2 HEEIL|CE
Of EXtof|l M SHIE ==0f CHet S AALHOF gLt

—

* impaired_node= 4| 22| +d5t= = EQILIC]

* replacement_node= O| HAte| YR =E &4E LEE WS M =ERILICE
* healthy_node= &4 =E2| DR IEL{LIC}
CHA
1. OF=| TR EISHK| QUUCHH replacement_nodeE ZEEISIT "Ctrl-C"E Ust0] Bl TZNAE LSO
2 MESHMAIR.

HAE 70N RXE4 REZ HEISH= M
A AHNID SLK[Z Qe A|AH! IDE FA[SI2HE HIAIX|ZF LIEILIH YE Rl={sljof gL T},

= -d=

2. Y4 59| 7|= AAH!I IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemidZt
2|t

0| of|oil A Node_B_12 O|F A|AE! D7} 11807329¢! O L= =)L |Ct.
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dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 2ME LEO| RX|E; ZE IETEM A A|AH IDE ZeleiL|Ct "ClAT &

- —

O| oi[ofl M A A|AE! ID= 118065481 4 LILC.

Local System ID: 118065481

4. disk show BE0M L2 A|AH] D HHE ALESH0{(FAS A|ARICl Z22) ClAT ARAES MELRILICH disk
reassign -s old system ID

21l oAl M BHO{Q LIE2 'TIAZ THEH-s 118073209°0|Ct
AESEHE HIAXIZE LHELEH Y2 SEE = ASLIT.
S. C|AZJt SHIZH| LHE[=X] 2QIBfL(CH

replacement_node0i| &% C|A30]| replacement_node2| M A|AE! D7} EA|Z|=X| &QlgtL|Ct CHS
ol M= system-10l A 2Fot CIAT0H| A A|AE ID 1180654810 EA|ELICE.

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)

6. Y =E0M 20 Bt MY A=K eletict.
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1.

12.

- MetroCluster & 'MetroCluster node show-fields configuration-state’S 221t

a. 1g Hst £F 'Set-Privilege advanced’ 2 HASL|Ct

112 REZ AlS Fdstet= HA|X| 7t LIEILIH Y2 SEE 4 QI&LICH 18 RE TETEY}
LEEHEFLICH*>).

b. 30| HOJ} MZEE| Q=X 2RITHL|CE. 'system node run-node_local-node-name_partner savecore'

HH =20 savecore?l XI& SAUS LIEILH= H S savecore?t 2t2E W7HX| 7|CtEl CHS gtet H
ASBIL|CE. 'system node run-node_local-node-name_partner savecore -s command' £ ALE
savecore?| ZIMES DLIEHY 4 JSL|Ct </info>

C. admin #$t £+EOZ F7'et-Privilege admin’LICt

replacement_node’ RX|E HE(*> ZEIXE HA|)Ql 3 |RXE+ HEE Bt 20 I
"halt"2 O|SELICt

replacement_node: boot_ontapS F£E/&tL|Ct

replacement_node?} 25| 2&IEl = A QX[ (MetroCluster 22| X[8H)S A LTt

-

C

—_

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

Data ONTAPO|A| MetroCluster 7+ Zts & 2tQIstL|C},

a. & SE{AEOf Cigh Aef Z10 A|AR AE) AT BA'E QIS
b. MetroCluster?t M %[0 Q11 'MetroCluster show' (B4 BE)2 MHE|0] Y=X| 2HQIEhL|Ct

C. 'MetroCluster check run’O|2t= MetroCluster checks =3 $tCt
d. MetroCluster |3 EA| Z1+= MetroCluster check show® =2 $tr}

€. Config AdvisorS A&HEILICt. NetApp Support AFO|E 2| Config Advisor H|O|X| 2 0| S &fL|Ct
"support.netapp.com/NOW/download/tools/config_advisor/".

Config AdvisorE Aot = =79o| ZHS HESIY ZH0|M AT A S It EAE ZHE s 2St

AKX A AlZ2f|0]M:

a. LE TETEQA 15 Mo 2| 'Set-Privilege Advanced’ 2 HZARIL|C}

g8 DEZ A& TSt

&

g BE ZEIE(>)E 22 "y'2 SHElof gLt

%

3tof

o
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b. simulate parameter: MetroCluster switchover-simulate2 A ¢|X|8 XIS =3}
C. admin 3ot £+&F90Z F7|.'et-Privilege admin’2L|Ct
HA| A|AE E3 - AFF A400

AMNAHES MH| 2FOZ S3152{H NetApp Storage Encryption 714(2 23t 22)2 S8t
M ZAEZ2{0f| Cigt 2to| A S HX|ot = F|EQ | XS E RMA X|&o| dHE = Moot
HIS NetAppl 2 BHetsl{of S|t

1CHA|: ONTAPOA K| ZIEE2]{0f| Cist 2t0| MAE MX|EL|Ct

ZON7t edot L EIF HE(E TY) 2t0| AT HRot ONTAP 7|52 At ¢l 82 _replacement_nodedi| CH ot
M 2to[ A S AX|s{OF SfL|Ct BE 20| HATL U= 7|52 3% %ﬂﬁ E{9] 2t L=of 7|50f thet XAl 7171 RLojoF
gLt

O =te10i| CHaH
2todllA 7| HX[5t7| K| = BE 2to[ AT} Ié'ﬂif |S2 _replacement_node0i| A{ 71I—’—".— AHE & UELICE
JdeLp &dE =27 23 AHS R/ °'°P Lol FR S 7|0l et 2to| AT JOH 7|52 HEY & YELICH
ot R 2O 2fO| AT Gl= 7|53 AFESHH 2O HIA A E40HK] B2 & ALEE Jhstt of Ee|

_replacement_node0f| uA| E’-fol*i'ﬁ 7| EE= 7|2 MX[sOF gLICE.
A|=tstz| Fof|
2to|MA F|&= 28Xt T Al0[0{OF BL|CE,

2to| A 7|15 X[ 4= A= 90| ROl 71ZH0] AFLICE. K0l 7|2H0] X|LtH 2E O 2to| AT Rz SHEl L LY.
FarotetoldA 7S BX|ot £ |0 7|ZH0] ELEZ| Toi| ZE 7|5 24A12H St AX[sfjof LICt.

A ARIO|M X 20| ONTAP 9.10.1 0|42 A&l FO|AUCHH o] MHE HXIE "AFF/FAS A[AHIQ|
(D cHolx EHOISE Siot DIHEE DA| $ T2 HAASSHAIR. AL £7] ONTAP HElAS
D2 AL oM XM LHE S HZSHU A2 "NetApp Hardware UniverseS EHZ=6HIA| Q"
ThA|
1. A 2to]dIA 7|7t HRtt AL oA wA|E 2to|MA F|& SO MA|R "NetApp Support AFO|E" My Support(U
X|¢l) MMOf| M Software licenses(2ZE|0f 2t0|MlA) E MEdstL|Ct,

@ 2Rt A 2fo|dlA F= XS 2 HEEO Dol o|H|Y A2 HEELICE 302 O|LHO
2to[diA 77 Lot O|H Y S EA| Ret R 71 X RMof| 2QBHHAIL.

2. 2} 2lo|MA 7|5 'A|AR 2HO|MA FTIt 2l0|MA FE 2to|MA 7|, 20| MA 7| 2 HX|SfL|Ct

3. ot R 0| 2to| A S HAELCH.
a. OJArE 2o A 2Fl2to]dA Ha| - OAE - A[Z3[0]H

b. S=0| 2HI2H AE5HX| = AER 2| 'license clean-up-unused’ £ AKX EFL|CH

s

2B LIF 2ol 8l ¢ Ho S5

r

replacement_nodeE AH|AZ HI2HS7| HOf| LIF7L 2 ZEO| QX | 2ol AutoSupport/t M H=l AL
_replacement_node?| Y& HS E SEst1, At3 et 7|52 A HsHof gfLCt.
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|

- S AHQ HEIE 2QIetL Tt "ONTAPO|| A

=2| QIE{I|0| AV} & MH & ZEO0|| L3l 'network interface show-is-home false’2t= 211 E st=X| &tolstL|C}

LIF7t FALSEZ EA|E|H o2t LIFE 8 ZEZ E[SELICH network interface revert -vserver *
-1if *

- NetApp Supportdi| A| AR U HS S SEBL|CE.

=
° AutoSupport7t Z43HEl 22 AutoSupport HIAX|E H&6t0] Y3 HSE S=EetLt.
° AutoSupport7t ZM3tE[0] QUX| oM E SESLICt "NetApp X" YH HSE SEFLICL
A

BEE AE0t0] 22{AH HEi HYS sAsts SE "Rt
82 KB ZME FZSHAL.

AutoSupport RX|E4 RIERIF EE[HE B2 E MESIH JAERE ZEYLICH system node
autosupport invoke -node * -type all -message MAINT=END HJH.

A= gheto| H|ZMstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| ™ BtL|CH

3EHA|: 2= E MetroCluster 01| A O 12| AH|0| ES CHA| T EFRfL|CE

0f

=

Y2 2 E MetroCluster &0]2t HEEL|C},

A
1.

DE L =7} "enabled" AEH(MetroCluster node show)0ll Q=X| 2HolstL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMUIM MES7|2t7t b2 2|} =X 2HIBtLICE. 'MetroCluster vserver show!'

23 xrHo]| 9|8l 43 E|= XtS LIF 0r0| 12|0| 40| 'MetroCluster check lif show' ol 823X O 2 AR E|J=X|
stolgfL|Ct

o
HAXQl SHAHN Y= ZE LEO0|M 'MetroCluster AQ|X|2H' HH S ALSSH0] AL(X|HS S~aHSL|CE
X

AHO| AZE|U=X| &olStL|C, 'MetroCluster show'

>
=
J-r

(@]
F

=

SHAETE T & - A9 X" HEfof AT AL K| ZHAO[ o TS| Al SYLICEH
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SAE7HE Y SEHof ALH A 2[X[H

-

kel

ol 2t= &Lt

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQ

AQX(HE 2tZ5H= I1‘|| |.7_*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show
I3l

ol 7|Z M| MES SoIst 4 aLict.

4THA|: FOH7L LSt 252 NetAppo| Hhet

9|'59f H MEE RMA X &0l 2HE 2 77t Zdst 2ES NetAppOf| BHetefL|Ch, "F& Bhet S A KA e
LHE2 HO[X| & HZSHAIL.

DIMM-AFF A4002 W A|EfL|C}

AEZ|X| A|AEIO] AEZ|X| A|AEIO] ONTAP HEIS Bt6l5t= THY DIMM QEE oI5l
HtMSHE IHESH CECC(R 7158 LE £+ IE) R E=sZE £ Q= ECC 273¢}
Z2 287t AEE[X] AlﬁEz."OiIH HrMSHH A E Z22{2| DIMME 1 A|slof &L|C}.

AABRIOITHE 2E 718 247t SHIZA| 2tS0of LICt. 2K 42 22 7|z XY FAM0i| 22[sH0F gLCt.
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EME HEES I HAE = a2{H
Ae
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OTEIIE
TEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|E SR0l2{H HES2| HE|E Sololn, Wt Ze HESR HAS Moo FAEQ!
HEER 7t &l AEESS AE2|X|0|M HIO|EE A& NSSH= 3l{OF gfLCt.
Of ZFofl CHaf
* W HEES 0| TYS SSot2H o] Xt opx[2to| MY S5 EA|E A F0{0F Lt
oHA|
1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7E L

7t A0 2 M3 X| &1
'MetroCluster switchover'
FHOE M2 NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIX|E HESID 7tstt R 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster AASHo] C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H)E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O] MEHX D7} HEE A= 3R AAHS 5 Y2 WXt ZE ATE H|QlS TH™ ol gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

HEED 28 YR 940 AMASHH MAIMM HEER ZES 2c|5H0F LTt

Hel ZH0| 2= = A=X| =l gfL(ct.
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2. AE2|X]| 'storage failover back-ofnode_impaired_node name_'S X35t ZIEEHE S AE=E

E|SELCt

A

3. At= gh2to] H| g M stEl HL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct
6THA|: 2. = MetroCluster 7140{| A O I 2|A|O|EE CIA| HetetL|Ct

0| AL 2 E MetroCluster A2t M E/L|CT,

oHA|

1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| =HQIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. R E SVMUIN TS 7|347t bR E| R} =X| 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| 98l £3ME|= XIS LIF 00| 12{|0]A4 0| 'MetroCluster check lif show o] 2O Z tZ E|AU=X|
gtolgtL|ct

4. HAEOl S AE 0 Q= BE L E0|A 'MetroCluster A Q| X|tH' HEHES ALRSI0] AQX|UHES 43S |CT,

5. AQ X4l 20| 2t Z E| Y =X &QIBLIC 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAE7H I SEHO ALH 22X Z0] 2= EILICE.

-

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
2

XS 2t=5t= O |7*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show

S ALE8I0] Tl S 7|FE M| HEIE 2eled 5= ASFLIC
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Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.
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ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate Size Available Used$%

RAID Status

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H
=

dRSt= BE

O] MEhE| D7 HAZ ABSHE P AlAHS 21 Key

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

off K| ABLR{E AfAlO]A HES2]

98

% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

o o

Mo >t
otrie

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

HEED 28 YR 940 AMASHH MAIMM HEER ZES 2c|5H0F LTt

Hel ZH0| 2= = A=X| =l gfL(ct.
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HEER ZE ottS MAI 2 2o o X[X[st=X| 2telgti|ct.
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() AAso0l 28 HiRolM BEE 2L 202 BEots SMS MBI

f. LOADER ZE2IXE0|A BYEES 25l PCle 7tE 4 7|E} 28 QA E CHA| X7|gbgtL|Ct.

5CHA: HEED DES ZHE ME|Z 2SSt C}
AMAEIS 5|46t ZHIEER DES HHESH O XS BH2H0| CHA| AFRE| =2 ™Al o} BfL|Ct.

1. 2o w2t A|A-RS ChA| AZ gL Ct
0|C|0] ZIHE{(QSFP L= SFP)E 22Itt 32 8| A0|23 AH85dt= Z2 THAl 2X[sliof LTt

Al
(=]

0

2. AE2|X]| 'storage failover back-ofnode_impaired_node name_'S X35t ZIEEHE
| ZSELIC

A

s AEHE
3. X}z ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| M- etL|Ct

6T 7|: 2 E MetroCluster 240{ A O 22[H|0|EE CiA| HEtetL|Ct
0| A2 2= E MetroCluster 4012t HEL|Ct.

CHA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| =HQIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. R E SVMUIN TS 7|347t bR E| R} =X| 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| 98l £3ME|= XIS LIF 00| 12{|0]A4 0| 'MetroCluster check lif show o] 2O Z tZ E|AU=X|
gtolgtL|ct

4. HAEOl S AE 0 Q= BE L E0|A 'MetroCluster A Q| X|tH' HEHES ALRSI0] AQX|UHES 43S |CT,

5. AQ X4l 20| 2t Z E| Y =X &QIBLIC 'MetroCluster show'

SHAETHTT| & - 290X HEHOf| ASH AL K| 20| TS| 2 SYLICE

—

112



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEHZHE Y SEof] AT A K|

kel

ol 2t= &Lt

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

L =oh= O A|Zto] 22 ZE|= A2 MetroCluster config-replication resync resync-status show
AHE5te] 2 ol 7|FEMe| MEfE ol o~ UELCH
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AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate
RATD Status

Size Available Used%

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H

dRSt= BE

O] MEWE| D7} WS Aot A AlAHS 27 Rl

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

off K| ABLR{E AfAlO]A HES2]
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% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

JES M = ASLIC.
ITE

Hel ZH0| 2= = A=X| =l gfL(ct.

tot

r
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- 0|22 0|2 &2 FX|of| HEol= £3 8 FX AEMS F OHZ, #|0|S0| HEE ?IXIE FHOIEHAM
HEEZ ZE0|M AAHR A 0|1 SFP(ERT )5 22| Ct

Aol 22| FX|of| Ao|22 A FH A 0|S 2| XIS CA| ExX[ off #|o|=0] | ELICt.
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HEE2| BEO| MAIOA A7 HHLICH

o o
4

gty
[

= 2

HEES7L MAl S22 o7t o| S LIt

HEED ZSS MAI HHe= Oo{-L|Ct.
ZEED| I8 SIS MA| BI22 2o mff XIX|SH=X] &l gLt
- AEER 53 AEH0|1 Wt #H| SSLIC.

3CHA|: PCle 7tIE=E W A|gfL|Ct

PCle 7t=E wH[ot2{H QF 7} &dot PCle 7t=2 20t AEES Z=0|M 7127 SO A= 2H0IXE HH TS

HEE2 2E0| PCle 2t0|XE CtA| A X|3H{OF BfL|Ct.
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PCle 23 PCle4-5

2to[ X &= ekl

PCI 7tE &= 2K

PCI &3 Z20|E

PCI 7t=

1. WHg 7tE7F S0 U= 2HO|ME 22t
a. 7| HE EHo| Mg ”IS =2 37| HEE LN HEEY 25 FIBQE Ul C}3 2tX3| E2l /K2
=2}
=-d .

b. PCle 7IE0f /2 2~ Ql= SFP E= QSFP R E8 2 & E2|&LC}.

2tO[X7t ZEES] IS0 M 242t 9|2 S2HLIC.

d. 2l0|XME #+Z2OE S0{22 WYt HHO| =&LICH
2. 2t0|XO|A PCle 7IEE E&
a. PCle 7t=0f| AMAS &~ JEE 2H0[KE SEILICH

=

b. PCle 20| X X80l Q= &2 EafS +

gfLct,

=
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d. He{zlE A% 2o 22 A2U0M FI=E EHtZ 50| 28 PCle 7LEE 2t0|Mof| M Z2[ghL| Tt

A
3. 27l0f| FIES HE T 230 II=EE =2 210/ X0 K| PCle 7tEE AX|St1 20X 2| ZH m{ES FH&LICH
ROl McHE 331 AZlof ZAre o FH=0]| @S DE2H| SHUAIL. PCle 7t== &0 25| 2ot

ROl FtIEE X2 mf 7t= 220| M= =o[X| &*QE Y FIEE MASIH FtE 22US
tEE EX|¢ LS H SR 2|8t 7E=E ChA| X[ C)

ot Ok
-0
—°¢ru|>
\UQ

4. 2l0|ME T K[L|Ct.
a. 2t0|XE 2t0|X £ X0 QU= Eof| W= CHS TS ot 2 LHRILCY.
b. 2}0|XZ Ot E=9| Azl0f £HIZ Lo W&LICH
c. 2fX|E 2to|x e HIt 22 0|2 E&ILICH
ATHA|: XL FEES w AL T

HIXHZ! FtE= 20X o (&R 4 8 5) Of2Hof| ASLICH HIAF! FE=0f HM[ABHH 20| M E 2|5t MKt
IEE 11I°F Ct= 20X = 32 CEA| X8O SHL|CE XtMISt L1882 HEE2 2EQ FRU WS HZHAIL.

CtZ ofiLfmiold, O = 7|5 E HAE AEst0 HIXtE FI=8 wHE & ASLICH

OHLITH|O]M - BIXHL! FtES WH|RL|CE
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a Z7| 4E =0
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b. PCle 7}=01| 22 4 U= SFP &
X

c. 2f0|XN 2%9| 2to|X = XIE

2tO|X7t ZIEEE] Z=0{A o2t /= St LTt

d. 2l0|ME S0f 22l C+Z AF= 0|1 HHst 2ol FLICH
2. HXtd FtES wAELICt

a. 7t=0|M QSFP = SFP 2E2 2 & E2[&L|ct.
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b. HIXtl FkE9| 2FO| LIALE 211 FtEE A210M =

C. WA MK Ft=E 220t 7ol = T

d. Xt FtEQ| LH| LIAFS ZLCt.
3. 2}0|XME MAX|ELICt

a. 2f0|ME 20X &7 ZHf| )l= Tof| S CfS TS Of2f| 2 LHELIC.

b. 2l0|XME O EE9| A0l £HIZ Zof F&LICH

o=
c. 2fX|E 20| 9l Tzt Z2 0|2 SELICL

EE ZE0M 718 245 uAet = AEER 2SS MAIM| XHEX|¢ Ch2 RAIEs ZEZ HEIGOF LTt

1. OF| oo HES BT 92 F2 00 HES HOMUANL.

2. ZlE2e| DEC| B2 MAIS YT0| L [+ HES2 TES ¥ THABA 20| Lo YesLict
() xS wikxl HES2 252 MAI0] TS| MUK THIAIL.
3. TR0 Ofe AIAHS ChA| AZBLIC

O|C|of HAHE{(QSFP = SFP)E 22[et 32 8/ #H0I=S MEdt= 32 ChAl 2X[8tof L Lt

g

[m]
i
to
gl
oA

SAHE W7ER] MA| P = THES| 20| F5L T

() AH4EDt 245ix) Q== 2ESE DES Ml of 92 0 =3 32 IR THIAIR.

-

a FB NS YTOR Sof A3 Wo| B2 HES2 DES 7|20 T3 HES2ES AW Loj Y2 CfS
213 SHAIS B3 AXIE L] MAIO] 25| FasiLIC

b. Z9l IS e BF A0 AZotD X Ho|S BT URAS CHA LAIB C1S B BF BAIS Ho|
HZBILICE
M0 BRES FA| HES2] DEO| HYE7| AZIBILICL BE TRNAS ST FH|S SHIAL.

Aol 2| FXIE CHAl EX[SHHA2.

_?_
ZCH5t 'Cirl-C'E 2| 202 ZElgh|C}

() Aasiol 28 RN BEE 32 202 Heet

rr

FHS MEEL(CH

e. LOADER ZEIE0|A BYEE =5t PCle 7tE 3! 7|Et 74 RAE XX7|et6tn HEERE
MRt

5. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M23t0] HEZ2{E HA 25 AE(2
E|E2Lct
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6. Xt= HiEto| HZ M StEl AL 'Storage failover modify -node local -auto-2H2t true’S CHA| A& EL|CH
6CHAl: ZEER RES s MEE S/ATL|CH
HEEDE SYSHHHE AARES MW7tSstn HESY DRSS vtetst CHS Xts BHeto| CrA| AF8 R 8 Ml of

gfLct,

1. HQof w2t A|A-S ChA| dZ gL Ct

=gt

0
>
Jal

ofn
>

i}

Hu

3. Xt= gh2to| v M5zl HL 'Storage failover modify -node local -auto-2t2t true’S CHA| A BtL|Ct

7EHA|: 2= MetroCluster T+40i| A O 22| AH|O|EE CHA| MatgtL|Ct
O] ZI2 2 E MetroCluster 741012t M ELICE

cHA|
1. 2 E L E7} "enabled" &Ell(MetroCluster node show)d| Q=X| EkQIgtL|Ct

cluster B::> metrocluster node show

heal roots

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A

controller A 1 configured enabled
completed

cluster B

controller B 1 configured enabled

switchback recovery
2 entries were displayed.

waiting for

2. O E SVMOUIM M 37|37t 22 =} =X| 2HIBtL|CE. 'MetroCluster vserver show'

3. 231 =AHof| 98| £ == XI5 LIF Or0]224|0|M0] 'MetroCluster check lif show’0f| A2

K| XA 0| 2T | =X| 2kQIBL|CE 'MetroCluster show'

SRIAE|TL T 5 - AQIK|S" AlEfoll QLOT A9|K|H KH2io| CiFtS] MY 5
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4. HAHOl S AH| A= ZE 20N 'MetroCluster AL| X[ HHS ALESH0] AL X|HH
X

MO A=E|U=X]
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEHZHE Y SEof] AT A K|

kel

ol 2t= &Lt

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

K|uig et=st= O |.7_*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show

AQR|HE 2tm
S ALE8I0] Tl S 7|FE M| HEIE 2eled 5= ASFLIC

6. SnapMirror EE= SnapVault A4S CHA| M&EEHLICE

8THA|: Zof7t L MSH HES NetAppO| Bhet

7|E9t 2 MSE RMA X|Eol| EHE 2 QFIH Zdlst RES NetAppof| BHtetL|Ct, "5 Bhet 51 K[ XA g
LHE2 HIO[X|E HZSHMAIL.

sl 23 EAI(PSU) THOI THA PSUS FI0IM 22l5tn, el #0|22 &1, 7|E
PSUE 22[et1, WHI PSUS Mx/3t Tt WHIE PSUS 0| CHA| HZSH Erelo]
EBEILICH
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate
RATD Status

Size Available Used%

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H

dRSt= BE

O] MEWE| D7} WS Aot A AlAHS 27 Rl

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

off K| ABLR{E AfAlO]A HES2]
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% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

JES M = ASLIC.
ITE

Hel ZH0| 2= = A=X| =l gfL(ct.
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6. ZHEEZ ZES MAl H2 = LOo{HL|CH.
ZEED| I8 SIS MA| BI22 2o ff XIX|SH=X] &l gLt
7. ZAEER B85 oFYXO0|1 WHot BHO| S5LICH

3EHAI: RTC BHE{2|E W AIRfLICt
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CtZ ofiLlmofd, O = 7|5 & BHAIE AME3H0 RTC BIEZIE UMY & ASLICH

OfL|mH|O| M - RTC HHE{2|E wmAlEL|Ct

ot
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o
A
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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CIFS; FC; iSCSI; NFS v3; NFS v4.0; NFS v4.1; NFS v4.2; NFSv3/RDMA; NFSv4/RDMA; NVMe/FC;
NVMe/TCP; S3; NASZ} = S3; SMB 2.0; SMB 2.1; SMB 2.x; SMB 3.0; SMB 3.1; SMB 3.1.1;

* Xl M2: 4209 BTU/hr

oto| A M3 5215 BTU/hr

£A: 110.0IH2 E 49.9kg

* =0[:4U

L{H|: 1921X| IEC S 2K17.62!X| 44.7cm)

* Z0]: 32.621X|(Z|0|& 22| Hali3l Zat A 34.721%])
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* H|ZHE Al 2%/&%: -40°C ~ 70°C (-40°F ~ 158°F), Z|C 12,192m (40,000ft), 4T &&= 10% ~ 95% (HIS%),
Azl 87| 71&2

* SY A5 3 S H(LwAd): 8.5; S (LpAm)(FH 2HEZXL 21X]): 67.2 dB

* 215 EMC/EMI: AMCA, FCC, ICES, KC, 223, VCCI
* 2IZ QHH: BIS, CB, CSA, G_K_U-SoR, IRAM, NOM, NRCS, SONCAP, TBS
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