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ONTAP 9.6 0| &2 MalisH= A|ARINA NVE == NSEE QIS AIL

M= HEEHE SFoH7| Mol A|AEI0| NetApp Volume Encryption(NVE) &= NetApp Storage
Encryption(NSE)0| Z43}%|0] A=X| helsiof ehL|ct JHCIH L8 g =l HOF LIk

1. 22{AHQ ZE EE0| NVEZF AE &1 JA=X| &lEL|Ct. 'volume show-is-encrypted true'

EH0|| EAE[= 250| sttt AH NVEZF &[0 NVE &S 2hQlsiof gfLict. LHEE =280 §leH
NSEZl #-&&[0] 1 AE SUKX| 2elgfLct.

2. NSE &% 5l At8 o2 &0l:'Storage encryption disk show
(]

o Y EH0| RE S 7| ID Y2 ZEE EEI0|E MR HEIL HEAE = R NSEZH &0 A2 NSE
THS eelst M% 21 AYL|Ct.
° LIAZTF EAE[X] 8 NSEZt 7 E (K] 882 ALICH.

O -

° NVE2I NSEZt 7LE&|X| 942 B2 NSE 7| = E2E|= E2f0|E7t gleBz &4E ZHEZE == A0
o

1. 7] 22| MHof| MZHEl Q915 7|9| 7| IDE BEAIGLICL security key-manager key query

@ ONTAP 9.6 22| 20fl= 7t 7| 22|X} 0| AS 4= ASLILE KMIP, AKV, GCP 50| ULt

0[2{¢t R 2ol MHE2 2|F = 2EE 7| 22| fES 24Qlsh= atgnt Z2ELC

- =

° 7| E|Xt FYO| 20| S L0 o2t EAEH &4E HAEEHE KHSH= 20| b edL|C.

o 7| 22|X} A0 22 E(Onboard)0| EA|Z| 1 5 El(Restored) E0f| 0l(Yes)7t EAIZ|H 5 JHX| =7t
CHAIE et=slof gL Ct.

o 7| 22Xt FY| 'R 7 EAIE| L SHE Eoj o7t ofl CHE &= 0| HAIE[H R IHX| 7t HAE
2t=oljof BLICt.

° 7| ZE[X RO 'HE' 2= HAIE D 'FAE Sof 0’7t ot THE S=0| EAIE|H =7t HAIE 2tZ35H0F
'c'>'|-[__||:|-
= .

2. 7| Z2|Xt SEo| 22 = (Onboard)0| A1 22l%l(Restored) 0| Ofl(yes)7t EA|E|H OKM HEE 5902
BHiL|Ct.

a. Advanced Privilege ModeZ 0|5 3}t0] 'et-priv advanced 2t= HIA|X|7t EA|E|H yE 2ATHL|Ct
b. 7| 22| ME (=t 7| Z2|XI 2K E show-backup)E HEA|st2{H Ha

%
C. M YEHO| LHES B ol ItAO[LE 23 U0 FSAILLICH OKME S22 S718H{0F 3= XHoh
AlLt2|20f| A o 19 o] ZRetLCt.

d. 'Set-priv admin' 2EZ S0tZtL|C}
e. 2ME HEERE SEYLICL

3. 7| ZelX K| T HAIE[ D SE 2oj '0of 7t ol CHE E=F0| A== B
a. 8 7| #2| 21E 7|5 22{AHS BE LEO| S 'Het 7| 2K 2 =/

HH0| MIiStH NetApp SupportOll 22|5HAIL.

"mysupport.netapp.com”
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a. E 2QIStLICt Restored 0| SYLYLICE yes BE Q1T 7|2] 22 security key-manager key
query

b. &ME HES2IZ R
4. 7| He|R QEO| 'L I EAIE D AT Q0| 07} obl CHE2 B=0| EAES FL:

)

a. Onboard security key-manager sync command:'security key-manager 222 sync’'E /=otrCt

DTETEOM 09| 32X G4t REE 7| 2| A2 E HLLICH A2 E M3 += 8=
B2 NetApp Supportdt| 22|t A|L. "mysupport.netapp.com”

©

b. £ SOIBIL|Ct Restored 0| EAIEIL|CE yes B E Q5 7|9 AR security key-manager key

query
c. 7| B2|X} 80| 2 E(Onboard)0| EA|E[=X| 208t C}2 OKM HEE 502 BHASHL|C}.
d. Advanced Privilege ModeZ 0| S 5t0q 'et-priv advanced 2t= HIAIX|7t EAIE|H yE 2ATILICt
e. HHS UGl 7| 22| MY HEH 'Hot 7| 242Xt 2EE show-backup's EAIL|C}

f. ujol Hiio| L{RS HEo| IfUO|L 211 IHU0| 2ASILICH OKME + 502 278j0} 3t X3l
AlLt2| 0] 0f 74 o] Tt

g. 'Set-priv admin' ZEZ SO0ZrL|Ct

h. AEZEE Mo B = UASUICH

NSE T2 2tQlgfLict

1. 7] 22| MHof| MZHEl Q15 7|9] 7| IDE BAIZLICL security key-manager key query -key-type
NSE-AK

@ ONTAP 9.6 Z2|~ 20ll= 7t 7| #2|Xt FH0| AS 5 AFLICE KMIP, AKV, GCP S0| ULt
o] =

Olzfet Rdol &fel MpH2 QR = 2L 7| 2|kt fYS =AQlSts atd 0t 5L L

° 7| EE|Xt 70| 20| S L0 o2t BEAEH &4E HAEEHE KEHSt= 20| T ELC,.

—_

o 7| #E2|Xt RY 2EE(Onboard)0| EAIE|1 S El(Restored) 20| 0fl(Yes)7t EAIE[H R 74X Z=7t
Tt E 2t=ZoljoF BHLICt.

o 7| Z2[Xt KYO| 'R 7 HAIE| L SAE Zoj o7t of -l CHE &=0| HAIE|H R IHX| 7t HAE
2t=oljof LTt

° 7| 22Xt FY| 'RV EAIE| L SHE Eoj o7t ofl CHE &= 0| HAIE[H R IHX| =7t HAE
ft=oljof LICt.

2. 7| &2|xt R0l 22 =(Onboard)0| EA|E| 1 =2 E (Restored) S0 Oll(yes)7t EAIE|H OKM HEE 522
SHABILICE.

a. Advanced Privilege Mode2 0|5310] ‘et-priv advanced 2t HIAIX|7} EAIEI® y& el2igfL|ct

b. 7| 2| M (=t 7| 2|Xt 22 E show-backup)E HEA|st2{H H

=
. 8l Mo {82 Wz o| IUo|Lt 21 Telo| SAREILICH OKMS $502
AlLt2I20]Af o 74 o BRBLICk.

d. 'Set-priv admin' 2EZ S0tZtL|C}

e. ZAEECE AT S2Y = ASLIT.
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3. 7| ZelXt K& Tt HAIE[ 1 SE 2oi 'of' 7}t ofl Cf

i
of

S=0| HEAE[=
a. QIf 7| #E| 215 7|18 S2AHS RE Lo S 'Hot 7| HE|X} 27 =Y
H240| MIiStH NetApp SupportOll 22|5HAIL.
"mysupport.netapp.com”

a.

i

2POIBtL|Ct Restored E0| SYEYLICE yes BE Q1T 7|2] 22 security key-manager key
query

b. ZES2Z otxehl| R 4 UL

—

C}.

-

[=]
4. 7| ZE[X R '2EE 7L HAIE| 1 SAE!" 20| 0 7t ofl CHE ¥ 50| HAE= E%:

—_ o T

DTETEN A D249 32X YAt REE 7| H2| AT E LHEILICH LS E MBT 4 2= Z2 NetApp
Support01| ols f N2,

"mysupport.netapp.com”

a. E &QIYLICt Restored EO| HA|EILICE yes B E Q1B 7|2l 2 security key-manager key

b. 7| Z2|X} SE0| 2E = (Onboard)0| EA|E|=X| 2018t [}S OKM HEE $502 HH4BtL|C},

C. Advanced Privilege ModeZ 0| S3t0 'et-priv advanced 2t= HIAIX|7t EA|E|H yE 248tL|Ct

d. IS Y=sto] 7| 22| MY ME 'Hot 7| 2E2|Xt 22 E show-backup's EA|RLICH

e e MO {82 Hro| mto|Lt 21 mof| SAELICE OKME =322 S7H{0f St= XHsH
AlLt2| 201 o] 74 o] HeetL|Ct.

f. 'Set-priv admin' ZEZ S0tZfL|Ct

g- ZEECE AT S =+ ASLIC

LM E EZ2|-AFF A4002 ZEEL|CH
NVE S£= NSE MYE 2=t 20|= &4z ZEERQ S=E 2A=ol0F LICE o
Mot ZExtof wef ESS S SRotHL &4E ZESHE oA

245 HEB2T} BASE 2. J29..
LOADER MAIX|7} EAIELIC  ZES2 28 M 2 o|SFLct
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EHE HEERI BAEE E2... O3{H..

"M JICkElE ... Ctrl-CE & Ct3 H|AIX[7F LIEILIH yE FSLICH
ANABRIDEDE = 245 HAMHQI ZHE E2{2 'storage failover takeover -ofnode
DETEAAH ot Q) impaired_node_name’O|A| &4 El ZHEZZE QStAHLE STHELICE

8
>

Vel AE S0 7|23 J|Lt2= &... O] EAIE|H Ctr-CE FE LIS

SEELICH

r
0

<
i

2. LOADER ZEZEO|A printenv'E Y2ot0l BE RE £ WAS YHBILICH 23 Tof 5242 MFBLIC,
OREE

2M 2: ZAIEE2{7} MetroCluster 7M0]| A&LICH

ro

2el KXy

—_—

AAE|QIL RIS BHK| Qe A TSR] 22 + YL

@ AIAHI0] 2t E MetroCluster 7491 ZS 0] HAE AL3HX] OHIAI2.

£uE AESRS ZaoR Y AESE MBS Holstn, W3 22 HAKol AESe|t AME HESR

AE2|X|0|M HOEIS A4 HZE 4 UEE HES S 4o &

* LTt 27 0| kel SRIAE} Qs 2L A0 QU0{of BHLICH AR T Aol YHLE HA HES20f XA U
AMEHO| CHaH FALSEZ EAIEIS 29 2A1El ZES2(S Z267| Mol 2HES siZsHof FLICKEE) ===
S2{AE9 7|,

* MetroCluster 20| Q= A MetroCluster 8% AE{7t PHE| Q0 ST L=t MH 51 HA
AFEH('MetroCluster node show')QIX| ZtQlsl{of SfL|LC}.
oHA|
1. AutoSupportZt 2432l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5}0{ XtS HO|A MM S AX[EL|Ct

ocos=

CS AutoSupport HIA|X|= & AlZH SOt X}E A[O|A MM S AF|BILICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

A Ol ZHE E2{9| 240 A 'Storage failover modify — node local - auto-2t2t false’S A5 Q2 HtetstL|Ch
3. 2MEI ZHEERYE 2 TETER JIHIIYAIL.

EME HAEE I EAE= 2., J2{H...
LOADER M|A|X|7F EEA|EILICE CHS ©HA2 ol SErL|Ct.
HHS CHY| = Ctrl-CE 2 C}& H|A|X[7} LIEILIH yE FEL|CH
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EME HEES I BAE = E2... JH..

MNARIZETE L= A5 ANl ZAE E2] 'storage failover takeover

DTETENAH s Q13) -ofnode_impaired_node_name_ 'Ol A &4 El HEE2{E QI8 AHLt
Foishct
24 E HEED0| 7|EME J|Ci2[= ... 0| EA|E|H Crl-CE FE LIS
yE SEELIC

2M 3: HEZ2{7| 2 E MetroCluster0il A&L|Ct

pp Storage Encryption2 At&5H= 2 2| "FIPS E210|E = SEDE ESE|X| b= BEE E|E2|7|"
' 19| X|Eofl k2t MSIDE &2 FsHof &ILILE "CLIZE S NetApp 2=e JHR"

S S50t E 0| EXte| otx|gto| M S5 EXIE A FO0{0F Lt

é
z %

* Y ZESE o MY

—

AME ZESE SR FAESR NEIS Holstn, LR A HES HAS Mol YAl HES}
£ME HES2 AE2|X|0|M HIO|E{E A4 HIZSHEE ofof BHLiCt

THA|
1. MetroCluster #EHE 21510 EOi7} = HEER|7t RSO E M4 ZHEE2{(MetroCluster show)2

FEhe| Q= x| StolstL|C}

2. Xt= HA7H LM =X o 2of| w2t CHS Foi| e it ct,
HEED &4 HR 12{H
7t NS 2 M| ASLICE CHE THAIE T Ct
It s E MEE|X| AUASLICH " HAEED MetroCluster BA| 7|52 S3lf Al=2lE X S22

T3otCt

7t RS2 HBE X ¢, HEH HAIXIE HESHL 7t5et 22 2HE sZet = CHA|
'MetroCluster switchover @HOE A|ToIMAILR. EHE SHEE £ = AR 7|12 X[ BEM0| 2o5MAL.

Hotg Ao, AQIX|Qu{7t
HHEE LT

3. FaEel 22{AE0M 'MetroCluster 2H2l THA| A BHES M| G|0|E O 12| AH|0|EE xS 7|SFRfLICt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7t 7HEE|™ 'override-vetoes' O{7i H4-E AFE 50| 'MetroCluster 2Hl' HE S THAISMS 4 JUELILCE Of
MEX Of7f HLE ALESHE ER AAHES 57 A2 WYKot ZE 2ATE H|QI2 THE t

O

4. MetroCluster operation show &2 A5t £ 0| 22|} =X| &oltL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@= AFE6t0] RE o I2|H0|EE
Ax-l'c'>'|-|__| [:|-_
T od

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes DH7HEHRE AL SH0 'MetroCluster EHel' HHS THAIME 4~ QIEL|CE 0]
MEfT O HAE ASSHE B AAMS 27 HYUS YX|ots RE ARE HlolS WHoIBILIC
7. tHA 22{AEIA 'MetroCluster operation show' E@HS At25t0] 2Hel Zt10| 2AZ |} =X SHQlstL|C,
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 KIS 22U

HEl 0|C|]o{ WA| - AFF A400

F8 0L E WHSHH &4 ZESE Z=S 22lotd WA #8 0TS EXIe TS
2l 0|0|X|E USB ZE2HA| EEI0|E 2 T &3H{of BL|Ct.
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HEED 2E otthE MA| o2 Zoid mjf X[X|st=X| &elgti|ct,
7. HEER DES QHEXO0| 1 WIS HHO| S&LICH

20t 22 0HNISE wH(BLICH
HEED ZE0|M 22 OIC[0E A2 UHS(HEER =2 FRU Y H=X) X|Eoi| w2t wA[sHof LT

AIZFsE7| o

=) ojcjofo] 2817t s ste|x|et £ 0|c|ojg mHsH7| Mol £ ojciole] (HES XSE ZHo| FaLirk
AAIEE LIS B AESHIAIS "¢ 50| thet Mol & H2eHAlL.
(D) MAHol tist_Statement of #1441 2 EAISI2H2! NetApp Support AfO|0| 21018}0F BLCk,

CtZ ofiLfmiold, O = J7|5E BHAE AE5to] 28 O|L|0E wHE & ASLICEH
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cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured
Remote: cluster A configured

switchover

waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured
Remote: cluster A configured

Zeo et NSE, NVEE S¥ - AFF A400
St HAE MEISHE S0|e 22 C 7| 22| XHOKM), NetApp A E2|X| &S 3HNSE), NetApp
=5 U2 HNVE)7t 2-deotEl A AR 2HEl THAIE 2t =5l{0f ULt
1. OKM, NSE = NVE 748 S@I5h= Ol AF8E MM ZF: NSE EE= NVEZF 2EE 7| 22[Xtet o7 gMstE
4R 0| MAE AR mf ZiX{ot 4 S Seiof gLt
° NSE = NVEZ} 243tz 2EE 7| 22|Xt7 2MetEl 22 2 0| SELICH Onboard Key Manager?}
2I‘kig|-5| A2 NVE EE= NSEE E2IshL|C}.
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3. BE L E9| SP/BMC F4 20l:
system service-processor show -node * -fields address
4. SMAH HE ZEYLICE exit
5. 0| thA|o] 0|l LIFE =9 IP FAE A3 SSHE Sl SP/BMCO| 2a¢lgtL|Ct.
ZE/LESS ME3%= 32 Yot 22{AH 22Xt XHH SHE AE5I0 ZEE2{0| 2aQlgdLCt.
s Mg DLEZE 4 JTE D= SP/BMC HZO| st SSH MlME HL|Ct.
6. 22{AEQ HE LE =X
system node halt -node * -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true.
StrictSync ZE0| A ZS38t= SnapMirror SynchronousE AF26H= 22{AE9| AR system
(:) node halt -node * -skip-lif-migration-before-shutdown true -ignore
—quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true
7. 22{AEQ| 2 HEZEHO| Ccl * y * £ YHBLICH warning: Are you sure you want to halt node
"cluster name-controller number"? {y|n}:
8. Zt HEZ2{7} Y= W7}X| 7|Ct2l £ LOADER ZEZEJ| HA|E/L|CE.
9. PSU AHZ|/117] AQIX|7t Q= AL 2t PSUE 117Lt MY FEE HELICL
10. Zf PSUOIM T ZES EELICH
. &24E MAIQ 2E HEER|Q MYAUO| A A=K EolgtL|Ct.
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ZI0olgtL|ct,
. AutoSupportE 1111 A|ARI0| @2l MEZ & HOZ o k= AZHE EA[ZLICEL

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"
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'"MetroCluster switchover' HEOZ A|ZSIAMA|Q. EXE A
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

A2510{ 'MetroCluster 2Hl' HHES

=
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=7 3Qi2 YKot DE ALE HOIS

X7t HEE|H -override-vetoes' Of7H B4~
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M 07} H4E ALBOLE B2 AIAH
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Of A= E|U=X] 2lBtLCt.

4. MetroCluster operation show HES AL235t0] =t

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

5. 'storage aggregate show' HE S ALE5I0{ OfI2|H|0|EQ| MEHE SQISHUA|2.
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. MetroCluster 2t¢l Tt 2 E 0 12| H|0| E( heal-phase root-aggregate) @H2 ALE35t0] RE 02| H0|EE
SXefL|Ct

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™H -override-vetoes DH7HHES A
MEHN Of7H HLE AESHE AR A|AHIS 27
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0

12510] 'MetroCluster Hgl" B2 HAUHE & YLCE O
xQlg WX|ehs 2 AmE Mol MEOIFLICH

7. CHAH 22{AEO0| A 'MetroCluster operation show' @H2 A5t el ZH0| 22 =AU =X =l
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -
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1A A2l HA HEHE =helsta ATt

MAIS] HA HEHE =telstn TRt F2 A|AH- 20 HA| HEHE HUT|o| Edtiof RfLICt.

1. RXE4 REQ ZHEERY & T oLoN 22 HEER 25 U MAI2 HA 2EHE "ha-config show"2
HEAlSLICH

HA MEl= B E A 40 CHel Ssof ShL|Ct.

2. A{AlOf| CH3H FEAIEN AJAR] MEHZE AJAR 0t LX|SHK| @b E 2

—_

a. MAl9] HA AEHZ "ha-config modify chassis HA-state "= X sL|Ct

HA-STATE_ 29| 242 CtS & StLIY = JSLICE.

.

. 3
* mcc
= mcc-2n
* 'meip’L|Ct
* H|5}
b. M™0| HAEAU=X| =IELICE. ha-config show
3. OFZ! CHA| X QUACHH LIHX| A|AEIS CEA| HEHMA|2.

4. A AR QfHO|| HI-S CrAl AX[etL|ct.

2%t 2I- E MetroCluster 7-40{| A O 12| #|0|ES CHA| FetetL|Ct

2 E MetroCluster 24 0|A FRU H|E 223t $0{|l= MetroCluster AL X[ RS Lot 4 QIAL|CH O
Z A3

O|F AIO|E Q] SVM(Sync-Source Storage Virtual Machine)0| 4 AEjo|1 2 C|

THE HY 2 MEH2 HEY 4 YBLICL

0| &t 21 E MetroCluster A0|F MEIL|C}

ChA|
1. @E L EJ} "enabled" AEll(MetroCluster node show)di| =X IgtL|Ct

| EHIOIHE HMS3dt=
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6.

40

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIM THS 7|27t 2t =AU =X| ZRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0r0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HEH S AHZ5H0{ AQ{X|HS A BtLICE.
X

o
A QK| X A0| 2 Z |} =X| 2kQlL|Ct 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o
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DE0M S Zatet AlZtS TEZsHoF ZLICt.

Of ZFHofl CH3H

SHHE A2-ofl CHS HA0| = ™S &3t Aol SQELIL.

CHA|
1. refacement_node?} LOADER ZEIZE(| QX| OH A|AHIS | OADER ZETEZ FCHetL|CE
2. Healthy_nodeOllA] A|ARL A|ZHS SHQIBILICE cluster date show

=ML A2t FHE AZIHE 71E2 2 Lt

3. LOADER Z2IEO0f|A, replacement_node:sHow date2| LMt A|ZHS EISHA AR

=

SHut O A|ZH2 GMTZ H|Z2E/L|Ct

4. QS AR WM =9 LM(GMT)S 'SET DATE_MM/ddlyyyy '2 MXstL|Ct
S. WQTHALR WA =9 AZHS GMT 2|2 'SET TIME_hh:mm:ss_'2 MAtL|C}

=

6. LOADER ZE2ZEO0||M replacement_node®| LMt 8l A|ZHS &QIStL|CE date
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2. AEED ZEO| HAIE AAE MEfT} XA 43 UX|SHK| toH HEEE] ZE2| HA HEHE "ha-config
modify controller ha-state"= A& gtL|Ct

HA AEfQ| Zf

rlo

Ct

glo

S otLte o= AFLICE

o &}

° mcc

° mcc-2n

° 'mcip LICt
° H|5t

3. HEER ZEO| HAIE AAR MEfT} A AR 43 AX|SHR| ko™ HEEE ZE2| HA &EHE "ha-config
modify controller ha-state"2 A& gfL|Ct

4. MH™o| HAE|JE=X| &lgtL|Ct. ha-config show
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1. A|ARIS CHA| L C
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d. sie S 22It0] CHE #H|0| 22 &elet CHS Config Advisore| £3& &lgfLCt.
2CH: C|A3 S mgekehct

AER|X| AIARIO] HA % L0l QL= Z9, TAH B2 Al 7|Huo] Ssts A ZHES2| BEO| AAH DI} S0

il
ClA3o SEHELICE  replacement_controllerS SIS ] A|A”! ID HAS &Qlst CHS HEHO| THE|J =X
gholstoF gLt

O] ZXt= HA M0l ONTAPE 2&5t= A|AHRI|R HEEL|CY.

1. replacement_controller7t SX|E4 BEM>"TEOTE FA|)Q AR QX2 PEE SRt 2 TETEQ
"halt"= O|SgLICt

2. system ID mismatch: boot_ontap2 218t A|AE IDE M olst2t= HAIXI 7L EA|EH
_replacement_controller®] LOADER ZE2IXENN ZHEE2{E RElotD yE STLIC

3. replacement_controller 2&01 'Waiting for 2tet. ' HIA|X|7F EAIE Wi7tX] 7|CH2l = HAXOl HEZE2{0|M M
OIEL] A|AE! D7} XIS O 2 X|HE|UY=X] Q‘?JEH-IE}. 'storage failover show

W EHol= &4 AEEH0|M AL IDIHABEACHS HIAIX[QE 27H SHFE 017 3 M ID7t EA|=[0{0F
SLICt. ChZ oIFI0A node2E WHIE HMCMH M A|AR ID7F 151759706 LI Ct.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

A|AEIO| MetroCluster A2 AL ZHEE2{ Ml 'MetroCluster node show' & ZL|E{ ST}

MetroCluster 282 HAL AMEZ E|S2|2{H uH| S E B ME HE|[H, 0| 2 Z ZHEZ2{0of| A=l AEl7}
HAZ|H DR O|2{20| 23tz HA REJH HEA|ELICEH MetroCluster node show-fields node-systemid E&
Z2 2 MetroCluster 7+40| F& HE|Z SO0 W7tX| O™ A|AE IDE EAIRLICH

gl

EZE2{7| MetroCluster 1A0]| = Z 2 MetroCluster AEHO| L}2} 212 AL X}7} RHsH ALO|EQ| HEZ 210!
A2 D
oT

RZ D ZCof C|A3o Qg ASKI7I BA|E|=X| &olstL|C}
ClS = =740| R= %ol Z2 0] X{0| L QBHL|C},

° MetroCluster 7+40| et AE{IL|CH
> replacement_controller= X{slf AfO|E0]| = ClAT S| X ARAHRLICE
"4 E MetroCluster T 0M HA EH|0| 2 2H ! MetroCluster A X|2H S0 C|AT AQFHO0| HAEIL|C}
A|ABIO| MetroCluster 7181 AL 2t ZIEE2{7} 'MetroCluster node show-fields configuration-state’ =

THE O] A=K ALt

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

Zt AEZ2{0f| Chal| o A== 25 0] 'vol show-node-name’Q1X| 2HQIStL|C}
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cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed
cluster B
controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SAE7HE Y SEHof ALH A 2[X[H

-

kel

ol 2t= &Lt

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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'MetroCluster switchover'
FHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal

—

oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).

J2{H...

ChE EHAIS TAgLICt

> 0
0°I* 0>

.J

_'_

=
s o
=g MKE

t ZAE Z2{ MetroCluster %

L
—_

A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| Q.

MSot== sH{of LICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
=

74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.
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4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...

0 mccl-a2

6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

S A 32
Oi22[AIO|ES +=FeLICt,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X[R7t HEE|™ -override-vetoes IH7HEH ~Z AF25L0{ 'MetroCluster 2H' HHE S A AHS £ ASLICE.
O] MEHX Oj7{ HA-E AtEc= AR A|AHS E7 X2 UKot RE AT E H|QI2 TH™ Q| gfLCt,

ca

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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1. @E L CJ} "enabled" AEll(MetroCluster node show)di| =X 2IgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM S 7|37t 2t2 | }=X]| ZHQIBELICE 'MetroCluster vserver show'
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cluster B::>

Cluster

Local:

Remote:

cluster B configured
cluster A configured

5 - A9IX|8" AtERO]| OB A9X|8) EHIO] CIFS] A FYLITH

metrocluster show

Configuration State Mode

switchover

waiting-for-switchback

SHAEIHE Y JEfol| A H A{X|4 20| b= FLIC

cluster B:

Cluster

Local:

Remote:

:> metrocluster show
Configuration State Mode
cluster B configured normal
cluster A configured normal
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
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'MetroCluster switchover'
FHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal
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-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH
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3. Faxel 22{AE0M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 22|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...

0 mccl-a2

6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

S A 32
Oi22[AIO|ES +=FeLICt,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X[R7t HEE|™ -override-vetoes IH7HEH ~Z AF25L0{ 'MetroCluster 2H' HHE S A AHS £ ASLICE.
O] MEHX Oj7{ HA-E AtEc= AR A|AHS E7 X2 UKot RE AT E H|QI2 TH™ Q| gfLCt,

ca

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2E SVMOIM THS 7|27t 2t =AU =X| ZRIBLICE. 'MetroCluster vserver show'
23 2ol ofsf £ =[= AHS LIF 0r0|322{|0| 40| 'MetroCluster check lif show 0fl 83X OZ =2 | AU E=X|
gto|

Haxel FAE A= 2E =E0|M 'MetroCluster 29/ X[ HEH S AHZ5H0{ AQ{X|HS A BtLICE.
X

o
A QK| X A0| 2 Z |} =X| 2kQlL|Ct 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

o o

Mo >t
otrie

oF |>

SnapMirror &= SnapVault 42 CHA| A&™etL|Ct,



7EHA: o7 ZdSt 252 NetAppo gHet

7|E2t e S E RMA | 0] 2 2 RF7} Lot RFS NetAppo| BhetetL|Ch & HZSHIAR "§5 HE
S, WA HO[X|§ HZSHA|IL.

NVDIMM-AFF A4002 w Af|gtL|C}

AN AEIO| Z2fA| $HO| O BLIALE AHEI NVDIMMO| LHHE QI =
M AEE 20| NVDIMME wK[sjof eiL|Ct J&X| QE A|AE o< 0] 2rdgtL|Ct,

AMARISITHE 2E 718 247t SHIZA| 2tS0Hof LICH. 2K 42 B2 7I= XY A0 22[8H0F gLt

QE7L UMt 1 QA S ISYNERE B2 WK FRU 74 42 wH|sHofF FL|Ct,

81


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA HOJEIE A% RBE 4 UEE HES2IS Q4o FHLIC

tApp Storage Encryption2 At83t= 22 2| X[Ho| w2} MSIDE A ™sHof EL|CH "SEDE ES =X
£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
=4E HEED SCS| £8[0| =29 2. E S=gL it cluster kernel-service show BE2 L

O|F, o =2 A& HEll, oie =2 7184 HEl 8l alie ==9| 25 HEHE EAIFLICH

2} SCSI £3[0|E T2 M AE SHAE Q| CIE =0 BHH HZHo|| QLo{of BtLICE nASE XIgst| Hof|
£ =HIE s ZsHoF gLct.

* O 27K Ol ¢l 2HAE T A= 2 FE 0 AOF BfLICH S AE 7F =0 gL o HEEE

Xt 5L Efoil ol FALSEZL EAIEIE B &4 HEEE S=PY| Mol 2H S SHZ8HOF L ChE X)
"= 2T AE ST|SHRLICH

|

1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct

() x5 uas vzysBIALIL Tt EASR y'E gt

3. 2HE HEEDE R ZEIEZ JINHIHYAIR.

EHE HESHI BAE = s
=
o

LOADER MAIX|7} EAIEILICE  CHZ THAIZ Ol SELIC.

gket o] 5. Ctrl-CE +E Ct3 H|A|X[7} LIEILIH yE FELICH

AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover

ZISIE -ofnode_impaired_node_name_'0flA| &4 El HEZE2E Ql4-6t7Lt
STheLct
4 E HEER 0| 7|28 S J|Ci2|= ... O] EA|E[H Ctrl-CE F8
Chs yE SEHYLICL

> o

M 2: HEEZ7} 2 E MetroCluster0| Q! &L|CH
MNEI ZIEERE Z=ol2H HEEDY MEHE 2Qlstl, HRst 22 HEER MRS Moo MAHol


https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

HEESIt 24 E HEEY AEZX|0|M HIO|HE A%

Of ZhHofl 3

* NetApp Storage Encryption2 A23H= 22 2| "FIPS E2}0|E &£
g|=E2|7|" MMl X|&lof w2t MSIDE A Fslof BtL|Ct "CLIZ

* Y HEE 0| HAUS S5t o] Aol obx[atoy M

o

|

1. MetroCluster AEfE 2215104
Mete| Q=X gl ot

-

2. X5 EA7h LER=X| o0

7t AtSC = M| X| 9f,
'MetroCluster switchover'
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controller A 1::> metrocluster heal

—

oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).

J2{H...

ChE EHAIS TAgLICt

> 0
0°I* 0>

.J

_'_

=
s o
=g MKE

t ZAE Z2{ MetroCluster %

L
—_

A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| Q.

MSot== sH{of LICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
=

74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH

S AHE3H0| 0 12| AH|O| EOf 2Ef

—
e ZE2

3. Faxel 22{AE0M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 22|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...

0 mccl-a2

6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

S A 32
Oi22[AIO|ES +=FeLICt,

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X[R7t HEE|™ -override-vetoes IH7HEH ~Z AF25L0{ 'MetroCluster 2H' HHE S A AHS £ ASLICE.
O] MEHX Oj7{ HA-E AtEc= AR A|AHS E7 X2 UKot RE AT E H|QI2 TH™ Q| gfLCt,

ca

7. ek 2 AE{0| M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz ==X EltLCt.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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A3 E

o
0% AO|E 2] SVM(Sync-Source Storage Virtual Machine)o| 241 Atefo| 1 221 [ Z0{|M H[o|HE M35tz
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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'MetroCluster switchover'
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controller A 1::> metrocluster heal
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74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid

6. MetroCluster

_dp, mirrored, normal...

bl £hA

=2 E
=E

E 04 12|A|0| E( heal-phase root-aggregate) EHES AtE35t0] FE

stel i =
oja2|A0|ES HBILICt

mcclA::

:> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X[R7t HEE|™ -override-vetoes IH7HEH ~Z AF25L0{ 'MetroCluster 2H' HHE S A AHS £ ASLICE.
O] MEHX Oj7{ HA-E A2t ER AIAH2 E7 &

7. CHAH 22{AEO0| M 'MetroCluster operation show' E@HS AF25H0] 2t 20| 2t Z £ Y =X 2HQIStL|Ct,

mcclA:

=
E7 HYUS LSt ZE 2T E H|QlS MFolgL .

ca

o
—_— 1

:> metrocluster operation show

Operation: heal-root-aggregates

State: successful

Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

Aol= 2| &

2, #Alol=20] AZE 21|

i

ESSEEW

X0l AO|=E A FH AHo|= 22| YXIE CrAl EXI& off A o[=0| Fe|ELICt

HEED Z=0|M A o|S &HE| FRIE 22[5t0] ehZ0f Lt

O T3 K|

E Ol2i=2 =8 Ct2 F 2liXIE SAlof| of2i= SELICE

93



HEE2 ZE0| MAIG|A 22t 77 L Ct

2\

5L e

HEE2{7} AjA| 9O Z o7t O|S3fLIC}

° S I

7. HE=7

3EA: PCle 7t=5 WA|SfLICH

PCle 7}=E uA[SIHH 2F 7 &liot PCle 7F=5 20t ZIEES ZE0M 7tE7H S0 /U= 2H0IME WA =
HEE2 2=0| PCle 2t0|XE CtA| 2 X|3H{OF BHL|Ct.

94



1. WNE 7=}

a.

d.
2. 2t0|XO|A PCle 7IEE E&
a. PCle 7t=0f| AMAS &~ JEE 2H0[KE SEILICH

=

b. PCle 20| X X80l Q= &2 EafS +

PCle 23 PCle4-5

2to[ X &= ekl

PCI 7tE &= 2K

PCI &2 Zajjo|E

oo =

PCI 7t=

PCle 7IE0]| Y S £ A= SFP L= QSFP EE2 2 & E2|gLC}.

2tO[X7t ZEES] IS0 M 242t 9|2 S2HLIC.
2tO|XE 222 S0{22] BHet EH| s&LICh

gfLct,

=

=0 A= 20N E 22 LTt
37| HE Mo FF MS =21 37| HEE € HEER IS FIZEe= U L2
SELICh

95



d. He{zlE A% 2o 22 A2U0M FI=E EHtZ 50| 28 PCle 7LEE 2t0|Mof| M Z2[ghL| Tt

A
3. 27l0f| FIES HE T 230 II=EE =2 210/ X0 K| PCle 7tEE AX|St1 20X 2| ZH m{ES FH&LICH
ROl McHE 331 AZlof ZAre o FH=0]| @S DE2H| SHUAIL. PCle 7t== &0 25| 2ot

ROl FtIEE X2 mf 7t= 220| M= =o[X| &*QE Y FIEE MASIH FtE 22US
tEE EX|¢ LS H SR 2|8t 7E=E ChA| X[ C)

ot Ok
-0
—°¢ru|>
\UQ

4. 2l0|ME T K[L|Ct.
a. 2t0|XE 2t0|X £ X0 QU= Eof| W= CHS TS ot 2 LHRILCY.
b. 2}0|XZ Ot E=9| Azl0f £HIZ Lo W&LICH
c. 2fX|E 2to|x e HIt 22 0|2 E&ILICH
ATHA|: XL FEES w AL T

HIXHZ! FtE= 20X o (&R 4 8 5) Of2Hof| ASLICH HIAF! FE=0f HM[ABHH 20| M E 2|5t MKt
IEE 11I°F Ct= 20X = 32 CEA| X8O SHL|CE XtMISt L1882 HEE2 2EQ FRU WS HZHAIL.

CtZ ofiLfmiold, O = 7|5 E HAE AEst0 HIXtE FI=8 wHE & ASLICH

OHLITH|O]M - BIXHL! FtES WH|RL|CE

96


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e3fd32b6-bdbb-4c53-b666-b030018a5744

o PCI 20| X

9 20| x| &0 LEAt

e 2to|X Jt=

1. 2to|X ¥z 3(&

=

A

a Z7| 4E =0
=Y

b. PCle 7}=01| 22 4 U= SFP &
X

c. 2f0|XN 2%9| 2to|X = XIE

2tO|X7t ZIEEE] Z=0{A o2t /= St LTt
d. 2l0|ME S0f 22l C+Z AF= 0|1 HHst 2ol FLICH
2. HXtd FtES wAELICt

a. 7t=0|M QSFP = SFP 2E2 2 & E2[&L|ct.



b. HIXtl Fk=9| £FO| LIAE 211 tEE A2M0M Z1H T A
C. WA HX: Ft=F 2200t 70| = T 9| =
d. Xt FtEQ| LH| LIAFS ZLCt.

3. 2}0|XME MAX|ELICt
a. 2f0|ME 20X &7 ZHf| )l= Tof| S CfS TS Of2f| 2 LHELIC.
b. 2t0|ME OtHEE9| A70f £HIZ 20| F&LICH

o=
c. 2fX|E 20| 9l Tzt Z2 0|2 SELICL

EE ZE0M 718 245 uAet = AEER 2SS MAIM| XHEX|¢ Ch2 RAIEs ZEZ HEIGOF LTt

1. Otzl ofl0] HEES ©X| 942 R 00 HES HoHA|I2.

2. ZlE2e| DEC| B2 MAIS YT0| L [+ HES2 TES ¥ THABA 20| Lo YesLict
() xS wikxl HES2 252 MAI0] TS| MUK THIAIL.

3. 2R0j w2t A|ARS ChA] HZRILICE

a MH I=E HEY 33 K0 HZotn HH AHo|S Fz 12| E ChAl Ex[et Ot g HE S5 XIS T
HAZLCH
b. 3 2HXIS AHE3I0] HEER ZE0| ZYTa} BHLt 2bM S| FAME W7kX| HA| ¢t 2 EHEHs| ol F&LICH

a. HZ KE /ZCR = T3 Ho| E2|=E HESR &S 7|22 L3 ZEET S 25| 2ol 2 U3
I KIE T3 ?XIZ LHed MA[of REED| ZARLIC

b. OF%] AX|SHX| 42 HR A0|= 22| KIS CHA| EX[SHYAIR

c. Y BRE ZZMAE BHIID 'Crl-C'E =81 20z REYLIC

() 2ol 28 siRolM BEE 2L 202 HEsts SN Mg

d. LOADER ZEIZE0|A BYEE 2&5t0{ PCle 7= 3! 7|Et 1M QAE MX7|otstn HEERE
MEE L

5. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S H|2%t0] ZIEERE Mo &5 AE{Z
E|EEI|_||:_|.

98



6. X dtzto| |2 stEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& Bt Ct

HAEE2S 2aste{pl A AHS WItSetn AESE DES Yl 13 RS ¥elo| ChA| ALRE| £ S Maso}
gt
1. HRO| mat A|AS ChA| HZELIC
0|C|of Z4H{E{(QSFP £k SFP)S Halet 29 BN A0S S ARsHs 2 Tha| MX[sHof Biict

=gt

3. Xt= gh2to| v M5zl HL 'Storage failover modify -node local -auto-2t2t true’S CHA| A BtL|Ct

7HA|: 2 £ MetroCluster 70| A Oi 12| HO0|ES CHA| T EtetL|Ct

2= E MetroCluster 80X FRU WKIE 2t=3t 20{= MetroCluster 22| X|2H
O|™ AtO|E Q| SVM(Sync-Source Storage V|rtual Machine)O| & MEjo| =& C|

THS HA 2F MEfZ TS £ Q&L

st 2 LTt 22
Zojl B0IEIZ HZste

|> mjo
HI

0| &t 21 E MetroCluster A F MEIL|C}

ThA|
1. BE L CJ} "enabled" AEll(MetroCluster node show)di| =X 2lgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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tApp Storage Encryption2 At83t= 22 2| X[Ho| w2} MSIDE A ™sHof EL|CH "SEDE ES =X
£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
=4E HEED SCS| £8[0| =29 2. E S=gL it cluster kernel-service show BE2 L

O|F, o =2 A& HEll, oie =2 7184 HEl 8l alie ==9| 25 HEHE EAIFLICH

2} SCSI £3[0|E T2 M AE SHAE Q| CIE =0 BHH HZHo|| QLo{of BtLICE nASE XIgst| Hof|
£ =HIE s ZsHoF gLct.
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Xt 5L Efoil ol FALSEZL EAIEIE B &4 HEEE S=PY| Mol 2H S SHZ8HOF L ChE X)
"= 2T AE ST|SHRLICH
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct

() x5 uas vzysBIALIL Tt EASR y'E gt

3. 2HE HEEDE R ZEIEZ JINHIHYAIR.

EHE HESHI BAE = s
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LOADER MAIX|7} EAIEILICE  CHZ THAIZ Ol SELIC.

gket o] 5. Ctrl-CE +E Ct3 H|A|X[7} LIEILIH yE FELICH

AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover

ZISIE -ofnode_impaired_node_name_'0flA| &4 El HEZE2E Ql4-6t7Lt
STheLct
4 E HEER 0| 7|28 S J|Ci2|= ... O] EA|E[H Ctrl-CE F8
Chs yE SEHYLICL
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1. MetroCluster AEfE 2215104
Mete| Q=X gl ot
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2. X5 EA7h LER=X| o0

7t AtSC = M| X| 9f,
'MetroCluster switchover'
FHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal
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oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).
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t ZAE Z2{ MetroCluster %

L
—_

A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| Q.

MSot== sH{of LICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
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74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH

S AHE3H0| 0 12| AH|O| EOf 2Ef

—
e ZE2

3. Faxel 22{AE0M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 22|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...

0 mccl-a2

6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

stel i =
oja2|A0|ES HBILICt

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes DN7HEHFE A SHH 'MetroCluster H2l' HHE S M AlSHe ¢ JASL
O MEH™ Of7{f HE ALESHE AR AAHI2 51 XS WXt ZE ATE H|Q1S Yo etL|Ct.

o
—_— 1

7. CHAH 22{AEO0| M 'MetroCluster operation show' E@HS AF25H0] 2t 20| 2t Z £ Y =X 2HQIStL|Ct,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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4. ZIEEE ZE0|M #H0|E 22| XIS 222|510 $HZ0f| FLICH

O. UE EF KIS ot 2 £ E ChZ F XIS SAlofl of2i= SELICE
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3EHAI: RTC BHE{2|S W MIRfLICt

HEE2| 25 Lol A RTC HIEI2IS X2 C13 S5 tiIS
Lol FRU %2 ATOHIAIL.
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e AlE RTC HiE{2|

1. OFZ| HX|E|X| 42 B2 SHIEA| HXISHIAIL.

2. 0jlof HEES gLt

a. oflof HE HHo|| = &2 BS UEER 28 S el =8I
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4. MY 35 BR7L HBE O UX| 2 e 32 KIS CHA| AZStD M@ A0|2 I8 EX|E CHA
HX|SL|C,
5. HEER ZE MXIE t=gLct
a. &3 HX[E A8 ZEER ZE0| ZLT} DLt PG| ZALE WX MA| QtQ 2 BHEFS| ”of F &Lt
HEER RE0| 2AM5| AL g eix| 7t A&ect
@ HUE 7} 2MEX] S E HEEY ZES A0 2ol & mf BH=3H &8 716HR| Oy Al L.
EZ2 ZS0| A0 2tH3| EATZ|H HEZ 2RI A|ZEL|CHL 2E T2 MAE FTH FH|E SHYAR.
a. a3 XS ABCE S &3 Uo| Z2|=E HEER 52 7|20 T3 HEES E 205 Yol d2 02
&3 2iX[E &F IKIZ L2 MA|of tHS| ZEFRL|CE
b. OFz] MX|SIX| 42 Z<2 Z0|E 22| FK|E CHA| HX|SHYAIL.
C. §A HE DR2NAE ST Cirl-C'& =2 2EHZE F-IEL|CH.
() Aasol 28 siRolM BEE FS 202 HEsts SN Mg
6. # 19 AlZH S IS M- ELICH
a. 'show date' BHOZ Ha&ol AEE Q| &M 3! A[ZHS =elstrt
b. cH& ZAEE2{2| LOADER ZEIZEO0|A A|ZH 9! IWE =tolgtL|ct
c. Ut AL 'mm/ddlyyyy HHOZ LUIME $H-EHL|CE
d et 22 ‘A7t 4 hhimm:ss' BHEE AHE5I0{ GMTE A|ZHS A&t
e. & HEER O It & A|Zh2 SlgfL|Ch
7. LOADER ZEZE0|A BYES 2250 PCle 7tE U 7|Et M R4S ME7|otstn HEEHE MBS SLICH
8. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M|33t0] ZHAEZ2{E A X5 AMEi 2

g|=2lL|C}
9. X}z gtzto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-t2t true’S CHA| A& BtL|Ct
5THA|: 2. E MetroCluster 71430{| A Ol J2[A|O|EE CIA| MetetL|Ct
2= MetroCluster 40X FRU 1 H|E 2t2 5t 0= MetroCluster 29| X[ =4S ek 4~ ﬂ%Llﬁf J2{H
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0] AFO|E 2| SVM(Sync-Source Storage Virtual Machine)0| £ AtEj0| 11 221 €| E0M HIO|HE H35t=
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HH S AL26L0] AQ X[ S fHTHL|CL,
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

o o

Mo >t
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oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH
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