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.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE &l

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO| P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|At MM S l=fgiL|Ct.

(=]

* 7|2 AHIO|EY0|9] IP 4
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICH boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

-

d AE2|X|E HS2 HESRIS WY U = SYLIC,

'Storage failover 22t - ofnode_impaired_node_name '

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20| U= FES NetApp=2 HHEFRLCH

AT 22l O|C|0{E NetApp 22 B2t - AFF A400

AFF A400 A|AEIO| 1M QAT DXL AR NELE HES NetApp OF HHatsiMR. "2
Ukst ol DA KRS LIRS HIO| XIS AESHA
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AlZs{E WA 7 AMEE dEotd, ZIEEHE S=ot1, B E DIL|0E wAst, A|IA-0| O[0|X|E SRIstES
o CHE, AAE 7|5S &elstM K.

o "2El 0|Cjof @7 AfRE HEFLICH
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S 0|C|o] uN 27 ArgES dESLCH

e too 7| XY S JEHE ehelgh| o
o} o
I_

=

7| BEIXL SESE[0f Q=X = LootEl Tl A3 J=X] 2elghL|Cf.

"SE OIC{E wH|EfLct

A8 2| RE0M RV 2o B 0|0 E Mot wH| 28 0|C{0E dX[et THZ USB S2Al E2I0|EE
&350 ONTAP O|0|X|E & EILIC.

-

P

|
f

"= O[0[X[E RE L CH

USB S2}0| =0\ ONTAP O|0|XIS REBHT T2 AAHS 220 TS 37 HAS solgh|ch

o =3}

ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt 7 7| 242|XE S LTt

o "EHOH 7} ErASH HES NetAppl 2 HhetstL|Ch
E x

=
e =
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+& £8 0|C|of =5 27 At - AFF A400
AFF A400 A|AEIS| HE D|C|{E WA|SH| Ho| M3Xel N E fot E4 72
SEI=X| RISHMAIL. 0{7[0|= XAt 29| X7 27t0| Y= USB ZeiA| E2H0|E 7t
UEeX|, 22|10 SHIE uN| Bl &X|7t J=X| 2elst= 40| TEHEIL|C
AE2|X| A|AEIO|A ONTAP 9.17.1 O|AIS A8l Z0| AL [HS S AIRSIAAIQ."AIS HEl 27 Eip | A|AHIO||A
O|™ B2 ONTAP A3 Z0l AR 4= HE| 231 TSI N AS A0 EHL|C}.
USB Z2liA| E2to|=

* USB Z2{lA| S2}0|E7} FAT322 EOHE|Q=X| SOI5IM| Q.

* USBOIl= CHE 2 MY 4 Ql= £23H M& 20| l0{0F FLICH image xxx.tgz M.

ohY =]

SASICE image xxx.tgz IHYES USB Z2iA| E2t0|E0]| SAtELICE O] IHU2 USB Z2iA| E2I0|EE A5t
ONTAP O|0|X|E M&e f AFZEILICE

I oA T

AHIist 148 QA E NetApp [N XSot wH| 24 A2 WARIL|CH

ChZ B

S8 0ICI01E uAStE ol 2%t @7 Ards HES £ & "R 2 O|CI0o|M =s} 7] XY 8 JEfS =relgfL(ct
"=AsHoF LICt.

r

F

oo

o} 7| X| & 31 AEf =2l - AFF A400

2 |
I5HOF BfL|Ct. ONTAP HZT 0| NVE(NetApp 28 2=2hHE X[ASH=X| &eldtn

=)
E2|X| A ARS| H0]E 2ots 7X[sta{E £& D|C|o{o|A =et 7| X
o
EEcIE SRot7| Tof| 7| 2|t g AEfRlX| ghelgfL|C,

ik >

AEa|x| A|ASI0|M ONTAP 9.17.1 0| AH2 Aot
O[F HZO| ONTAP A% Z0I 29 45 Byl =7

1EH|: NVE X[ 22 =¢85t SHHE ONTAP O|0|X| S L2 ZE5HM| 2.

[n
9'1-

£ 0|0 WHE flo SHHE ONTAP O[0|X|E LI22
X|@sh=A] 2lstH Q.

ot 2~ AUZE ONTAP HTO| NetApp 2E& YZSHNVE)E

CHA|
1. ONTAP HZHO| A5 otE X|st=X| SISt K.

version -v
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30| ZetEl 10n0-DARE B2 NVEE= A2 ¢l S2{AE HEO|AM X[ =X 5L

[Eoa =]

2. NVE XIgloll ti2} ==3t ONTAP O|0|X/S LR 2Esthla

> NVEZt X| | = AL NetApp Volume Encryptione AF23t0{ ONTAP O|0|X|E CHR2Z =L C.

° NVE7} X[} E[X| ¢¢= B2 NetApp 28

2/ 3} §l0] ONTAP O|0|X|E CH2ZESHAM K.

@ NetApp K| AO|EO|A| ONTAP O|0|X|& HTTP = FTP A|HLI 22 E0Z

CH2 2L Ch #8 0|00 WA Xt St of O|0|X| mjo] BT,

2CHA|: 7| | X} ALE] SHQ1 gl 1A EHY

EHE HEERE S=oH7| Hof| 7| 22|X 742 2felstn et YHE MASHA K.

= = = — o
tHA|
1. A AHIOM 2d3tel 7] 2H2|XHE 2helst|ct
ONTAP HTQL|Ct o HS ALt

ONTAP 9.14.1 O| &

security key-manager keystore show

* EKMS AE351H EkM O]

[m3]
o o
* OKM& AFE3H okM O HE =0 HA|ELICH

+ 7| 22Ixp7t x| 0f UK O

g E=0| EAIELICH
x g

= No key manager keystores

configured & £20|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKM2 AFE6H external O BH =30 HA[EL|CT.

* OKME AFE3H onboard 0| BE =20 EA|ELICH

* 7| 22|xt7F BEEO UK 2
configured @& 30| O] EA|E/L|CH
2. N A" 7| 2E|XE7F LM E|0] Q=X O 20l W2t CHS F SHLIE 3R

7| 2| X7t LG =X 2 F

7| 22| X7t 74 E E2(EKM L= OKM):
a. 7| HE|X|M 15 7| SEHE EASHEH 2 2| FES LA K.

security key-manager key query

b. £218 HAESI D S &AQISIMR. Restored . O | 22| XHEKM E= OKM)2| 2!
SHUEJA=X R E LIEFHL|C

PO™M No key managers
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EASHE 32 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsH.

a. BE 7|7t SAEH &d4E HEESHE Mo S2otn S EAE TAY + ASLICE

2HE 7| Z#2|XHOKM)
CtS ©HAS ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T HA S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} REZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIXIZF A2 32Xt2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!0| 29|5HMIR.

d. BE= 91F 7|7t SYUEA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true ZE 215 7| U Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
L ng Het BEEZ Met
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
WK EA B0l OKME S22 S70l0f = 22 0| i YEIL ERELIC]
i. 22X} REZ =S0F}17):

set -priv admin

AE2[X] A A0 ONTAP 9.17.1 0|2 &l 52 R LIZS AIEOIHAR."AIS 22 57 2P . AIA- oA
O[T TS| ONTAP ¥l Tl FR =5 RE 7 ZZNAE AHZ8H{0F LTt
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1. 2AME HEERE 20 TETEZ JIH7HIAL.

EHE ZHESEHI HAE= E2... d2HE

LOADER H|A|X| 7} HA|EL|CH HEER 2E HMAH 2 o|SHLIC.

"Il JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q2] impaired_node_name’0ll | &4 & HEZE2 S Ql4=5tALE SERIL|C

< rp
u [?

SEELICH

2. LOADER ZEIZE0|M 'printenv'E Yt ZE HE 2t
ORKE-E

SM 2: ZIEE2{7} MetroCluster 710 U&LICH

ro

e FK|7

—_—

LYEAAL HSOHR| gh= R HASOHK| g2 = USLHICH

(D) NAH0| 2t MetroCluster 742! B2 0] BAHS ALZSHR ORI,

AE2X[Of| M CO|HE A& MESE

AME AESRE ZastaY AESR MBS HoIotn, LRt A9 HANQl HESa{7 4H HES
ot 4 *
* 7} 27K O|AQI SBAE{T} QUi B A0l A0{O} FLITH S2AE| T} HAo| AL HA 2E
Arefoll CHoH FALSEZH BAIElE 29 A4 HES2IE SR07| Ho| 2XS fZsHoF BILICKAE) "=E8
Z2{AE(et SI[sHELICH.

* MetroCluster 20| = AL MetroCluster A& AEf7F FME|0] QT ST =7}

4% gl & Ab
AFEH('MetroCluster node show')@!X| ZHQIsH{OF BHL|C},

A
= X oo

o

1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5t0{ XI5 H|0|A MHS AX|EL|Ct

oco=

CHS AutoSupport HIA|X|= 5 A2 SOt XS 70| A MM S ARX|BILICE: ' cluster1: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

el AE S0 7|23 J|L2[= &... O] EAIE[H Ctr-CE +E Lt

{0l x+H 2

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-2tet false’E AHS 2 2 ghetphL|Ct
3. 2MEI HEERE ZE TETER AL,

EHE HEEHIL BAE = E2... J3H..

LOADER MIA|X|7t EA|EIL|CH LIS A2 ol SgLICt.

get o] ... Ctr-CE +E L2 HIAIX|7t LIEHLIH yE +ELICH
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EME HEES I BAE = 2., JH..

ANMARIZETE L= A5 ANl ZAE E2] 'storage failover takeover

DTETENAH Qs Q13) -ofnode_impaired_node_name_ 'Ol A &M El HEE2{E QI8 ALt
FoishLct
E4E HEED 0| 7|E¥ME J|Ci2[= ... 0| BA|E|H Cl-CE FE LIS

=M 3: ZHEE2{7t 2= MetroCluster0f| U&LICt

EHE HEEHE S=otHH HAEER HEIE &elotyl, 2ot Z2 AEER TS Tt Yo HEE2{7
g HEEY AE2[X|0|M HIOIE{E A% MSSH=S sljof LIt

* Y HEE 0| HES S35t o ZExto| oHx|tol| MY S5 FAIE A FO{0F HLCt.

1. MetroCluster 2EHE 2Q15t0] EOi7} Q= HEE2|7t RSO E YA ZHEE2{(MetroCluster show)Z
Motz =X] =elgtL|ct

2. X3 EA|7h LER=X| of 0l 2t CHS FOl| okt T BLICE

ZHEEZ 24 68 e H

7t XS 2 MBtE|RAELICE CtS CHAE TIbetL|Ct

7t AASC 2 MBE|X| AUASLICEH HMA ZHEE2] MetroCluster BH| 7|52 Edl| A2zl HA| S22
LSt

7t Atso 2 MetE|X| HEH HAIXIE HESID 7tsot A 2H|E sfZ2st = CHA|

'"MetroCluster SW|tchover' HHOZ AN EMHE HEY + U= B2 7= X BN 2[5t AI2.

Hets Ao H, AKX 7t
HEE[RASLCH

g

3. HY=EQl 22 AE 0| M 'MetroCluster £ EHA| TA HHS M50 H0[E 0i22|AH|0|ES MS7|SHELCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X871 A -override-vetoes' 7} 1148 AIB3101 MetroCluster B8 HHE M AW 4 2lgLict. of
MR D) B4 S ALSSHE FP AAYS 27 HS WX|sts BE ALE H[OIS Y oIBHCY,

4. MetroCluster operation show BEZ A5t 20| A2 &Y =X| &rolgtL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@= AFE6t0] RE o 2|H0|EE

gL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X|R7t 7B E|H -override-vetoes H7HHSE AF25E0] 'MetroCluster 2Hl' HH S RAMS &~ JUELICE O]
MEHX D7 HAE-E AHEotE ER AAHS 57 Y2 UKot RE AT E H|QIZ2 MHQ|BfL|Ct.

7. tHA 22| AN 'MetroCluster operation show' E@HS At25t0] 2Hel Zt10| &AZ £} =X 2HQlstL|C,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

A

T
F8 DL E WHSHH &4 ZESE Z=S 22lotd WA £ 0L E EXIe TS
2l 0|0|X|E USB E2HA| EEI0|EZ T &3H{of BHL|Ct.
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AEE|X] A 2RO ONTAP 9.17.1 0 L
O] HZTIO| ONTAP &dll ¢l B2 =3 RE S+ ZZMAE ALE8HOF gL Lt

[= ]

2 R LI2S AFESHHAIR."AIs FE =7 ZA L A|A-ol|M
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
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AA
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AA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
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AA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.

mjo

A&t



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHoz A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIYER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretotX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21Z M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BiL|Ct

C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



6. XI= Hist

OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

o

H

Mot

IS B2 D 2.

storage failover modify -node local -auto-giveback true

7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

¢t HEl O|C|{E NetApp 22 tt2t - AFF A400

|
dheh SA|"KEM e LHE 2 HIO|X[S EZRSHAIL

M= E RMA X|&of| dHE 2 QE 7 2t EEZ NetAppol| Br=tetL|Ct,

MA| 24| 7HR - AFF A400

MAIS wAote{™ Mot ZIESE] ZES &4E MAOM &4

- O -

MAIZ FAHO0F gLCt.

MAleHS

Uzt Beo| A
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. 0| Mij= FCt
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ZCHO| BHAHSE A&

UELICH 2= 2 AR 2 2ol MH|A SHE FHsHH UE == SAH9 HR
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ZIEE2| T2 - AFF A400
TAOf| Merst AXtof| et HEZESE SEoHLE 24 E HEZEZE QU4SHMAL.

S8 1: MAIE 2N i HEESE S=UCH

Of Ext= 27l == 70| U= AR S QI AYULICE 22 AHE MH|AY I HY S=0f g XM[eE LHE2
HESHIAMR "AER[X| AARS HHHoZ ZRst HEAS ALILE oiZ 7H0|= - NetApp 7|& AH=E".

-

i

A|AHIo| HEFZIB|AZ A _IE-"OlI:oH__lEI-

o = SA "Active IQ Wellness 22! 2l Qal", A|AH 1AM QAO| LEDQ} ZHE x| A|AEIY Q=2

Z2gS 7|50 SLid.

rr
rin

S AH 25U 22 F& A 0|22 ME/2ES MESIH S AH =20
£ S20[AE/SAE| M NetApp A|ARO| CIOE{0f| M| ASHX| RS BfLIC
3. o el XAS AA| ZX|SLCH.

4. AutoSupport7t 243tEl 22 AH[0|A MM S ARSI A|AI0] QEEIRI0| & U= K ME= J|ZHE
HAIZLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2|{AE LEO| SP/BMC F4 Al:
system service-processor show -node * -fields address

6. 22AH 4S8 ZRPLICL
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7. 0|7 Tirle| ol LIYE 29| IP FAE AF23H0] SP/BMC over SSHO|l 2191501 TIgH Atz

DB &gt

EAE MAO A= 2712 = EE SX[ELIC

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|A 2FE[= SnapMirror S7|4 22{AHE AE5t= 22{AHL| H2R: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}Z0| HAIEH 2 AE Q| 2t AEZ2{0f CHsl| *y * S U=gLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t ZAEE2{7t HE W{7tX| 7|Ct2] & LOADER TE X EJ} HA|EL|C

=M 2: 24 MetroCluster 180N HEZEHE SE2SLICH

£AE HEERE S2ote{H HEED MEfE &Qlstn, LRt AR ZHEER MelS HMatsto] HAXQl ZHHEER 7}
£ME HEERY AEZ|X|0|M HIO|EHE A& M35t = offof BfL|Ct.

1. MetroCluster

CHaH
* Y HEEo| HES S=ot2E o] EAte| ox|=to| M S5 EXIE A FO0{0F Lt

ENE EQ1sto] Zoli7t Qe HEERJ A5 22 MAF Z{E Z8{(MetroCluster show)2

ALE
o
FMehE|Q=X| SoIgtL|C}

2. X3 EA7h LER=X| ofF0i| 2t CHS FOl| hat T BL(Ct

3.

ZHEEZ &4 o8 a2

7t S 2 MetE|RAELICE CtS CHAIE TIdgtL|Ct

7t AHSo 2 MBE|X| AUASLICH XA ZAEE2] MetroCluster 2H| 7|52 Edl| A2l HH| S22
Sl

7t S = MetE|X| o, HEH HAIXIE BESHD 7ts3ot A2 2X|E sfZst = CHA|

'MetroCluster switchover BHOZ A|ZSIMA|IQ. ENHIE SHEY 4= el 2 7|2 XY BEMO| 22[5tMA|2.

Hets MM, A K| 287t
HEE[R}SLHCH

Y=l S2{AE{0|M 'MetroCluster 22l THA| A BHS 40| H|O|E| O 22|A[0|EE S 7|2t LTt
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

K|R7t HEE|H -override-vetoes' 07 H~E AHESH0] 'MetroCluster 23" B S A 4~ JYSLICE O
MEIT D7) A ALSSHE B AAYS 27 XS YX|SHs RE ALE #1912 WHOIEHLC)
4. MetroCluster operation show BEZ AHE610] X140| 22 E[R=X| &olgtL|Ct.
controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
S. 'storage aggregate show' B AHE350{ 0§ I 2|#|0| EQ| HEHE RISt A|2.
controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 2277.1GB 2277.1GB % online 0 mccl-a2
raid dp, mirrored, normal...
6. MetroCluster 2H2l £t R E 0 32||0| E( heal-phase root-aggregate) BHS AI235I0| £ E 0f12|AH0|EE

st

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HE=H -overrlde vetoes D7HEHEE ARSI 'MetroCluster 2Hl' HEH S YAl & QI&L|C} 0]

MEfE ol H4S AFBSHS 9 AIAHS 27 TS WR[SHs BE ATE HlolS AL

7. CHAH 22{AEO0| M 'MetroCluster operation show' E@H2 AFE35H0] 2tel ZA0| b2 £ Y =X 2HQIStL|Ct,
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

fos
k>

e HEEY ZE0M T S8 SXIE 22l

SEQ|0{-AFF A4002 WAL C}

a2
- O
S MAl2 STt EE*'°I A AHAI2 HP'ILI Ef

1CH: AE SR 2RSS 22Ut

MAIE WAStAE O MAIMM ZIEES =2 22[6HO0F BiLICt.

A0I=2 HAH FH #0|S 22| XIS ChAl EX1E o #[0]S0] F2|ELITt.

4. ZEEE RE9| 21X 1 REZR|M 0|2 22| HX|E 22[ste] eHZo) SLICt

—

1
5. UZ EZ KIS of2i 2 £ 2 O3 5 XIS SAlofl of2liZ SELCH

HEZEE] ZS0[ MA[Of|Af ofZF 7/ LT
6. ZIEE ZES MA| B2 LO{LICt
ZEED] 25 SIS MAl 5122 2o o XIX|SH=X] &l gLt
7. EES ZE2 XS 0| T AfA|Q| CHE HEE2] 20 TS M O] BHA|S Bh=elL|Ct

MAIE WAHE f ™ 2SS WM MAIZ 0|S5tHHE ST 2 =M E Aohof LICt.

HFZH EXISHHAIL.

2
=
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2CHA|: 2= E MetroCluster 710l A 0 22[AH|0|EE CHA| MEtetL|Ct
0] 2 2= E MetroCluster +40f| 2t M ElL|C}.

|

1. BE =7} "enabled" AEll(MetroCluster node show)di| Y =X| ZHQIEHL|

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State

1 cluster A

controller A 1 configured enabled

completed
cluster B

controller B 1 configured enabled

switchback recovery
2 entries were displayed.

Ct

Mirroring Mode

if show’of| M3 &

2. BE SVMUIM [S 7|37t b2 =} =X ZHQIBHLICE 'MetroCluster vserver show'
3. B 10| I8 43 E|= XIS LIF 0F0|22|0|40]| 'MetroCluster check |
golstL|ct

4. HAHQ! 23| AE{0] Y= DE 0|4 MetroCluster ASIX[H S AL10] A9|X]4

{UX|E =A0| etZE|A}=X| &RIBL|CE '"MetroCluster show'

SHAETHTT| & - AQ(X[HH" HEHof| ASH AL K| ZH0] TS| A

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured switchover

Remote: cluster A configured waiting-for-
So{AE T FH Y HEfo] ASH AL|X[# =0 2tz E L|Ct.

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 3} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} 2ol QL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHOol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 27 XA 2 UKot ZE ATE H|QIS IH™QBtLLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE2 AF25H0{ 2t ZJ0| 2R =P E=X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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7. AT MH2 SRR Ittt 'AER K| C|AT EA-AFZ!

_replacement_controller®f| &st= Cl|AT = M A|ARI IDE HEA|SHOF &L|CH CHS Ofl0fl M= == 10| 2%t
CIA30f A A|AE! D 18737752770] EA|E/L|CE,

nodel> ‘storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

=M 2: 2 E MetroCluster 72| A|ARINA A|AHIIDE 522 S HEILICE

=2od

NTAPE A dlst= 21 E MetroCluster FAMME A ARIS HA 2 MENZ E|=2|7| Mo C|ATE M
AAH DE 2502 mfeetsiof stL|Ct.

o ZHe1of| CHaH

O] BXH= ONTAPZ Aldist= 2 E MetroCluster T+A19| A|AEI0|TF M ElL|C}

—

Of Zxtofl M SHIE ==0f CHet HES ZAHOF gLt

* impaired_node= X 22| £Hdst= L ERILICE
* replacement_node= 0| HAte| YR E &4E LEE WS A |t
(o]

* healthy _node= &M% =9 DR IIEL{QILICE.

A

1. OF=| TR EISHX| QUUCHH replacement_node= ZEEISIT "Ctrl-C"E YU=SI0] BHEl TZNAE FCH LS
H&LAL

M
BEAE Mol fRIE+ ZEZ BESE 82 UESHHA|I2.

AMARID 2 LKIZ Qo AL IDE RAISHEHE HIAIX|ZF LIEHLEH YE iZdstof BiL|CE,

= -H=

2. HM 59| 7|& AAH!I IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemidZt
Lt

0| 0|0l A Node_B_12 O[T A|AR ID7t 1180732921 O L =QJLICE
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dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 2ME LCEO| RX|E; ZE IETEM A A|AH IDE ZeleiL|ct "ClAT &

- —

O| oi[of| M A A|AE! ID= 118065481 4 LILC.

Local System ID: 118065481

4. disk show BE0M L2 A|AH] D HHE ALESH0{(FAS A|ARIC Z22) ClAT ARAES MELRILICH disk
reassign -s old system ID

21l oAl M BHOo{Q LIE2 'TIA3 THEH-s 118073209°0|Ct
AESEHE HIAXIZE LHELEH Y2 SEE = ASLIT
S. C|AZJt SHIZH| L EU=X| 2QAIBfL(CH

replacement_node0i| &%t C|A30]| replacement_node2| M A|AE! D7} EA|Z|=X| &QI8tL|Ct CHS
ol M= system-10l A 2Fot CIAT0H| A A|AE ID 1180654810 HA|ELICE.

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) PoolO J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) PoolO J8Y09DXC system-1
(118065481)

6. Y =E0M 20 Bt P A=K eleti|ct.

68



1.

12.

- MetroCluster & 'MetroCluster node show-fields configuration-state’S 221t

a. 1g Hst £F 'Set-Privilege advanced’ 2 HASL|Ct

112 REZ AlS Fdstet= HA|X| 7t LIEILIH Y2 SEE 4 QI&LICH 18 RE TETEJ}
LEEHEFLICH*>).

b. 30| HOJ} AR =X 2RIEHL|CE. 'system node run-node_local-node-name_partner savecore'

HH =20 savecore?l TI& SAUS LIEILH= Z S savecore?t 2t2E W7IX| 7|Ct2l CHS gtet H
ASBIL|CE. 'system node run-node_local-node-name_partner savecore -s command' £ ALE
savecore?| ZIMES DLIEHY 4 JSL|Ct </info>

C. admin #$t £+EOZ E7'et-Privilege admin’LICt

replacement_node’ RX|E HE(*> ZEIXE HA|)Ql 3 |RXE+ HEE ZF5t1 20 I
"halt"2 0| SEfLICt

replacement_node: boot_ontapS HE/&tL|Ct

replacement_node?} 25| 2&IEl = A QX[ (MetroCluster 22| X[8H)S A LTt

-

C

—_

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

Data ONTAPO|A| MetroCluster 7+ Zts & 2tQIstL|C},

a. & SE{AEOf Cigh Aef Z10 A|AR AME) AT BAE SQlSL(C}
b. MetroCluster?t M %[0 Q11 'MetroCluster show' (4 BE)2 MHE|0] Y=X| SHQIEhL|Ct

C. 'MetroCluster check run’O|2t= MetroCluster check= =3 $tCt
d. MetroCluster M3 EA| Z1}= MetroCluster check show® =2 $tr}

€. Config AdvisorS A&HEILICt. NetApp Support AFO|E 2| Config Advisor H|O|X| 2 0| S &fL|Ct
"support.netapp.com/NOW/download/tools/config_advisor/".

Config AdvisorE Aot = =79| ZHS HESIY ZH0|M AT ArS It EAE ZHE s 2St

AKX A AlZ2f|0]M:

a. LE TETEQA 15 Mo | 'Set-Privilege Advanced’ 2 HZARIL|C}

g8 DEZ A& TSt

&

g BE IEIZE(>)E 22 "y 2 SHElof gLt

%

3tof

o
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b. simulate parameter: MetroCluster switchover-simulate2 A 2| X|# SZtS L3S}

C. admin #ot +E2 = =7:'et-Privilege admin'®L|Ct

A AAEI 221 - AFF A400

NAEE MH| 2F 0= 571512 H NetApp Storage Encryption A 4(H23t 22)2 S5t
M HEEZ2{0|| Ci3t 2tO| MIAE MX|3t & 7| EQ} 3HH Hl2E RMA X| 20| MHE cj2 Alnist
HIS NetAppl 2 Bhetsl{of S|t

1CHA|: ONTAPO|A K| ZAEE2{0]| CHt 2H0| MIAE AX|ErL|Ct

EHOf7} UM L ET EE (L E EH) 2t0| AT QB ONTAP 7|52 AF2 52 22 _replacement_node0f| CHSt
M 2to|MIA S MX|slof EL|Ct. EZE 20| MAT} = J|59 AR 331* E{of 2t =0 7| =0l chst XtA| 7|7t Qlo{of

oT = =
gLt

Of ZfHofl 3

EI‘O|+'|_|A 7'3 AE*X|OI'7| x'”}l‘Il._ E—jvc— EI‘Ol*‘"Ajl' Iél X<l i |%% rep|acement node()-”kl 7:"_/_.|\_ AI- [13

AL
— & T
JgiLt &24E LE7F SHAHS Kt LEQI A2 i 7|S0l| Ciet 2to| AT QO™ J|52 HEY & Si&L

o= HA

CESH 20| A 2O[MIATL §l= 7|52 AFESHH 2to|MA Aokg E45tX| g = JO B2 JHstl o e
_replacement_node0f| 1A 2t0|MIA 7| EE= 7| E MX[s{Of SFL|CE.

AlZtsE7| o
2ol A 7| = 28Xt & 4|0|0{0F BfL|CY.

2to| A 7|15 X[ 4= A= 90| /Ol 71ZH0] JAFLICE. K0 7|2H0] XI'—F“ BE O™ 2to| M AT R obE LT,
FaotetoldlA 7|15 EX|et £ |0 7|ZH0] ELEZ| Toi| 2= 71E 24A12H St AX[stof LTt

AIZE0f K0l ONTAP 9.10.1 0142 A% SOIICIR! of M E TALS "AFF/FAS Al AEO)
(D) =toldx §E0|EE 93t OIE{EE M| S T2 A AAFSHIAIL. AIAES| £7| ONTAP H2|AS
A D2 A oM XtAS LIS HESHI A2 "NetApp Hardware UniverseS &6t A| 2",

EHA|

1. M 2to]MlA 77} 2R3 AL oM WA 2to|dlA F|E HOoMA
X|¢l) MMOf| M Software licenses(2ZE|0 2t0|MlA) E MEdstL|Ct,

@ Zast M 2f0|dIA 7|= RS2 2 MY R0 ol oMY FA42 HEELICH 302 0L
2tol A 77 Lotz O|H| RS EA| Ret FLR 7 X REMof| 225HHAL.

2. 2} 30| MA 7|2 Al A Blo|MA %7} 3j0]MA AE Bfo[MA 7, Blo[MA 7|2 MK|BHLICH
3. LR Z2 oM 2jo|MAS XA eiLICt,
. DJARR 2fO|HA BH0l-ato] MA Fa| - O|ALS - A8 0| M

a
b. 220| SHIEM A2SIX| &= AF2H9)| 'license clean-up-unused' S AMH|EHLICt
2CHA;: LIF =l Bl R s S5

replacement_nodeZ AMH|AZ Btelst7| HMof| LIF7} & ZEO| Y=X| &1, AutoSupport?t AR El AL

= —
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1. =2| QIE{H|0| AT} B MH Y ZEO|| CH3H 'network interface show-is-home false’2H= E11E sH=X| &QIgtL|Ct

LIF7t FALSEZ HA|Z|H 8iH LIFE & EEZ E|E&LICt network interface revert -vserver *
-1if *

2. NetApp Support0| A|AR UH HS E SEELICH

2hdotEl 32 AutoSupport HIA|X|E M &6 2 HS E SFEL|C
paye] q

SHe|0f UX| HoH E SZHLIL "NetApp X2 2H H2 S SFHLIC

° AutoSupportZ}
° AutoSupportZ}

3. 22{AE Q| HEHE HQIBIL|CL "ONTAPOIM AT RIEES A5 S A e FHE +AsH= Y "KAlet

=

LHE2 KB EME HXHYAIL.

4. AutoSupport X224 =R ER[HE 2 E MESI0 JIZRE ZSEYLICI system node
autosupport invoke -node * -type all -message MAINT=END E&H.

5. Ats gheto] H|g M stEl H L 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct
3CHA|: 2 E MetroCluster #&0f| A Oi12[AH|0|EE CtA| HgtefL|Ct
0| A2 2 E MetroCluster 4012t M 2E|L|Ct,

CHA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| =HQIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMAIN TS 7|547t bR E| QA=K 2lBtL|Ct. "MetroCluster vserver show'

3. 27 A0 98 £ E|= X+= LIF O+0]12|0|M0] 'MetroCluster check lif show' 0]l 23X O Z AR E|U=X]
gtolgtL|ct

]

b

4. HAEOl S AE 0 = BE LE0|A 'MetroCluster A Q| X|tH' HEHS ALRSI0] AQ XU 43S |CT,
5. AQ X4l 0| 2t Z E| Y =X ZQIBHLICE. 'MetroCluster show'
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SHAETIHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S AT F A B0l ASH A K| 20| 2= ELICE.

=1 d —

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

Sh= HI |.7_*0| 22l Z2|= Z <L MetroCluster config-replication resync resync-status show
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245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 3} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} 2ol QL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EME HEESHI HAE = 2™
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=]

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIX|E HESID 7tstt R 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|o[Ef o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HFE AFESH0] 'MetroCluster 2H2l' BES TS S 4~ QUSLICE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS ™[ gL Ct.
4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}

Hel ZH 0| 2= = A=X| =l gfL|ct.
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E ME3H0 MAIM ZHEES ZES HAHY = ASLIC

o S W

[2) HEE3|7} NA| $1O2 247t O|S eI
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I, Al0|=0] HEE {IXIE FXHBIHA

HEED] ZS0| MA[Of| A ofZF 7H LT,

EE2 =S MAl {22 2oL Ct

HEER 2= otthS MAl = 2o o X[X[st=X| 2telgti|ct.
AEED ZE2 QHEA0|10 HHS HHO| s&LICH
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3CHA|: A|AE! DIMMS L A|BHL|C}

AAE DIMME At H 2H @7 HA|X|E Sdl A DIMME AlEst T, 27| HEQ| FRU M2 Ar26H0] CHA
DIMME %2 C}2 DIMME mA|sHof ShL|Ct,

CtZ ofLlmiold, O = 7= & HAE AHE50] A|A” DIMME WHE & ASLICEH

() ofuioioldm 222 DIMMO| gl A ¥l SES HOIFLICE 0] ¥ A2 ZHOR HAZLITH

NVDIMM: Siot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13,15, 18, 20
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e DIMM &7

DIMM2 47 2, 4, 13 Y 150{| YELICE NVDIMME &% 110]l A&LICH

a. oflof HE ZHo|| = &2 BS UEER 28 Y= el +=ELICH
b. Z7| HES ZHEER B& FIZQZE Ul O3 T3] G2l /XK fI1Ze=z SELC

2. HEEE 2SO0 D
3. WX DIMME SHIE Wao = ale = UL E AZ0l|A DIMME| Hetks 7|S3l FHAL.

4. DIMM ZZ0il A= 5= 7H2| DIMM O|®E| B2 M| Lo{ A210M DIMMS A CHE 2210 DIMME
THRLICE.

@ DIMM 2|2 2E9| 19 220 &=0| JtiE 4= AL = DIMME| 7HERIE|E Z o A8
TIOoMA|Q.

S. FTI| YX| ZFHE Mol M WHE DIMME M52 DIMME 2 AMZ[0f %3 £R0of StELIC

0

DIMME| &l Ato|Q] L X|7F 2719] Rt LEIM0| E0fof BfL|Ct.
6. Z{4E{2| DIMM O|HE| &o| 2! 2|X|0f A=X| &l C}Z DIMME £R0i| EHtE HUBLICE

DIMMZ &X0f Thotd| ZAH=[ X2 2 A| Zare o QUSLICH JHX| 942 22 DIMME £20i| MEZ St CHAl
AtolstL|C}
HHHA .

@ DIMMO| Z&8HA| HBE[0] &R 0f| TS| MAUAE=X SO = HARILIC
7. O|XE| &0| DIMM & 222 lX| 2I0f 7| E wi7tX| DIMMS| Mt 7RIS RYAF A HES| F=ELIC
8. olloj HEE &L
4TA|: ZIEER =3 HXIRLICE
EEY ZE0M 718 248 uNet = AEER ZES MAI| XH2X|e Ch=2 FEIHOF LTt
CHZ ofLimiofd, O = J7|FE BHAE AMESHH MA|o| AEEY 252 AT & ASLICH

OiLlmo| - AEER] EES AXIPLICt
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- AEEZ ZE9| 22 MAIQ Y70 SE Ch2 HESS eS8 UHE ZHAEA A|l2=0| 20| F&LIC

(D) ®AH 2wtk AE S 2ES MAI0 23| MRISHK THIAIS.
CHe MMO| SIS 235t7| 9loh AIAHO| HHAS 4 UEE B2| EES B4 T3 0|2 AZBLIC,

=
E AMESIH T3 2fX|7F &E3t7| AR Witk AEER] =3 MA|Of| THED| 2o ESL T}

a. 53 2
() AH4Et 2yeix) =2 2ESE DES Ml of 92 0 =3 32 IR THIAIR.
b. T3 BHS YZOR Sof 33 Wo| B2|=E AESe TES /29 [+ HESHES 2H| Yo Y2 0k
23 BXI2 B3 QA2 et Mo 23| ZatELict
c. M IS M BF BAl0| AZoD X H0|2 BF LS CHA HAIB CHS B BF BAIS Ho|
AZ LIt

HHO| 27E[= FA HEEY ZE0| REE7| AL #E T2MAS SHE FHIE SHHAL.

d. OFZ| HX|SHX| 2t2 22 Z0|2 22| TXIS CHA| EX[BHYAIRL.
e. M4 BE DIZMAE St 'Cirl-C'E =21 20E RERL|CL
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() AAso0l 28 oM BEE 2L 202 HEots SMS MBI

f. LOADER ZE2IXE0|A BYEES &5l PCle 7tE 4 7|E} 28 QA E CHA| X7|gbgtL|Ct.

AMARE 2|ota, AEER] BE3 Eettt LFE, XS BHet0| Al MEE| =5 AFEHof LTt

r
r

0|C|0] ZIHE{(QSFP L= SFP)E 22Itt 32 8/ 0|22 Ar80dt= Z2 THAl AX[sljof LTt

A
S

ufn
J;

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M2t ZHEZ2] s MEiZ

E|lSELct
3. At= dizto| vl MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& stL|Ct

6CHAl: 2. = MetroCluster 71A10{| A Of 22| AH|0| EE CtA| MetetL|C}

O] AL 21 E MetroCluster T+ 0|0t M ElL|C}.

1. @E L =7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 2| Y =X 2HQIBHL|CE. 'MetroCluster vserver show'

3. B3 =Hof| 9|8l £ME|= XS LIF 00| 12{|0]4 0| 'MetroCluster check lif show' 0| 2O Z tZE|A=X|
stolgtL|Ct

4. HMAXOI 2E{AHO Y= 2E =E0|A 'MetroCluster AQ|X|8H' HHS AL2SI0] AKX S Sl THL|CL.

5. AQIX|H Xtfo| 2R E|UE=X| ZRIBILICE 'MetroCluster show'

SHAETIHTT| F - 290X HEHOf| ASH AL K| 20| TS| & SYLICE
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAE7HE Y RO ALH 2K Z0] 2= ELICE.

kel

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

K|uig et=st= o |.7_*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show

AQR|HE 2t=
YIS MBS Tl Sl 7|Z M| HEHE &ele &= ASLIT.

6. SnapMirror EE= SnapVault 7142 CHA| A& BtL|C}.

TEHA|: Fol7t Edot RES NetAppof Hhet

0Z

7|E9t 2 MSE RMA X|Eol| EHE 2 QFIH Zdst RES NetAppOf| BHteL|Ch, 55 Hhet 51 K[ XM g

LHE2 H|O|X|E HZOIHAIL.

2= tAZ - AFF A400

MH|AE STEOHX| o0 W 253 v EF XY =ME Aoliof ghct.

—

@ W RES MAOIM 22[et = 2& O|LHOf| WH|3OF RILICH A[AR Z7| SE0| SHE|D BtE K|
BEE 28 20| HAEEY E% E.E‘.: ES0| Z=ELIC.

CtZ ofL(mold, O = J7|5E BHAE MEst0 M RES St A8 = ASLIC

i

|
ﬁ
ot
-
ful

OfL|c|o] M - HE W

81


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=ae59d53d-7746-402c-bd6b-aad9012efa89

82

=]
=

- OF% HX|=|X| 82 32
o

=
rot
muin

ozl
ol
%

MEf LED

Ht2H ZX[SHHAI2.

k=3
=
B & ZB10) A YT 2 CFS MA| Zeo 2 AESOA WO 22IF Liix Y202 HHS

Sa[phich R 22).

Zo| LEDZ &olsto] mA|sl{of 3t= ™ DES AleSt|C}
C

2 2SS OlHZ = SELICE

N

= MAIOIM EHIZ A WL 0, CHE 222 W BE S X|XISI0] MA|0|M ES2[X| = SHYAL.



B
Ha
mn
oo
[
Ju
A m
:Q
o>
-
il
=}
Ha
N
=l
I
Pl
N
=
>
2
_>.:
2
Rl
o
>+
ﬁ
JHU
0°J
iul
Tl
k>
|0
HU
=]

=2
W RE0| AT 5| FA|H A MSO0| ofzh 2Lt

9. 2 WSS el QIKIIIX S 2 WS oA 2HKI7H B2 2212 Lhof BB KON YK SHolBHc
mO| TAHE| D &S 4T 2 B|FHE F0|= F0| LED7} HXIX| eofof gt

10 HIWE 2 AE|O| 2 CHS HWS 2 A SO RS Yof YLIT,

1. 7129} g7 HIZE RMA XIZol g 02 257t S48t SES NetAppoll SIgiLict 55 viet 3 a4
KNS LHE S HOIXIS &ZSHIAIR

NVDIMM H{E{2|-AFF A400S W A||gtL|C}

NVDIMM FX|E wH[otHH ZHEED 55 £elot HX|E 22[¢t L2 X E WH[st 1
HEER Z=3 ChAl EX[oliof gLCt.

AABRIOITHE 2E 718 247t SHIZA| 2tS0of LICt. 2K 42 22 7|= XY FAM0l| 22[sH0F gLCt.

W
i
O

12HA: &4 ZEEL E SELIL
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AEEX] A A SESO ol et CHE B AMFE0te &4 E HEEHE =oAL elaE & ASLICEH
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g4 1: ol 7y
245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 3} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} 2ol QL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHOol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 27 XA 2 UKot ZE ATE H|QIS IH™QBtLLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE2 AF25H0{ 2t ZJ0| 2R =P E=X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U
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1. HQof w2t A|ARS ChA| AZ gL CH
O|C|o] ZIHE{(QSFP L= SFP)E 22Itt 3% Ed® A0|=22 A80t= B2 THAl EX[sliof LT},

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S HMZ6t0] ZEZ2E Mo X5 MEfZ
E|S2Lct

3. X}s ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-t2t true’S CHA| A& BtL|Ct
6THA|: 2= MetroCluster 1440{|A| O O2|AH[O|EE CHA| MeterL|Ct
0| AL 2= E MetroCluster 4012t ML |Ct,

o

1. BE CJ} "enabled" AEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| R} =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALES5I0] AX[ME AT
S

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE
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ME

o o

Mo >t
otrie

=
of FIP FQI 7|ZMO| MehE olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]

91



TCHA|: ZHOf7F st HE S NetAppd| Bhet

7|E2} g M=

|
LHE2 HIo[X|E &

RMAX|ZHo| 28 E iz 2FI Lilict 252 NetAppOi| BEFEIL|CE "5 Bret S W K["XtA| e
XSHMA|Q.

NVDIMM-AFF A400S W A|fL|C}

A2RO| S2Al £=HO| Q| BLIALE AIEE NVDIMMO| 2EHH QI MEfTL OHE ZHo = SEH
i ZIEEE] 2E0(A NVDIMMZ ulA[SHOF RfLICEH DX O™ A| A IHO| ZAHRILIC
ANA"O| CH2 BE 14 Q47+ U2 2HSe{of BtLiCt 21X

2 71& XY 2Mof| Z2lsl{oF ghLct.

52
rlo
oX
>

QFE7L Yt 1Y Q45 SSUNZRE L2 WA FRU 74 242 WAH[sljof gLt

-1
0x
2
1A
ot
rot
|'|J>|
R
2
fif
e
m

HH
rulm
I
HU
of
N
il
r+>
rE
r\U
Im
Mg
i
i
ro
4
Ot
1k
>
10)

92


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

g4 1: ol 7y
245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 3} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} 2ol QL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=]

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIX|E HESID 7tstt R 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|o[Ef o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HFE AFESH0] 'MetroCluster 2H2l' BES TS S 4~ QUSLICE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS ™[ gL Ct.
4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE
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2. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M2t ZHEZ2] s MEiZ

E|lSELct
3. At= dizto| vl MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& stL|Ct

6CHAl: 2. = MetroCluster 71A10{| A Of 22| AH|0| EE CtA| MetetL|C}

O] AL 21 E MetroCluster T+ 0|0t M ElL|C}.

1. @E L =7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 2| Y =X 2HQIBHL|CE. 'MetroCluster vserver show'

3. B3 =Hof| 9|8l £ME|= XS LIF 00| 12{|0]4 0| 'MetroCluster check lif show' 0| 2O Z tZE|A=X|
stolgtL|Ct

4. HMAXOI 2E{AHO Y= 2E =E0|A 'MetroCluster AQ|X|8H' HHS AL2SI0] AKX S Sl THL|CL.

5. AQIX|H Xtfo| 2R E|UE=X| ZRIBILICE 'MetroCluster show'

SHAETIHTT| F - 290X HEHOf| ASH AL K| 20| TS| & SYLICE
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAE7HE Y RO ALH 2K Z0] 2= ELICE.

kel

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

L =oh= O A|Zto] 22 ZE|= A2 MetroCluster config-replication resync resync-status show
AHE5He] 21 ol 7|FEMe| MEfE 2ol o~ JUEL[CH

6. SnapMirror &= SnapVault 42 CiA| & SL|CE.

TTHA|: Eolj 7t 2ot 252 NetAppoi| et

7|E9t 2 MSE RMA X|Eol| EHE 2 QFIH Zdst RES NetAppOf| BHteL|Ch, 55 Hhet 51 K[ XM g
LHE2 HIO[X| & HZSHAI2.
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* A|ABRIOIOHE 2E 718 @471 SHIZA| 2tSoof LIt O™HX| g2 2R 7I& XY R M0l 22|80 gLCt.
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* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 3} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} 2ol QL Ba HES2|
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X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHOol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 27 XA 2 UKot ZE ATE H|QIS IH™QBtLLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE2 AF25H0{ 2t ZJ0| 2R =P E=X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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6. X dtzto| |2 stEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& Bt Ct

AARIS MItSstn HESR ZES et LS XS gHeto] CHA| A8 E| =5 AEl of

1. 20| w2t A|A-S CHA] HZ gL T
0|C|0] ZIHE{(QSFP L= SFP)E 22Itt 32 Ed® 0|22 Ar8dt= Z2 THAl ZX[sljof LTt

2. AE2|X]| 'storage failover back-ofnode_impaired_node_name_'S X|35t0| ZHEE2E M4
E|SELC
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S AENE
3. Xt= dizto| vl MstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct

7EHA: 2. = MetroCluster 7A10{|A] Of 22| AH|0| EE CtA| MetetL|C}

H

O] AL 24 E MetroCluster T+ 0|0t M ElL|C}.

EHA|

1. @E L E7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

= SVMOUIM M S7|=2t7t b2 E|}=X| 2HIBELICE 'MetroCluster vserver show!'

ZtAof ool £&k|= X}= LIF 0+0| 12j|0| M0] 'MetroCluster check lif show'0f] AZ2HOZ A= E|AU=X|
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__I.I.

Fol

4. Al SHAH U= ZE 20N 'MetroCluster 2| X[HH' HHES ALESI0] AQX|MES aHBiL|CE
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IS
{UX|e ZA0| 2t 2 E|A}=X| 2Rl BtL|C}. '"MetroCluster show'

SHAETHTT| & - 290X HEHOf| ASH AL K| 20| TS| A SYLICE.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S2IAE7} A MEfO] OB AQIKY

MN— = =

kel

ol 2t=ELCt.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AQX(HHE t=25H= O |.7_*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show
HHZ ALEot0] I Il 7|E M| HE{E el &~ USLICEH

6. SnapMirror EE= SnapVault 7142 CHA| A& BtL|C}.
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245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

+ 3} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} 2ol QL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h LEM=X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHOol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07| H4E AHESH0] 'MetroCluster 2Hl' HH
O] MEHX Oj7{f HA-E AEsE AR A|AHS 27 XA 2 UKot ZE ATE H|QIS IH™QBtLLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{H~E AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HE2 AF25H0{ 2t ZJ0| 2R =P E=X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}
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HEZe| DE0| AH| TAE|E B 2k 4AELIC
() AH4Et 245ix) Q=2 2ESE DES Ml of 92 0 =3 3 IR THIAIR.
a 33 KIS IBOZ 7 T3 Ho| B2|=E FESR DES 7|20 1S HESS AM| Lol gL 0
23 BX2 B3 Q1A et MAIO| 23| FAELICH
b. Fel IES Fel 23 Ko HZGT HE A0S BT LS ChA I3 S Fe BF BHS M0
HZ LIt

d MAHE TRNA
() Aasol 28 koM BEE A2 202 REsts g8 Meshr
5. ZAESajo| AlZh W LIS MAFELIC

a. 'show date' BHOE HMXQI HEE2{O| UMt 9l A[ZHS &Qlstet.

b. CHA ZIEE2{9| LOADER ZEIE|A A|ZH S EWE atolgtL|ct,

AL 'mm/ddlyyyy' BHOZ LIME SH-EHL|CE

d. 2t A2 'AIZt E hh:mm:ss' BHE AL2510] GMTE A|ZHS AX™BL(C
EE Q

e. CHAH 7

-

2o Emt 5L A|ZhS =helgtL|Ct,
6. LOADER ZEIXE0|M BYES 225610 PCle 7t= 3! 7|Et 7+ @45 ME7|8Ht0 AESE MR L.
o

7. AE2|X| 'storage failover back-ofnode_impaired_node_name_ '€ M|26t0{ ZIEEZ|E HA &5 A
E|SEL|Ct

8. X ©teto| H| 2 M3tEl AL 'Storage failover modify -node local -auto-2tet true’S CHA| M&EL|CH
5CHA|: 2 E MetroCluster T40{| Al O0{ 12| A|0|EE CtA| MetetL|Ct
0| AL 2= E MetroCluster 402t ML |Ct,

ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rIEtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| R} =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALES5I0] AX[ME AT
S

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

i
ME

o o

Mo >t
otrie

=
of FIP FQI 7|ZMO| MehE olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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