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HES3 A a. el 1M SRlstat= HAIX| 7t LIEHLHH 'y E FELICH.
b. MA LEZ 117 #t £F 'Set-Privilege advanced’ 2 A& $tL|Ct
I:I=|

& 'system node restore-backup-node local-target-
address_impaired_node_ip_address_'S AsHietL|Ct

d. ==& admin 2| 'Set-Privilege admin’ @ £ &[S EL|C}
e. S/E FHE MY AQUX| E= HAIX|Zt LIEILIH 'y'E SFELIC

f. =2 HEEISlats HIA|X| 7 LIEFL}H 'y S F=EL|C}H

HESZ AZ0| gi&LICt a. e 1S Z{GIE = HIAIX| 7} LIEILIH "n"S FELICt.
b. A|AEIOIA HIAIX| 7} EA|E|H AARS THEESIL|CE
c. EAEl Hl=0|A * Update flash from backup config * (sync flash)
SMZ MEfetL|Ct,

YCIOIEE Al&stEH= HIAIXIZ} LHEHLHH yE S FLICE



A2E| LS 7|50] e B2 s L

HESS $1Z0| §T MetroCluster 8. 9} TA2 Belstatis B A|X|7F LIEFIS 'S FSLiC,
P 240l asLict

4. 5
a.
b.

C.

d.

o
o. i3 =2 AlAE” Foj w2 CHEL

o

b. AJARIOIA HIAIX|IZF EAIZH A ARS KB

=

M
-

C. iSCSI 2E2|X| AZ0| AZE wf7tX| 7|CrEiL|Ct.

CHS HIAIXIZE EAIEE AL TE 4~ ASLCH

AN

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

d. EA|El M50 M * Update flash from backup config * (sync flash)
sS4 MeigtL|ct

YOIOIEE Al&StEHE HIAIXIZ} LHEHLHH yE S FLICE

271 o M2 ME 5| =X| ZHolgtL|Ct,
L CE LOADER ZEXEZ 7t ZfL|C}.
printenv H@HOZ 3tA tH4 MM S 2QIstr},

o

= =
2HA HTt of| AT 2 A E|0 QUX| QO™ ‘etenvenvironment-variable-namechanged-value' 2O 2
HESHAIL.

‘avenv' B S AtESI0 B3 WES MEFLIC

SL|Ct.
A AHIY 22 E 7| 2t2|Xt, NSE = NVEZF M E A 2 O|SEL|CH 20| 2} OKM, NSE 2! NVEE
s2lst|ct

15



6.

° AAE0| 2EE 7| BE|X}, NSE £ NVEZF 70 AKX §42 ZR O] MMO| THH|IE 2AZ5HAL.

LOADER ZEZE0||A 'boot_ontap' BHS LHFLICE.
*HEANEE= ER.. J2{H..L*
B9 EEDE CtS CHAIZ ol S|LICt.
gket o] 5. a. IEL{ =of| 23QIgL|Ct
b. 'storage failover show' BEE AHE6H0] E}2 L =7} vtet Z=H| 7}
E| =X EelgtL|Ct
Z& 0|28 TIEY =0 HZELCt

'storage failover -fromnode local' B2 At&5I0] . EE CHA| X|F LT

Z2{AE TEITEQ M net int-is-home false @HS AF25H0] =2| QIE{H|0|A S 2tQITHL|CT,

"false"2 HEA|El QIE{HO|AT} Q= AR "net int revert" BY 2 AF235H0] ST QIE|H|0|AE & ZER
| SELICE

2L H0|E2 EF7E LEZ F7| rsion-v HHS A

3H
o
. 'storage failover modify -node local -auto-£t2t true' S AFE5H0] XI5 Btet 7|52 siA|gt 22 0 dtet

Jl5g B8,

=M 2: 2 & MetroCluster 842 =E S O|0|X|E HElStL|C}
tH

USB E2}0|E0fAl ONTAP 0|0|X|Z HEIstT stA

O] Xt= 2= E MetroCluster 42| A|AHIY| HEEIL|CE

16

- LOADER ZEIZEO0|A USB EeiA| E2I0|EH0|M =5 0|0|X|E FEISHA|2: "boot_recovery”

O[0JX|= USB Sa2A| E2t0|20j| M L2 2 =EL|Ct

257Ut ot He| 2 otofl EAIE 7|2 O|0|X|E = A RILIC.

a. My IS FAUSIEH=E HIAIXIZE LIEILEH "n"S +SLIH.

b. M2 HX|3t ATEL0IE A3t H MPESHEH= HAIX| 7} LIEHLIH 'y S FELICH

DEOEJ BAZH HE T2 AS SCHe 4|7t AL|C
AAHEIO| 2EIE if Press Ctrl-C for Boot Menu HIA|X| 7} LIELLIH Ctrl-CE =211 Boot MenuZ HEA|E|H
63 MEfeL|Ct
SHA HaT} O ATHE MEE|0] U= SHolstL|Ct,

a. tEE LOADER ZETEZ JtMZiL|C}

b. printenv YHOZ 4 ¥4 MHS HolBict,

— L

SM

—



C. 2tA HLTt o ATHE MEE|0] UK 2 OH 'etenvenvironment-variable-namechanged-value' BEO 2
-
o

21+ E MetroCluster 20| A AL X|8H O 2|#|0|E - AFF A700

2 MetroCluster 29| X[t ZAS MUY AL, AFF A700
ANAHIS 25 HE| O|C|0] S5 X2 XL Ct Xts 22 0|C| E7= X[ E X

1. @E L EJ} "enabled" AEll(MetroCluster node show)di| AU=X| 2HIgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.

2. BE SVMUIM S 7|37t b2 =} =X ZHQIBELICE 'MetroCluster vserver show'

T ZHAof 9|8l 3| = Xt LIF 0+0| 12j|0| M0| 'MetroCluster check lif show’0l] 82XHOZ A2 | =X|
ISHL|C}

Jtok 1

—

Q =
HHQl SHAHO| A= 2E L E0IM 'MetroCluster 29| X' HE S ALZSH0{ AQ{X|HS AHBHL|CE
X

I> 0

X[ =HH0| AZE|}=X| ZHRIBILICE 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| 2 SLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

17



SHAEHZHEY SEiof ALH AQ{X|8Y ZHi0] b= ELICE.

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

2

B S 2tZst= O] A|ZH0] 22 Z2l= Z 2 MetroCluster config-replication resync resync-status show
24 o
o

=
aH
AESH Td Sl 7|EMo| HEHE =elE = ASLICH

oF |>
mo >

6. SnapMirror EE= SnapVault 7142 CHA| A BtL|CH

2=t =3 - AFF A700

wA| £ 0/C|ojo] 2=3HE SARLICH AFF A700 A|AEI2 &5 & O|C|0] 57 FXtot
K[@ELICt X5 #8000l 57 XIEX] SELIC

o T o

7| ZEIXt ol wep AR AootE S5t ot MAESH HAIS ARSI K. A[AZOA O 7| ZE|XIE
AESHEX| &t S| 82 2 FE D[C(o] A EXtE AEE o et 283 &lsthR

18



25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0| OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

21



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BEAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BEAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|CE

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| ZBAE ZEXET} WEELICH S7|2t0) Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gLt Zapot LIEHLHH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAE LEL AN CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|¢E 21E M(client.crt) It LIES 2BILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CHI |2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|CE

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XS HietS bl A AL =,
storage failover modify -node local -auto-giveback true
7. AutoSupport7t 243tEl 2L XtE AH0|A MM S S@lefLct.
system node autosupport invoke -node * -type all -message MAINT=END
= HITO 28
EZF HEZ S NetApp - AFF A700 O = HEEBHAMA| 2,
7|E0l| & RMA X[&of 2 D& 255 NetApp L2 BHESIMAL. HEMR "F & Hret
S A" XtA[et LIE2 ol HIO|X|E ERSHYAIL2. AFF A700 A|ARI2 =5 28 0|C[0f
=7 ZXE X FELCE Xts 28 0|00 S7= X[A=[X]| gb&LCt.
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