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- AME FAESR}L MY B9

=2
Mol M Bl O|E||7(|§ CH2=

—_

23 5
Sat 4 gLt

BR0|2H ArEdH of

S5t ONTAP O|O|X| HF Q| SAME. NetApp Support AtO|EC| CIRZE

° NVEZt AtESIEE EHE ER CIR2ZEE HEO HAIE THE NetApp Volume Encryption2 2 0|0|X|E

CH22EgtL|C},

° NVEZ| M3}t x| 42
CtRZ2 =gt

h]

2 CHR2E HEO| EA|El CHZ NetApp Volume Encryption €

* A|AEIO| HA W2l 22 HIER R0 HZE[0 AO{OF BHL|Lt.

* AIAEO| S7) A

Ao OF gL L.

ogt
>
[>
m
-0
o

Q Y|EQ3 HZ0| URSK| K| var IHY A AHS 22

ChA|
1. OFZ| HX|E|X| 42 B2 SHIEA HXISHIAIR.
2. O}%| ofo] HE S EX| g2 42 0|0l HES HoHAR.

a. 37| HES HEED E=2 27| SE LI

O
bal
oy
m
o
=)
n

=22t 227t E 7K 37| HEES 20[A o= gL,

c. 37| HEJ} Mithz ZAtE| 1 MXt2|of] DY = [=X] eeletL|Ct.

g0l O|D|X|E

Yo =7t HRE S
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w
ar

2t0| X

2
2o w2t #|0]

HOF &fLICt.

9 ChA| M|

7t MAE E

)

gt Al O|C|0] ZIHE{(SFP

e

L|Ct.

I.

tO|EE & X[stiof &

0l USB Z2iA| E2

ES)
==

X[&

B %

USB Z& EZEJ} OfL|2t US

T 9/0f &

HES MM A|AH

ZHEED 2E9

HEEZ
=2 F3S

I N
Xt
| |

xFS}
1=
oF Ot

A

™

A2,

=0| REE[7] AIE

E 2

2E

HEO| F7E[= FA

AE SHELICL

Bl m2 )|

[=]
T

M Ctr+CE =8

=

.
[e]

e

8. ZH TEITENA
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10.

1.
12.

13.

14.

15.

Of HIAIX[Z} LIEHLEX| 8™ Ctrl-CE +21 RAIEs HEZ RESHE FMS MES O3 7
2oz YL

49 boots= ILHE R XIZ|X|2t, 'printenv boottar name' BHS AR50 A|AE Q¥ 8l LMo st
HE &3 ﬁ—rgi boots7¥ Sl MHE|0f =X SHolst 'steny variable-name <value>' B

= "bootarg.init.boot_clustered"
= TIEL]-A|AE
* 'AFF C190/AFF A220(All Flash FAS)& bootarg.init.flash_optimized®
* bootarg.init.san optimized AFF A220 % All-Flash SAN 0{2{|0]|&
= "bootarg.init.switchless_cluster.enable’
b. External Key Manager7 M3tz AL "kenv" ASUP £210f| L}Z El bootarg {2 &tQIgLICH.
= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* ' kmip.init.interface <2}>'
* ' kmip.init.ipaddr <Zt>'
* ' kmip.init.netmask <g}>'
* ' kmip.init.gateway <zt>'

C. Onboard Key Manager’/t &-d2tEl 22 "kenv" ASUP Z&0]| LIZ &l bootarg |

N
mjo
it
ro

L.

=3
>

= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* 'bootarg.2E = keymanager <Zt>'

d. 'avenv' BHOE HA ot otF HE MEPLICH

—

ro
ok

e. 'printenv_variable-name_' BE S AIE5t0{ HE At S =rQlgtL(C}.
2 A

LOADER ZEZE0|A USB ZeiA| E2t0|H0i|AM S+ 0|0[X]|

1
il

EISHAAI2: "boot_recovery"
0|0|X|= USB E2iA| E2t0|20jM CHREEELICE

HIAIX[Zt HEA|=|H 0[0|X] O|ES =ASt7Lt 2tHC| 2= Qtoll EAIE! 7|2 O|0|X[E JHE AHSELICE
O|O0|X|E Mot = B2 TZMAZS AZFEhL|CE,

a. ofHo|| HAIE= &4 ZHEERQ IP FAE J[ELLICL

b. e} LM S S5I2k= HIAIX[ZL LIEHLIEH 'y'E FELCH
C. R HA7L SSY=R| 2elot= HAX| 7L LIEILIH 'y & FFLICt.
C

o
SRE EAEL AR (R E 2= HAXZL EAE[H yE +E U2 HEERE MR-SIEH= HIAIX|ZF LHEHLHH

g Hot gl THEL HEE2{0|A o™ tHA[o|A 7| =3t 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S AF25t0] 1M S7|3HE A|=FSiCt

74 S70=t F Gl0| = = U HXL SSY=K] eelst= HAX| 7 LIEHLEH yE =&LICH
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16. S El SAL2Q| A8 R E E= HAIXKIZL EAEH yE £E O HESE MELst2t= HAIX|7F LIEHLIH

17. 32 H2AT) o ALHE MAE|0] Q=X| SHoIstL|C}.

a. ZIEEZ2|E LOADER ZEZEE JIM7IMA|2.

ONTAP ZE I E0]| A 'system node halt-skip-lif-migration-before-shutdown true-ignore-quorum-
warnings true-inhibit-takeover true' @82 MaE & UEL|CE,

b. printenv O Z A A MM S EQIITt

-

c. %74 4T o ATHZ M| 0] QK| &2 ™ 'etenvenvironment-variable-namechanged-value' HEO 2

d. 'avenv' @HS A3t HE LIS MEHLIC
e. ZAEECIE MR- T

od

18. &4E HEES|7} R E 1 "Waiting for HHet. " HIAIX|7F HA|E|H Fak ZHEE2{0]| M diets SASHIAR,

A|AEIO| CHE AEHQI B2 J2{H,..
HA & & M2 AEZE20| 'Waiting for BHeE. . HIA|X| 7 A 2| H HA
ZHEEZ0A HHetS fESHAAIR.

a. MAXol 71E E24:'Storage failover g2t - ofnode
PARTNER_NODE_NAME 0{| A

& HEE2 = AE2|XIE CHA 7HMet REIS 2tZot THE THA|
oto] Fatxel AEZE2{0f ofsl ChAl = E LT

i 1y
om 03

(D) 7120l Hesp Heag HEl 4 ALt

A
o

b. 'storage failover show -t2h HHS ALESH0] i
EL—| E-IE_loH__l |:|._

8
ikl

telol ZIHE

mo

c. Htgh Xt 0| 2t Z =l = 'storage failover show' HES AF25I0{ HA
ol A AEHQIX], HIO| 27t 7HSBHX| g*°'°”—| Ct

= -4

d. 'Storage failover modify' HHE A2310] AIRSIA| YT E At

_ =2 O L

19. 34 HESZH0IM 15 AS +=F2 ZFLLICL

=1 0|0]X| £E! - AFF A700s

AFF A700s A|AEIO|AM USB E210|EH29| ONTAP £ OIDIIIS 2EI5t| 28l 0|C|0E

SRSHAI2. O ZXtofl= USB S2iA| E2to[E= 28! Ol A|A-> 53, 2hF Ha 20,
S8 0|00 WH = HEESE Hd &5 JEZ ElS2|= 2-gol ZetEL k.

o T o

AFF A700s A|ARI2 =5 £& 0|00 7 X2 X JELC Zts £8 0|0 S7= X H = K| &L T
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CHA
1. LOADER ZEIEO0f|A USB Ez2fA| E2t0|20j|A 57 O|0|X|E E& S A|2: "boot_recovery”

O[0]X|= USB Sa2iA| E2t0|20j| M L2 2 =E Lt

2. HA|X|Z} FA|E|H 0|0|X| O| S2 YU=SIAHLE 2HHO| 23 otof| EAIE 7|2 O|0|X|S JItHZ AFS L),

3. var It A|AEIS S8t Ct,

AARO| CHE 7|s50] U= 8% JEH.L
HESIZ HE a. WA PS5 FYotEt= HAIX| 7} LIEILHH 'y & FFLIC
b. 3 HEEZE 13 Yt £ZF(Set-Privilege Advanced)2 2
AZgct
c. 571 W4 HH 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S AsHietL|Ct

d. M|0{7|E &2|xt +EQE E[EZILICE: 'Set-Privilege admin'
e. SRE AHE AFE AKX 2= HIAIX|Zt LIEtLIH 'y'E SELICE

f. AEE2E MR ESI2t= HIAIXIZF LIEHLH 'y E FELICE

HERZ AZO| g&LICH a. el Mg S/}SEHE HIAIX|7F LIEHLEH "n"S F&LICH
b. A|AEIOA HIAIX|ZF EAIE|H A|ARIS YRS SL|CE
c. A= O50|M * Update flash from backup config * (sync flash)
SHES MEighL|C}
YUOO|EE AlLstet= HAIX|7t LIEILIH yE SELICH
4. 2t3 HETt o dthE MFE | gtQlgtL|ct

™

EEZ3Z LOADER IZ2IEZ JIX7IMA|2.

a
b. printenv HHOE $HA W MM S stolsiC},

=
C. 2tA HTt o MTHE MEE|0 JAX| 2 OH 'etenvenvironment-variable-namechanged-value' @ E2 2
HASH AL,

d. 'avenv' BHS A0 HE LIS MEELIC.
S. i3 &=2 AIA"” 70| w2} CHELICH

o AM|AHI| 2EE 7| #2|X} NSE EE= NVEZF A4 E 32 2 0|SEL|CH 20| U2 OKM, NSE 2! NVES
sat|ct

© A0 2EE 7| BEIXE NSE i NVEZH PAEI0] UK 952 F2 0 MMO| EIS ABHAIL.

6. LOADER ZE2IE0|M 'boot_ontap' EHS etL|Ct.

HAIE = LHE... J2{H...

EaQl o

O

ZE ChE tHAlZ o|SELICE
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HAE= WHE... s L
gret o] 5. a. MtEL| HAES2{0| 2Lt

b. 'storage failover show' BHZ ALE5I0] E}Z ZAEE2{7}
FH|7t =R =X] el

rz
riot
i

7. 2% A0|22 IE ZHEE2 0| AZGLICE
8. 'storage failover -fromnode local' BEZ A5l ZHEE2{E gtetstiA 2.

9. 28{AE TEIZE0|M net int-is-home false HHS AI2S

2
rr
]
ro
m
=
o
[>
M

fok
ro
o
I
o

"false"2 HA|Zl QIE{H|O| AT} Q= AL "net int revert" HHS ARSI 8T CIE{HO|AE & ZTEZ
E|SELCt

10. 2 70|22 2= AEEYE 7|1 rsion -v BHES AHE0] ONTAP HAE =tol

o A
=
11. 'storage failover modify -node local -auto-2t2t true' &S AFESI0| At B2t 7|52 siF|g A< 0] dtet
7|58 S+t

Aot £21 - AFF A700s

AFF A700s A|AEIC| WAl 2E O]C{0{0f| A &
CIO|E HMALL AT A|AH 2FS E’%r
AEZ|X| dS3HNSE) = NetApp 2E& L= 2HNVE)7F ZASHE A|ARI0] CHEE wH| =
A E tE5h= 2HEo| IELICE

ﬁ"’
-lO

AFF A700s A|ARI2 5 £& 0|00 S5 X2 X ZEfLC Zts £ 0|0 S7= X H =X &Lt

7| E|Xt FYof| w2t AR A oLE S5t ot MES HAIS §AZSHMR. AIAROM o 7| Z2|XHE
AE3HEX| SHASHA| gi2 32 FE 0IC(0] uA| EXtE AE wf Aot HES 2flsthR
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2HE 7| #2|XHOKM)
ONTAP EE! H|70|A Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7| 2| ZEe)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0| OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZE| D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 25t .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C



1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HE 7 HIAIX| glo| SRAE ZEXET} LT S|2t0) Mufste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoz A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gLt Zapot LIEHLHH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t ZM3tEl 22 XHs H0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| 22|X 242 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM LhS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8! IE

* */cfcard/kmip/certs/client.crt I (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y={EL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1
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storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl A2 Ats AHo|A MM S SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ztof 7t ErAliSt HES NetApp-AFF A700sZ HHetetL|Ct

7|E0f| 3= RMA X|&lof w2t nZt HEZS NetApp Z UHESSHMAR. EMR "EE diet
5 WH" XEMIBH LHE2 SHE H|0| X2 & XS
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MA|

MA| A 7H2 - AFF A700s

MAIE WA[SHH, ZIEES] 21 SSD E2f0|2 S &4l MA[OIM LA MAIZ Z2! CHS
SAE| MAIS BH| 2 o AJAE HH[SollA 22lstn @A MAIS FIXt2|of Ax|sjof EhLic
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ChHst XbMISt LHE2 S E*xOH'AIQ "AEEX| ANARS §HHoE SEot W % ALCt.
5l Z 710|= - NetApp 7|& Xt&".
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° ONTAPO|| gt 22 2t2(xt XtH STYLICE
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* M2RE S=0H| Hof| LSS +sloF gLt
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o B S|A "Active |1Q Wellness 22! 21 22", A|ARI 1M QAO| LEDQ 22 ol A|AHIN /= 2E
Zet2 7|26l sLICt.

|
1. SSHE E3ll 22 AH0| 2I5tALt 22 2& AH0|2 1 ME/2E2 MEDIH S2{AH =0
ZaQlgtLct
2. D= 220|HE/ZAE0 M NetApp AIAH Q| G|O|E{0f] HAM|ASHK| RSHEF HL|CH

4. AutoSupportZt &
HAISLICE

mm
_L
i

£l B2 AHO|A HEES AMSt A|A-O0] 2EE[RI0] 2 A2 o dE[= 7(2tE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AE LEQ| SP/BMC F4 AE:

system service-processor show -node * -fields address
6. 22{AH HS SEYLICL

exit

7. O™ tHA|o] 0 LIZE 22| IP FAE AF8310] SP/BMC over SSHO| 21015104 Il &&hs
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8. &&rEl MAlo U= 2709 =EE SXIFLIC

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2EH A &= SnapMirror 57|14 S2HAHE A25t= 22{AHQ AR systen

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. CH20| EAI=|H S2AEQ| 2t AEE2{0f sl *y * & BtL|C}
Warning: Are you sure you want to halt node <node name>? {y|n}:
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MR0| BEFE|= A ZHEEH 2 E0| BEIE[7| A|ZEIL|CH BE T2 MAE ST FH|E SHUA|IL.
C. Press Ctrl-C for Boot MenuZt EA|E|H Ctrl-CE =2 28 TZMAE SEHetLICt
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a. MAl9] HA AEHZ "ha-config modify chassis HA-state "= A& sL|Ct

HA HElQ| 242 LIS & StLIY = ASLICEH

- 6}
- H|t
b. d™0| HAL|A=X| &QIBLIC} ha-config show
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