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° NVEZt &M3tE|X| g2 AR CIR2ZE HEO| EAIE CHZ NetApp Volume Encryption €10 0|0|X|S
CIR2EEgL|Ct

A 2RO HA &2l Z2 LIER A0 HZE[0f L0{0F LTt

AABI0| £21 ASE AlAHQ! A 93 HH0| LRSI YX|2 var T AIAHUS 28 0 27} HRElS
33i0f LT

a. 37| HES HEED E=2 27| - LI
b. Z3 ®o| 27t A2|7} L WX 37| HEE 2t0|M Bz RL|Ct

c. 37| HEJ MithZ FAfE| 0 MXt2|0f D= [=X] =l efL|Ct.

=
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gt Al O|C|0] ZIHE]{(SFP

e

L|Ct.

I.

tO|EE & X[stiof &

0l USB Z2iA| E2

E)
==

XE

B %

USB Z& EZEJ} OfL|2t US

T 9/0f 9!

HES MM A|AHf

ZHEED 2E9

HEEZ
=2 F3S

i N
Xt
| |

xFS}
1=
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A2,

=0| REE[7] AIE
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2E

HEO| F7E[= FA

AE SHELICL

el w2y
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.
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10.

1.
12.

13.

14.

15.

Of HIAIX[Z} LIEHLEX| 8™ Ctrl-CE +21 RAIEs HEZ RESHE FMS MES O3 7
2oz YL

49 boots= ILHE R XIZ|X|2t, 'printenv boottar name' BHS AR50 A|AE Q¥ 8l LMo st
HE &3 ﬁ—rgi boots7¥ SHl2A| M E|0f =X SHolst 'steny variable-name <value>' EHES

= "bootarg.init.boot_clustered"
= TIEL]-A|AE
* 'AFF C190/AFF A220(All Flash FAS)& bootarg.init.flash_optimized®
* bootarg.init.san optimized AFF A220 % All-Flash SAN 0{2{|0]|&
= "bootarg.init.switchless_cluster.enable’
b. External Key Manager7 M3}zl AL "kenv" ASUP £210f| L}Z &l bootarg {2 &tQIgLICH.
= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* ' kmip.init.interface <2}>'
* ' kmip.init.ipaddr <Z}>'
* ' kmip.init.netmask <g}>'
* ' kmip.init.gateway <zt>'

C. Onboard Key Manager’/t &-d2}tEl 22 "kenv" ASUP Z&0]| LIZ =l bootarg |

N
mjo
it
ro

L.

o
>

= bootarg.storageencryption.support<value>
= bootarg.keymanager.support<value>
* 'bootarg.2E = _keymanager <Z}t>'

d. 'avenv' BHOE HA ot otF HE MEPLICH

—

ro
ok

e. 'printenv_variable-name_' BE S AIE5t0{ HE Al S =tQlgtL(C}.
2 A

LOADER ZEZE0|A USB ZeiA| E2t0|H0i|AM 5+ 0|0[X]|

1
il

EISHAAI2: "boot_recovery"
0|0|X|= USB E2iA| E2t0|20j|M CHREEELICE

HAIX[Zt HEA|=|H 0[0|X] O|ES =ASt7LE 2tHe| 2= Qtoll EAIE! 7|2 O|0|X[E JHE AHSELICE
O|O0|X|E Mot = B2 TZMAZS AZFEhL|CE,

a. ofHO|| HAIE= &4 HEERQ IP FAE J[ELLICL

b. et LM S S5I2k= HAIX|ZL LIEFLIH 'y S FELCH
C. M HA7L SSY=R| 2elot= HAX|ZF LIEILIH 'y E F+FLICt.
C

o
SRE EAEL AR R E 2= HAXZL EAEH yE +E th2 HEERE ME-SIEH= HIAIX|ZF LHEHLHH

g Hot gl THEL HEE2{0|A o™ tHA[o|A 7| =3t 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S AF25t0] 1M S7|3HE A|=FSiCt

74 S70=7t F Gl0| = = U BXIL SSYU=K] 2elst= HAX| 7 LIEHLEH yE =&LICH
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16. SEl SAL2Q| AL R E E= HAIXIZL EAEH yE FE O HES2E MELst2= HAIX|7F LIEHLIH

17. 32 HAT) o AHE MAE|0] Q=X| SHoIstL|C}.

a. ZIEEZ2|E LOADER ZEZEE JtMIIMA|2.

ONTAP ZE I E0]| A 'system node halt-skip-lif-migration-before-shutdown true-ignore-quorum-
warnings true-inhibit-takeover true' @82 MaE 2 UEL|CE,

b. printenv O Z 3tA A MM S E0IITt

-

c. ¢4 tﬁ*7} Ol ACHE HH™ |0 UX| 2 O™ ‘etenvenvironment-variable-namechanged-value' BE 2=

d. 'avenv' @HS A3t HE LIS MEELIC.
e. ZAEECE MR- T

od

18. &4E HEE2|7} R EE 1 "Waiting for HFet. " HIAIX|7F HA|E|H Fak ZHEE2{0]| M diets AR,

A|AEIO| CHS AEfOI ! JH...

HA 4 ZIEE2{0]| 'Waiting for Bt2t. ' HIA|X| 7} EA|2[H HA
k=1

=S LENES

a. MAXol 71E E21:'Storage failover g2t - ofnode
PARTNER_NODE_NAME 0{| A

& HEE2 = AE2|XIE CHA| 7HMet REIS 2t=ot THZ THA|
oto] Fatxel AEZE2{0f ofsl ChAl = E LT

i iy
om 03

(D) 712%o) H2sip AR HEo 4 YALIC

A
o

b. 'storage failover show -t2h HHS ALESH0] i
EL—| E-IE_loH__l |:|._

i
1A

tefol TIHE

mo

c. Htgh Xt 0| 2t Z =l = 'storage failover show' HES AF25I0{| HA
ol A AEHQIX], HIO| 27t 7HSBHX| g*°'°”—| Ct

= -4

d. 'Storage failover modify' &2 AF25t0] ALSHX| Y E HH st

19. ¥4 HESZH0|M 15 S +=F2 ZFLLICL

551 0|0|X| £& - AFF A700s

AFF A700s A|AEIO|AM USB E210|E 2| ONTAP £ OIDIII% 2EI5t{ 28! 0|C|0E
SRISHMAIL. O] HXIofl= USB E2HA| E2t0|EZ BEl T A[AHI 52

HElD|C|| uAN| = ZHEEHE ™A 213 MElZ £ S2|= 1PH0| ESHEIL|CE

AFF A700s A|AEI2 =5 £& 0|00 S X2 X JEfLCh s £ 0|0 S7= X H = K| &L Tt

l [ =1
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CHA
1. LOADER ZEIEO0f|A USB Ez2fA| E2t0|20j|A 57 O|0|X|E E& S A|2: "boot_recovery”

O[0]X|= USB Sa2iA| E2t0|20j| M L2 2 =E Lt

2. HA|X|Z} FA|E|H 0|0|X| O| E2 YU=SIAHLE 2HHO| 2= otof| EAIE 7|2 O|0]X|S JItHZ AFS LY.

3. var It A|AEIS S8t Ct,

AARO| CHE 7|s50] U= 8% JEH.L
HESIZ HE a. WA PS5 FYotEt= HAIX| 7} LIEILHH 'y & FFLIC
b. H& HEEZE 13 Yt £ZF(Set-Privilege Advanced)2 2
AFgct
c. 571 W4 HH 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S AsHietL|Ct

d. M|o{7|E &2|xt +EQE E[EEILICE: 'Set-Privilege admin'
e. SRE AHE AFY AKX 2= HIAIX|Zt LIEtLIH 'y'E SELICEL

f. AEE2E MR sI2t= HAIXIZF LEHLH 'y E FELICE

HERZ AZO| eA&LICH a. el Mg S/}SEHE HIAIX|7F LIEHLEH "n"S F&LICH
b. A|AEIOA HIAIX|ZF EAIE|H A|ARS YRS SL|CE
c. A= M50|M * Update flash from backup config * (sync flash)
SHS MEighL(CE
YOOI EE AlLstet= HAIX|7t LIEILIH yE SELICH
4. 2t3 HETt o dthE MFE | gtelgtL|ct

™

EEZ3Z LOADER IZ2IEZ JIX7IMA| 2.

a
b. printenv HHOE St W MM S stolsiC},

=
C. 2tA HTt o MTHE MEE|0 JAX| % OH 'etenvenvironment-variable-namechanged-value' §E2 2
HASH AL,

d. 'avenv' BHS A3 HE LIS MEELIC
S. ChZ =2 AIA"” 0| w2} CHELICH

o AM|AHIO| 2EE 7| #2|X} NSE EE= NVEZF A4 E 32 2 0|SEL|CH 20| 2 OKM, NSE 2! NVEES
sat|ct

© A0 2EE 7| 22X NSE i NVEZH PAEI0] UK 92 F2 0 MMO| EAIS AZ5HAIL.

6. LOADER ZEIE0|M 'boot_ontap' HHS gtL|Ct.

HAE = LHE... J2{H...

EaQl o

O

ZE ChE tHAlZ o|SELICE
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HAE= WHE... s L
gret o] 5. a. MtEL| HAES2{0| 2Lt

b. 'storage failover show' BHZ ALE5I0] E}Z ZAEE2{7}
FEH|7t =R =X] el

rz
riot
n

7. 2& A0|1E2 TtE ZEE2{0f HZRILIC

8. 'storage failover -fromnode local' BEZ A5l ZHEE2{E gtetstiA 2.

2
rr
i}
ro
m
=
o
|>
M
ot
ro
o
i
iul

9. 28{AE TEIZE0|M net int-is-home false HHS AI2S

"false"Z EA|El QIE{H[O| ATt Q= AL "net int revert” HHS AFEot0] s QIE{IO|AE S ZEZ
| SELICL
10. 22 0|22 $2|E HEZERZ 7|1 rsion -v HHS M50 ONTAP HE S 20l
11. 'storage failover modify -node local -auto-2t2t true' HE S AFESI0] Xt B2t 7|52 siF|g A< 0] dhet
7|58 S+t

23 =3 - AFF A700s

o

AFF A700s A|ABIC| WA RE O|C|0{of|A 2= |SHL|C} O] RKHY|= QHF Bt
CIO|E] HM| At HATH A| AR ZtE5S HESH % C 7| #2|XHOKM), NetApp
AEZ|X| ASSHNSE) = NetApp 28 LS SHNVE)7F ZASHE A|ARIOf CHSE 1A =
CHAE &t=5h= DtFol ZEhELICE

AFF A700s AlAEI2 £5 HEl 0|C|o] 27 "9t x| et XS 2 0|C|o] 27 X|E|X| &LCh,

T o

7| 2E|Xt FYof| w2t AR A oIE S5t ot MESH HAIS ARSI Q. A[AZOA ofH 7| 22|XIE
ABSHEX| SHAIBHK| 22 A 2El D|C|of mA| FAIS AR o A HHS stolsth K.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE YEE FHISHI K.

S AH HAM 27t YHEASLICE "2EE 7] 2e| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SRASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

21



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| ol 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4ZBHR 7 HIAIX| glo| SRAE ZEXET} WEELICH S7|8t0 Lfste
()  =32f mEze= Soppy| Mol F HAIXIZ LEFELICH 257t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetolX| LIt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz 5|3 O HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= bt

—

mjo

H

Mot

Mslst A

o -l =

? =4
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

ZIof7t 2 ASE 2 E 2 NetApp-AFF A700s = EHetatL|Ch
IEOﬂ sS3E R I*'Oil 2 DAL BES NetApp O HHESHMAQ. EM|R "2 E izt
S A" XEM|St LH 2 S H|O|X| = & XSHAMA|I2. AFF A700s A|AEIS 2= HE| O|C|0]

E-_r‘ EXta x| g IEf s 58 00 S+ XEE X gSL

Lo d

MAl

MA| 1Al 7HR - AFF A700s

MAIE WA[5tH, AEZS] 2=t SSD E2t0[EE &4 MAIMM A MAIZ 71 CHS
EAE MAISE | & £= A|AE FHH[HOM E2I5t2 WK MAIS HXt2of “iIOHOF gfLct.
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CHA|
1. SSHE Edll 22 AE0| 2208t LI 2Z 24 A0l Y E/2ES A8t 2HAEQ 0N
Z30IBfLICE.
2. D= Z20|HE/SAEO|M NetApp A|AEIS| H|O|E{0]| HMASHK| 26t = BhL|Ct,

3. o5 el XAAS UA| ZXISHLCH.

4. AutoSupport7t 24otEl 22 AH0|A WHS AXMSI U A|ARO| 2EaRI0| E Aoz ofldE= 7|2HE
HEA[RfLCE

rul

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. DE S AE 29| SP/BMC F4 AlH:
system service-processor show -node * -fields address
6. 2B{AE 42 ERLICH

exit
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7. o[ EHA|o] EHof| LIEE =9 IP 45 ALE310] SP/BMC over SSHOI| 2101510 Td &zts
DB &gt

TE/AES MEdts 32 St S2{AH HE[X XHH SEE AESIH HEE2{of 2L

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0A 2FE[= SnapMirror S7|4 22{AHE AE5t= 22{AHL| H2R: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}30| EAIEH S2{AEO| 2t AES2]0)| T3l *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t ZAEE2{7 HZ m{7tX| 7|CH2l = LOADER ZEIXEJF HA|ELICH.
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C. Press Ctrl-C for Boot Menu”Z} BEA|=|H Ctrl-CE
d. BAE HR0M RXIE4 ZEZ BEISE SMS
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1. X E BEQ| 7HEER ZE F SlLIoN 22 HEER 2& U MA|2| HA &EHE "ha-config show"2
HAlgL|Ct

HA &Ell= 2E 74 2240 thsl SO0k BiL(Ct.

2. MAJOl| CHol FEAIEN AJAR AENZE AIAR FH0H LX|GH] Qb= E2:

- OT-

a. A2 HA 4EHE "ha-config modify chassis_ HA-state "= A& $fL|C}
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. 3
- b3}
b. MF0| HAL|F=X| &lBfL|Ct. ha-config show
3. OF=! CHA| SHX| QAUCHH LIHX| A|ARIS CEA| FSHYAL.
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* replacement_node= O HAte| YR =Z &4 E LEE WKNSH M = ERILICE
* healthy_node= replacement_node2| HA ItEL{QIL|C},
oHA|
1. refacement_node’t LOADER ZEEXE0| UYX| %UOH A|AHS L OADER ZEXEZ FLHSHLICE

2. Healthy_nodeO|A] A|AR] A|ZH2 ZHQIBILICE cluster date show
St AIZH2 A E AZHHE 7| EC = gfL|Ct
3. LOADER ZEIZE0|M, replacement_node:sHow date2| =Mt A|ZHS EQISHA|

= A AZF2 GMT=E S E LT

4. LRt AL WA =9 LM(GMT)ZE 'SET DATE_MM/dd/yyyy '2 MAEHL|Ct
5 st AL WH| L=9| AZHS GMT TH2|Z 'SET TIME_hh:mm:ss_'2 MAehL|ct

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8l A|ZHS &tQIBtL|Ct show date

2¢HA|: MAI2] HA HEHE olstn A™ptL|ct
HEED 22| HA HEHE Eolst TRt 22 AAH 240t AKX S MEfE A0/ EsOf SfL|Ct.
1. M ZEE2 D89 X2 RENN 2E H2A7t ST HA HEH ha-config showE EA|st=X| &QletL|Ct
HA MEHE 2E 74 Q400 tislf SsHoF ZL|Ct.

2. ZEER ZEO HAIE AAH MENZF AAH 2T AX|SHK| gt H HEER] 252 HA 2EHE "ha-config
modify controller ha-state"2 A& stL|Ct

HA 2Efel Zt2 Cf

dlo

S ofLte &= AL

rlo

o HA
° Bl o

3. HEER ZEO| HAIE A[AR MEf7L A|AH 43 AK|SHK| o™ HEEZ ZE2| HA &EHE "ha-config
modify controller ha-state"= A& gfL|C}

4. d¥o| HEE|Y=X| &QIRILICE ha-config show

ANARS Mot A3 S MG = U= AFF A700sS AHERILICE

wH| BXE 2t=ot0 A[ARIS
Storage Encryption 142 Slst

SstHH AEE[X|E T 45E1 NetApp
C ol
SHL|CH A|ABIS FA| ZH= AEHE 2I3t7| Moj| U

?_E§E101| CHSE 20| MIA S M X| 6l OF
xtol2 et eliof EhLict.

12 A 23 o]

EEZ 2EQ AEZ|X| Y HESR T AZS QIS H LSS MBS A|L. "Active 1Q Config Advisor" .


https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor

2. THAF NARIO CH3 MEE 2 O BIOIE] £7 S 22t

3. 702 917 B2 S20%t g HS HOIPHICL DE [|A3 UIJ} BAE|D BE C]AS7} S2{0) EA|=EX
solstol 2 0|2 H SRS LIt

4. #ig 12 S205t0] T2 A|0| 22 Bol%t TS Config Advisor®l 22 HQIgLICH

AER|X] A|AZI0| HAY LHO|| = B2, AL SR Al 7|28H0| HMSIH A ZHEEZ] ZE9| A|AH” DI AIS2E
ClATO| EHELICE replacement_controllerS SEIE [[H AAEHID HES Solst CHg HE0| HE A=K

£HQlsf{oF gLt
O] A= HA Yol ONTAPE & &lst= AJAHITH M EELICE
1. replacement_controller’t RX|E ZE(™>" TEXE FA|)Ql 22 |X|E4 ZE
"halt"2 0| S&fL|C}

2. system ID mismatch: boot_ontap2 Q15 A|AH! IDE H’Hc’l3f3fL H|A[X| 7} A= H
_replacement_controller®] LOADER ZE2IE0|AM ZHEERE BEISIT yE QstL|Ct

3. replacement_controller 2&0f| 'Wa|t|ng for gkgt, . HIAIX|ZF HEA|E W7HX] 7|CHEl = FAEQI AE S 20l A AY
IE L] A|AE! D7} RSO 2 X HE[Q=X| é.*?_'i.“—llif. 'storage failover show

=61 2 ZETEQI

i

HHE =2H0||= 24E AEEZ{UA AAH”H D7} HAZQJCHE HIAIX|QF EHH SHHE 0T 8! A ID7} EA|=|0{0F
SiL|C} CHS OIMIof| A node2= WHIE HE M A A[AH! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

13 BER A% TS HAIKIT} LIEKIH Y2 SYE 4 YALIC 18 BE TETET)}
LEEFEHLICH*>).

b. @E F0| YOI E NEEILILCE 'system node run-node_local-node-name_partner savecore'
c. ttgt HH S MMELT| Hofl 'avecore' 0| tZ E W7IX| 7|CHE|MAIL.
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7. C|ATT} HCH2 SetE

50

"AF2 =9 ONTAP 9 H{ZXof| &t

_replacement_controller0f| £
ClA30f| M A|AR! D 18737752770| EA|ELICE

Ot HHS U0 savecore BHO| T3l MEHE DLIHZE

node-name_partner savecore -s'

d. admin #%t +ZOZ 2| 'et-Privilege admin’
AEE|X| A|AHIY A
AH23t=X] o F0f| T

o "2HE 7| 2| ¢z3} 7|

=
=
o "QIR 7| Ze| 2ot 7| E SEHLIL”

[y = |

oISt |Cp

[y =]

EE3E CHAl MSELIC

2iL[Ct

UELICE. 'system node run-node_local-

E2|X| E= 25 Y297t FHE 3R 2EE 7| B2[E Ar85t=X| = 2|F 7| 222
2t Ch2 =Xt S SHLtE AFEot AE2|X| E= 28 Y2t 7

?_OHOF gfuCt,

a. HMHQ HEEZ0|M LN E HEEZ S| AEZ|X|E CHA| S ELICE 'storage failover et -

ofnode_replacement_node name '

replacement_controller?t AE2|X|E CHA| 72t B2

AL&HHD

®

EalX| 2 QI8 A|AE IDE

7|HEHO] HEE[H HEE

a. 7|=Ho] &= El T HA Wo| 4 ZE FIX|, 2|1

Ho|
RAX| =elgtL|ct

=

'storage failover show' @& 2| Z210|= THE L] HIA|X[0| M HAE A[AR DI} ZEHE(X]|

_h

AEX| &

nodel>

Disk Aggregate Home
Pool

Owner DR Home

Reserver

1.0.0 aggr0 1
1873775277 Pool0
1.0.1 aggr0 1
1873775277 Pool0

nodel nodel -

nodel nodel

te ClA3E M AIAR IDE EAlSHof BHLICE CHS oo e == 10| 2R3t

"storage disk show -ownership’

22 2=

FAStEl= HIAIXIZF LHEHLEE yE 2=I80F LTt

LOLE A"

HIO|2LH7} 7tsetX|, & 'AER|X| HULH HA|

G4OtOF RfLICY.

SIIBILICE ‘AERIX| AT BA-AR

—

Home ID Owner ID DR Home ID

1873775277 1873775277 -

1873775277 1873775277 -
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1.

n

replacement_controller’t R X|E4 2
"halt"=E O|SgfLICt

(*>"TE2OE AR 2 QB4 DES ZFsl0 20 TZLEQ

2. system ID mismatch: boot_ontapZ QI8 A|AH! IDE MFOlstet= EI1|)\|7(|7f HAEH
_replacement_controller®| LOADER ZEZEQM ZHEEE SEl6t1 yE YHTILICE
3. replacement_controller 2&01| 'Waiting for Bt2t...' HA|X|7t HEA|E W7LX] 7|Ch2l = HAXQI HAEZ2{0f| A A
OIEL] A|AEN DIt RS2 2 X|HEIREX Q?JE*LIEF. 'storage failover show
BE 0= 24E HEEZ0|M AAR D7 HEEUCHE HIA|X|2t &7H SHHE O X M ID7F EA|=[0{0F
LICE CHS oMo M node2= WHIE HE M M A|AE! D7} 151759706 4 LICL.
nodel> “storage failover show’
Takeover
Node Partner Possible State Description
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partner (0Old:
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a. 1z st £ 'Set-Privilege advanced’ 2 HZATL|Ct
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76

a. ANl HEEH|M LN HEER| S| AER|X[E CHA| M| S ELICE. 'storage failover B2t -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X[E CHA| 71X et 2 S 2t=gtL|Ct.



E

AIAE 1D BUK|2 QI5) AIAE DS AISIEHS HAIXIZF LIEIS y& Qi2isHof BLCt,
(D) 7120l Hesp Heas HElE 4 Attt

"AHE Sl ONTAP 9 7Ol TSt 17t8d 1 70| =5 HOIEHA| "

a. 7|Hi8o] RE T HA KO| HA K5 01X, 12| 3 €l0| 2287t JHSEX|, F AER|K| HYLH EA
oIx| 2relstLct

=

'storage failover show' HH Q| Z&H0|= TtE L HAIX[HA HZAEE A|AE D7t ZEHE|X| QFOFOF BFL|CE,

6. C|A 37} Hth2 SRR SelgiL|ch ' AER|X| C|AS BAl-AQ2!

_replacement_controller0fl £38H= C|AT = M A|AE IDE FA|HOf SL|Ct CHS KoM= = E 10] AR$H
CIATO M A|AE! ID 18737752770 EA|E/L|CH

nodel> ‘storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO
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