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LETF MAIOf 2HE3] 2R == Al REIE7] AL

5. X5 HE| A|ZF HA|X| 7} HA|E|H Ctrl-CE =2 20 TEDE|AN X BEl TZNAE ZCHSHL|CH ST ™
Ctrl-CE S&ELICt

MEHS

— 1=

Of MIAIX|Z} LIEtLEX| G¥QH Ctrl-CE +21 RXES HEZ RESH= 4
2Oz RO

o

o
mjo
"
n
i
0
A
ot
i

6. LOADER ZEZEO|M HEXI AZ 88 dFLCh
° DHCP!'ifconfig e0a-auto'S 71 M45t= 2R

ot 'var' THY A|AH 521 0| FAXQl L E0i[ A

FHetER ZEE= HEQIS HES St
AtE3tE Bt ZEQILI|CE O] HO|M eOM ZEE AIEE

(D) ol wast oot s4let o

= ASFLICL
° 5 HAZ P M= ER: 'ifconfig eDa-addr=filer_addr-mask=netmask-GW=gateway-dns=dns_addr-
domain=dns_domain'
* filer_addr2 AEZ|X| A|ARIS| |P FARIL|CH
* HitAS = HATIEHo| AZE 22| HEY32| HESS otAIIL|CE
= AlO|Ef)ol= HIER 29| AHlO|EL0|ILICE.
* dns_addr 2 HIEY 30| /= 0| MH Q[ IP FALICE

* DNS_DOMAIN DNS(Domain Name System) =H|Q! O|SQIL|C}.

Of

Of MEHA D7 H4-Z AHESH= E2 netboot AH URLO| ErtatEl =Ml 0|F0| ERSHK| &L Ct.
MEeo| S AE O|F2 QI FLCt
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@ QUE{H[O|A0f THE OW7H M7t HREY = ASLICH B0 ZEZE "help ifconfig"E &1Z5H0]
NE MEE sholst & QI L L}

= T AMAHd
7. AEEZER{J} 2% = {22! HZE MetroClusterdf A= 2L FC O{HE M2 Selsfjof gfL|ct,
a. fX|E4 ZEZ 2E&'boot_ ONTAP maint
L EE O|L|A|0|O|E{ 2 MAEL|CE: "ucadmin modify -m fc -t_initiator adapter_name_"

c. QX B4 RCE 273t7| 98] Mt

b. MetroCluster
HA A2 A|AEIO| 2EIE of AHEL|CH

=7 O|0|X|] £&! - AFF A700

AFF A700 A|AEI0| A USB EZ2H0|E2| ONTAP £ 0|0|X|E HEIStH £El O|C|0E

S2LRI5HMA|Q. O] ZXI0|l= USB Z2HA| E2I0|E0|M FEI I A|AH E‘;J, ot H4 2ol

ZHEZEZE HA B 5 MEIR | S22 = 2p-H0| ZeE|H, A|AEI0| 21 E MetroCluster
TAOIX| 04T01| crrar THIE QI THA| 7 SR Ct

AFF A700 A|ABIS 4= HE| 0|C|0f 27 Mkt X|ABHLICH XHE HEl 0|C|of B7= XX &L

o T o (=]

237 0|0|X|0|AM ARl L ES HEISH= MAH= A|AHIO| 21 E MetroCluster TTA0H| Y =X| of 50f| wh2f CHELICE

S8 1: HRE A|A”M =5 0|0|X|E REIEILIC

USB E2}0|E0f|A| ONTAP O|0|X|E H&lstn M A|ABIS SI6HH etF HLE <tols{of BfL|Ct,
O] Xt= 2E MetroCluster 40| @i A|AEIN MEEILICH

CHA|
1. LOADER ZEIZE0f|A USB S2HA| E2t0|E0f|AM S7 O|0|X|E BESHYA|L: "boot_recovery”

O[0JX|= USB S2A| =2t0|20j| M L2 2 =EL|Ct

2. HIAIX|7t EA|E[H O[O|X] O|S 2 UBtALE 2tHS| 2z otofl HAIE 7|2 O|0|X|E ICiE AtEetLCt.

3. var' oY A|AEIS S8t

A A”| CHS 7|s50] Y= E2: J2{H...

HES3 A& a. el Mg SsleH= HIAIXI 7} LIEtLIH 'y & SFELICH
b. A -EE 115 H$t £F 'Set-Privilege advanced’ 2 AX$tL|Ct
c. S U] 2

=

2 'system node restore-backup-node local-target-
address_lmpalred_node_l p_address_'S A& SLICt

d. .==Z admin 2{|# 'Set-Privilege admin’ @ 2 &[S EL|C}

e. SHE 742 MEE AUX| 2= HAIX|Z} LIEILIH 'y E 5FLICE
f. == Z XEESI2t= HIAIXIZL LIENLIH 'y E S=ELICE

14



A AEI0)| CF2 7|S0| /e B 2™
HESZ HZ0| gl&LICt a. W F M2 FStEH= HAIX| 7} LIEILH "n"g S LICH
b. A|ARIOA HIAIX|IZF EA|E|H A ARES IHLEERIL|CH
C. EA|El HF0A * Update flash from backup config * (sync flash)
SHE MEigiL|C}

YOIOIEE Al&StEHE HIAIX[Z} LHEHLHH yE FFLICE.

O]
=5
£

HESI3 HZ0| 1 MetroCluster

Q) TS Bolstats HIAIX|7L LIEHIE g FELICH
P A0l asLict .

b. A|ARIOM HIAIXIZL HAIE|H A|ARS KRR ELCH

C. iSCSI AE2|X| HZ0| HZE Wi7tX| 7|CHEiLICt.

CHS HIAIXIZE EAIEE A

g

g = ASLIC

date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
1SCSI session state is changed to Connected
for the target i1iSCSI-target (type:

dr partner, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr auxiliary, address: ip-address).
date-and-time [node-
name:iscsi.session.stateChanged:notice]:
iSCSI session state is changed to Connected
for the target iSCSI-target (type:

dr partner, address: ip-address).

M * Update flash from backup config * (sync flash)

YHI0[EE Al&St2HE HIAIX[Z} LHEHLHH yE FFLICE

4. 2F HEI O MTHZ AP U=K] 2elFL|Ct

a. -CE LOADER TEIZEZ JpZL|CE.



PS|
=

0
fujo

3lo|s
= L

-
_

Ct.

i

b. printenv HHOZ A H

o
C. g HeTt o g2 Y&
HESHHAI2.

d. 'avenv' BHE AIESI0 HE LHES MEELICL

INRY

$0

5. g B=2 AlAE 740f et CHELICt,

o A|AEIO) 2EE 7| #2|X}, NSE E< NVEZF AE 22 2 0|S8HLct
Seigt|ct

© AlARIO| 2 E 7| Ba|x}, NSE £ NVEZL 24950f x| ok A< o]

6. LOADER ZEIE0||A 'boot_ontap' BHS I2ABHLIC}.

*HAE= B2 i
ZOQZEDE CHE CHAIZ ol SELIC
gret o] =... a. ME =0 2algt|ct.

ot O™ 'etenvenvironment-variable-namechanged-value' BE2 =2

Z Q0 w2 OKM, NSE 2 NVESE

MMo| HHAIS AZRSHAIL.

b. 'storage failover show' BHZ ALE5t0{ E}2l L =7} Hheh =H| 7t

E|A=X] SRltLCt.

7. 2& #0122 TE LE0of AZSL )

8. 'storage failover -fromnode local' &S AH&6t0] L EE CHA| X[™EEL|CE

9. 28{AE TE2IE0||A net int-is-home false B S AR50 =2| QIE{H[0|A

"false"2 HEA|El QIE{H[O| AT} Q= AR "netint revert” BE S ARSI T CIE|H|0|AS & ZER

E[SELCH
10. 22 F|0|2S B35 LC2 27|11 rsion -v HHS Al

AlBHS
11. 'storage failover modify -node local -auto-2t2t true' 3HEE ARSI XS

7|2 SFELICL
=M 2: 2 E MetroCluster +8 22 57 0|0|X|E FEIEL|Ct
USB =2t0|=0{|A] ONTAP O|O|X|E E&st1 otF HaE Sholsof ghL|Ct,
0| MAH= 2= E MetroCluster A2 A|ARIN| X E/L|CE.

CHA|
1. LOADER ZEIZEO0fA USB S2HA| E2t0|E0j|A £ O|0|X|E BEISHAA|

0l0[Xl &= USB Z2fAl E2fo|=ofA CHRREELIT,
2. BAIXI7} EAISI® 00|%| 0SS QUBfB7iLt sieie| 2z ool BAIE 7] 0
3. o|0|X|= MX|
a. #Ql THZ Hestats MK} LIERLI g S ELIC

b. M= AX|ot AT EQNE AHEI2{H HFESIEt= HAIX| 7 LIEHLEEH 'y

rOI-

P S ZZMHAS ARFRILICE

"|;
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2: "boot_recovery"

|0|XIE 3= AHERLIC.

= |_EL_||:I_

= T8



DIETEJ HAL|H EE TZNHA

3 Thet ZH[7hE AL

fufn
o

4. N|AHIo] HEIE i} Press Ctrl-C for Boot Menu H|A|X| 7} LIEILIH Ctrl-CE 211 Boot MenuZt EA|E|™

. T EE | OADER ZEXEZ J}HZL|CH

C. 2tA HLTt of|ATHE MEE|0 UK & OH 'etenvenvironment-variable-namechanged-value' BEO 2

2 E MetroCluster 7240 A A 2| X[ O 22| H|O|E - AFF A700
HE| O/C|0] IH|E 223t S MetroCluster A X[ A S LHSHAA L. AFF A700
AMAHRHIS &5 HE| D|C|0 S AX2F X|ZgL|Ct A5 28 0|0 S = X|HE X

=]
T o
ELCt.

0| AL 2 E MetroCluster 4012t ML |Ct,

tHA|
1. RE CJ} "enabled" AE(MetroCluster node show)di| Q=X| &tolgtL|Ct
cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed
cluster B
controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X 2HQIBHL|CE. "MetroCluster vserver show'

3. B3 =Hof| 98l £3ME|= XS LIF 00| 12{|0]4 0| 'MetroCluster check lif show o] 3O Z R E|A=X|

QO_IE.H-I Ct
4. HAEOl 2 AE N Q= BE L E0|A 'MetroCluster A Q| X[ HEHS ALRSI0] AQ| XS S |CT,
5. AQX|uH Xt H0| 2 Z |} =X| IBL|CE 'MetroCluster show'

17
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SHAETIHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEZHEY SEHo AH AQ{X|8 Zti0| b= E|LIC

AN — =

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

QxS 22
B2 Agsto] 1 S92l 71ZM0| MElS 2

Sh= HI |.7_*0| 22l Z2|= Z L MetroCluster config-replication resync resync-status show
(o]

olet & QIALILH,

oF |>

AN

6. SnapMirror EE= SnapVault #AS CHA| A& C

oo

=3t =& - AFF A700

24| 2 DIC|0jof SBHS HHULICL AFF A700 MRS £5 28 DI/0f %7 Bje:
XISUBILICE XS R OlCjof 27 XS LIk

7| 22X R0l K2t A|A-—S| A otE SRS ffe MBS THAH IS =M Q. AIAH-AM O 7| 22[XHE

= L=

AME8H=X] St ASHA| @i2 22 FE 0|C(0] A HXtE AlRE wf et HES 2flstM Q.

18



2HE 7| #2|XHOKM)
ONTAP EE! H|70|A Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 2ot YHEJASLICE "2EE 7| 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2 MAE ALK EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £El

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.

mjo

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HR 7 HIAIX| glo| SRAE ZEmET} wEELICH S7|2t0) Mufste
()  =32f ZEze= soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHoz A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHatotX| gL, Zap7t LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| 22|X 242 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A

25



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|¢E 21E M(client.crt) It LIES 2BILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2SN K.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

Mot

Mslst A

o -l =

o ol.
2 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

2 NetApp - AFF A700 C = HHESIMA| 2,

E =

7|E0| sS% RMA XI*'Oﬂ 2t D& EES NetApp 22 BHESHMAIR. EMR "2 dhet
5 A" XEM|eE LHE 2 ST H|O|X|E AXSHMA|2. AFF A700 A|AH!

S5 ™Apot XI%Jg.H-IEr. Ats £2E 0|C|o] E7= X/ E X &LIC

rIO
-|>
Wiy
4
om
=l
2

MA| K| 7HR - AFF A700

AAEIOICHE 2E 4 247t SHI2A| 2FSoHofF gLfct. 2™X| g2 E2 7| X &AM
=25 oF RfLCt.
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O HAh= 27 == F40| A= AIAH-S I8 AYULICH SB{AHE MH|AY off HY S20i et XiM|e LIg2
HESHIMQ "AER[X| AARS HYHMoz SRt MAS ALICH oiZ 7H0|= - NetApp 7|& AH=E".

° ONTAPE A|AHIQ AF 22| A2 20| =-fLIC.

-

o P& & "Active 1Q Wellness 22! Sl 22" A|AHRI 1M @4A9| LEDR} 22 ol A|AHIY e EE
2gts 7|58l SLICH

e
1. SSHE S8l S2AE0| 29II7LE 22 22 0|21 HE/2EE A28 2B AE(Q| = E0j|A
2I0lgHL|Ch
2. mE Zato| AEO|A NetApp A A HlO[E{o] HHASIK| RIHEE BhL|Ct
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4. AutoSupportZt & glo| 2mzielo] 2 A= o &= 7[7HS

HA[SLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. RE Z3AH LEO| SPIBMC T4 AE:

system service-processor show -node * -fields address

exit

7. O] THA|o] 30| LIFE ==9| IP A5 AE310] SP/BMC over SSHO|| 2101510 TId &bzt
SLEEgLct
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TEAEE ME0ts 3 St S2AH HE[A AHE SEE AE5I HEEZ{off 2aUFfLIC.

8. &4 MAlo U= 2709 =EE SXIFLIC

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0| M 2FE[= SnapMirror S7|A 22{AHE A88t= 22 AEQ B2: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. CHZ0| BAIEIH 2HAEQ| 2f AEZ2{0f CHsll *y * S A=gfLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

-
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. 2t HAEER7t HE W{7kX] 7|CH2l & LOADER ZEXEJL HA|EIL|CE
=M 2: 2 E MetroCluster 80N =5 S BIL|Ct

ME HEERS BRoRH 2HESY MEjS
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HEl ZHEES AEE|X|0|M CIOIHE A% HMSSH== oot

* Y HUEE 0| HES S35t o Exto| otx|=tol| MY S5 FHKIE A FOo{0f L Lt

1. MetroCluster #E{E 2Q15t0] Zrolf7t Y= HEER{7t XSO 2 H4 Z{EE2{(MetroCluster show)2
Mete| A =X| ZrelefL|Ct

2. 7ts BH7t LEY =X o 20f| 2t CHZ FO| w2t TidetL|Ct,

1
It RS2 HEE|ASLICH Chs Tl E Tt

7} XSO 2 MBHE|X| 29

;O
o>
-
i)
mjo
ofm
o
X
ot
1
tal
=
ofn
bal
mjo

MA ZEE2] MetroCluster BH| 7|5
A
T

b XS = HBtE|X| 941, HEH HAIXIE AESHD 7hstt 32 2HE o Zet = LHA|
(=13

telstn, et R ZEED TS Wetsto FyZel HES
= St
il =]

'MetroCluster switchover' HHOE A|LSIMA|IQ. EZHE SHES £ Q= 22 7= X[ EX0 225t A|2.

Hets Ao H, ALK 7t
HEEASLICH

Of

3. HAMXQI 22{AEO|M 'MetroCluster 2t THA| A HHS A

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

30
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K27t HEE|™ '-override-vetoes' O{7f H-E AFE S0 'MetroCluster 2Hl' HEHE TH AT
MEHK D7 HAEE ALEotE AR A|AHIS 831 A S WXt ZRE AT E H|QIS MAEQ|EtL|Ct.

O = H=

4. MetroCluster operation show & AHE510] X0| 22| R =X| 2olgtL|Ct,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

5. 'storage aggregate show' BE S A0 OiI2|H|0|EQ| MEHE SQISHUA|2.

!

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. MetroCluster 22l £tA| 2 E 0 I2||0| E( heal-phase root-aggregate) B S AI235I0] £ E 0 I12|AH0|EE

=

st

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t AR H -override vetoes DN7HEHAE AFR3S0] 'MetroCluster 2Hel' HEHS R AISHE 4~ QISLICE O]
MEHN Of7f HK-E ALBSHE R AARI2 57 XS WXt ZE AT E H|Q12 ™ elgfL|Ct,

7. CHA 22{AEO0|A 'MetroCluster operation show' H@E2 AFE5H0 2Hl ZH0| b2 £} =X| ol

— = 1

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

fos
k>

HEl HEER ZE0M Y 32 XIS Z2lHCt
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6. 2t LEE QX|H$ DEZ HEISHL|CEH

a. 2t LEJ} 2Elg A|ZHEt i 'Press Ctrl-C for Boot Menu' HIA|X| 7} BA|E|H Ctrl-CE2 52 & TZNAS
Z=CISHL|C}
S - .

HAIX|Z7t EA|E[X| t0 HEEE| D=0| ONTAPE B&IEl AL 'halt & st C1S 20
()  ZEIZEoi boot ontapE st HAIXIZH EAIEIE Cirl-CE 2 T+ 0| EhilE
BHEBILICY,

b. 2 Hm0M RX 22| ZE FMS MEHBLICE

2ol ol mH T2 MA - AFF A7002 2= L|C}

7| E2t 2t M3 E RMA BEO| AHE CHE MA|Q| HA AE|E =Helstn Zolj7t 2 lst 2E
NetAppOi| Bt2tsoF gFL|Ct.
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1A MAIS] HA SEHE 2felstn 2FEL(Ct

=

MAIS] HA HEHE &fels
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P AAE Mol A HEfE YO[0| EdOF ZrL|CH.
Ch
1. R ZEQ HEER & F otLioAN 28 HEEY Z& U MA|2| HA 4EHE "ha-config show"=
HEAlSLICH
HA MEil= 2 E 714 2240 s SstjoF L|ct.
2. M{A[Of] CHEH FEA|EN A| AR AERTE A| AR A3 UX|SHK| ob= H2:
A

a. MAl9] HA AEHZ "ha-config modify chassis HA-state "= A& sL|Ct

HA Arelf Zf

rlo

Ct

dlo

S StLtE = ASLIC.

" -6-'.
= mcc
= mcc-2n
* 'mcip’L|Ct
* H|3}
b. d™0| HAL|A=X| &QIBtLIC} ha-config show

3. OFE| CRA| SFX| QEQUCHH LIMX| A|AHRIS CHA] FHBHYAIR.

4. Qx|EA O

i

SEYLt

LOADER ZEIEJ} L}ERtL|CH,

2CH|: 2. E MetroCluster 72430 A| Of 12| A|O|EE CIA| M&hetL|Ct
0| &t 21 E MetroCluster A0 MEIL|C}

|
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1. RE CJ} "enabled" AE(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

2. 2= SVMOIM ST |2kt e E[ A=K
=

20| ofef 23|

4. HAHQ 2 AH0| Y= ZE E0|A 'MetroCluster A2|X|HH HHZ ALESI0] AIX[ME HE
5. AQK|H 20| = E|RA=X| 2RI EfLICE. 'MetroCluster show'
SAET "I & - ALK HEHOf| UOH AL|X[# 20| TS| Al ZYULICH
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover

Remote: cluster A configured
S AEHE Y JEHO

UQH A (X[ 20| 2t=FLICE.

cluster B::> metrocluster show

waiting-

DR
Mirroring Mode

enabled heal roots

enabled waiting for

sHoIStL|C}. 'MetroCluster vserver show'

Xt= LIF OF0| 12{|0| 40| 'MetroCluster check lif show ol A2XHOZ 22 £ =X|

for-switchback

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

ol AlZto] 22 Ze|l= E2
o

S 7|E M HEIE efolg = ASLICE

6. SnapMirror EE= SnapVault 7142 CHA| A& gtL|C},

40

MetroCluster config-replication resync resync-status show
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BEA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH ol QLojof BtL|CE BHISE IgHstr| Fof|
= =HIZ S Z8HOF gLCt.

+ 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M3 A=, FOSHAIL.

A XTI HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Oj7Hf HAE AEsE AR A|AHS 27 XA 2 UX[stes ZE ATE H|QIS IH™QBhLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S A0
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

tot

r

Hel ZH0| 2= = A=XK| =l gfL|ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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2. Healthy_nodeO|A] A|AR] A|ZHS HQIBILICE cluster date show
EHue A7t FHE AZIE 7| &= 2 gLt

3. LOADER 2 I E0f|A, replacement_node:sHow date| St A|ZHS QISHA AR
St 8 AZH2 GMTZ M2 EL|Ct.

WA L E9| UYMHGMT)E 'SET DATE_MM/dd/yyyy '2 MEHL|C}
WH =29 A|ZH2 GMT &9 2 'SET TIME_hh:mm:ss_'2 A& stL|C}

6. LOADER ZEZEO0f|A replacement_nodel| LMt 3! A|ZHS &tQIEIL|Ct show date
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=== HA A|AEIQ| A A|AE] D HZA 20l

AEE[X| M A0 HA Y Lol Q1= B2, Bt & Al 7|2H0| 2dstH M HES2| 2F9| AIAH D7
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AsO = ClAT0| EHELICE replacement_nodeS FEIE U A|AE! D HAS 2018t LS HZAHO|
THE A} =X] 2olsof BfL|C.
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AlAZol|3t M S ELct,
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O BXt= HA Y0l A ONTAPE &5t

1. replacement_nodeZt RXIE4 BEM™>"TETE FA|)Ql 2R QAE4 DEE ZF6l0 20 TEDER
O| SELICE
2. system ID mismatchOfl 2|$t A|AE! IDE override St2t= HA|X| 7t LIEFLIH replacement_node2)
LOADER Z2IEO|A LEE HE3} T yE Ql2{sti|c}
bt

3. replacement_node 2&0]| 'waiting for gt

2. HIAIXIZF BAIE wibx] Z|eel = FaXel =20l M A
IEL AlAS] D7} AFEOR Sete| Qx| Stolgt

L|C}. 'storage failover show

HHE Z2H0||= 24E LE0|AM A|AHN D7 HAE|ACHS HIA|X|Q B SHEE O™ 5! A ID7 EA|E[0{0F
SLICH CFS MM node2= WHIE HXOM A A|AE! ID7I 151759706 L|Ct.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed
on partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for

giveback (HA mailboxes)

0| HOt MEE| AR =X| ZelefL|Ct,
a. 13 st £ 'Set-Privilege advanced’ 2 HZATL|Ct

03 RER & MMsiats K7 LIELIR Y2 S8 4 4L 18 RE Z2TET}
LIEFEILICH?>).

b. @E F0| HITE NAEEILILCE 'system node run-node_local-node-name_partner savecore'
c. thet HH S MMELI| Hofl 'avecore' BEHO| tZE W{7IX| 7|CHE|MAIL.

L2 HES Y=50] savecore HEL| Tl MENE HLIHZELY 5 UELICE 'system node run-
node_local-node-name_partner savecore -s'
d. admin H$t +FO 2 51| 'et-Privilege admin’JL|Ct
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a. Zd -E0M nAE = AE2|X], & 'storage failover BHet -
ofnode_replacement_node_name_‘° “*QJOH'*IQ

replacement_node= AEZ|X|E CtA| 7tXet 2EIS etz L CH

AIAR 1D 2UKIZ QI8H AIAH IDS FAISIHE HAIXIZ} LIERLIE & Jisfof siuic
@ 70| 74| 7R AS WHIE & YALICH
"AZ Z2l ONTAP @ B Hol Chgt 17k2 4 74 70| = op Al

a. 7| 20| AR E 3 HA MO A BE FOIX|, 22|10 0| T8 7t FHS BRI, 5 'AE2|K| HUQH
EAIQIX| SQIBHLICE

'storage failover show' B&E2| £2{0]|= ItEL] HIA|X|0|A HAE A[AR DI} ZEHE|X| 9400k HLICE.

7. CIAZTTI MU 2 e A=X|

_|i0I-

PRIgHLIC 'AER[X| C|AS BA[-ARH
replacement_node0l| &%t C|AT = M A|AE! IDE HEAISHOF LICEH CHS Of|oi A= & 10| ARSH
ClAS0f M A|AR D 18737752770| EA|ELICE

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home
ID Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 7142l A2 'MetroCluster node show' '==2| MEfE EL|E{ZISHC}
MetroCluster 1S H& MEfZ =[S2|2{H uH = R & F Z2|H, ofuff 2t =0 7 & HEf7}
HA|=|H DR O|2{20| 4% fEl_T'_ HA REJH HAEILICE MetroCluster node show-fields node-systemid
HH £H2 MetroCluster 40| H&t Ei= S0tZ WX O|™ A|ARI IDE FA[SLI|CE,

9. L EJ} MetroCluster 240l = A2 MetroCluster AERO| }2} 212 AKQX7F X{SH AIO|EQ| LEQI AL
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10. A|AEIO| MetroCluster #4921 AL 2} .- =7 'MetroCluster node show-fields configuration-state’ 2
TEE0 A=X] elgL|ch

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t -=0of CHdl ol AE|= 250] 'vol show-node-name’QI X| &tQIEtL|CH
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2. A 29| 7|= AAH! IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemid 7}
HeJL|Ct

0| 0|0l Al Node_B_12 O|F A|AR D7t 1180732921 O L =QJL|CE.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.
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Local System ID: 118065481

4. disk show BHO|M L2 A|AH D HEE ALESI0{(FAS A|ARIS| HR) [AT ARAE ML HLIC

disk reassign -s old system ID
f1o| oAl M BHO{Q LIE2 'TIAF THEH-s 118073209°0|Ct
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*> disk show -a

Local System ID: 118065481

DISK OWNER
disk name system-1 (118065481) PoolO0
(118065481)
disk name system-1 (118065481) PoolO
(118065481)

g BEZ A& TIAstat= HIAX|ZF LEEFLE

LEEFEELICH*S).
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C. admin gt &0 =2
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replacement_node: boot_ontapE &

replacement_node?} 2tF3| £

MetroCluster &% 'MetroCluster node show-fields configuration-state’S &HQIstC

nodel siteA:

dr-group-id

1 nodel siteA
1 nodel siteA
1 nodel siteB
1 nodel siteB
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cluster node

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.
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J8Y09DXC system-1

OIBtL|C}. 'system node run-node_local-node-name_partner savecore'

LIEILH= &S savecore?t 2t= & W{7HX| 7|CtEl CHS dtet HHES
AMsHSHL|C. 'system node run-node_local-node-name_partner savecore -s command’ S A28}0
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:> metrocluster node show -fields configuration-state

configuration-state

configured
configured
configured
configured
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C. 'MetroCluster check run’0|2}= MetroCluster checkS 3 $ICt
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e. Config AdvisorE H#fLICt NetApp Support AtO|E 2| Config Advisor HO|X| 2 0| S&L|Ct
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Config Advisorg it & £H1o| £33 HESID FHo|M HE A2 w2t HAE M E
SHESHIAIR.
12. AQIX[H =] AlZ2]|0|M:
a LEIDTETENA 1z Mot 2| 'Set-Privilege Advanced’ 2 HZAELIC}

3 2EZ A4 Tdstn 18 IE TRODE(*>)E 22{H "y"2 SEelof gLct.
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* L. CJt MetroCluster 7140{| I AO|EQ| RE L EE WH|$H AR AQX|8 M replacement_node EE= = =0
2to[MlA 7| E M X|sHoF E.“—IEL

CHA
1. M 2to|dIA 7|7t Rt AL oA mA|E 2to|HA F|E BEOMA|R "NetApp Support AFO|E" My Support(L

X|2l) MMOf|M Software licenses(2ZE 0] 20| MIA) E MEdstL|Ct,

@ Zast M 2fo|dA 7= XS 2 MY R0 IOl oMY FA2 HEELICH 302 0L

2. 2} 2lo|MA F|S 'A|AH 2to| M A Tt 20| MA FE 2fo[dA 7|, 20| MA 7| 2 AX|FL|Ct

a. OJALE 2to|MA =tol 2o MA 2| - OJALE - Al[E20]M
b. SE0| SHIEH A2SIX| Q= AFR2HQ| 'license clean-up-unused' S AMH|BFLIC}

2C7): LIF 2ol 9 U3l s 52

replacement_nodeE AMH|AZ BI2tstY| M| LIF7L 2 ZEO| J=X| &QIst 1, AutoSupport?t AHEl 2L
_replacement_node2| Y& HS E SEst1, AtE et 7|52 A HsHof gfLCt.
CHA|
1. =2| QIEH|0]A T = M 8l ZE| CHH 'network interface show-is-home false’2t= 215 ot=X| &QlstL|Ct
LIF7t FALSEZ HA|E|H S LIFE & ZEZ E|E2L|Ct network interface revert -vserver *
-1if *
2. NetApp SupportOf| A|AEl 22 HS S SEFHL|CE,
° AutoSupportZ} 2435zl 2 AutoSupport HIA|X|E M&sH0] 2 HS E SEHLICE,
° AutoSupport?} 2HMetE|0] JUX| UOH E SETLIC "NetApp X" YH HS E SEELILCL

3. 22{AE Q| HEHE HQIBIL|CL "ONTAPOIA AT EE A5 22 AH MEf| FHE W= LY "KA|TH
LHE2 KB 2AE HZoHHA|I2.

4. AutoSupport FX|E4 =27t E2|HEl R E A8 A=RE ZSEYLICH system node
autosupport invoke -node * -type all -message MAINT=END HJH.

5. Atz ghgto| H|ZHAMSHEl AL 'Storage failover modify -node local -auto-t2t true’S CHA| A& BtL|Ct
3CHA|: (MetroCluster?! 8liZ): 2. = MetroCluster 71A40{| A O 22| A|0|E Z|E2|7]
O] 22 2 E MetroCluster 402t HEEL|C}.

|

1. RE CJ} "enabled" AEl(MetroCluster node show)di| Q=X| &tQlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =Hof| 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| A2HOZ 22 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT, 'MetroCluster show'

SHAETIHTT| & - 290X HEHof| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
I:IHE

i
ME

o o

Mo >t
otrie

=
of P FQI 7|ZMO| MefE olgt & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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245 ZE SRS SRsIRIY HES2| MElS SolsiD, W 29 YTl HES2 T} A4E HES2
AE2IX|OA OB A% RBE 4 UEE HES2IS 2A2ofof 2

Of Zreiof Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BEA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH ol QLojof BtL|CE BHISE IgHstr| Fof|
= =HIZ S Z8HOF gLCt.

+ 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E
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TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEER 0| TYS SSot2H o] Xt opx[2tof| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t A0 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A 'MetroClu
=713t

L|C}.

E.

=
St
St
=]

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H4E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QUSLICE
O MEHX D7} HHE A= 3R AAHS 51 Y2 UKt ZE ATE H|QlS ™l ghL|Ct.
4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

20 AEEE =S 2e[RLICE

HEEE Ho 714 Q40 MMASHH HA A|LAHUM HEES RE2 22lct U3 HESS Z52 EMHE
=2[otoF LIt

Hel ZH0| 2= = A=XK| =l gfL|ct.
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =Hof| 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| A2HOZ 22 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT, 'MetroCluster show'

SHAETIHTT| & - 290X HEHof| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BEA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH ol QLojof BtL|CE BHISE IgHstr| Fof|
= =HIZ S Z8HOF gLCt.

+ 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M3 A=, FOSHAIL.

A XTI HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Oj7Hf HAE AEsE AR A|AHS 27 XA 2 UX[stes ZE ATE H|QIS IH™QBhLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HEZ2 AF25H0{ 2t ZJ0| 2R =P =X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

I/0 2=2 wASHH MA| LHo|l M sliE 2ES A0t EF HAIE TEHAL.
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1. IH| 250| o|™ ZE CIE REQI 2R BMCE MELEL|CE
a. LOADER T E I E0f A advanced privilege mode: priv set advanced= HZAL|C}
b. BMC:'s p reboot' & MEESL|C}

2. LOADER ZEIZE0|AM bye = EE MR ETLICH
(D) ol ste Pele h= 9 Tt 24 2471 kAl £7/8te| D oot R E L

3. A|AHIO| 10GbE 22{AE A5 HZAD 40GbE NIC EE= 2HE ZTEQ| H|0|E HAS X|ASIEE M=l ZF
SXE 4 BEH A 'nicadmin convert' HE S AI2510] 0|28t LEE 10GbE HZZ HetetL|Ct

() e o= exws oo Zasof s,
4. LEE HY IE MEIZ E|Z2|MA|2: 'storage failover #tet - ofnode_impaired_node_name_'
5. Xbz ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| M- etL|Ct

A|AEIO| 2= E MetroCluster A9l A< C}
gt

ajo

THAlof Y E tHZ o2 H|O|EE CHAl T &tstiof

©

—_

ATHA|: 2 E MetroCluster 70| A O 22| A[O|EE CiA| HghefL T}
0| AL 2 E MetroCluster 4012t ML |Ct,

e

1. BE L EJ} "enabled" AEll(MetroCluster node show)di| =X &lEtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =Hof| 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| A2HOZ 22 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME AT
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT, 'MetroCluster show'

SHAETIHTT| & - 290X HEHof| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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of P FQI 7|ZMO| MefE olgt & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &3 MENZF BEA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH ol QLojof BtL|CE BHISE IgHstr| Fof|
= =HIZ S Z8HOF gLCt.

+ 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M3 A=, FOSHAIL.

A XTI HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AASIHo] H|O|E| OH2|H|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Oj7Hf HAE AEsE AR A|AHS 27 XA 2 UX[stes ZE ATE H|QIS IH™QBhLC,

— oT [=}

4. MetroCluster operation show HES A28t 20| 2AtZ ==X SHolstL|Ct



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O 2Z|AHO|EQ| MEHE SQISIMA| L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S A0
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

XR7t HREH -overrlde vetoes D7 42 AL230{ 'MetroCluster g}gl_ H2 S TYAISSE A QUAL|C}
O MEHA DH7 HHAS ALRBH= 2D A|AEIS 21 X0IS HIX|Ste IE ATE

O T H= o

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

tot

r

Hel ZH0| 2= = A=XK| =l gfL|ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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=4 1: ID HI(HA %)

HA A|AEIO| A|AE! D HAS StolTtL|C}
replacement_nodeE R M A|AH D HE S 24l CHS HZEO| R/} =X| 2elsof SFL|CE.

@ C|A3 THEE2 NVRAM 252 wHE ot ZR5HH NVRAM DIMM w40 = HE&|X|
grELct.
£

1. WX L7t QR|ES DEM>"TZEIE BA|)Ql A2 QA|E4 ICE E26t0 2 TEDER
O|SeLICt

2. ON| ==°| LOADER ZEIEQAM LEE BEISI D A|AH ID SLX|Z 2l A|AH IDE A S[sI2t=
HIAIX| 7t EAIE|H yE =B C.

boot_ ONTAP bye
XtE S0 AHE 22 =7 MEEE LT

3. replacement_node 2&0] 'waiting for gtet | OAIX|ZF EAIE 7K 7|Chel 2 DAoL L 20 A Al
IIE L A|AE! DI} AF SO 2 SEE| A =X §. O1BtL|C}. 'storage failover show

HE EH0= 24 =20 A|A” ID7HHZEACHS HIAIX|2EEH SHEHE 0| 8! M ID7F EAI=|0{0F

LI} CFS IFOl M node2= WM E HF M M A|AH ID7} 151759706 4L CL.

nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed
on partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for

giveback (HA mailboxes)

4. Fd 0N 20| It ME = A=X] gelet|ot.

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

o T E XMZEILICE. 'system node run-node_local-node-name_partner savecore'
o
=

aTH

A7 Hof 'avecore’ BHO| 22 E I{7IX| 7|CH2[ M AL,

LS HHE Y=o savecore BHO| TId MEHE ZLIEZELY = J}SLICE 'system node run-
node local-node-name_partner savecore -s'



d. admin H%t +F O 2 S| 'et-Privilege admin’&JL|Ct
5. LEE S2{FLICh

a. HA LENM BN E =9 AEE|X|, & 'storage failover

IOH

ofnode_replacement_node_name 'S HH2tSHMA|

rl°i

replacement_node= AEZ|X|E CHA| 7t et REIS t=gfL|C}
AIAE D 2UK|Z Q16 AIAR IDS LAISHEHS HAIKIZF LEFLE yE @i2fsof $HLiC
() 710l esie ARHS HEo 4 YBLIC

"AE E2l ONTAP 9 HHO|| CHSE 17t 4H 714 710|EE AOotEMA|R"

a. 7|EH0| 225l & HA Wo| HAF XHE FOIX|, 12|10 Hlo| A I} FH5 A, 5 AR HYQH
HAI'QIX| 2oISfLICH

'storage failover show' @& 2| Z210j|= 'system ID changed on partner' H|A|X| 7} Z&HE|X| Qtotof

oLt
6. L2337t Mo 2 S = A=X] SfletL|c ' AER[X| C|AT HAl-ARH'

replacement_nodeOf| &3t C|AT = M A|AR IDE HEAISHOF SLICH CHS ool M= & 10| AR5t
CIAZOf| A A|AE! D 18737752770| EA|EIL|LCE,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home
ID Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

7. A|AHEIO| MetroCluster Q1 Z L 'MetroCluster node show' '=E°| ME{E P L|E{ZISHCH

MetroCluster 1S F4& MEfZ E|S2[HH wA = R & Y Z2|0], o|uff 2t =0 & AEfTt
HA|Z|H DR 0|2{20| 2dste11 Mah RETJH EA|ELICE MetroCluster node show-fields node-systemid
HH £ 2 MetroCluster 740| HA ME|Z SOFZ W7LX| O|™ A|AH IDE FAISLICE

8. .LEJ} MetroCluster 7240 = 22 MetroCluster AEHO| L2} K2 ALKt RHsH AFO|EQ| EQI AL
DR 2 ID ZEof ClAZ 9| }ef ARAIF HA|E|=X| 2telgtL|Ct,
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° MetroCluster 7+40| F&t AE{QIL|C}.

° replacement_nodet MdH AIO|EOf| Q= ClAI Q| FHXH A FRHL|CE

"4 E MetroCluster T 0| M HA E|0| 2 2H 3! MetroCluster A X|2H S0| C|AT AQFO0|
HAE|L|C}

Lod

9. A|AHIO| MetroCluster 714! 22 2} .= =7} 'MetroCluster node show-fields configuration-state’2
THE0] J=X| ZelgfL|ct

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

10. Z} -E=0f CHél of|AtE|= =2 &0| 'vol show-node-name’@IX| EtQlgtL|Ct

1. HEE Al X}S HO|Z2H 7|5S HIZ M35 22 ™A - E2I 'storage failover modify -node
replacement -node -name -onreboot true’Of| Al - 35tSHAA| 2

=M 2: ID & (MetroCluster 74)

2. E MetroCluster 710l A A|AR!IDE Y HEILIC

ONTAPE 2Adt= 2 = MetroCluster 1E0M= A|ARIS Y 2F HEiZ =|Z2(7| Hof| CA3E M
;15231 o| A|AE1I IDE2 _JI\_ oz xHoH:|-0|.|0|: ol-|__||:|-
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o] ZtAof| chst
0| XH= ONTAPZE A&list= 2 E MetroCluster T+AI9| A|AEIOf|2F M EIL|LCT,

O ZXtoll M SHHE L=E=0f Chet HFS A@stof LCt.

* impaired_node= |§X| 22| +d5t= L EQLICE
* replacement_node= O| HAQ| A2 E &4E LEES WASH M =ER]L|CH

* healthy_node= &4E =E9| DR IIE

L

O||__||_'_|-

|

1. OtE! REEISHK] AJACH replacement_nodeE MEEISID "Ctrl-C"E YISt BEl TZMHAE TS
CS EAIE HiF0M RXIES ZEZ BEISHE 82 MEfSHUAIL.

AMAEID 2 RXIZ QU8 A|A- IDE FAISIEf= HIAIX| 7 LIEFLIH YE =8} gL T},
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2. Y4 59| 7|= AAH!I IDE 2™ MetroCluster node show-fields node-systemid, dr-partner-systemidZt
2Lt

O] oi[oflAf Node_B_12 O|H A|AH! D7} 1180732991 O™ L= E=QIL|Ct.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

3. 2MEI LEO| RX|E ZE TETEQM A A|AH IDE FHolRtL|Ct "ClAT A

=

Of offofl M A A|AE! ID= 118065481 4 LILCL.

Local System ID: 118065481

4. disk show BHO|M L2 A|AH D HEE AISSI0{(FAS A|AHIS| HR) ClA3 ARFS MEeLICH
disk reassign -s old system ID

91| ofA0fl A FEO{O| LHBE 'TIAT RB-s 118073209°0]Ct
Alstats HAIKIZE LERLIR Y2 SEE 4 AL
5. C|A37} U2 Bete|Qt=x| ZolgtLct

30f _replacement_node2| Af A|AE! ID7} EA|E[=X| &QIBIL|CE TS

replacement_nodedi| &3t C|A
AQSHCIATO| A A|AE! D 1180654810| EA|E/LICE.

ool M= system-10[A] &
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*> disk show -a

Local System ID: 118065481

DISK OWNER
disk name system-1 (118065481) PoolO0
(118065481)
disk name system-1 (118065481) PoolO
(118065481)

g BEZ A& TIAstat= HIAX|ZF LEEFLE

LEEFEELICH*S).
b. T HIJt B A=K &0

HH =20]| savecoreZt T
AlSH

savecore?| %l

C. admin gt &0 =2

replacement_node’l &
"halt"2 O|SgfL|Ct

replacement_node: boot_ontapE &

replacement_node?} 2tF3| £

MetroCluster &% 'MetroCluster node show-fields configuration-state’S &HQIstC

nodel siteA:

dr-group-id

1 nodel siteA
1 nodel siteA
1 nodel siteB
1 nodel siteB

of SOt MEERA
X

'Set-Privilege advanced’ 2 HZSIL|C}

=ol|le
"gl SA:IE

£ 'et-Privilege admin’2

X4 DE@F*> TETE FA|)Q

=l

—

POOL

Ll stoles
=X 2elgl

r
n

o £ JELICE </info>

slgtct

cluster node

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.

J8YOTDZC

rd
<
Hu

2iL[Ct

SERIAL NUMBER HOME

J8Y09DXC system-1

OIBtL|C}. 'system node run-node_local-node-name_partner savecore'

LIEILH= &S savecore?t 2t= & W{7HX| 7|CtEl CHS dtet HHES
AMsHSHL|C. 'system node run-node_local-node-name_partner savecore -s command’ S A28}0
rs=S oL|E2

2R RXE+ ZEE FRSID EH TETEQ

= AQ|X|eH(MetroCluster 22| X|UH)S 3BHL|C}

—_

:> metrocluster node show -fields configuration-state

configuration-state

configured
configured
configured
configured



11. Data ONTAPO|A] MetroCluster 74 XtE52 2toIgtL|C}.
a. & SHAEO| Chet MEf 210 'AAR AE] ST HAI'E =elgfL|Ct
b. MetroClusterZ} A £|0f Q! 11 'MetroCluster show'(F4 R E)2 MAHE| Q=X 2olstL|ct
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ2 A2t O 2Z|AHO|EQ| MEHE SQISIMA| L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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