O|C|E f&grL|Ct
Install and maintain

NetApp
July 02, 2024

This PDF was generated from https://docs.netapp.com/ko-kr/ontap-systems/a70-90/bootmedia-replace-
overview.html on July 02, 2024. Always check docs.netapp.com for the latest.



=0

O|C|0{E REIELICt
HEl 0|C|o] K| 7HR - AFF A70, AFF A90
2HC 5o 7| &0l - AFF A70, AFF A90
AFF A70, AFF AQ0 ZIEEZE = 2ILICt
HE&l D|C|0{E wA|EL|CHAFF A70, AFF A90)
231 0|0|X|E FEELICt - AFF A70, AFF A90
=3t 22 - AFF A70, AFF A90
80| U= HES NetApp-AFF A70, AFF AQ0L 2 HHetstL|Ct

2 1

mY 0O

O 0O A N 2 a A



O|C|0E RERLICE

o-d

HEl 0|C|of wA| 7HR - AFF A70, AFF A90

SE0jHl= A|A"0] REIE O AHESt= 1A 2 2K A|AR(FE 0|0]X]) IY NEES
MELYLICEH HEHD 4ol w2t ST els A £= SH 8l E WHIE Y+ ASLIC

Rl

"image xxx.tgz"S XMZEE MEst ME 27H2 71F FAT322 EoEl USB Z2A| E210| =271 Qlo{oF etL|Ct.

O] ZAIOf| M LIS AF2E £ UZZ 'image_xxx.tgz' IFY S USB Z2A| E210|=0]| S AtsHof Bt

* QRIS Y R4S ZTFAMZLE W DX FRU T 42 mH o ELIC,
+ C}S Hi7flo] HYS SUI2 HESeiof MBsts 20| FRELIT
7

HENE =2felst, AtE dhets Higdslstil, 2l 52 ONTAP HE S =tQlsl{of LTt

L=ETF 20K Ol el 2 AE T )I=E ?é‘—?— HEHo A0ojof L. S AT HFHO| AL Y& HEEZ 0| X4 8l
HEHOI CHll FALSEZ EAIEl= 2 &4E HEERE S| Hof| XS oHZslof FLIChEE) "==2
ST AEC ST[SHRfLICt.

ONTAP 9.15 O| &2 AlSiSH= A|AHIN|A| NVE EE= NSEE 2QISHMA|IR

EHE HEEHE S=oH7| Tol| A|2-| 2ot 7] 2Kt SEStE[of A=K E= otEl T2 A=K
eflotof BfL|Ct

|

1. 7] 22| Xt7t _security key-manager keystore show HHES A28t0] 24 AEHOIX| SHOIBtL|CE XIA|st LIS
E HZEstA| 2 "Eot 7| 22| X} keystore show man page"

M%—’.‘—i’iﬁl—lﬁf.ﬁéélﬁ KMIP AKV, % ccp  YLICt. Ol2{st RIS
Qlets T2M|A= &Pl “external B onboard 7| -'-hj-|X|' S SshL|C}.

[l
-

LS — —

© EHO| EAE|X| ICH 2 "2 E ZEER E SERLILK 0[St &4 E LEE SYL
u ]
o

o

=
Hofl jtao| HEAZ|H AABIO| 2t MEJO|EE security key-manager 9 % MEHE EA|SHO} Key
Manager 2fL|CH.

2. security key -manager key query_command £ A85t0] active Of CHet BEE Key Manager EAIZLICEH

° 0| EAE|1 HO| EA|E|H Key Manager external Restored 'true’ &M= ZHEEHE S=


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html
https://docs.netapp.com/us-en/ontap-cli/security-key-manager-keystore-show.html

o HAMO| EAIE|1 HO| EA|E|H Key Manager onboard Restored ‘true’R 7HX| 7t CHAIE 2t =2 8{0f
grLiCk

o Aol EAIE|1 Eof 0] 0|2|2| LHEO| EA|E|H Key Manager external Restored ‘true’R 7HX| =7}
CHAE 2t=6loF §LICE.

o Aol EAIE|1 Eof 0] 0]2|2| LHEO0| EA|E|H Key Manager onboard Restored ‘true”®R 7tX| 37t

tHAIE 2t=oHOF BiLICt.

3. R90| HA|E|11 €0| HA|E|H Key Manager onboard Restored ‘true’OKM HEE £50Z BHATHL|CL,

)
h:d
.II->

TIest2t= HIA|X| 7} LIEILIH Enter 7|12 y +&LICt set -priv advanced
adsto] 7| 2| M2 E EAIELICE security key-manager onboard show-backup

HEOI LES B9 IiUo|Lt 2 ThU0)| SAMIL|CE OKME =822 =73l 0f 5= X3l
ILI2| 201 M o] 7+ o] ELefL(Ct.

d. 24l HEERE oM E2Y = YAFLICH

4. HAMO| EAIZ|D €0 CHS 0]2|2] LHEO| EA|E[= B Key Manager onboard Restored true:
a. Onboard security key-manager sync command:_security key-manager Onboard sync _ & & gfL|C}

@ OTETEOA 32K Xt LEE 7| 22| dsE ola=|'c'>'|-|__||:|._ ots = F|l2Tt
NetApp X| 0l 2SI AIL. "mysupport.netapp.com”

o

=2
I
rin
o
o[

717t EA|E|=X| Restored true HQIBLICH security key-manager key query

2l010t Key Manager ‘onboard' [t OKM HEE 82 = iigfL|Ct.

(@]
02 dJo R
ogt
=
FH
>
n
rr
Ral
fot
o
Of

o

o
i
ot
2
\u

| 2| i) MEE HA|BILICE security key-manager onboard show-backup

HL @
10
oo

J
o 0_>II_ HJIO

(0]
> =
e o

to
=2
x
L=}

_.,
™
Im
M
i)
muln
re
r
_o't

X

| S5 5= ASFLICH

(@)
oot
1>
=
H
>
I
[
ne
=

| CtS 0129 LHE0| EA|E|= A2 Key Manager external Restored true:
71E 2 AHS BE LEOf| S 'Het 7| 22X 27 SH

Q
o
el
N

kl
il
ro
(P

r

02
o
i=]

A ISHH o[ A NetApp X Elof| 225t A|2. "mysupport.netapp.com”

=3
H
rin
2

Q1= 7|0f thal _ security key - manager key query _ 7} EA|E|=X| Restored true EQIEtL|Ct

(@]
Mk
0z
ra

U
Im
i
i
ufn

0

>
ot
]
O
HU

9'1-

).

o

).
-
ful

AFF A70, AFF A90 ZHEEE S=LICt

NVE = NSE HS 2= 20= 242 HEEDQ S=2E 2= of LCt 7280
Mot ZXtof w2t EERE SRt ol HAEED S AStHA2.


http://mysupport.netapp.com/
http://mysupport.netapp.com/

B4 1: il AlAH
ANE HES2E BROIH HESE MEHS Holohn, WA A WNHOl HES2|J} ANE HES?
AER|XOIM HOIEIZ 4 HIZE & ATE HES2IZ ol4afof B

* SAN A|A|IS Atg3tE B9 &4E HEE2] SCSI =200 th3t OIS MIA|X|S 2HQI8HOF "cluster
kernel-service show tLILCt. “cluster kernel-service show'priv advanced ZEO0|A HH S MaiSIH =

IE, "HEOI' iEQ_l %lE'i AI-EH’ oHI:I- iEQ_l 7|-Rk| AI-EH al OHEI- iE_O_I II‘E AI-EH7|- EAIEILlEI-_

2} SCSI 23|0|E T2 MA = S AEQ CIE L EoF &) F 20| QL0o{0F BLICt K|S RIsHst7| Hof|
= 2HN|E si Zdliof gtL|Ct.

© LET} 27K oMol SRAETL U= 2 HE AU0{oF BLICL S AETE HEH| AL HA HEER{ 0
Xt 2 AEHOf| CHOH FALSEZL EA|E= 22 &4 HEEZE TE6H7| Mol 2XE siiZsof gLICHEXE)
" EE S2AHC ST|3tL|Ct.
CHA
1. AutoSupport7} 432l 22 AutoSupport HAIXIE S &350 AtE |0|A MH S AMBILICE system

node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHZ AutoSupport HIA|X|= 2A|2F St XHE AH[O|A MM S AX|LICE clusterl:> system node

autosupport invoke -node * -type all -message MAINT=2h

ol HEE2{9| 2404 A 'Storage failover modify — node local - auto-2t2t false’S A2 2
LICH

() x5 uss vEysstISLIL_ Tt BEASS vE Yeigc

3. AME| HEERE ZH TEDEZR JIHIIAAIL.

HE HESHT A== i .

LOADER MIAIX|7} EAIEILICE  CHZ A= O|SELIC.

gkst O] =, Ctrl-CE +E& 2 H|A|X|7} LIEILIH yE FFLIC
AMARI TEOE L= A HMEHQI ZIEE2 'storage failover takeover
on=ne

-ofnode_impaired_node_name_'0|A] &4 El ZHEEZ{E QAL
SThefL|ct

EdE HEEH0| 7|EMS 7|Ci2|= &... 0| EA|Z|H Ctrl-CE =8

T i

CIOIHE AL M3E

—

ess|
Egoie Emeiee AEER S Holsa, B
1 2 %

+W
g0
|.|-|
I
my
Im
i
w
mufn
ro


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

* iE} 270 O|AQl SRAAE|T} QL 2D 20l LO{OF BT SRAAE{T} 720l rILE HAL HES2Aof
Xi2{ 9 AfEfOl CHofl FALSE} BAIEIE 29 &48 EB212 S2oi7| Hofl 2T o Zoiof LICEE)
" EE Se{AE{9l S|,

* MetroCluster A4%0| 9= AL MetroCluster A& AEf7} 2ME|0| Q1 8T =7}

-Ijg =] JgAI-
AEH('MetroCluster node show')@IX| 2tQIsl{OF BFL|C}.

A
= =x o

THA|

1. AutoSupport7t 2432l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5}0{ AtS HO|A MM S AX[ELICt

CS AutoSupport HIA|X|= & AlZH SOt XtE A[O|A MM S AX|BILICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

ol AEE2{9| 2£0]f|M 'Storage failover modify — node local - auto-2t2t false’ & X522
ohL|
3. &M% ZHEERE B TEIER JINIHMAIR.

HE HESHT A== i

LOADER MIAIX|7} EAIEILICE  CHE A= O|SELIC.

st O] &... Ctr-CE +2 CH3 HAIXI7t LIEILIH yE FELICt
ANABRIDEDE = 245 MMl ZHEE 'storage failover takeover
TE2TEAAH o5 93 -ofnode_impaired_node_name_'0lA] &4HEl ZAEE2{E Ql4-5tHLE

SERfL

EdE ZESH| 7|EHS J|tiE|= &... O] EA|Z|H Cirl-CE =8

o T =
CHE yE SEELICH

HE O|C|{E WA|BLICHAFF A70, AFF A90)
SE O|C[01E wA[ote{H A|AE] SIHO|M A|AR 22| 25 22|5t0, &4F 28 0|CHE

5
H7{sta, A|AH 22| 2E0f| WA £&! O/C|/0{E MdX|$t LS HEl 0|0|X|E USB Z2HA|
c=2lo|EE M&dHof ghL|Ct.

12t 28 0HHIS AL

SROAE AlL"> 22| 25 WERO| AQH A|A-OM 2E3 HAHSHH AM| A LT,


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

2| 2= A 2|

I.

.

= H

-

O

=)
L
=)
|
I+

i

f

.
o

LICt. Ol A

A
=

=
=]

LA

o]

| &

IN

LIHZE! ulfzt

ZXI7t

5| =24

C
—

F

C
—

=
LIt

T MA| EOlM
20| =7k MA



2. Al 2HOZ O|SLICE OFF] HX|=[X| ¢b2 B2

o
=
I
)
o
Ral
_o'l
1k
>
fo

3. ZEER BE3 3¢K = FA XS el

@ 7|9 K| A|AH0 DC A S8 X7t U= B2, T S8 FA(PSU)UM TH A 0|2 =252
EEISHAIL.

a. 4% 3 XS okiz =8 UE F 2iXIE SAlof of2i =2 SEILICE.

=2 MAIOIM 321X = EA TS 2l

2
c. Al2E e =0 AEE 2= A 0|22 Ch. 2SS CHAl 2% off 7|0|SS SHIE ZEO| 22
#|0

AH = =2|EL
= AZE #H0|20| HZEE IX[0f 2l|0]=2 &AM
d. #|0|= 22| Eaflo] 2tZo| A0l A= THFEE YA 702 22| E0|S of2i2 Sl Ch2 E|0|S ofai2
&Lt
e. AAHE 22| A HES FELICEH 2 27 AfAJ0f A Zo{EILITE



a I T3 HES F2UNR
b. £1 0C|0|S 912 S2] 204 Lof Hu TS $0f SLiCk
HE

OIC|{E A|AR 22| 2E0f| DXIRLCE

o
£l
e
q

0

a. HE 0|C0fo] JHERIEIS A2 SHLF0 W ChS TAUAYA| A0l Bk of GALITH
b. HE 0|C|0f2 &3 HE Zo= STt
o T3 HES £21 2E 0|C0fZ Ol H SE O+ H3 MES EALIC

6. A|AH! 22| ZES CHA| AX[eLCt.
a. 70| 22| E2f|o|E e #XIMK| SELICE

—

b. A|AHR 22| ZES R AESLICE

2EHA: 2 0|0|X|§ &8 D|C|o{ 2 H&SELC

X[t wA| £& 0iH|0ll= ONTAP 0[0|X|7t §IQE 2 USB Z2iA| EEI0|EE AFE35I0{ ONTAP 0|0|X|E T &3HOF
gLt
AlZst7| o

* FAT32Z Z2E USB S2iA| 210|271 L0{0f 5t 4GB 0| 42| 20| RA0{OF SL|Ct.

o AR HEER I A F0|H 20t S LS ONTAP 0|0|X| T 0| L0{0F L|Ct. NetApp Support AHO|E Q)
VI PSIESESTL, 0||:||x| OREEY = JASLOHTHREE"
° NVEZ} K|} El= A2 CHREE HEN HA|Z CHE NetApp 28 =32 O|0|X|E CHREETLCY,
° NVEZI XY E[X| o= 2 CHREE HEO| HEAIE CHE NetApp =& Y22t 910 O|0|X|E CHREEYLICE
* A|ARIO| HAWQI AR ZHEER|Q LE He| ZE(YHHOZ e0M QUE{H|0|A) ZHo| UES| 37t HZE|0] QLo{of
gLt

CHA
1. ol &St MH|A O|0|X|2 CHRZE38H0] "NetApp Support AFO|E" USB Z2fA| E2t0|E 2 S AFEHLCE,
a. mo|x|e| CH22E ZA0M HE2 2 S7t2 2 AMH|A O|0|X|E CHREESL|CL.

b. MH|A 0]0|X|9] =S FLICt.

@ WindowsS MﬂﬁfO:I HEXE —’F—%ﬁ% 2 WinZipg A3t netboot O|0|X|E FZE5IX|
= =
= T=

=72 ABBLIC
USB Z2jA] S2to|=oll= AME HES2{7H A% S0l 20| et 23t ONTAP 0|0|X|7} 210{0F ik,

c. ' ES0]4 USB 2| Zato|=HE KA eIt
2. USB Z2iAl Sat0|2E AJAH Ba| DEQ| USB S0l AT

bl

USB 2& EE7J} OfL|2} USB X8 £X0il USB S2iA| E2t0|E2E HX[6Hof SfLICt.
3. M@l 70|22 T 32 FX|o| dZstn Ml A|0|2 UHCHE CHA| EX|EfLICt

A|ARIOf| 20| ChA]| HEEH ZHEER 7t REIS AZIRIL|C]


https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

4. 20 TE2OEAN SX|3I2{H Ctrl+CE 52| BEl T2 NAE FotshL|C}.

0| HIAIX|7} LIEFIX| 208 Ciri-CE 21 SA|E4 ZER Helsts SN2 Metsh Ct3 21
20z Lt

5. LOADER ZEIDENM HERZ HZE SAS M™TIL|CE

° DHCPE 7 ddl= d%: ifconfig e0M -auto

ofl A

{51 E1A BEE USRS SIS St var Tl AL = o] Buol o
I

() 2w A=Seiot SMeHs o AFSHs Al ZEQILICE O HEOA eOM e A
A
T

le
o

o & HES 7H%t= 8P ifconfig eOM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr2 AEZ|X| A|AHIQ| |P FARILICE
* HiDfASI = HATE O HZE 22| HESZ Q| HESRZ otAILICE

=2 =

HOIERO|= HIER A2 HO|E|O| LT,

@ QIE{H[O|AO]| CHE OH7H HaTt HRS 4 JQELICH KtA|EH LHE2 HHO| ZEZEOM help
ifconfigE AL = ASLICH
=7t O|0|X|E FEfLICt - AFF A70, AFF A9

USB =2t0[E0{A] ONTAP O|0[X|E R &St It AARS S/SHH 2t Ha-5 2heldlof
'r'5I-|__||:|-
[=] .

o

CHA|
1. LOADER ZEIE0|A USB S2iA| =2t0|2 BOOT_RECOVERY_OA 27 0|0|X|E BElBL|Ct

O[0]X|= USB S2iA| E2t0|20j| M L2 2 =E Lt

2. HIAIX|7t EA|E[H O[O|X] O|F 2 UBIALE 2tHS| 2z otofl HAIE 7|2 O|0|X|E ICiE AtEetLCt.

3. var 1Y A A SRBILICH



AAHI| CHS 7[S0] lE B2 J2{H,
HEYI A& a. &2ME HEEZO|A 7 EAE/H Y E SELICt Do you want

to restore the backup configuration now?

b. &AE HAEER{0|AN HOEX| S HAIXIZF LIEILIH _Y_E
‘Jetc/ssh/ssh_host_ecdsa_key +&L|Ct.

C. Hah MEfS| MEL] HEEZ0M &4E HEEHE 15 Het
$Z:_set -privilege advanced = MEgL|Ct,

d. 4 HEfe IEL HEE20|M S WY HAH: system node
restore -backup -node local -target -address
impaired_node_ip_address _ £ Al&ligtL|Ct.

@ S M3 029 HA|IX|7} EAIEZ[H off 22|t AIL
"NetApp X[ &".

e. 4 Hejo ME HEEHH0|M & E HEEHE admin 2l|E:_set
-privilege admin_Q 2 &|E&IL|C}.

f. &2M8E HEERO|AM 7 EAZ[H _y £ "Was the restore backup
procedure successful?’+=&L|Ct.

g. &4 HEZEZ0|M 7F EAIEH _y E °...would you like to use this
restored copy now? F=EL|C}.

h. 245 AESZ M &4E HESHE MEESIE= HAIXT
LtEtLEAE y & =23 28 0wl sl _Ctrl-c_E +=ELICt.

i A|ARIO|A encyption2 AFESHX| gb= AL _option 1 Normal
Boot._E MEHstT JHX| gtO™ Z 0| FFLICE "7| 22[XHE
SRgL|c

j 2& 70|22 HEH AES2{o| HZELICH

Im
My
i

k. _storage failover 2t -fromnode local_HHE A5 ZHEE2Z]

E|SELICH

i. storage failover modify -node local -auto -giving true_ H&HS
AESIH XS Htet2 ALESHK| e E Yot 3 5

l. AutoSupport7t &X43tEl 22 _SYSTEM NODE AutoSupport
invoke -node * -type all-message MAINT=end_command&
AL Xt #[0|A WHE =21/ SHAEIELICE.

HESZ AZ0| giELICt HEFA "NetApp X"

HER 3 HZ0| g1 MetroCluster H2HH "NetApp K€"
IP -dof| QASLICH

O EXte| A|2F 20| M KTt HEE AHESIH 2EE F| £2[XHOKM), NSE(NetApp


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
https://support.netapp.com

AEE|X| 253} EE= NVE(NetApp 25 2S3h)7t
rL(C}.

@ NSE = NVEZ 2EE = QR 7| 22[Xtet o dste(of R

HEE S2of LTt

10

Tt

M
()

)

LS

—

S 29 0| HALS AR o)

Xt



* 2HAE TN A2 E LHMUSLICL "2 EE 7| 222 ek o
* "Onboard Key ManagerOi| CH2t 814 M EHIL|C}"..

* "2HLC 7| 22| e 8l S22 2lok= BEAISSE| Wl BAHE +ASHIAL.

|>
m

H
2t

]

tot
mn C
Aok

0

|
1. ONTAP 2&! 0|70llMH 4 10:

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 10

2. TZMAS| AEME 2HQIBILICt This option must be used only in disaster recovery
procedures. Are you sure? (y or n):y

3. 2EAEH HNo| LS £ ¥ |ch
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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Enter the backup data:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HAIE £30| 2p(2t) CHE E2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =X sHZE2 £t LR E +HTLICE

6. 28 HFolM S8 12 MEISI0 ONTAPZ A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE{Q| 2&0f| 7t BA|E|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)
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8. HMIEL LE0N MEL HEEZE HetstiA2. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO Oi12|AH|0|E0|| M2t BEISH S security key-manager 2 2 E sync HES ALt

10. Onboard Key Manager2| 22{AE

—_—

A o @l

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEHLICt. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =ois o H0lM falseS TERS ©f ZtLIERK] BLICH

12. IIEEHOM = EE Hteh: AEZ|X| HYQH B2t - fromnode local
SM 2: 2|8 7| Za|xt M FH0| U= AAH
ONATP 28! 070llM 2F 7| &t2|xt 48 SRgL|CE
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&st2{H Ct3S ME7t ZQefL|Ch.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg IHY Q| SAHE E= CHS HEIF ZRtL|Ct
KMIP Mt FAQL|CH
* KMIP ZEQIL|LC},

CHE 22{AH LC £ = 220|AHE 2S5 M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH = E0|M /cfcard/kMIP/certs/client.key TS| SAHE = Z20|AHE 7|

L2 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70lM S8 11 S MEiSL|C},



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot YRS YR =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl ChE2ab 22 HAXIZF HEAIE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:

15
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



5. HE HF0M SM 18 MEiSIO] ONTAPE A& REELICE

F

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)7? 1

2t B = XE HAE R0t MF S2US =S 2 0|00 uH Z2MAE 2= LCH

20l k2ol EAEE  J2q

3o

209l ZETE 6EM7I2 O SBILICH,

st o] 5... a TIEL| HES20| 2003,

b. _storage failover show_HEEE ALE3st0] EFZI ZAEZ2{7} Ytet =H|7}
E|J=X| gelgtL|ct.

2Z& A0|2 2 IIEL] ZAEE2{Z 0|55}t 1 storage failover -fromnode local-only -CFO-aggregates true B S

Af95f0=| Bl HEEE] AE2[X|E ESELICH

° CIASO| 277t Wrasto] Ho| MIistH Zof7t WMst C|AIE S2|HOo= 2alste], mH| C|AIS @
m7X| CIAIE £20f| I 2 SLct

2
=

° DELJt "ZH|E[X] FZ"C =2 QI8 0| diufol= 2 TEL ZHofl HASH| A|AEI0| S7|eHE W77tX]| 52

S 7|CHELICt.
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° NDMP, SnapMirror EE= SnapVault Z2MAZ QI8 HHO| HIfstH T2 M|AE SHA|LICH XtA[S LIE2
siek 2A MEHE ’E.*IOP*'MQ
3. 38 ¢t

7|Ct2l = storage failover show_commandE At26t0] H U AMEHE 2HolstL|Ct.
k=2Ne]
=

4. clustershell ZEITE0|A| _network interface show -is -home false_ HE S 225t = ZHEE2{Q ZE| gl

=2| AHHO|AS LIERILICY.

QIEI|O| AT} 2 LIBEl AL “false’net int revert -vserver Cluster -lif_nodename BEE AtE35t0] s
QIE|HO|AS & ZEZ E|SZ/LC}

5. 2& H0|E2 M ZHEER 2 0|55t version -v HHS &3S0 ONTAP HE S =folgtLCt.
6. £ AF2510] storage encryption disk show ZH2 HETILICE.
7. 7| 2| MHO| ME = 21F 7|9 7| IDE HEAISHE{™ _security key-manager key query EEHS AF2SHMAIL.
° 'restored' ZEO0| 'yes/true’?l A2, AIEXt= BF 2EE|0] WK T2MAE 2t = JSLICH
o =5l ZI& = 0]2|9| Zf0|™ Key Manager type external Restored ‘yes/true'_security key-manager
external restore_ B2 AL85I0f @IF 7(9| 7| IDE S LICE.

ot 12 X HE{0] 22[SHHA|IL.

0B
ol
L=]
[}
=2

H = 0]|2|9| 2f0|H Key Manager type onboard Restored 'yes/true'_security key-manager
sync_BHE A0 E7E L EO0|M F2HE REE 7|5 S7|3eLICE

security key-manager key query_command £ AF25t0| Restored 2E 215 7|0l CHol Z &= yes/true
2(8) &olstuA .

8. 2& 70|28 IME HEZ2{0f HEFLICE

9. 'storage failover -fromnode local' B& 2 AL&5I0] ZIEE2Z E HetstiA|2
10. storage failover modify -node local -auto -giving true_BH 2 AR50 XI5 HHetE ALESHX| Y= MYt
Zo 2o
oT |

11. AutoSupport7t Z43}tEl A2  SYSTEM NODE AutoSupport invoke -node * -type all-message
MAINT=end_commandE AtE5t0{ Xt AH|O|A M-S S/AX| sHAIgLICt.

|

ZAsto| = BEE2 NetApp-AFF A70, AFF A902 2 HHEtShL|C}

7|E2t et RIZE RMA X E0f| ABE 2 277} LSt 2ES NetAppof dretatLict £
AZSHAIR "R E UHE U A T HOIXIS HESHAL.
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