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° Onboard Key Manager(OKM): 22{AE Al &
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* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

CHA|
1. LOADER ZEIZE0|A 2El 0|C|| 27 TZMHAE A|ZFEFL|CE,

boot recovery -partner

SHHO| CHS TIAIX|Z7F EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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OIZMATL2tRE[D Installation complete MIA|X|Z} EA[EILICH

3. A AHI2 A otS 2Qlstl TH HIAX| & StLtSE EAIRLICH


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

ol BIAIXIZ} EAIEE Z2... assr o
o

o
key manager is not AAEIY 227t AX[2[0 JqX| AELICE

configured. Exiting.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7L} AbS BhE CHAl 2ds) Highdstel 3.

—

key manager is A2t7t X =[RASLICH 2 710 | 2HE[Xf =3 .
configured.

AAERIO] 7| ZE|XF Y2 AES 5= Bl 3% 2F HAIXIE EAlSH 7| 22| X7t LG = 0f
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AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S AlZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIXK|IZF EA|E[H 22 E 7| 2t2|Xtof| Cist 2] ClO|E S YSHAIR.

ot 27 gl el fofE| ZEIEC| 02 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A-O| CrA| 22t dEf7t &1 ZS3h=X| &elstM Q.
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g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7ICt Xt3 ghE ChA| g3t HIgd3tE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} EAIE[H EKM 7+ B3-S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG A|L. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt



v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|Z7F EAIEH 29 YAl HESR T QE{Ho|ALL MM S l=fgfL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP &

11



QA YEYT ME TETE 0S HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| $oH AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CEA] HHBLICE boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22+l MEfTt E| 1 ZtS5H=X] 2QU5HM K.

d AE2X|E =S HEEYHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2 i &b 2tE THAl 2det g dstEl 3.

5. X3 Hheto| H|ZHdotEl 2 ChA| E4stetLct.
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 70|A MHS SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

Cte oh
ONTAP O|0|X|E 28t =7t 7FSE|0f CI0|E{S M| Z8tD LIH"Z 80| Qs HES NetAppE HHestL|C}
Almjfst HEl O|C|0] 222 NetApp 22 Bzt - AFF A70 3! AFF A90

AFF A70 SE= AFF A90 AE2|X| A|IARIO| T4 QA0 FOj7} LAIBIR Tol7} Likst 2ES

—

NetApp S 2 HHESIHHA|R | "55 et S wH|" XpA[et LHE2 HIO|X| S & ZESHAM K.


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

o
i

=l 0jc]of - $5 27

HEIOICH £5 27 3EZ - AFF A70 X AFF A90

4

EE 0|0]X] & 57= USB E2I0|EE AIE5Id AFF A70 B== AFF A90 A|AEIS| WA

HE O|C|0{0]l ONTAP CHA| A X|SH= o RILICEH NetApp X AFO|EN|AM ST ONTAP S+

O|0|X|E CHR2EESI USB E210|E0]| SALsHof 2L|Ct. o= A £H|El USB E2{0|EE
ARSI 212 L85t A|AEIS MAF XS AE 2 22I8HL|C}

AE2|X| AIAE0|A ONTAP 9.17.1 0|42 A% 591 A CISS AFBSHIAIR. KIS 28 57 HAl . AlAH 0|4
O|F BIZO| ONTAP A% 591 39 45 HE =27 HAIS ALBoHIR

AlRBi2{E 27 97 AYS ZESD, FESSIS SR80, 2 0/C/0jS RASID, USB S210|25 Al8sto]
0|0X|E Z¢iotn, WY FP AT AT CHA| ML

o "2 O|C|I{E WISt

2 0l uH 2F AletS ?:.EE”—IEL

e "ot 7| XA U SEHE =RAFLCH"

l

A AEOf 2O 7] 22| X7t 2dote|o] [=X| = YohEl CIATTE JAE=X] eQlgfL|ct.

° "2l 0|C]0S @B

|AE 2| RE0M F7F &dst 22 DIC[HE w75t WA 2E D|C|{E dX[et LtZ USB S2ilA| E20[EE
A-E38t0{ ONTAP O|0|X|E %E* |CF.

"= O|0|XIE RYELIC

USB =2t0[=20jlA] ONTAP O|0|X|E RE ot oj A|ARS S CH2 2t8 HaE 2QlgfLidt.

8 HROM 2EE 7| 22| FHOILt 2| 7| 2E|XIE FSHELIC

"I*0H7t dhMot HES NetAppl = HtetotL|Ci
A x

XHo| 2FE U= 2F 7} 2o 2FS NetAppoi| ghetetL|Ct.
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bootmedia-encryption-preshutdown-checks.html
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bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

> 28 0|C|o] 57 27 At2 - AFF A70 3! AFF A90
AFF A70 EE= AFF A90 A|AHIOA EEI O|C|0{E wAH|5H7| Fo| SHIE WH|E 9o T st
L7 MAZ SFH0ofF SLICH H7|d= ’%“‘E*OJ 22| USB Z2A| E2}0|E T} Y=X| =l

SHIE WUHE BT X7t A=K 2elst= 20| ZetE L.

[ —

A|AHIO| ONTAP 9.17.1 O|&0f| A A3 FQl AL CI22 AFESHNR. "t 22 S5 ZX} .
USB E2i{A| E210|E
* USB EZal{A| E210|E 7} FAT322 ZUHE|U=X| 2HOISHN| 2.
* USBOll= CI2S NMEYE = U= S22 M& 80| JU0{OF HLIC} image xxx.tgz IFE.
ot =]
SAMSICH image xxx.tgz IFYE USB Z2A| E210[E0]| SALEILICE O] IfYU2 USB Z2iA| E2I0|EE ALESH0]
ONTAP O|0|X|E M&E f AF2EILICE
M QA A
AIist 148 A E NetApp 0[N MSot wH| 24 A2 WA[RIL|CH

Che EHA|

g 0|C|0|E uAst= o 2ot 27 Ards dEst = E "SE 0[C|0{0| M f=et 7| X3 2 HEfE =l eiL|Ct
"A0H6H0|: o|'|__||:|-_

=3 8 0|0jo] S710f chist A=t X|# 22l - AFF A70 3! AFF A90

AFF A70 EE= AFF A90 A E2[X| A|ARIC| L|O|E EotZ2 FX|5t2™ 2E! O|C|0{of|M =3t
7| X[ W MEHE BP‘aloHOF °H-I Ct. ONTAP HTO| NVE(NetApp 28 2= shHE X|st=X|
eolstn HEEHE Z=oH7| Mol 7] 22| Xpot 2t AEjeIX| 2telgtL|Ct

A|ARIO] ONTAP 9.17.1 O] &0l &£ B2l FR LSS AEStMR. "Ats FE =7 22X,

1EHA|: NVE X| 2 S 2elstal SHHE ONTAP O|0|X|E CH2ZESHN K.

S8 0|C|0] WM E 2|5 SHHZE ONTAP O|0|X|E CHREZEY = A E ONTAP HZE0| NetApp E& L=2SHNVE)E
X|st=X| Q%Mﬂﬂ.
cHA

1. ONTAP HMO| 23S X|YsH=X| &QlstM( 2.

version -v

Z30l| ZE 10n0-DARE B2 NVE= A8 Sl SR AH HTO|M X=X 45 LICt.
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2. NVE X|oj w2t H= 3t ONTAP O|0|X| & CH2ZE3HM|R.
> NVEZ} X|2l%|= Z: NetApp Volume Encryption2 AF2350{ ONTAP O|0|X|E Ct2Z2E=8tLC}

N
° NVEZ} X[ R E|X| ¢t= E2: NetApp =25 222t 10| ONTAP O|0|X|E CIRZESHM .

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP £= FTP AMHLI 2Z ZE02
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| Yol TLBfL|Ct,

2GHA: 7| 2| R} e =l Sl Y e

-

EdE HEEHE S=oH7| Hof| 7| 22(X 7S 2felstn Tast YEHE MU K.

CHA|
1. A 2B A Z43tEl 7] 22| XHE ShelgfL|ct

ONTAP HZHQIL|C} ol B3FS AMgfL|ct

ONTAP 9.14.1 O| & security key-manager keystore show
* EKMZ AH83HH ExM O] BE =210 EA|E/LICE
* OKMZ AHE3HH oxMm O] BE =40 EA|E/LICE
« 7| 22X HHE|0] UK $O™M No key manager keystores

configured B &0 0| EA[EL|C}.
ONTAP 9.13.1 0|5} security key-manager show-key-store

* EKMZ At25IH external 0| HE £20]| FA|EL|LC.
* OKMZ2 AFESHH onboard 0| HE =0 FA|EL|LCY.

© 7| 22X AYE| JAX| %2M No key managers
configured BE &=0|| 0| EA|ELICE
2. N A”of 7] 22|X7t YR JEX] of2of w2t CHS & StLE A RLIC
7| 22|X7F £ M=K 942 B2

EHE ZESHE AT SRt SR H

_>_1-
muin
al
of
ot
5
)
>
-
il

7| E[X7t LHE A2(EKM E= OKM):
a. 7| ZE|XoM 1T 7| HEHE EAISIEH L2 2| FES LHSIMR.
security key-manager key query

HE HESID S &AQISHMR. Restored E. 0] 2 7| ZAZ|XHEKM E= OKM)2| 215 7|7t 4
HE|J=X] HEE LIEFRLICE

Ok

Moz

3. Hotel =g H2|XH RO w2} HES M 2Z5IM K.

16



Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EASHE 32 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH &d4E HEESHE Mo S2otn S EAE TAY + ASLICE

2HE 7| Z#2|XHOKM)
CtS ©HAZ ZHol| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al&5t2t= HAX[7F EA|EH.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRsLCL

ii. 22X} 2EZ S017}7|:

set -priv admin

17



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FEE 2EE 7| 22| Y= E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
s 7t GLO™ NetApp X EI0| 29|5HMIR.

%
—

d 2 E| A=K 2ASHM K.

rin
ol

717t =

40

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
L ng Het BEEZ Met
set -priv advanced
S y AlESIEt= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| EA B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

—
S O|C|ojol M Lot 7] X[ 8 HEHE 2t = Ch28 "HESRE S LI =Jslof ghL|Ct.

> B8 D|C|jo] 551 28|l HEEZ F= - AFF A70 2

A
Ats 28 DL S+ Z2M|A S0 HiolE &43 YRSt AL HEES RXISHE{E AFF
A70 K= AFF A90 2 E2[X| A|ABIOM &4 E ZIESEE SRR,
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} Aol L Ba HESa|
2

X 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt

E
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, WRtt Fe WANO HESR|J} 24E HESR
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETE Rli= 22 HEO RU0{0F [T 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIEl= B &4E ZEEHE S25H7| To| EXIE o ZoHoF LICHEZ)
"= EE S8{AELE S|t

* MetroCluster 7+ AEf7} M EFOH LETL AR 5! FAN AE{QIX| =Hlstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YR,

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt
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boot recovery
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ONTAP 9.16.0 0|3}
A= HAEERQ IIEL] HEE2{0f|A CHS THAH I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 SF2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: HY B9l BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES20|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEER{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWNM: £27| vy &AO0| Z I .would you like to use this restored copy

now?
h. £24E HEZ20|M: £27| v PELSI2t= HAIXIZL EAEH OHE2E FEMK. ctrl-c RE HlF7t
Helmy
I 24E HEERO|M: LIS B oILIE tMl 2
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ONTAP 9.16.1 O| &
S ME AEEZ{O|AM CHS THA E 2t2HN|R.
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o Sestets HAIXITE LELR 7|8 v S ELICE

S A7 d3Ho 2 eha kM OH2 HIA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. F=E2ry S E 7S AEstets HAIXIZE EAIZE.
d. =20ty LEE XF-SI2HE HAXIZF EAIE LI

e. F2Cty CHA| MBE-SIEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HF7t 22 0.
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storage failover giveback -fromnode local
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Moot ZR ChA| 2dtstMa.
storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE
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system node autosupport invoke -node * -type all -message MAINT=END
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ONTAP EE! 070X Onboard Key Manager(OKM) 7188 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7| 2| ZEe)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 J=X| SIS L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP 9.7 O[5t AT
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SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRE YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|K.
231 TZMAJF AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HSI7| o 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4ZoHE 7 HIAIX| glo| ZRAE ZEmET} WEELICH S|2t0 Mfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gL, Zapt LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t Z2M3tEl 22 XHs A0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 242 SASL|CE.

Al=Het7| Ho|

SAH LEL AN ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP NH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

o

H

Mot

IS B2 D B

storage failover modify -node local -auto-giveback true

. AutoSupport?} 2d3tEl 22 XIS 7|0|A WM S SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

Che e
HE| D|C|ofof M YEBIE BB S 2 "HE0| Y= HES NetApp HHEHSIL|Ch4a8of BHLICH
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WH 7 AE AESI, HEEHE S=otL, Al wH|, A|AH 2] stolZ Esl| AFF A70
L= AFF AQ0 AE2|X| A|AHEIS| MA| WHE I FSHU A2,

o "MAl 2A 27 Are HE"

ANAE oot ot =3, ONTAP AHE 33, 74 @4 7|

e "MA| WA Z=H|"

AAR X ohef, XtH S 8l =7t 8, WA MA 2ol #|0|= 20|23 S& Sl MA| WM E EH[ELIT.
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dES Zoh MAl uA| 27 AfgS AESLCL

MAl RX[EE|E AT st H ZHESHE SEOMIR.

e "MAIE WAL Ct

EAE MAOIM wH MAIZ 718 245 FLULCH

£
ZEESE F-51, Givebacks +&5t1, AIlist MAIS NetApp 22 BHetsto] uK|E 2tz etL|Ct.

MA| WX 25 AFe - AFF A70 3! AFF A90

AFF A70 EE= AFF A90 A|ABIS| MAIE WA[SHZ| Hof| 2HIE WHE 2lo 2R+
AtetS %"*HOF SILICH of7|0= A|ABIS CHE 2 E 4 @47 MCHE 2S6t=X| &elsta
ONTAPO|| CHot 2 Zt2|Xt X}HH ZH, SHIE wH| MA| 5! 2ot =327t QI=X| &olst=
40| ehElL|C,

© A|ARIO| C}2 BE TN QA7) HCHZ SHSSH=X| 2QIsh, XHSHA| o AL o NetApp A 2" XIS
QAESIAA Q.

* ONTAPOf| et 2 22|Xt xtH SF0| gls 32 diE A4 SES LsLitt.
* uAoff 2Lt =et ZH|7F A=K =elgtL|Ct.
* A 2B M X|&SH= EE ONTAP H{ZTO0| MA| K| EXIE AFEE =

© MA] mH| Mib= H” NVMe E2I0|E U HEE2 ZES M MAIZ 0|53t K| MAl= NetAppll ME2
FMeARID JFESH0] R EQELICH

L|C}.

* MAl 2A| Bxp= AA" STEHS 2OZLICH 21L& 22| AF9| R, UE =& S2{AF Q| MH[A STO| 2tH3|
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1. 28 24 ZE0| AZSHY <t QAIEH|0|AS D A|ARS ZLE{ZIgLCt,
2. ZHEE® 9| ?/X| LEDE HMIK:
a. M85SILt system controller location-led show ¥|X| LEDS| ¢ MEHE HA|SH= HHRULICH

b. 2|X| LEDE HAMIL:
system controller location-led modify -node nodel -state on

?IX| LED7} 302 2t AN UELICE.

4. ZFYOIM LIBES M, T2 D&t 74 Q45 NetApp 22 HHEY off 22HetL|Ct
%

S. ME A|AHI0| HEE ZE A0S0 2tE S Z0|M K. 0| A| 8tH LIZ0| of EXtofl M Z{=t x{t{ 0]

HEELCH

6. OF= HX|=|0f RUX| ACHH HXISHAIR.
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AFF A70 = AFF A90 MA| SIEHOE WAE ZH|7t E|AH "HEES E SERILICIELIC

HEERIE Z2510 MAIE RAFLICE - AFF A70 3! AFF A90

o

AFF A70 EE= AFF A90 AEZ|X| A|AHINAM HEEZE ZSE510] H|0|E &AIZ 8tX|s5}
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4. AutoSupportZt &
HEAISLICE

o| 9EE|~0|0| =] 7-|O§ 01|AI-E|'— 7| %

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

o. BE Z2AH LEQ| SP/BMC F& AlE:

system service-processor show -node * -fields address

exit
7. O|™ CHA|Q &30f| LIZEl 29| IP FAE ARSI SP/BMC over SSHO|| 23215104 T3l Alstg
DL HYELICE

TE/HES AE5ts 32 St S2{AH Xt XHH FHS A5t AEED{ 0| 2L}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|AM 2HE[= SnapMirror 57|24 22{AHE A25t= 22 AHQ HAR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| HAIEH 22AEQ| 2t AES20)| CHafl *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7t HE mi7tX| 7|CH2l £ LOADER ZEZEJ} HA|EL|CE.
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3. “sysconfig -v' EA| LIS 2435t A etL|ct.
(D) _Personaly mismatch_7} EAI|® 124 X|20]l 2/5HIAI.
4. “sysconfig -v' EH0|AM O{RE 1= MEE uNE HEE2Q| Ft= I /X2t H|mBtL|Ct
5. BE FAMAT STt MENE HAISH=X| HRIELICE HA
ha-config show
HA &Eil= 2E 714 2240 s SsoF gL|ct.

6. ZEER DEO| EAIE! A|AH ME{T} A|AR YT} UX|SHK]| ROH OIS S MHESIMAL. ua HEERY REQ
AFEY:
o .

ha-config modify controller ha
HA &El 22 ChS & StLtzt E = ASLICE
o 8}
> mcc (KIHEX] §£2)
° mccip (ASA A|ARIOIAM = XIREIX] §43)
° non-ha (x|'°."_JE|X| 95'-'%)

7. 4F0| HEEU=X| ZeletL|Ct,
ha-config show

8. O{HE7I R E C|AT0)| Cist A2 E LIESH=X| &QISHM|R. storage show disk -p
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1. Loader ZEZEO|A & LHYLICI boot ontap.
2. 2& HAIX|I7} SXE|H <enter> 7| & FELICH
° _login_prompt7t EA|Z|H O] MM Z0of Ql= ChS EHAIZ O|STLICE.

o
[
° _waiting for Giveback_O| HEA|Z|H <enter> 7|2 210 EL] =20 23213 = 0] MM Z0f Q!
CHe CHA2 ol sELCt.

rir

3. &AEl HEEHE CHA| MX|5H0] MM 2502 E|EEILIC}H storage failover giveback -ofnode
impaired node name

4. X5 greto] B2 M3tE|o] Qs AR, CHA| 2t EILICH storage failover modify -node local
-auto-giveback true

5. AutoSupport?t Z4%tEl 22 Xts AH0|A MM E S2I/AK| sHH|: system node autosupport
invoke -node * -type all -message MAINT=END
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1. Loader ZEZEO|M £ YHYLICt boot _ontap maint.
2. Loader ZEIZE0|A ONTAP M2 2&5t1 boot ontap menu &M 102 ME{RILICE
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CFO OiI2|H|IO|E(FE OfO2|H[O|E)Tt Bt2tBtLIC} storage failover giveback -fromnode
local -only-cfo-aggregates true

SHeiLict 1.
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° LRI EUsHH off 2B AL "NetApp X"

9. dist HOIMTL 2t El & 52 St J7|CHel OH2 Y 2 Aefet Hiet MEfSE 2HQIBtL|Ct storage
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failover show. % storage failover show-giveback.

10. 7|3} 9l 7| Abef Eol:

a. 2 70|2E CiA| uN8 HEEZZ o|S-LICH
b. F=28t=l 7| 57|38} security key-manager onboard sync
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M2 S7(2t=H =0l 22t7F BAI=|X| E&LC
E3H0j| Zap(AAEIS| LHE 7| H[O|Z0f gl= 7|2l 7| ID)7F EAIE|H o 22/ Al "NetApp X[&".

M. 2ME HEZERE CHA| AX[oto] A 2502 E|STILICL storage failover giveback -ofnode
impaired node name

12. X5 gheto] HIZMSHE|0] Q= AR, CHA| 2 M3SLEILICH storage failover modify -node local
-—auto-giveback true

13. AutoSupport7t 283tEl 22 X3 AH0|A MES S/ SiA|: system node autosupport
invoke -node * -type all -message MAINT=END
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1. =28 QHI0| A7} 5 Mot ZEO| E05H=X| &lstM|.
network interface show -is-home false
=2/ QIEIo|AT AN LIEE HR s QAEHO0|AS 5 ZEZ E[SEILICL
network interface revert -vserver * -1if *
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storage failover modify -node local -auto-giveback true
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* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.
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" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, WRtt Fe WANO HESR|J} 24E HESR
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* MetroCluster T &E{7} PHEUQH EJH A 2 H & HEHQIX| 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt

65


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

A4E AESI EARE D29
A2,

AAR ZEDE £E o HArsol AES0|N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,
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storage aggregate show -raidstatus !*normal*

* HHO| YtStE|™ There are no entries matching your query. AESIHMIRQCIS 62| THAIZ
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* 3l AL OhEA LIE B2, £ HEED{0|A AutoSupport HIO|E{E =T 50| NetApp X[ E O
Z2l5H0] FIt X AS HOHAL.

system node autosupport invoke -node * -type all -message
'<message name>'

b. I AJAR = oflH] E210|E HR0|lM £2HEl E210|E ZX|E elgtLct.
event log show -severity * -node * -message-name *disk.missing*

= HHO| Bt2tE|™ There are no entries matching your query. AISSHMRCHS HHAZ Ol

=y Ml AL CHEA LE LR, £ ZHEE2{0|A AutoSupport HIO|E{E £=%!I5t0] NetApp X[ E!0]
E2I5H0] T} XY S HOoMA L.
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system node autosupport invoke -node * -type all -message
'<message name>'
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7|E2t oH MEE RMA X|EHol| 2FE 2 77t Zdst RES NetAppOf| BHeteL|C, "55 Bhet 51 A KiM|e
LHE2 HO|X|E HZSHUAIL.

NVRAM-AFF A70 2! AFF A90S W A|8tL|C}

HIZ|2M HE22[o 2EF 7 LMSHAHLE 40| =71 2ot AR AFF A70 = AFF A90
A|AEIO| NVRAM RA|SHH K. WA T2M| AN = &M= HEEHE 111, ZHEEFE H OlX|
L] M2 2bM S| XtEHSED, NVRAM 2 E0|L NVRAM DIMME Lxﬂ ID, C|A3E
Metetstn, @ F 7t 2hAs HES NetApp O] BHetste XHdo| TetEL|Ct
NVRAM 22 NVRAM12 StE0{ 2t $E wH| 7Hs¢t DIMMRZ M EIL|CH Eof7t 2 A$t NVRAM B2 & =
NVRAM ZE LHEO| DIMME uH|g 4 QJ&L|Ct,
AlZtst7| Fof|

* WA BEO0| YeX| 2AQIBL|CEH EOHT7} LUAMSE 1M QA= NetAppZHE B2 UH| M QA Z WAH[SHOF EhL|Ct.

2

c AEE|X| A|AHISICHE BE M Q4T X|CH
"NetApp X|&".
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E T2 M AE SHAEQ| CIE =9 SHH HZof| QLojof BtL|CE BHIS IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B A0l 20{0F BLICE SAE} Aol L Ba HESa|
2

X 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 X5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt

E
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, WRtt Fe WANO HESR|J} 24E HESR
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AETE Rli= 22 HEO RU0{0F [T 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAIEl= B &4E ZEEHE S25H7| To| EXIE o ZoHoF LICHEZ)
"= EE S8{AELE S|t

* MetroCluster 7+ AEf7} M EFOH LETL AR 5! FAN AE{QIX| =Hlstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YR,

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt
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AAR ZEDE £E o HArsol AES0|N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

2CHA[: NVRAM 2= EE= NVRAM DIMMS LA gfLICt

HEHSH 2ME2 AR50 NVRAM 2 E0|LF NVRAM DIMME mA|EtL|C},

Mx| 9 QX|H4 HAES 288 MAHO| HBE FK| 22 AEUS
(D #2shuAL. H=et ESD oY ZX|S 12| YoB HESR| oS, AE2|X| MX I HEYS
AQIX|7t gsO aate & ALIC



2M1: NVRAM 2 &2 WAH|etL|C}
NVRAM 2 =2 WAH|st2H MA|Q £2 4/50|M RES 10 XX QI THA E WEL|CL.

1. A2l 2= E210|EI ZSAE0)| THEFS| FATE|0] A=K 2HQISLCH HX| &7t2te=z 2f E2H0|HE =2
HE HENTH E W7k —%—ELIEF.
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2. NAZ Mefol nf2t HES2] S2to|HE HSHIAIR
a. FAEol HES2{0| A 24 RAID 18 5 i Aot A6, Amj el & S Chojl sizfots I80)
RU=X| SHOISHAIR.

storage aggregate show -raidstatus !*normal*

* HAHO| BI2tE|™ There are no entries matching your query. AISSHMKRLIS 62
CHA|2 0| S5t0] et E2to|ETt J=X| 2elgfL|ct. .

- HE AW ZOLCEA| LIE 32, F HEE2{0|A AutoSupport GIO|E{E $=E5H0] NetApp
X ¢Eol Z2l5to] 7t XS 2o AIQ

lo

HEI

system node autosupport invoke -node * -type all -message
'<message name>'

b. md AJAH = ofH| E2I0|E BF0jM F2HE E2t0|E ZXIE gelgfLct

event log show -severity * -node * -message-name *disk.missing¥*

» HAHO| BI2E|™ There are no entries matching your query. AISSHMRLIS tHAZ
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* 3 Al AUt OEA LeEs B2, £ HEED{0A AutoSupport HIO|E{E £ 50| NetApp
XS 22[5t0 71 X[HE HHAL.

system node autosupport invoke -node * -type all -message
'<message name>'

- [FIBZ2Z O|SJAHA|Ql FIZ22 0| SELIC
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a. # 2K HES +ELICH
Z HEO| MAIOM HOM ASLICE

b. 2 eix|E E7HX| SELICH
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8. NVRAM ZEE HEZel HH0| S&LICH

9. &4E NVRAM Z S0 A DIMME ¢t tHoj| St 22510 WA NVRAM Z=0f AX|EL|Ct
10. WAHE NVRAM ZES MA|0| Mx|gtL|ct,
a. D55 &% 4/5° MA| &7 ZHERt2|of SELICt.
b. ZES ZHAYA £20f 2Hs| Lo| 2 CHS A XIS 212 27X o 2ES HXtz2|of EZL/ct.

=
=
11. AEED DES CIA| MX|EL|CH AEER S AFY| AlQlg|H

A

Al R E LI

() HdEt2usx S 2ESR] DES A0 Lo B2 T T3 212 JHOHX| DHIAIL.

12. MY TS MY 33 FX[of| HZELICH

() DcHm2E B 32 He 222 B 23 FXof ChAl JFsmch
13. 3jloj 22| Ea0|S BHE SIXITHX| SYLICE

=4
14. &4 e AESSE CHA| 225t T4 &

impaired node name.

15. XI5 gheto| HIZH3tE|0f e Z R, TSt 20| CHA| 2436 AIR storage failover modify
-node local -auto-giveback true.

16. AutoSupport7} 283t 2 XIS A0O|A MME S2/AN| SHA|: system node autosupport
invoke -node * -type all -message MAINT=END

=M 2: NVRAM DIMME 1 A|gtL|Ct
NVRAM Z2E0{|Ax NVRAM DIMME W H|sl2{H HX NVRAM ZES E2|%
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1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.
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SEHOf 2t ZEER] E2t0|2EE HAHSHAL.
HEel ZEER0M &8 RAID & & g5 Aot M, Aol HEl L= = Lol sligst= 250|
EX| 2RISR,

storage aggregate show -raidstatus !*normal*

= HAHO| BI2tE|™ There are no entries matching your query. AISSHMRLCHS 6H2
CHA| 2 0| S5t F2tEl E2to|E7} QIR =eletL|Ct. .

* 3 A ANt OEA LE B2, & HEE2{0|A AutoSupport H[O|E{E =E 50| NetApp
20|50} %7} X|2lS YOMA|Q.

system node autosupport invoke -node * -type all -message

'<message name>'

b. Ty A|AH! = OfH] E2t0|E RR0|M F2tEl E2L0|E ZH|E gfelet|ct.

event log show -severity * -node * -message-name *disk.missing¥*

* HHO| HI2E|™ There are no entries matching your query. AISSHMRLIS tHAZ
of

0

. I:<I3=|F_g AEI% |'7|' L_-I'E71| l—-I' E zD:l 0, _IIZ_ ﬁE%E‘IO‘"A‘I AUtOSUpport HlolE_I% _/'\_;g-sl_O;I NetApp
X|IEl0f| 22|30 X7} K|S HIOAA|Q.

system node autosupport invoke -node * -type all -message
'<message name>'
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1.
12.

13.

14. #HE

15.

16.
17.

18.

19.

DIMM &2 B =21 AZl0| DIMME E0{22{ DIMMS £2|gL|C}.

DIMME AZl0f| St3=11 E3 #o| ®MAt2[ofl ZZ w7tX| DIMME 2700] £ EEAH 20 20 WA DIMMS
AX[gct.

NVRAM 2= AfA|0| EX|gtL|Ct.

a. Z 2 X|7t /o E'J'l} H=27| A W7tk 222 R0 REEA 20 2 L2 A 2iXIE fI=
27X 22 252 MAt2|of ZFLC

E8 2SS CHA| EX|ELLh HESE = 20| HYUEH ZA| RS E LI
EEd ZE0| SYT} THLf TS| FAE WNEA] MA| t2 = TS| 2o 5Lt

E2] 20| AT FAEH &z 2fX|7t S5

21
HE
() AH4Et 245ix) =2 2ESE DES Ml of 92 0 =3 32 IR THIAIR.

DC A& 22 HX|7I Q= 2L M 222 M2l 22 &X[0| A AdstL|C},

- oHd o M- OT - 272 - oHd o

A0l 22| Ego|E Bl {IX|7HX|] SZILIC

2=ME HEEYHE CHA| BE25t Mo 2SO % E|E2LIC storage failover giveback -ofnode

impaired node name.

XS Hreto] HIZHMote|o U= E R, TSt 20| CHA| M35 AR storage failover modify
-node local -auto-giveback true.

AutoSupportZ} 2d3tEl 22 XS AH|0|A MM E S//AX A system node autosupport
invoke -node * -type all -message MAINT=END

(D o2z mzye NVRAM 252 DA 03t ZRoko NVRAM DIMM A0l 85Xl egLch

CHA|
1. AEE2{7} SX| 22| ZE(EANN J= R > TEZEQ A SX| 22| ZEE S22t LOADER ZEZER
O|S&LICt.
halt

2. ZEE2{9| LOADER ZEZE0|M ZHEEZE 2ESt D A|A” ID7F LX|SHX| 20t A|AH IDE MHF2st2t=

HAXIZE EAE o _y £ UZARILIC

3. uH| 20| U= ?iEEﬂQI ZE0| "= 7] " HIAIXIZF EAIE Wi7bR| 7|Chel s, Ho AESE{0M M
ME A|A” ID7F XIS 2 SHE|AEX] 25t K.
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storage failover show

HE oM &4 E HEERO| AL IDIHHAZEUCHE HIAIXIZH EAIZ[00F SHH, O ID2F A ID7}
SH2A| EAIE[0{0f BHL|CH CHZ Aol M & 2= WA=/} MZ2 A[AH” IDE= 151759706 4Lt

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false

System ID changed on
partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel -

Waiting for giveback
(HA mailboxes)

4. HEZTE CIA| M 28FL|C}.

a. dyet AEEH0|M uME AEES| AE2|X|E LHA| MSELIC:

storage failover giveback -ofnode replacement node name
EZ8{7} AE2|X|Z CHA| 7hMet HEIS etEstL|ct
A2 ID 2ZX|2 8l AIAH IDE FAIStEHE HIAIXIZF LIEFLEE _y & A=BHOF gHLICE
7| SH0] AR E|H HEHS MHF A £ ASLIC
AtMist LIE2 LSS EZotMR. "+5 27| 33" HRHS FR5t0t
a. 7|20 2= E = HA 0| Z& JEHO| 1 H|O| 3T} 7HsBtX| fIRtL|C _ AEE|X| HLH show _
'storage failover show' B&E2| Z210]|= TtEL H|A| X0 HAE A[AR DI} ZEHE|X| 9400k BHLICE.
5. L|AT7} SHEA LYEAER| 2QISHH L.

AN -

storage disk show -ownership

HEZ2{0f| &3t C|ATE M A|AH IDE EAISHOF BHL|CE CHS 60l M= node10] 288 CIAT O M| A|AR ID
1517597060| EA|E/L|CH,
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 4401 AL ZHEE2| AEfE ZL|E{ZEL|Ct. _MetroCluster node show _

MetroCluster 182 & HEi2 =[S2[2{H UM = R B Ex Ze|H, 0] 32 2 ZHEE0| & SEi7t

HAL|H DR O|2{20| 2rM3tE| 0 HA RETH HEA|ELICH MetroCluster node show-fields node-systemid &3
Z3 2 MetroCluster 7+40| F& &E{Z SO0 W7EX| O™ A|AH IDE EAIRLICH

7. ZAEZ2{7} MetroCluster 1A 0] Q= A2 MetroCluster AEHO| I}2} 22 AL XE7} XK ALO|EQ| HEZ 210!
Z2 DR Z ID Yo ClAZQ 2l AQXIIL HEA|Z|=X| 2HQIgtL|CL,

etroCluster 71A0| F &t AE{QILICE,

EE2{= Mol AO|E0] U= C|2A9] #x| £2RAHALICY.

=

o

HXSIHMAR "4 = MetroCluster T2A 0| A HA H|O|22H 5! MetroCluster A9 X|2H F0i| C|A3
HO| HAEILICH & BESIHA L.

8. A|AHIO| MetroCluster 71421 AL 2t AEER{7I FHE|N J=X| &SI A| L. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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ANE ZESRIS SROIH HES2 SEiS Holotn, WA F WAl HESR|Jt A4E HESR
AE2[TIIA HO|EIZ Al HIBE 4 YT HES2AZ l4ofof &

* LI 27K Ol &l SHAETE A= 2 FE0H ACOF BfLICH S AE7F Z 0| gL o HESE
Xt S JEHoll CHoll FALSEZ EAE= B &4E ZEEHE S=517| Tl 2XIE o ZoHof LICHEZE)
"= EE SHAELE S|t

* MetroCluster 30| = 22 MetroCluster 2™ AEf7} LME|0] U0 s =7 A 8l YA
HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

|

1. AutoSupport7t Z243}t=l AL AutoSupport BEHE SE5I0] XHs #H[0|A MM S AX|EILICE system
node autosupport invoke -node * -type all -message
MAINT=number of hours downh

= AutoSupport EH2 24|72 St AtS A|0|A MH S AXMBLICH clusterl:*> system node

autosupport invoke -node * -type all -message MAINT=2h

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-gtet false’E X5
gketetL|Ct
3. 2ME ZHEERYE 2 TEIER JIHIIYAIL.
E=ME HEEY I HAE= J2{H...
Ho
OoOT =

LOADER HIA|X|7} #AIELCE  OFZ BAZ o|SELIC

gtet oH7| & Ctrl-CE +E CI= HIA|X| 7t LIEILIH yE FELICt
AMARIIEDE £ = Qs HAaxol HEEZ UM &4 E HEEHE SXISHHLE QIA S LICE
DETEANAH A =) storage failover takeover -ofnode

impaired node name
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ul

6. #|0|= 22| E&fo|E

7. Loader IEZEOM LEE ML SLICE

bye

d2{H /0 2= A 7|Ef 74 Q47 CHA| X7[StE| 0 L E7F MR LT,
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8. MIEL| AESZ0|M HESEE BIELICH

storage failover giveback -ofnode target node name

9. AEZ2| BOf| CH3ll O] THAIE Et=_fL |t

10.

o

b AENS| L EOf|l A K}

A
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storage failover modify -node local -auto-giveback true

11. AutoSupportZt

=END

system node autosupport invoke -node * -type all -message MAINT
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storage failover modify -node local -auto-giveback true

=]
=

105


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.onc-sm-help-960/GUID-208BB0B8-3F84-466D-9F4F-6E1542A2BE7D.html
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308
https://mysupport.netapp.com/site/bugs-online/product/ONTAP/BURT/1494308

12. O} & BtLtE 2gtL|ct

° NIC ¥=3 ZES M5t A NIC YEH ZS
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dXet A2 2 ZEOf thioh CHS WEXZR ES

storage port modify -node *<node name> -port *<port name> -mode network

° NIC &3 2= MAHsot 2AELX| YEH 255 24
AR5t " OHE HIASE"HERLICE
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Q0| MHEICHZ NS224 HZE

13. ZAE 22| BOj| Chsf 0] EAIZ wr=gh|ct

/10 2& 3t A2 - AFF A70 5! AFF A90

DS QEI LHMEI D AEZ|X| A|AHIO| BE ONTAP HAH Q7 AlStS £=61= 2L AFF
A70 EE= AFF A90 AEE|X| A|AEIO|A Ethernet I/0 ZES St A2t 4~ QI&LICH

110 252 3t ARSIHH AEE[X| A|[ARO] ONTAP 9.18.1 GA 0|4

o
DES FH|P OIS, o7t TSt ZES St A0, wH 2RES 22

A —Hd

s MEfE 2T S Tof7} LS D ES NetAppol| bHetetL|Ct.

o
>

% FOIX| EHOISkT, AE2|X| AIAHT /O
A  AERIT] AAHS FA

* Holizt 2t /0 ZES WAISH| Hol| =5 HIO|2LHE e LRIt glELICt

= o
* oA B0 SHHE HEEDQ /0 R0 BHS HESIHAIL.

* Forg dh= AER[X| A|ARIZ EE|MOE R= O 30| F=8 AEZ|X| A|AHR X|(II2tM) LEDE 2 &
UELICE SSHE A2 BMCO|| 21215} system location-led on BEE YHGHMUAIL.

AEE|X] A|AE0= 1K EA| LEDZt M 20 ZSE|0] JELICE St ZFHAF HA| o] 10 LIHX| St 2t
ZHEEZ{0f| JYELICt LEDE 302 52 AKX USLICt.

& system location-led off JYSLICL LEDZt AN J=X| £
US| LEDS| MEHE &Hole & system location-led show

1CHA|: AE2|X| A|ARIO| XF QF AFSS ZZSH=X| SQISHAAIR.
o= &=
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O| EXIE AHE5tH AEZ|X| A|AZI0|A ONTAP 9.18.1 GA 0|42 Aot U0{Of 5t AEE[X| A|ARI0| 2=
QT AIS SFMOF LTt

@ AE2|X] A|AEIO] ONTAP 9.18.1 GA O| &2 Aot QUX| t2 AL 0] HXIE AIE2Y & QICH
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3. AutoSupport7t ZM3tEl Z2 AutoSupport HIAIX|E =
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2 HO|ZQHE sABLICH

ECICRNE S [ ES
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system node autosupport invoke -node * -type all -message MAINT=<number of

hours down>h

OlE =0{, CHZ AutoSupport HA|X|= 2A|2F St XS #|0| A 4

node?2:
4. MEY =7} E0| 321§ A

? XS frets Hig gttt

[

42 Axect

:> system node autosupport invoke -node * -type all -message MAINT=2h
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o= otZ HEEL I XS = XS 2= Higygst
IIELE o143t 29
a TIEWES ol+3t HES2|9| 2204 TS YYS iRLIC
storage failover modify -node local -auto
-giveback false
b. HSICt y XS SES HIZHSISHAI NG LI _2h= TIAIX| 7t
HA|=|H
T ZEEZ EF I/O(H0IH ®MS)E CiZ A= o|SELCt
AAHSID ASLIC
o7t 2ot /0 ZES MH|A0M MAHSt 2 HAS HM HA ZHIS L
a. Ot2 EES YHstie
system controller slot module remove -node impaired node name -slot
slot number
b. AASICty AISSIAIZEUIN?_2h= HIAIX|ZF HA|=[H
£ S0, Ct2 ™2 node 2(&4E ZEER)Q &% 70 U= Foli7t Lot B5S HAY = ALE
FH|St 0 ®IASH = QEHBICH= HAIX|S EAISLICE.
node2::> system controller slot module remove -node nodeZ -slot 7
Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.
Do you want to continue? {yln}: vy
The module has been successfully removed from service and powered off.
It can now be safely removed.
6. Zo7t LS /0 ZEQ| TRUO| THAM A=K geletCt,

system controller slot module show
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a. U=y Z=S SR JrgAte|of SEL
b. =S XYAHA &R0l Lo H10, H XS 12 EMX| S2 ZEE MAZ|ofl FHIFLIch
6. 1/0 Z&0] A|o|2S HEYLICL
7. #0]£ 2| E20|E EF ?IXl= SEUICL
4THA|: WA /0 ZES 22! HEf 2 TetetL|Ct
WHE /0 ZES 220! MEiZ Metstn, /0 RE ZEJ HBHO R X 7|otE|YE=X| &Qlsty, £20f Hlo|
SEEEA] &It LS, 110 2=0]| 222! HEjo] 1 QUM E[=X| SfelgtL|Ct.
O =fe4oi| CHaH
/0 ZEE WSt ZETL Fd HEZ S0H2 = LIF7F WA|E /0 2EZ E|S0FLC.
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a. 2 B2 YsiR:

o

system controller slot module insert -node impaired node name -slot
slot number

b. ABICE y ALSAZELIN?_Eh= HIAIXIZE EAI=H

£ 2= 1/0 2E0| 43X = 22l HEN(TH AHH, £7(9 8 MH|A F)7t E[JS S 2Hlohof
St
[=]

OIS 501, [t B = 2(AME HES2)O £ 72 22f0l ME|R BT T2 N|ATH ST
HIAIXIS FEA|BHLICE

rr

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on, initialized and placed into
service.

/10 2E9| 2t TEJ} 3 HOE X7|3}E|Y=X| QUGN 2.

a 24

rt
N

ZIEEE|Q 2£0M L2 B S LHSIMR.
event log show -event *hotplug.init*

()  mastmEelof ghols ¥ EE 7|20 3 2 HE A8 4 AL

Z&0||= StL 0| 49| hotplug.init.success EMS O|HIER} hotplug. init.success: "Event B0 I/O

EEOI 24 ZEJ 4SHOE XT|oE|ASE LIEIUN = LE0| EA|=|0{0F gL T}

OlE S0, Ct2 EH2 1/0 ZE e7b % e7a0l| it X720t 43S S HHFLICH



node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIR.

a. ZTE x7|stof AIjstH EMS 2EOE &
3. 1/0 & £20| M0 IZE1 A5 FH| 7 AR E|RA=X| SOISHMA|L.

system controller slot module show

mjo
10

=3 210ll= &% HE7t “powered-on'=E HA|E|0{0F 6HH, O|= 1/0 2= %E FH|7t H2EUS

system controller config show -node local -slot slot number

IO 2E0| HEZMOR 2afol Alel7} £|0f QIAEH H2jof= 2RO EE HHES TS /0 25 HET}
HAIEILCH

HIE S0, €& 72| I/0 2=0f thoh LISt FAISE Z0| EA|ELICE



node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

S5CHA|: AER|X| A|AEIS MA R AE{ 2 22I8tL|C},

AEEX| AARIE T 2E JEIZ SR E (20 wef) Ho| 2 E ZEES0| AE2|X|E ghetsta, (2o
et XS ghet 7|5 & S/, LIF7L 8 ZEo| A=K 2lsta, AutoSupport XS 0| A Md 7|5E CHAl
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|

1. AE2|X| A|AHIO|A AlgH 01 ONTAP X3t AEE2] AEfof| 2t Z o mtat Q14E 7 EZ2{0]| A
AEZ|X|Z gkt At HHEtS 22l

ke, =Ll
Ol BT AES2II NSO a AE2IK|S w0l H0| 3 E HES2S BY XS YR
THEHES o148 39 Bl SELIC,

storage failover giveback -ofnode controller
that was taken over name
22l HAEEESQ Z2E0|M XIS HHetS S Lot

[

storage failover modify -node local -auto
-giveback true
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false

LIF7} FALSEZ HA|Z|H i LIFE 8 ZEZ &|SELICL network interface revert -vserver *
-1if *

3. AutoSupport7t ZM3tE A2 XHs A O|A MES SARLICH

system node autosupport invoke -node * -type all -message MAINT=end
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