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USB 2& EEJ| OtL|2t USB EA|8 &% 0l USB S2liA| =2t0|2 5 HX|3H{oF ghLCt.
3. MY AO|E2 T 32 FX|ol| HEst T A0|2 DHUE CHA| Ax|ghct.

—

AARof| HEO| ChA| HEE|H HEES 7t RE S AIZRRILICE
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4. 20 ZETENAM SX|5I2H Ctri+CE &2 22 ZTENAE SHLICL

O HIAIX|7} LIELIX| 9500 CHrl-CE %21 9AH4 RER Relsts g4
20z et

5. LOADER IZ2IE0M HESI HAE S8S MASH|C}.

° DHCPE 7 ddl= d%: ifconfig e0M -auto

A B RES HEYD HAS S¢ var IHY AJAH 2ol Zofl BAEQl 2EZ2{0) M
(D) a8 7=Es2ior SMstE Ol ARSHS EIA EEQILICE 0| BRI cOM EES ALSY
ES
- 45 A

fujo
oy
0x

5tz B9 ifconfig eOM -addr=filer addr -mask=netmask -gw=gateway
* filer_addr2 AEZ|X| A|AHIQ| |P FARILICE

* HiDfASI = HATE O HZE 22| HESZ Q| HESRZ otAILICE

* A|O|ESI0|= LIES{Z | A|0o|E<O|LICE.

@ QIE{H[O|AO]| CHE OH7H HaTt HRS & JQELICH KHM|EH LHE2 HHO| ZEZEOM help
ifconfigE YUY & USLICH

£ 0|0|X|E KElEL|Ct - AFF A70, AFF A90

USB =2t0|20{|A] ONTAP O|0|X|E FE5t1 I A|ARS SR5HH 2t HaE 2eldliof
eLCt.
e

1. LOADER ZE2IZE0f|AM USB Z2fA| E2t0|E BOOT_RECOVERY_Of|A 23 0|0|X|E SEIBL|C}
0|0|X|= USB ZaiA| E210|20| M CtR2ZEEL|CE.

2. HA|X|Z} EA|E|H 0]0|X| O| S 2 YU=ISIAHLE 2HHO| 23 otof| EAIE 7|2 O|0|X|S JItHZ AFS LT,

3. var I N ARG SRBILICH
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A AEI0)| CF2 7|S50| /e B JE{H...
HERI HAZ a. 2ME HEER M 7t EAEH Y E $ELICt Do you want
to restore the backup configuration now?
b. &AE HAEER{0|AN HOEX| S HAIXIZF LIEILIH _Y_E
‘Jetc/ssh/ssh_host_ecdsa_key +EL|Ct
C. F4 MEfO| IIE HEEZ(0|M &4 E HEESHE 15 Het
$Z:_set -privilege advanced = MAEL|Ct,
d. 4 HEfe IEL HEE20|M S WY HAH: system node

restore -backup -node local -target -address
impaired_node_ip_address _ £ A&ligtL|Ct.

@ S M3 029 HA|IX|7} EAIE[H off 22|t AIL
"NetApp X[ &".

e. Mo Mejo| IE HEEZ M &4E HEZEZE admin 2|H:_set
-privilege admin_Q 2 E|E&IL|C}.

f. &2M8E HEERO|AM 7 EAZ[H _y £ "Was the restore backup
procedure successful?"+=&L|Ct.

g. &4FE HEZEZ0|M 7 EAIEH _y E °...would you like to use this
restored copy now? F=EL|C}.

h. 247 HEE0M 24F HEEHE MEL 2= HIAIX|7}
LIEILIH y E 521 28 0|70l s _Ctrl-c_& F+ELICt

. A|ARIO|A encyption2 AFESHX| gb= AL _option 1 Normal
Boot._E MEHSI JHX| g™ = O|SELICE "7 2HE[XHE
SHLCH

j 2& 70|22 HEH HES2{o| HZELICH

Im
My
i

k. _storage failover 22} -fromnode local_ EHEZ2 A0 ZHIEEZ]

E|SELICH

i. storage failover modify -node local -auto -giving true_ HHS
AESIH XS HtetE ALESHK| e E Yot 3 5

l. AutoSupport7t &43tEl 22 _SYSTEM NODE AutoSupport

invoke -node * -type all-message MAINT=end_command&
AL Xt #H[0|A WHE =21/ SHAEIELICT.

HESIZ AZ0| §ASLICt 2t "NetApp X|&".
HIEY3 HZAO| 8111 MetroCluster HEHA] "NetApp X"

P 240l asLict

A%t S - AFF A70, AFF A90

O EXte| AlZF 220l A TXet HE S AHE3IH 2EE F| £t2[XHOKM), NSE(NetApp
AER[X| S35} EE= NVE(NetApp 28 Y337t 24tz A|ARIE tHA S b= 6o}
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* 2HAE TN A2 E LHMUSLICL "2 EE 7| 222 ek o
* "Onboard Key ManagerOi| CH2 814 M EHIL|C}"..

* "2HLC 7| 22| e 8l S22 2lok= BEAISSE| Wl ZAHE +ASHIAL.

|>
m

H
2t

]

tot
un C
Aok

0

|
1. ONTAP 2&! 0|70l 4 10:

Please choose one of the following:

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 10

2. TZM AL AEME 2AQIBILICt This option must be used only in disaster recovery
procedures. Are you sure? (y or n):y

3. 2EAH HAo| 4SS £ ¥ |ch
() o==s yzsts S0t 220 of2 e EAISIX kL

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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Enter the backup data:
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Trying to recover keymanager secrets....
Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

Rl b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b S b b b b b I b b b b g
*khkkkkhhkkkhkkkhkkk Kk k%K

* Select option " (1) Normal Boot." to complete recovery process.

*

* Run the "security key-manager onboard sync" command to synchronize
the key database after the node reboots.

R R i e S b 2h b I b b b 2h S e SR b e Sh b SR b b g b dh b b dh b dh b 2 Sb b b b b 2b b b b dh b 2 db b b Sb b 2h b 2h b db b 2 dh b b S

RR b b b b b b b b b b b b b 4

@ HAE £30| 2p(2}) CHE HE2 A& TIHSHK| O AL, successfully recovered
keymanager secrets =X sHZE2 $AStH LR E +HTLICE

6. 28 HFoM S8 12 MESI ONTAPE A& SEELICH

R b b I b b b b I b b b b b b b S b b b b 2 b S b b b b B b b d b b b b b b b g b b b b I b b 4 b I b b b b b b b b b b i b b d b i 4
khkhkhkhkhkhkkkkkkkkk

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA AR AR AR A AR A A A AR A AR A AR A AR A AR A A AR AR A AR A AR A A A KRR A AR A AR A A A A A A A A A ARk k K

khkkkhkkhkkhkkkkhkk kK kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

7. HEEE{Q| 2&0f| 7t BA|E|=X| 2RI8tLICt waiting for giveback..(Press Ctrl-C to abort
wait)
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8. HMIEL LE0AN MEL] HEEZE HetstiAQ. _ AER|X| HY2H B2t - fromnode local-only-CFO-
aggregates true _

9. CFO Oi12|AH|0|E0f| M2t BEISH S security key-manager 2 2 E sync HES AHBtL|CL,

10. Onboard Key Manager2| 22{AE

—_—

A o @lat:

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

M. BE 7|7} S7|8tE|Y=X| 2IEtL|Ct. security key-manager key query-restored false IL|Ct

There are no entries matching your query.
() =ois o H0IM falseS TERS ©f 2t LIERX| 4BLICH

12. IIEEHOM = EE gteh: AEZ|X| HYQH B2t - fromnode local
SM 2: 2|8 7| Za|Xt M 70| U= AAH
ONATP 28 070lM 2F 7| &t2|xt 78 SRgL|Ct
AIEFSE2| Hof|
EKM(External Key Manager) 782 S&st2{H Ct3S &7t ZQefL|Ch.
* CH2 22{AH S0 M /cfecard/KMIP/servers.cfg IHY Q| SAHE E= CH2 HEIF ZRtL|Ct
KMIP At FAQL|CH
* KMIP ZEQILILC},

CH2 22{AH & £E= 220|AHE 2S5 M| /cfcard/kMIP/certs/client.crt TFY AHE.
CE 22{AH = E0|M /cfcard/kMIP/certs/client.key IFL S| SAHE L= Z20|AHE 7|

CtE 22{AH LE E= KMIP A/ CA2Q| /cfcard/kMIP/certs/CA.pem It AtE,

|
1. ONTAP 2&! Hi70|lM S8 11 S MEiSL|C}



Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 11

2. HIAIX|Z} HA|E|H 2ot HEES SHYE=X| =QlS.

3.

a

b

C.

d.

2t
=

a
b
c

d

- Do you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}y

. Do you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}y

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}y

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}y
CHAl ChSab 22 HAXIZF HEAIE =2 JSLIC

Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n} _n_
i. Do you know the KMIP server address? {y/n}y
i. Do you know the KMIP Port? {y/n}y

LEIZE ciet YEE MSELIC.

. Enter the client certificate (client.crt) file contents:
. Enter the client key (client.key) file contents:
. Enter the KMIP server CA(s) (CA.pem) file contents:

. Enter the server configuration (servers.cfqg) file contents:

35
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Example
Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAgICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybml hMOQwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wgSOUXDYtJs1+RB+wO+SHx8mzxpbz3mXF/X/1PC3Y0zVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

MITEpQIBAAKCAQEA0OUleajEG6QC2h2Z1ih0jEaGVtQUexNeoCFwKPoMSePmjDNtrU
MSB1S1X3VgCuE1Hk57XPdg6xSbY1lbkIb4bAgLztHEMUDOkGMXYAkb1Q=

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwIBAgIBADANBgkghkiGO9wOBAQsFADCB]jzELMAKGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRnYUOWE2gDL61cQ3/jkm7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig eOM'

kmip init: cmd: ReleaseExtraBSDPort eOM

4. 21 T2 N AT} QAZEIL|CE

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.



5. HElHF0M SM 12 MEHSIO] ONTAPZ A

I

et

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A AR A A A A A A AR A A A A A A A A A A A A A A A A AR KKk ko k
* ok ok ok ok kkkk ok ok ok ok kk

* Select option " (1) Normal Boot." to complete the recovery process.
*

R R i e b i 2b b b b b b 2h b b dh b e S b SR b b b S 2 b db b b db b 2R b b b b b db b b b b db b 2R Sb b dE b S Sh b b db b dh b 2 db I b 4

R b b b b b b b b b b b b b 4

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

)
)
)
)
)
) Update flash from backup config.
) Install new software first.

) Reboot node.

) Configure Advanced Drive Partitioning.

0) Set Onboard Key Manager recovery secrets.
11) Configure node for external key management.

Selection (1-11)7? 1

2ot B8 = 2T HAE 225t MY SUS =S8 22 0|00 uAH Z2MAS 2tz

1. 28 528 Folg
2501 Cig0] BAIEE 29,
21
CRETE-F4 652 OlSBLICY,
st o7 5... a MEL HES2{0) 2QIBLIC

b. _storage failover show EHZ AE3t0] EFZl ZHEE2{7t ghet F=H|7}
E|A=X| 2elgtLct.

2. =

At

e

=

Sotol Ef HEE2] AE2IXIS HSYLICH

* CIASI0) @E7}UAsto] Bl AIfst Foj7t wast CIAIE B2|KOE Balotel, mN [AIS WS
wWIhx| CIASE 220 Jof2 SLct.

° MELJt"ZH|E[X] Z"C = QI8 FFO| Hufst= 2 THEL ZHofl HASH| A|AHI0| S7|9HE W7tX] 52
S 7|CHE LT,
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=
. clustershell ZEIXEO0|A _network interface show -is -home false @™

- =22 A0I=S TIEH HEE2{of JEEL

> NDMP, SnapMirror EE= SnapVault ZZAM|AZ QI8 H0| AufstH TZM|AS sHA|EL|CH XtASH LIE2

=2| AHHO|AS LIERILICY.

QIE{H|O| AT} 2 LIEEl AL “false net int revert -vserver Cluster -lif_nodename B S AF25t0] s
QIE|HO|AE & ZEZ E[ZZLICH

—= O

. 24 H0|22 A AEZZZ 0|58t version -v HHS MeHsto] ONTAP HE S golstL|ct,
. E M85t storage encryption disk show =H2 AETILICE

- 7| 22| MHO| HEE 215 7|9| 7| IDE EAISIEM security key-manager key query BEZ ALESHMAL.

° 'restored' ZEO| 'yes/true’?! B2, AFEX= 25 2AEE|0 N T2MAE gt £ JUSLICH

o =5l 2 = 0|2|9| gf0|™ Key Manager type external Restored 'yes/true'_security key-manager

external restore_ BHE A5t 215 7|2| 7| IDE S LICH

HEof 22t AIL.

02
o
o
nz
=2
o
ra
[
&
>
o

=8l Zt3 = 0]2|9| Zt0|H Key Manager type onboard Restored 'yes/true'_security key-manager
2HE sync_ HHE A2t S71E LE0N F2E 2EE 7|8 S7|2kgL ot

security key-manager key query_command £ AF25t0| Restored 2E 215 7|0l CHol Z &= yes/true
=2(2) 2olBtAIA| @

E(E) = - [=] .

Ct.

'storage failover -fromnode local' BH2 AIE30] ZIEE2Z]

=
= | =]
. storage failover modify -node local -auto -giving true_ BEZ ALE5I0] XIS HtetS ALK R E MEH

ZEEE

. AutoSupport?7t Z243tEl 22  SYSTEM NODE AutoSupport invoke -node * -type all-message

MAINT=end_commandE AF&5l0] X5 #[0|A MM S SI/AN| sixeL|Ct.

Z%0| = 2 E2 NetApp-AFF A70, AFF A902 2 HHtatL|Ct

7|E2 eH HZE RMA X|Eo| BHE 2 @F7F Mot 223 NetAppol| SretetL|Ct &
HESHYAIR "2 F HhE 8L A, WA|" HO|X|§ HZSHYAL.
MA

MAIE wA|ELICHAFF A70, AFF A90)
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 401 AL ZHEE2| AEE ZL|E{ZEL|Ct. _MetroCluster node show _

MetroCluster 182 & HEi 2 =[S2[2{H UM = R B Ex Ze|H, 0] 3R 2 ZHEE0| & et
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Z22 MetroCluster 7+40| F& &E{Z SO0 W7tX| O™ A|AE IDE EAIRLICH
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8. A|AHIO| MetroCluster 71421 AR 2t HEER{7I FHE|N Q=X IS A| L. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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