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LIS WS ZO0|X| DHYAIR. JHX| QOB RE OC|oj7 £4E 4 UBLIC
12. 20| AES2| BEO ChAl MA/ELICH
13. oo HES EHLC

a. oo HES ol oz SRt

b. @2t A2|7} LhBiA MXt2lol DHE wtx] 27| HES 2to|K ZO2 BLct,
14. ZiESe BES MABHCY,

a. FIEE2 DEC| BRES MAIS HPR0| UE TS, HES2| BES AAH 8 B2 GItx) YA

ZHEE8| B 50| 2EI2 A|ZStT LOADER TEIEO| A HEL|CT

m

e e

2

4% R 0ICNE S2|HL = WK|eh £, "ITEL] =0 A ONTAP O|0|X|E S LTt

THE L S0 XS S8 0]C|of 27 - AFF A800

AFF AB00 A|AENOY A 2 E O|C|0 ZX|S HX|3t =, A& FE O|E|0] 57 ZEMAS
AESI0 EH E9| 1425 SE £ YAGLICL S+ ZENA S0i| ALE2 2obit
o

A
L
[=]
2 otE|0] JEX| 2elotn AL 2l 7| efzst RS &QIRtL|Ch 7| Y=oyt 24t of
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= flet MEst tHAIE QgL Ct,

[} — — — —
AIS B 0|Cj0f BT T2A A ONTAP 9.17.1 0|40l A2t XIIEILICE AE2|X| AIAHO|A OIF BIZS| ONTAP
MY 30l F 45 2 27 W

° Onboard Key Manager(OKM): S2{AE TA| 2= 3 W C|o|E{ 7} BREtLICE.
° Q|2 7| Z|XHEKM): TEL] = =0f|A] C}S THo| et Ct.

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0fA 2&l 0|C|o| 27 TZHAE A|ZFEFLICE.

boot recovery -partner

SIHO| Tt HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HEl O|C|of MX| 2 T2 NAE DL|E{ZIEL|C]

OTZMN AV IRE|T Installation complete HAIX|Z} EA[EILICE,

3. A|AHIS ols 5}

O

i

efolst Lz HIAIX| & otLIE EAIZLICE

Of HIAIX|Zt A== B2...

ﬂli’t

...

1

SH
=]
A

-

key manager is not |AE0 Sot7t MX|E|0] QK| & LICE.

configured. Exiting.
a. 2O TETEJ} FAIE U7X Z|CIE| M| 2.

b. =0l 200510 ME St BHetstM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BhE CHAl Zdel Higdete 32

[

key manager is Aot MX| = R}ELICE 2 70| 2e|xf 53 .
configured.

Ae0] 7] Xt 248 LT Gl FP OF UAKIE ZASKD 7| pal) 24El0
(D) 9K, ol RE(REE & 2R)QIX] Holstats tAIXI7H EAIELICE A4stzi2 olAlxof
erotul2
= .
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H 2EE 7| 22[0f Chot =S URSHMR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIXK|ZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SASHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43S S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.



g &4E HEEDE CHA| XI5t & &5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I3tLICt
security key-manager onboard sync
2 7|t XtS ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.

(=]

* 7|2 AIO|EY0|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO0|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

17t MR EFEX| oM AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE ChA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22+l MEfTt E| 1 ZtS5=X] 2AQU5HM K.

d. AEZ|X|E =2 ZESZE B4 YO & SELCL
'Storage failover 2tgt - ofnode_impaired_node_name '

2 it &b BtE THAl 2det g dstEl 3.

5. XHS HHBt0| HIZHESHE A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZM3tEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S#ot L E7} 7hSE|0] T|0|E{E MSdtal LIH"Z20] A= FZ= NetApp=E HHetefL|Cf”

Alnfst HE! 0|C|0{E NetApp 2 Z et - AFF A800

AFF AB00 A|AHIS| 1 9*?& N ER, D 2ZS NetApp 22 HEtotMR. . "F&
gheh 5L XpAlet LHE2 HO|X|E &HZ
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2el 0jC|of - 45 27

HEE DL 5 S+ Y3 EZ - AFF A800

AFF AB00 AE2|X| AlARIS| E O|CI0{S DASIAT TX| 27 AFS AESD, 8}
AEhS solstn, AES2|E SRot0, 2E OIC0g mAfstn, 57 0l0IxIE LEstL,
ol S3tE =estn, AlAH 7|52 olsjof SL|Ct.

AE2|X] A|AROM ONTAP 9.17.1 0|2 £l 5 FR LIS S AIESIMUAR."AIS £ 57 2P . A A-0fA
O] MO ONTAP &dll T2l B2 =3 RE F7 XS ArE8H0F gL ct.

o "2El 0|Cjof @7 AfRE HEFLICH

S 0|C|o] uK 27 ArgE dESLC

"SE O|C{E WALt

ES
AE3t0{ ONTAP O|0|X|E *%E L|C}.

"= O[0[X[E RE gL CH

USB =2t0[=20j|A] ONTAP O|0|X|E REot I A|ARS S/ Ch3 2tF HE eIl

ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt &7 7| 242|XE S LTt

r

Z 2 NetAppl 2 ttetstL|Ch
x

=
]
71E2} 6:.*771| HI-S—E.J RMA X|&of| EFEl 2 277t Lo 2FS NetAppoi| BHetetL|Ct.

= HEl 0|00 27 @7 AFS - AFF A800

AFF A800 A|AEIS| R E O|C|0{E wM|5t7| Hof| 53Xl WK E ¢let B+ RAS
EE0t=R| 2HRlstiA2. 67]oll= HESt 89 XPS 37t0| = USB E2A| E2to|E 7}
UK, 2| SHHE wH| RE FHX|7F A=K 2elsh= A0 E%*%!LIEF.

) —_

g 2| 20N 2F 7 2ot 28 0[C[0{E M st uA| R 0L/ E &X|et ChZ USB S2iAl =2t0|E2 S
I.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
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AEZ|X| A[ARIO|M ONTAP 9.17.1 0 A F2 BR OEE ABHAR."Ats FE =+ ZAP . A[A”0AM
O[T TS| ONTAP ¥l Tl F2 =5 RE I3 BAE ArEdHoF LCt.
UsSB Zz2{A| =210l

* USB E2{A| E2I0[ETt FAT32

* USBOll= CIE2 MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFR.

Hu
H
)I:l
m
$Q
rr
>
Juok
o
ok
=
fO

e |
SARSICH image xxx.tgz LU USB Z2§A| Sato|Eof| BAREILICE 0] IIUS USB Z2HA| S2t0|HE AR}
ONTAP O|0|X|Z F&3t mjf AFREIL|C}.

T A WH|

MISH 14 RAZ NetApp Ol M2 K| 74 QA2 mHELICE

Ch= A
S OIC0E uHgh= o 2ot @7 MS AES = £ "8 DICI0f0f| M =st 7| X 8 HES efelgfL(tt
"a=stoF fLICt.

AFF A800 AE2|X| A|AHIS| H|0|E HotE HASHH™ 2E O|C|0e] (st 7| X[ 2
MEfE 2+°I6H0F 2IL|Ct. ONTAP H{TO0| NetApp =25 & §§r(NVE) X|st=X| =lst,

HEERE S=o7| Tl 7| 22|X7t 2dete|0] A=K 2RISR,

AEZ|X| A AR ONTAP 9.17.1 O| &S A3 22 O22 MESHIAR."ItE 22 S5+ ZA | A A-0f|AM
O|™ TS| ONTAP A&l 501 AR 5 Hel 231 T2 M A S ALEH{OF HLCt,

1EHA|: NVE XIS 2iQl5t SHHE ONTAP O[0|X| S CH2ZE5HN K.

28 0|C|o WHE I SHIE ONTAP O|O|X|E CIREEE = YL F ONTAP HZEO| NetApp =& L=2HNVE)E
K| §st=X| 2olstM| 2.

£
1. ONTAP HTO| Y=ot E X|5t=X| Zelsth Q.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X] gk&L|CH

2. NVE X|210] @2} =3t ONTAP 0|0]X|2 [ 2 =8 2.

° NVEZ| X|2l[= ZHL: NetApp Volume Encryption2 AF25t0{ ONTAP O|0|X|E CIRZE=%HLCE.
° NVEZ} K| E|X| o= A2: NetApp 28 23t ¢10| ONTAP O|0|X|E CHR2ZESHM Q.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2ZElL|Ch #8 0|C|of WA Xt St of O|0|X| mjUo| HLfL|Ct.

o = = = o
EHA|
1. A ARIO M gd3tEl 7] 2H2|XIE ZHelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HAYLIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMS AHE5HH mrM O] HE S20f| EA[E LG,

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK O™ No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B &30 EA|ELIC
* OKMZ AE3H onboard 0| H™E E0f| EA|EL|CH

© 7| ZE|XIF AHE JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7| 22| X7t O A=X| o R0 Wt CHS & SHHE S-S

7| 2E[X7F EEX| g2 B

7| Ha|XI7H TAE 2 (EKM ES OKM):
a. 7| 2[R M T 7| JEfE EAISHAE L2 2| BHS LHSIM K.
security key-manager key query

= WS 2StM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|IA=X| FE LIEFHL|CE

Ok

22 HESHD 22 Hols Hoz
H

3. Hdtel =g H2|XH RO w2} HES M 2Z5IM K.

—
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 2tESHM|R. Restored &

BE 7|17t EAEl= B2 true SHE SHAM:

>
0z
ul

= HEED

]

2FHSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EASHE 32 true SHE S0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EUA=X] 2A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4 E HEESE Qs E5stn = EXE TAHY = ASLIC

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

(=

—

rot

D2 Mek
set -priv advanced
UG y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| = E YHGHMIR.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH MA S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

d. B= 91F 7|7t SYUEUA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
g Het BEEZ Mt
set -priv advanced
S} y AlE3IE= HIAIXIZF TA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| mAUO|LE 21 MHU0H| SAFRILICH
u K| EA B0l OKME S22 S70l0f = 2 0| i YEIL ERELIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

S O|C|ojol M Lot 7] X[ 8 HEHE 2ttt = Ch28 "HESERE S LI =Jslof ghL|Ct.

AE2[X] A|A-OA ONTAP 9.17.1 0|2 & 52 R CIZ S AIEOIHAR."AIs 22 57 2. A A=A
O[T 7S] ONTAP &dll Tl Z2 =35 £E IS5 XS ArE8H0F gLct.
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g4 1: el A

NVE S NSE X2 98t $0j= 248 2ES2{o| 322 =60} sHLC,

oA
1. 24E HEEYE 2 EZ 7IH7IeA L
& E ZHEEY I HAR= 2. d2H
LOADER HIA|X|Z FA|EIL|C HEERY 2& M = o|sELICL
"J|HE TICEE ... Ctr-CE +2 C}2 HA|X|7} LIEILIH yE SEL|C}
ANABRIDEDE = 245 HAMHQI ZHEZ2]2Ql 'storage failover takeover -ofnode
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.
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(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 0P YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

o

A&etct.
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tfL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| SRAE ZEXET} WEELICH S7|2t0) Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 285D S7[3t7}
NZHOoZ A kx| A4 DK ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHatotX| LI, Zapot LIEHLEH O O & Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs A0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= E[3 O HIA[X| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Selection (1-11)2 1

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

6. XS Hiets bl A A2 2.
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE 22 Xts AHo|A MM S SRITLICE
system node autosupport invoke -node * -type all -message MAINT=END
CHE CHA
SE 0|00 M L=3E ST 2 [I22 "Z220| A= FE2 NetApp=E BretefL|CH s oF SL|Ct.
AIst £El 0|C|0{E NetApp 22 Y2t - AFF A800

AFF A800 AEZ|X| A|AEIQ|
=]

HI2HSHUAIQ BN "2 et &

=x

=
st

AA|

MAl K| 2/ ZZ - AFF A800

AFF A800 AEZ|X| A|AEIO MA|E

4 220 Yop7t es
a

=50
KiMet g2 ollE HO|X|E &=

WHSHAH WM 27 AteS HESH, HEESE
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MAl 2H| 25 Aret - AFF A800

AFF A800 A|AEIS| AAIS wH[SH7| Fofl 45Xl w0 2R 27 AfetsS EF5t=X
2OISHM|R. o 7]0l= A|ABIC CHE RE 7 AT MHE 2Sst=X| 2elstn, ONTAP o
Cict 22 22| Xt Xt SEO| A=K, SHIE LA MA| 8 2t =77} =X] 2helsh= 20|

ZotELCt.

MAl= ZIEEE/CPU EA|, MY S5 &AL /02 22 ZE HEED 74 245 +8%= 22[H UZENY

* AAERISIOHE 2E 718 R4 M2 2tSsH=X| 2felstn, ZS5HK| §h= E2 of "NetApp X" X|#S
QESIMAL.

* ONTAPOf| gt 22 22|Xt xtH SF0| gl= 32 diE AtH SES HsLItt
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a. AFSILt system controller location-led show $X| LEDS| HZH AEHE HA|SH= HHQIL|CE.

b. 2|X| LEDE HAMIK:
system controller location-led modify -node nodel -state on
2IX| LEDZ} 30& S¢t HM JU&LICE.

3. EFS EU| Mol X 2PAS HT{ED OHS A S Zelsth Q.

4. ZZOIM LIBES M, ZF2 nF 1M Q45 NetApp QZ HHEY off 22HSfL|Ct
==
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