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key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):
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Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FsL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE &l

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|At MM S l=fgiL|Ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4
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In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICH boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

-

d AE2|X|E HS2 HESRIS WY U = SYLIC,

'Storage failover 22t - ofnode_impaired_node_name '

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20| U= FES NetApp=2 HHEFRLCH

AT 22l O|C|0{E NetApp 22 B2t - AFF A800

AFF A800 A|ARIS| 718 R4 I H2, N BFS NetApp 2= HIRISHNR. . "2 5
Eheh SULAH" XpMSH LHE2 HIO| XIS HZHA|

|
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UA=X|, 22|10 SHHE Wl £& FX|7t JA=X| 2elst= A0] ZHE Lt

4
0
0

AE2|X] A|AEIOA] ONTAP 9.17.1 O| A2 Adll 01 AR LIS 2 AESIMA|R."AIE B2 S ZAb | A|AHIA
O|™ HTO| ONTAP &8l 52l 22 5 E& 57 HXIE ALZsHof gL Ct.
USB Zz2i{A| E2t0|E

* USB Z2{A| E210|E7} FAT322 EUE|Q=X| SQISHM 2

* USBOl= L2328 MEY = A= S22t MT 80| A0 &LIL}. image xxx.tgz T,

oh =

S AISILE image_xxx.tgz LFYS USB Z2HA| E210|E0f| SAFELICt. O] IU2 USB S2iA| E2H0|EE AHE5H0]
ONTAP O|0|X|S H&e i AFSE LICH

T4 24 mH|
Aofjet 78 Q4 Z NetApp Ol M ST uk| 14 242 WAFLICH

| 0lC|0f2 DA o WS 27 AFES AES 3 8 "2 0|C/0fo| A 2t 7| Xl U MefS Holstict
Saefof ik,

ot 3t 7| X2 8! AER 201 - AFF A800

AFF A800 AE2|X| A| A S| HIO|E| Eots E&sa{H R E O|C{0{2] g=et 7| X[ 5
HEHS =HeIsHOf BLICH ONTAP H{Z0| NetApp =& 22 SHNVE)E XI&sh=X| =eldta,
HEERE SEop7| Tof| 7| HE[X7t 28 et=(of JU=X| =Qloth L.

AE2|X| A 204 ONTAP 9.17.1 0|42 MY 59| FL [ISS AEOHIAR. IS & 57 Fil' . AAH|A
O H{FM| ONTAP A% Z9I 2 8 BE 27 TRNAS Agsfof gLt

1CHA|: NVE X| ¢S 2elstil 2HHE ONTAP O|0|X|E CHREESINIK.

28 0|C|o WK E 2/ SHIE ONTAP O|0|X|E CIREEY = YT F ONTAP HZEO| NetApp =& L=22HNVE)E
X|st=x| Q%Mﬂﬂ.

CHA|
1. ONTAP HTI0| Y=ot E X|S=X| 2elsth Q.

version -v
Z30| Z2El 10no-DARE B2 NVE= A2 Q1 22 AH HHO|AM X2 =[X| ¥&L|CH

2. NVE X|20j 2t ME st ONTAP O|0|X|E CHREESHA 2.
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° NVEZ| X|2lZ[= ZHL: NetApp Volume EncryptionS AF235t0{ ONTAP O|0|X|E CIRZE=%LCE.

° NVE7} X|E|X| ot= ZA2: NetApp 25

2/ 5} §l0] ONTAP O|0|X|E CH2ZESHAI K.

@ NetApp K| AO|EO|A ONTAP O|0|X|E HTTP = FTP A|HLI 22 E0Z
CtRZCgtL|ct 2E! 0|C|of WA A 5S¢t 0] 0|0|X| o] ZeBtL|Ct,

2647: 7| ER|R} Abef 2ol W 4wy

EHE HEERE SEoH7| Hof| 7| 22|X 42 2felstn st HHE MASHA K.

£

T A AR M 2detE 7] 22|XHE ghelgfuct.

—

ONTAP H{TQIL|Ct 0| S AlSHBH|C}
ONTAP 9.14.1 0| A}

security key-manager keystore show

* EKMZ ALE5HH mrm O] HE S2H0f| EA[E LI,
* OKME AHE3HH orm O] HE =20f| EA[ELICL.

o 7| 2R B™E[ UX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[S}

security key-manager show-key-store

* EKM2 AFE6IH external O B &30 HA|EL|CT
* OKMZ AFSHH onboard 0| HE £20f| FA|E LY.

* 7| 2| Xt AHE[O] JqX| %2H No key managers

configured & £&0|| 0| TA|EL|CH

2. A A=)l 7] 22| X7t &0 AEX| o R0l W2t CHS & SHLHE @S

7| 22Xt A E ZR(EKM = OKM):
a. 7| ZE|XoM 2IF 7| HEHE EAISIEH 12 2| BHES LHSINIR.

security key-manager key query

b. £22 HES Y S 2RISHHR. Restored E. 0| E2 7| 2|XHEKM E= OKM)2| 215 7|7t §3EH2=
SHEA=R AR E LIEFHL|CY.

3. Fstel =g H2|X FHE| w2} HESH HALES 2E6HAR.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsH.

a. BE 7|7t SAEH &dE HEESHE Mo S2otn S EXE TAY + ASLICE

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIXIZF A2 32Xt2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

%
—

d 2 717t =

rin
ol

E| A=K 2ISHM K.

40

security key-manager key query
SIS F M2 Restored € EAl true ZE 215 7| U Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
L ng Het BEEZ Met
set -priv advanced
QIBIC} y Al stats HIAIX| 7 EAE| S,
i 7| 2Ha) wel MEIS BAIBLICH
security key-manager onboard show-backup
ii. Bl HEE HEo| mAUO|LE 21 MHU0)| SAFRILICH

uH| B 0| OKME =522 =7140f 5t= < 0|

=
2
0
HL
N
me
3
I
r
i

iii. 22|Xt ZEZ S017tY|:

set -priv admin

—
S O|C|ojol M Lot 7] X[ 8 HEHE 2ttt = Ch28 "HESRE S LI =Jslof ghL|Ct.

AHS 28 0jcjof 27 T2AA Sot
A800 AEZ|X| A|AHRIO|A &4HE 2

0

AE2|X|] A|AEIO|A ONTAP 9.17.1 0 & Fol
O™ KT Q| ONTAP A&l B2l AR 5 HEl 537 HXIE ALEdl{0f &L|Ct,
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SM 1: CHEE9 A|AH
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O ZEDEZ JI7HAAQ.

EME HEESH I BAR = 2. J2{H..

LOADER HIA|X|Z7F EA|EL|CH ZAEED 25 M7 = o|SgLCt.

"J|EE TICkElE B Ctrl-CE & Ct3 HAIX|7t LIEILHH yE FSLICEH

AMABIIEODE L= Qs HAXol ZHE ZE2{Q! 'storage failover takeover -ofnode
DEODEAAH Qs Q) impaired_node_name’0i| A £AHEI HEE2|E Q8L SEHRILICH

EdE AEER 0| 7|EME 7|Tels F... O] BA|E|H Ctrl-CE =E L=

T

2. LOADER ZEZEOA ‘printenv'S Q2{3t0] BE HE 3 WAS YAILICH 21 1o
OREE

2M 2: A|AEI0| MetroCluster0 Q/&L|CH

rlo

BE K7L £LERAALL ZHSOHA| b= B HSOHA| g2 = AsLIT

(D) NAHO| 2:E MetroCluster 7421 2 0] HAHE AIBSIX AL,

EHE HEEME S=otHH

HES2 S Soloti, W A2 WA HES2T 24E HES?
AE2(X|OIA HIOEIE A4 HTE 4 YU HES2(E 2I40{0F BLICL
* =S 27 0|49 SRAE{T} QU= HS HE0l U0{0f BLICH S2AAE|TE HO QAL WY HES2{o X1 Y

HENOfl TH3ll FALSEZ} BAlEl= 2 & HESEE S=5t7| Hof| ZHE sHEsHofF LthHE) "==2
ST AHC ST[SHRfL| Tt

* MetroCluster AX0| = AL MetroCluster M& AE{7} TMHE|] U0 SHE =7 AX gl HA
AEH('MetroCluster node show')QIX| 2tQls{of BHL|Ct,

|

1. AutoSupportZt &-M35t=l AL 'system node AutoSupport invoke -node * -type all-message

MAINT=number_of hours_downh' AutoSupport HIA|X|E S £t At 7[0|A M-S AX|LICH
CHE AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

2. HArHMol ZHEE2{9| 240 M 'Storage failover modify — node local - auto-2t false’S AFSQ 2 HtatstL|Ct
3. 2ME ZHEERE EM ZEZER JIN7IMAIR.
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LOADER M|A|X|7F EEA|EILICE CHS ©HA2 o[ SEL|Ct.
gtet 7| & Ctrl-CE 52 C}3 HIAIX[7} LIEILIH yE FEL|C

AMARITEOE L= A HMHQI ZIE E2 'storage failover takeover
DETEAAH o5 Ql3) -ofnode_impaired_node_name_'Of| A £2M = HEEZ{E Q14581 HLt
ST ct
SME HEER 0| 7|E¥ME J|Ci2[= B... 0| EA|E|H Cil-CE FE LIS
yE SELICH
CHS chA|
e

E2E SR = E sljof "FE O|L[0{S wH|EfL T,
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AFF A800 A|AE1Q| £E! D|C|ofofl= B HAO 2 7 o[ 7F MZELICEH A 22
ANAE e B3 MAHSHD, &4 BE el OIC[E XAt , uHE 2 O|C|0E Ex[et
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1. OFZ| HX|E|X| 42 B2 SHIEA| HRISHIAIL.

2. MAl9l 2E E2t0| =7t ZYTHof| THEHS| FAE[0] AR SlgLICh HX| &712f0= 2t C2l0|EE =2 HE
HENZL E W7t =FLIC.
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boot recovery
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a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 SF2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: HY B9l BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o HAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES20|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEER{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWNM: £27| vy &AO0| Z I .would you like to use this restored copy

now?
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S A7 d3Ho 2 eha kM OH2 HIA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete
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C. F=E2ry S E 7S AEstets HAIXIZE EAIZE.
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29


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

4. 2& 70|22 HEY HEE2{0f| AZAHLICE
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5. AEZ|XE E[E2 HESHE Fd Ao = =SEUCL

storage failover giveback -fromnode local

6. 15 getot 2 LAl 2dststhR.
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storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END
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ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 257t 285D S7[3t7}
NZHOoE A W] A4 DK ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HretotX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21Z M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BiL|Ct

C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

Mot

Mslst A

o -l =

o ol.
2 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T

S oCjofoM L=etE SRSt = LSS "Z220| U= FES NetApp = BretefL|CH" &3 OF gLt

f L

AFF 800 2 E2|X| A|AHIS| T Q40| FHoH7t EASHH ZHof7t %”ét'"ﬂ EEE NetApp 22
|2 EMR "FF 2heh 8l wA" XMt LHE2 s H0|X[E &xo

r
rlot
_O,L
o=
>.
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RED BE STHO| LM HYLICE
Ch= A

RFMNSE AES 2,"MA| WA E EH[ELCH .

MA| WX Z=H| - AFF A800

SAE MAIE AEstD, WN| A8 QAE Stolsty Ao|21 ZHEERY 2E0f| 2t E 20
AFF A800 A|AEIO|M &AMEI MAIE wAH|E =H|E ShL|Ct.

1. 28 24 ZE0| AZSHY <t QAIEH|0|AS D A|ARS DLE{ZIgLCt
2. AEE2{9| 9IX| LEDE AHMK:
a. M83SILt system controller location-led show ¥|X| LEDS| ¢ MEHE HA|SH= HHRULIC

- 2IX| LEDE HNMK:

system controller location-led modify -node nodel -state on

4. ZFYOIM LIBES M, T2 D&t 74 Q45 NetApp 22 HHEY off 22HetL|Ct
=

S. ME A|AHI| HEE 2= AHO|S0f 2t
HEELCH

=0|M L. O|HA| 5tH LI=0]| 0] X0 HASH X{HHA10|

6. OFZ HX|=|0f RUX| ACHH HXISHAIR.

Ct

mlo

T
AFF A800 MA| SI=9I0] WH|E ZH|eE 20i= ChE HAIS sAdlof ZLICH"HESERE SELIC .

ZHEE2 == - AFF A800

A2 DA[E O HIO|E) AMS WX|SHD AIAT OFH NS SHaIot2{ B AFF AB00 AE2|X]
A AES| PHE SIS RIS,

Of Bxt= 271 == 0] A= AlAH .2 AHE MH|AY 0 Fo S20f OiSE XHMEH LHER S
HESHIMR "AER[X| AARS HHHoZ ZRstn MRS ALILE oiZ 7H0|= - NetApp 7|& A"

42


chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-prepare.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/What_is_the_procedure_for_graceful_shutdown_and_power_up_of_a_storage_system_during_scheduled_power_outage

° ONTAPE A|AHIS| HE 2E|AZ 30| =7fL|Ct.

° BE 31 A "Active 1Q Wellness 2E 5! ?|&". A|A” 14 249 LEDSF 22 AR Ao L
2gS 7154 Sl

rir
H
rin

T
S AH 25t HL 22 Z& AH 0|22 ME/2ES MESIH S AH =0

£ 20U E/SAE|M NetApp A|AHIQ| GO[E{0f| HMASIK] RSTF LT}

mm
FE
é
52
).
rulo
12
=
ot
K
z

4. AutoSupportZt &
HEAISLICE

o| 9EE|~0|0| =] 7-|O§ 01|AI-E|'— 7| %

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

o. BE Z2AH LEQ| SP/BMC F& AlE:

system service-processor show -node * -fields address

exit
7. O|™ CHA|Q &30f| LIZEl 29| IP FAE ARSI SP/BMC over SSHO|| 23215104 T3l Alstg
DL HYELICE

TE/HES AE0ts 22 St S2{AH Xt XHH FHS A5t AEED{0| 2L}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|AM 2HE[= SnapMirror 57|24 22{AHE A5t= 22 AHQ AR system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C20| HAIEH 22AES| 2t AES20)| CHafj *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7t HE mi7tX| 7|CH2l £ LOADER ZEZEJ} HA|EL|CE.
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3. REIOICI0{E M ZEER EE=Z §7|1 XL},
a. 2E D|C|ofo] 7HERtE|E 22 5t Fof| StE Ch2 ZHARA 2200 £8t2 2o ELIT
b. 2 E D|C|0{E OHEE Zo= SE&L|CH
C. BE D|C[0] LIALE AME3t0] B E DIC|0E O E =0 g gttt

LIAFE L2 ZO[X| OHHA|R. OFX| foH 2 E D|C|0{7} &2 = ASLIC

9EtA: PCle 2t0| X E & X|EILICE

WHE HEER 250 2t0|NME 2RISHUAL.

2to[ME HEES E=0f Lz 5L

&3 X7 H7IH B 2|7t 2to|x ST S 2o|M e HEES 2E0f FHIZ ot&LT
d. PCle 7tE0IM M7 El SFP &= QSFP 2ES 25 ME ALY
2. LIMX| PCle 2t0[Xoi| CHah 92| THA|E gh=gfLCt.
10THA: ES2| 255 XL
EE2{ 253 CHA| EXot MR etLch
|
1. ZEES 252 28 MAIQ Y70l &= Chg HEER 252 S ZHAYA AL Lol F&LTh
@ KIAZL XS WK HE SR RES MAO 23] & USHA| DHEA 2.
2. FRoi| m2t AIA-S ChAl AZ gL
O|E|0] ZAHE(QSFP = SFP)S 22|38t 32 847 #|0|=S AL85t= 3 CHAl EX[sHofF BHLiCt

3. AEEZ ZE MUK S 2AZFLICE

a. ZAEEE| BS0| STt BiLt M| TAHE Wi7kX] MA| Q= HHES| 20| FELCE

() HdEt2usx es 2ESe] DES A0 Lo B2 T T3t 212 JOHX| DHIAIS.

a. Hz eliXE /ZeRE =3 E3 ol 22l W7tx] 7|22 LhE &= fIXIZ2 tHELCH
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0| E7E[= ZA HEEY ZE0| REE 7| ARELILE #E Z2MAS SHE FHIE SHHUAIL.

e
i)
oA

FX|E CHAl EXISHYAL.

=
=
4. 2E ZEEE CHA| 2X[5t] HY &S0 = E[SELICH

storage failover modify -node local -auto-giveback true..
6. AutoSupport7} 2-83tEl 2R XIS AO|A MME S/ A

system node autosupport invoke -node * -type all -message MAINT=END..

Ch= A
UHEAB00 HEERE WH|St 20l|= LS THAIS W2tof LICH A AR FE S SHELIC

AAEFE 53 8 2l - AFF A800

AFF A800 A|AHI0| YO = AtFS = UL E AEEX| 2|24 HOAS A HEESZ
HHRIShE Al 2. e "E*IFE AAEIOM ALESHE Aot R (P 2ol IS e 2EE T

12 AR A[ZHS 2Estn sfelgtL|rt

it ZIES2 @50 A|Z43k IS HA ol HA AE SR 8 F SH 49| ol A2 NSt Holto)
SILICH. AlZE3t STj7} LX[31X] 9B AIZk 10| QI8 Z2to|ol =T} FTE|S 212 WHB| 2ish 2H HES2]

SEE0|M siE Emet AlZHS sl OF ghLCt,

O =te10i| CHaH

SHHE A AHI0f ChS Tl = BE S XM E3h= 20| SELIC

oHA|
1. refacement_node’t LOADER ZEIE(| UX| ROH A|AHS L OADER TETEZ FLHEHLICE

2. Healthy_nodeOf|A] A|AR A|ZtS SHQIEILICE cluster date show

=ML A2t FHE AU E 71EL =2 L.
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3. LOADER ZEIZE0|A, replacement_node:sHow dateQ| St A|ZHS 2HOISHAA| QR

=S AIZH2 GMTE HSELCt.

4. oot AR N LE9| UM(GMT)E 'SET DATE_MM/dd/yyyy '2 AHTHL|Ct
S. st AR WAH| LEO| A[ZHS GMT TRl Z 'SET TIME_hh:mm:ss_'2 MA$HL|C}

6. LOADER ZEIXE0|AM replacement_node2| Mt 8 A|ZHS &QIBILICE show date

= S AIZH2 GMTZ HSELCt.

2EHA|: MAIS| HA SEHE 2felstn A etL|rt

ZEEY ZE2 HA HEHE =feldtn Hast F AA- Y0t LRSI LEIE T 0| EdHoF BfLCt.

1. M| HEE2| BE0| SX|EA

[n

oM 2E FHR47H ST HA ZEH ha-config showE HA|SH=X| &eletL|Ct
HA ¥Elil= 2= 74 2240 CHsl SLsHof ehLct.

2. AEEZ ZEO| FAIE AAE MEfT XA 43 AX|SHK| to™ HEES] ZE2| HA HEHE "ha-config
modify controller ha-state"= A& gtL|Ct

HA AEfQ| Zf

rlo

Ct

glo

S ot o= ASFLICE

!

> mcc

° 'mcip’L|Ct
° H|st

3. HEER ZEO| HAIE AAR AMEfT} A A 743 AX|SHR| ko™ HEES] ZE2| HA &EHE "ha-config
modify controller ha-state"= A& gtL|Ct

4. BX¥o| HAEJ=X| &2lgtL|Ct. ha-config show

CrS o
AE2|X| BlAAS| AQAS MK HEEDIZ ChA| O|H3 S0ll= HALE 2sH0} "HES K|S e2etL|ct
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AAH”IS TS
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AFF A800 A|AEIO| HAMOZ ZtEoh £ S‘dEE *EEIXI EI** Xﬂ%‘i% N HEEZE
HE2HSHMA| . dhet "E*XPE A
Q I

I
Lra|xr(0K|\/|) ot oo oh2t

12 A|A— 9]

EEZ 259 AEZ|X| Y HER A AZES QST LSS AMESHA|L. "Active |Q Config Advisor"
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1. Config AdvisorE CH2E =56t AX|fL|Ct,
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QU213t Ck3 HlolE 47 & 22
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CHS Config Advisore| £ fQlgtL|Ct,

AEZ|X| A|AHIO] HA Y Lol = 22, AL BE Al 7|E80| L stH M ZIEER D& A|AH! IDI AIS2E
ClASTO ZHELICE _replacement_controllerE £&/e I A|AH! D HE S 2QISH CHE HEO0| 2HE A=K

efolstiof gLt
O &A= ONTAP HA 42 = Hdlidh= A|ARI0|2E M EE LT,

THA|

1. replacement_controller’7t RX|E RE(™>" TEXE FA|)Ql 22 |X|E4 ZE
"halt"2 0| S&fL|C}

i

Z2l] 2 TEDEQ

2. system ID mismatch: boot_ontap2 Q15 A|AH! IDE H’Hc’l3f3fL H|A[XI 7} A =|H
_replacement_controller®] LOADER Z2IE0|AM ZHEERE BEISIT yE st

3. replacement_controller 2&0f| 'Wa|t|ng for gkgt. . HIAIX|ZF HEA|E W7HX] 7|CHEl = FAEQI AE S 20| A A
IE L] A|AE! D7} RSO 2 X HE[QJ=X| é.*?_'i.“—llif. 'storage failover show

HH =2H0||= 24E HAEEZ{OM AAH” D7} HAZQJCHE HIAIX|QF 2HH SHHE 0™ 8! A ID7} EA|=|0{0F
SiL|C} CHS G0l A node2= WHIE HE M A A|AE! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

13 BER A% TS HAIKIT} LIEKIH Y2 SYE 4 YALIC 18 BE TETET}
LEEFEHLICH*>).

b. @E F0| YOI E NEEILILCE 'system node run-node_local-node-name_partner savecore'
c. thgt HH S MMELI| Hofl 'avecore' BEHO| tZE W{7LX| 7|CHE|MAIL.
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"AF2 =9 ONTAP 9 H{ZXof| &t

_replacement_controller®f| &5
ClA30f| M A|AR! D 18737752770| EA|ELICE

Ot HHS U0 savecore BHO| T3l MEHE DLIEHZE

node-name_partner savecore -s'

d. admin #%t +ZOZ 2| 'et-Privilege admin’

AEE|X| A|AHIY A
AFZBH=R| of o)

° "2HL 7| #t2| sl 7|E SR

=
= [y =]
o "QIR 7| Ze| 2ot 7| E SEHLIL”

[y = |

EE3E CHAl MSELIC

2iL/Ct

UELICE. 'system node run-node_local-

E2|X| E= 25 Y27t FHE 3R 2EE 7| 222 Ar8%t=X| = 2|F 7| 22| E
2t Ch2 =Xt & SHLHE AFEot AE2|X| E= 28 Y2t 7

?_*HOF L.

a. HMHQ HEEZO0|M LM E HEEZ S| AEZ|X|E CHA| HSELICE 'storage failover et -

ofnode_replacement_node name '

replacement_controller?t AE2|X|E CHA| 72t B2

AMAR D ELXZ Qlsl A|A” IDE

®

7|HEHO] HEE[H HEE

a. 7| 20| 22 B HAWO| HA &S FQIX|, 1

Ho|
QIX| =helgfL|ct

=

'storage failover show' @& 2| Z210|= THE L] H|A|X[0| M HAE A[AR DI} ZEHE(X]|

_h

AEX| &

nodel>

Disk Aggregate Home
Pool

Owner DR Home

Reserver

1.0.0 aggr0 1
1873775277 Pool0
1.0.1 aggr0 1
1873775277 Pool0

nodel nodel -

nodel nodel

te ClA3E M AIAR IDE EAlsHof BHLICE CHS oo M e == 10| 2R3t

"storage disk show -ownership’

22 2=

FAStEl= HAIXIZF LHEHLEH yE 2=I80F LTt

LOLE A"

HIO|2LH7} 7tsetX|, & 'AER|X| HULH HA|

G4OtOF RfLICY.

SIIBILICE ‘AERIX| AT BA-AR

—

Home ID

Owner ID DR Home ID

1873775277 1873775277 -

1873775277 1873775277 -

AFER 'MetroCluster node show'S ZL|E{ZIstC}
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MetroCluster 1S M4 MEfZE =[S2|2H uH| = R 2 Fr ZE|H, 0] 22 24 HEEZ(0| LM E MEfTt
HAE|H DR O|2{20| 2tMstz| 0 HA REJH HEA|ELICH MetroCluster node show-fields node-systemid E&
E32 MetroCluster 80| & HEZ SOHZ W7HX| O] A|AE] IDE HEAIL|CE.

9. #A

E
1=
H O
oT

E2{7| MetroCluster TtA40| = AL MetroCluster AEHO| L}2} 2124 AL X7} XHsH ALO|EQ] HEE21{Q!
DR Z ID ZEof ClAZQ| {2 ARX7L EAIE[=X]| &HQletL|Ct,

ChE & =0| 2F Tel 22 o Z0| HetL|C},

° MetroCluster 70| F2t 2E{ILICE.
° replacement_controller= sl AIO|E0]| = C|AT Q| tixf AFXHALICE.
"4 E MetroCluster A0 A HA H|0|22H 5! MetroCluster AQ|X|2H F0f| C|A3 A [0 HAEL|C}"
10. AJAEIO| MetroCluster 441 ZAL 2t ZAEZ2{7} 'MetroCluster node show-fields configuration-state’2

TEE0] J=K| ALt

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured

1 nodel siteA nodelmcc-002 configured

1 nodel siteB nodelmcc-003 configured

1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t AEZ2{0]| CHH o] A== 2F0] 'vol show-node-name’ Q1 X| ZHQIgtL|C}

12. HEE A XHE HO|TARH 7|52 A2 A= E Aot 22 MM HEEZ0|A SIS AIL. 'storage
failover modify -node replacement -node -name -onreboot true'

HA| A|AE =2 - AFF A800

AARS HH 2HO R =75t2{H NetApp Storage Encryption 78(E R0t Z2)S S&dtn
M ZEZe{of tiet 2to| A S dx[ot = 7| Eet ol MSE RMA X &0 2FE =2 Moot
HIS NetAppl 2 BHhetsl{of S|t

1EH7): ONTAPOM wK| ZIEZ210)| Chet 2to[ A S AX[ghL|Ct

ZHOH7t ehASH L EJF R (& Z2) 2H0|MA T 3 ONTAP 7|52 A2 £91 22 _replacement_node0| CHSt
M ZIO|MIAE MX|sHOF SHL|CH BEZ= 2I0|MA T = J|59| AL %aﬁ B9l 2t .LE0of 7| S0l CHSE RbAl| 7|71 RLO{OF
SfL|Ct,

o] ZrAof| CHaH

2to|MIA 7| E MX|SH7| TNK|= EE 20| AT HRPt 7|SE _replacement_nodeOll A A& AHEE 4= USLICH
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storage aggregate show -raidstatus !*normal*

* HHO| tﬂ%ﬂm There are no entries matching your query. AESIMRQCIS 62| THAIZ
0| =5t0] F2tEl =2t0|E 7t U=X| =heletL(Ct. .
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ZO5t 7t XS HodA .

system node autosupport invoke -node * -type all -message
'<message name>'

b.  mY AJAE = OfH] E210|E RRE0|M =2HE E2t0|E 22X gelgtL|ct.

event log show -severity * -node * -message-name *disk.missing¥*

» HAHO| BI2tE|™ There are no entries matching your query. AIESHM|RCIS CHAZ O|F

* T HH BT CEA| LIRE BR, T ZEE2{0|M AutoSupport H|OIEE +=E 510 NetApp XA E 0l
oI5t =7t XS T HA2L.

85


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

system node autosupport invoke -node * -type all -message
'<message name>'
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20| BRES ZA| HES2] DEO0| HYE|7| AZBLICL HE TRAAS F0He |
. OFE| MK|5HK| 942 A2 A0l BHe| HXIZ TH| MAISHIAIL.
AME HES2IS CHA| MXIoH0] HA BSO2 s ST,

storage failover modify -node local -auto-giveback true..

eSS 715HA| DY A2,



6. AutoSupport7t Z2MatEl 22 Ats A0|A MH S S/ siA:

system node autosupport invoke -node * -type all -message MAINT=END..

5CHA|: ZHol 7t 2o EE S NetAppOil ghet

7|E9t 2 MSE RMA K| &0l 2HE thz QFIH ZUlst RES NetAppof| BHtetL|Ch, "S5 HHet 5 K[ XM g
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LHE2 HIO|X| & HZSHAIL.

NVDIMM H{E{2| W N| - AFF A800
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e 2] B0l BOIE LY w2 L) ALK oFot SHISHIAI, oH| B AL A4S

O -
ZHEEZE N1 HEEF E 2 M3, NV HiE{2|E WAStn, ZIEERY B=2 CHA|
MK[StD, @RI LAMSE BES NetApp 2 dtetst= 2Hio| TeHELCT,

AME HES2E ZRoIH HES2 ME|S HolotT, LR AL HANQI HES2 T 24 E HES
AE2IKOIM HIOIEIS Al HTE 4 YEE HES2|S ol4ofof LI

Of ZfHofl 3

* SAN A|ABRIZ AL8SHE E2 24E ZIEER SCSI 20| =0f| ciat O|HIE HIA|X|E &Ql6HOF cluster
kernel-service show ¥LICt. priv advanced ZREO|A HHEZ AHA:EIH ‘cluster kernel-
service show dIE =EO| = 0|2 72 AEfRlL|Cl, oS 20| 712 AL} U oIS o o] TS Atel}

HEA|ELCE

2} SCSI =30|E Z2MA = S2{AE Q| LHE L= o1 A Zof| AL0{0F BHL|CE WHIE TS| Hol| 2=
=HE sl Zstiof LICt.

* LET} 27K o|Akel S AT} 'E < 2ol lojof FL|Ct S2{AE 7L o AL A HEE2 0| XA
AFEHOf| CHSH FALSEZ} EA|El= & —’.E el ZEERE Z=617| Mol 2HE sHZsoF ELICHEX) "5
Se{AE QL 7|5ttt

CHA
1. AutoSupport7t 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtS AutoSupport HIA|X[= 24|27 St XIS AH|O|A ‘WM S AX|BHLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEEZ O ZE0|M THE BB S YHSAMIR.

storage failover modify -node impaired node name -auto-giveback false
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storage failover takeover -ofnode
impaired node name -halt true
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SIS AI2.

storage aggregate show -raidstatus !*normal*

* HHO| Bt2tE|™ There are no entries matching your query. AISSHMRCHS ot CHAZ
0| S5t0] F2tEl E2t0|ET} J=X] 2HQlgtLC}. .

» Y Ml AT CHEA| LI_E R, & ZAEE2{0f|A| AutoSupport HIO|E{E %510 NetApp X2 &
=25t I X[ S HoMA L.

system node autosupport invoke -node * -type all -message
'<message name>'

b. m AJAH E= ofH| E2I0|E BF0iM F2HE E2t0|2 EXIE gelgtLct

event log show -severity * -node * -message-name *disk.missing*

02

HO| BI2tE|™H There are no entries matching your query. AESHMRLCHS HHAE 0l

* T AH BT CEA| LIRE BR, & ZEE2{0|M AutoSupport H|O|HE =T 510 NetApp XA E O
OISt =7t X/ E A HA2.

system node autosupport invoke -node * -type all -message
'<message name>'

4. [T 0|2 MAHHH A0l 1T FXIE MM L2 M 32 FHXI0M 70|22 HEAM K.

S. Al0|E He| KXol ¥Az ﬁE S S5k StMR. EER RE0A A|A” H|0|=2 SFP/QSFP 2=
(2Rt ZR)S BEl6tAIR. Z #0229 #XIE 7|§°H FAlR.

A0|= 22| ZKX|of| A0|=S HAH FH 0|2 22| HKIE CLhAl X mf A|0[=0] He|E L/t

|

6. ZIEER| ZS0|M A0|2

7. SZ EF KIS ot 2 £ 2 ChZ 5 XIS SAlofl of2li= SELCE

t2| ZX|E 2e(5to R0 L L
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HEED] Z=0] MA[Of| A o7t 7H4LICY,
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2

E9| SIS BME = MAIO|M BILHHAL.

3CHA|: NVDIMM BHE{2|E W A[etL|Ct

=]

UHE NVDIMM BHE|2|E ZIEES 2=0A H7ot2 M BiE2|E AEE ZE0| XI5t LHSHHAIL.

1. 37| HE HIHE E1 210|X0fl A NVDIMM H{E{2|E Zr&LCt.

92



37| HE 2t0|X

9 NVDIMM HHE{2| E2{1

9 NVDIMM HHE{2| ZH

o 39| * AN|ARIS FTH Of NVDIMM H{E{Z2| ZAEE EE LED7| Z80|HAM Z2A| HIZ2[of LHES

C|AH|O|FRfLICt. C|AH0]YO| 2t2E|H LED7F THELICE

2. HiE{2| Z2{15 Kot HHE(Z| Z21 HEHO| U= SEES =2 220|M S 22| O3S
A0l=2 =elguCt

3. HE{2|E F1 37| HEQ HES2 ZE0M HIEZ|E S0 22 T2 Holl SLICH
4. WA HHEZ|S ZFOAM THELIC

5. NVDIMM 37| HEO| WX|E HHE{2| S MX[EL|Ct.

2ZU0f| A BHE] 2]

=
a. HiEf2| MS SROf| AUStLL HiE{ 2| WS THEts| S8 MXt2|of D™ ERA=X] 2teletict.

b. H{E{2| 2225 2t0|X A20f =10 Z2{2Jt MXI2[0f] 2HE[0] A=X| ZfelgfL|Ct.
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6. NVDIMM 37| HEE EH&LCE,

Z2{07} 220 MR 26 UK HRABHAAIL.

ATHA|: AEER| 2RSS MAXIRLICE

(=]
AEEZ2] @SS ChA| MA|3tT KB
£

1. HAEER D59 22 MAIQ| 710] HE OIS HEEY ZES UIE ZoAA A|AH0| 2o &LICHL

() mAHUS witx HES2 252 MA0) 23| MUK THIAIR.

2. WQof| et A|A—S ChA| HZFLICH

@ HHUETL SHEX] =S HEER ZES MAO| 20 E2 o] =t &S J16HX| OHYAIL.

— O

a. a3 eliXE ZeR =3 Tz Mol B2l Wntx] 7|22 LhE T2 fIXIZ tHELICH

b. M@l AES MY 5 FKX|of HEStD MY #|0|2 T= ZEIE CHA| EX[ot i3 M 32 TXIE T
HZLCH
0| EFE[= ZA HEER ZE0| REET| AZELILE #E I2MAS SHY FHIE AL

storage failover modify -node local -auto-giveback true..

6. AutoSupport7t Z2MatEl 2 Ats A0|A MH S S/ s

—

system node autosupport invoke -node * -type all -message MAINT=END..

5CHA|: ZHol 7} 2o EE S NetAppOil ghet

7|E9 2H MSE RMA
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X 8HE = FIH LMD 252 NetAppOil BHetefLICH "FF gt 51 A XHAst
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Hretshs g o2 S ELCt.

4

—
AlZtst7| o
* NetApp Ml £F E= uH| £5S FHIo FAM0F gL|Ct.
2 Qe 3k

© AEE[X| A|AES O
FOSHYAIL.

T4 247 MU Z ZSS=XR] 2elsti, 2S5 gis 2 7|s X 20

* O] BXt= A A”IOM X HStE 2E HT2| ONTAPOIM AFEE = AUSLICE

* NAHS| CIE BE 74 @47} S22 HSeof HLICE DX 242 FL 71% X1 2 Aol 22/sHo BTk,

LM% ZESRE SRoIY HES2| MEHS SolotD, LR AL ATl HES2 7 A4 E HES?
AE2IK|OIN HOIEIS Al HBE 4 YTE HES2Z l4siof FLIT

Of ZhHofl CHaH

* SAN A|AEIS A8 22 &4 E ZHEER SCSI 220/ =0] ChEt OJHIE HA|X|E &I8H0f cluster
kernel-service show ¥LICt. priv advanced REOA HHZ AHMSHH “cluster kernel-
service show olffd =EQ| L& 0| "7 MEHRULICI, sHE =] 7tEM el B! s LeE2| X3 AEH7t
A EL|C

Z} SCSI =3[0|E T2 M|A= S2AHQ| CHE L Eof o | LOo{oF RLICE WM S TS| T 2=
EHIE o ZsHof gLICt.

* LCOH20K Ol 4Rl SHAETE A= 2 FE0H A{OF BfLIC S AETF Z | gL o HEER0f AHH 8
HENOf| TH3l FALSEZ} BAlEl= 2 & AESRE S=ot7| Hof| ZHE siEsHofF LthH=E) "==2
ST AEC ST[SHRfLICt.

A
1. AutoSupport?t &-d2tEl 22 AutoSupport HIAIX|E = E5H0 XI5 |0|A Md S ARSI

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIA|X|= 2A|2H ¢t Xt& AH|O|A MES AR L[ C.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. Ho HEER S FE0|M TS FES YA K.

storage failover modify -node impaired node name -auto-giveback false
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gret o] 5. Ctrl-CE +E ttZ HAIX|7t LIEILIEA yE FFLICH

MARM OEDE b= 0 TEXE FHHQ HEEZ0M &4 E HESHE AAISHALE XLt

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|LICE.
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4,
5.

SIS AI2.

storage aggregate show -raidstatus !*normal*

* HHO| Bt2tE|™ There are no entries matching your query. AISSHMRCHS ot CHAZ
0| S5t0] F2tEl E2t0|ET} J=X] 2HQlgtLC}. .

» Y Ml AT CHEA| LI_E R, & ZAEE2{0f|A| AutoSupport HIO|E{E %510 NetApp X2 &
=25t I X[ S HoMA L.

system node autosupport invoke -node * -type all -message
'<message name>'

b. m AJAH E= ofH| E2I0|E BF0iM F2HE E2t0|2 EXIE gelgtLct

event log show -severity * -node * -message-name *disk.missing*

02

HO| BI2tE|™H There are no entries matching your query. AESHMRLCHS HHAE 0l

* T AH BT CEA| LIRE BR, & ZEE2{0|M AutoSupport H|O|HE =T 510 NetApp XA E O
OISt =7t X/ E A HA2.

system node autosupport invoke -node * -type all -message
'<message name>'

[ A ol= MANHH A ol2 nF FHKIE MAHL LS W& S5 FAoM A0S B2AM K.

AlolE Ha| FX|Q HA= ﬁE S S5k StMR. EER RE0A A|A” H|0|=2 SFP/QSFP 2=
(2Rt ZR)S BEl6tAIR. Z #0229 #XIE 7|§°H FAlR.

A0|= 22| ZKX|of| A0|=S HAH FH 0|2 22| HKIE CLhAl X mf A|0[=0] He|E L/t

|

HEEZ ZE0M A0

A% T2 KIS o2 +E L2 F 2HX[E SAl| ok = SELICEH

t2| ZX|E 2e(5to R0 L L

r

HEED] Z=0] MA[Of| A o7t 7H4LICY,
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3CHA|: PCle 7IEE W A|etL|CY,

PCle 78 MA|st2{®! Ciiaf 20| R0l 2li= PCle 7H=0| EEO|A Aloj2T BE QSFP X SFPE HI2{3t2,
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