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A|=tst7| Hof
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ONTAP H{TQIL|Ct O FMS MERfLICH
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotM|a.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SOt Ba0 OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:
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12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
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AA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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AA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HR 7 HIAIX| glo| SRAE ZEXET} WEELICH S|2t0 Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E| D S7[3t7}
NZHOoEZ A ikl A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHetotX| gL, Zapot LIEHLEH O O& Zapvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZM3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| 22|X 242 SASL|CE.

Al=ket7| Ho

SAE LEL HAM ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A

33



* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%50f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= E[3 O HIA[X| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

35



OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XS et

H

MUt

daiet B2 =4

o
T

mjo

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE 2 Xts AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

ZIof 7t EHAliSt HES NetApp-AFF C1902 2 HhehstL|Ct

7|E0f| 3= RMA X|&lof 2 nZt HEZS NetApp L Z HHESHMAR. EMR "8 E diet
5 MM XEMIBH LHE2 SHE H|0| X2 & XS

ol = HZSHHAI2. AFF C190 A|ARI2 =5 2E! 0|C[0f
S 2R X AL L XS £ 0|E[o 5= X=X 5Lt

MAl

MA| 1A 72 - AFF C190

MAIE WS T 53 FA,
MAOAM A MAIZ O] S5t £zl MAIS &&El MA[2t St ZRO[ A MA|Z HFFOF
efLct.
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MARIOITHE 2E 718 247t SHIEA| 2tSH0f LICH. 2K 42 B2 7I= XY B0 22[aH0F gLt

* O] HAHS AIAHOIA KIRIsts DE BF0] ONTAPOIA AHSE 4 YALICH
+ 0| HAts BE Cojo|2 Y HES2 DE £ DES A MAIZ 0S5t 7H T NetAppe] M 74 242
FHELICH
O Fte BEHS HELICE 2ieC SO 2, OFF =S S2{AE(S] AulA FHO| 23] 2izeD 22
Seio| B4 ZelL I

HEZ2| Z2 - AFF C190

O] Xtz 271 L E 40| U= A|AEE 2ot ARILICH EHAHE MH|AY o H4& T=0
CHet XhM[eh LIEE2 2 FRSIA| R "AEE|X| A|AES HAXMO=E Z=5t1 HEsS AL
8Z 70| = - NetApp 7|§ ="

° FItE FAYLICH A AT HER HE"

° ONTAPE A|AHIS AE HE|AZ HO20|=FfL|CL

o BE Si1Z "Active IQ Wellness 22! 5 [&d". A|AR 718 QA9 LEDSF 22 | A|AHIY J= BE
A2 7|1=8 ELICL

EHA|

1. SSHE &l 22 AE| 20l L} 22 24 H0|E3 HE/2E2 AHESIH 2HAE Q| L E0iA
2ol ct.

2. RE Z2H0|AE/SAEM NetApp A2 CO[E{0 AN ASHK| RIS FLCt
3. 9|2 Q) XAS UA| SXIFLICH

4. AutoSupport7t 2d3tEl ZR AH[0|A MHS ARSI A[ARO0| 2IEEt0I0| E A= o &E|= 7|2F
HEA[RfLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AF =9 SP/BMC F4 Ald:

system service-processor show -node * -fields address
6. 22{AH HE SYLICL

exit

7. O™ tHAlo] 30| LIZE 29| IP FAE A8310] SP/BMC over SSHO| 2101510 I &&hs
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SnapMirror 57|14 22{AH

node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

—
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true -ignore-quorum-warnings true -inhibit-takeover true -ignore

-strict-sync-warnings true

StrictSync ZE0|A 2FE|
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
[

true -ignore-quorum-warnings true -inhibit-takeover true
Warning: Are you sure you want to halt node <node name>? {y|n}:
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XIAZ7F QUS W7tK] ZIEER ZES MAI0f 2ET5] A USHK| OHYAIL.

2. 2EE2 HESE ZE0f THA| HEStD 22| ZES CHA| 2L C
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. 2 'Press Ctrl-C for Boot Menu' H|A|X| 7} LIEILIH Ctrl-CE 2] B &
T2 MAE STHefLCE.

T o

HIAIXIZF A= X| ¢t ZIEEE] ZE0| ONTAPE 2EE F2 'halt & el Ctg 20
()  zZ=2ZEoiM boot_ontapB YHekn CIAIXI7H EAIEIS Cirl-CE w2 Tk 0] EIS

HHESH|C}
b. 28 HFoM RX| 22| RE FHS MESL|CE
+d 52 9 =2l - AFF C190

MAISl HA HEHE =teldhoF L Ct.
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