O|C|E f&grL|Ct
Install and maintain

NetApp
January 22, 2025

This PDF was generated from https://docs.netapp.com/ko-kr/ontap-systems/c30-60/bootmedia-replace-
workflow.html on January 22, 2025. Always check docs.netapp.com for the latest.



=

O|C|0{E REIELICt
BE 0| uH| YIEZSR - AFF C30 & AFF C60
&l 0|C|0f 27 AR - AFF C30 % AFF C60
= et 7| 22l - AFF C30 %! AFF C60
2| Z= - AFF C30 % AFF C60
HgtLICHAFF C30 & AFF C60)
I3tL|C} - AFF C30 and AFF C60
C30 % AFF C60
NetApp-AFF C30 % AFF C60Z2 2tetetL|Ct

QEI'ﬂ|
oo

1=

1 1
A0 K

om

- AF

S o

nY 09 Jm 4m - rio 4
£ I

ot fob 44 om ox HI
Mrme X 2@ |m

C
OiH
mo ™

D O N A A



T O[Co] 27 AfdE AEGLICH

Fel
S 0L E uHsteH EH M-S SE8H0F gLt

e "2HLC o0} 7|1E eelgLot
I.

AEE|X| A| A0 2ot 7] 22[X7t 2Eote|of JA=X] E= otEl DIATTL U= QAL

o — o
Lo HEEHE SRt/ L Qloto] Xl HAEER7t &4 E HEES] AR XM HIO[HE A& MSE

AME| HE Z2{0f| A AlTfst 2EI 0|C|0{2 ®|73}T DA 2El 0|C|o{2 MX|$t LIS USB ZajA| E2lo|lEE
AH23t04 ONTAP O|0|X|2 wH|8 &l 0|C|o{2 M&THL|C.

"= 0|0|X|2 RElgL|C

= T od

USB E2t0|20{|A ONTAP O[0[X|E F&ISt1 I AJAH

o
i
0
rot
fin]
ojo
riot
ox
rE
4>
M

fot

o

g'_l-
r
o

"EOH7 AT HES NetAppl = ettt
A

XEo| 23 E tHE 277t LASH 83 NetAppo 2HeratL|ct.
28 0|C{o] 2+ A - AFF C30 5! AFF C60
2E 0|C|0fS WA[or7| HMoj Chg Q7 At X 12 Al AESHIAIL.

QT A

* "image_xxx.tgz"S MEE MEst & 272 71T FAT32Z ZoHEl USB E2iA| =2t0|E2 7t Qlofof BhL|Ct,


bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

-

* O ZXO| M LIZ0l| ArEE & JAEE DU S USB Z2HA| E2H0[20f| SASHOF image xxx.tgz BLIL.

* HolivtEdst 7Y 4= SSXZRE U2 0 S EHO| WHE FRU 719 242 WAH[SHOF gLt

0

18 Ak

]

* OhE HAlel 33 ES SHIE ZHEE2 0| HEol= 20| SQYLICE

° healy_controller= &4 & ZAEE2{2| HA IIEL{ QIL|C}.
* LRt ZUE MA| fIX|(TfzHM) LEDE AM S = EHES SE|HoE ¥2 £+ JSLICH SSHE
AHESH BMCOl| 23015t HHEES YHELICH system location-led on.

SUE MAIol= =2t C|AS2|o] mi'2of| 17, 2f AEZ2{0fl StLI4 3712| 9|X] LED7} Q&L IX| LEDZt
302 S AN UASLICE.

P S Yoo of2fet 7|52 SHME
HA A=

S & system location-led off U&LICH LEDZt AN J=X| E=
X| 2HASHR| o2 22 BEE o

1510 LED2| ME{E &l & system location-led show

2EE o3} 7| 20l - AFF C30 % AFF C60

O

£ ZF5t7| ol AF2 S92 ONTAP HTO| NetApp 28 S SHNVE)E
2|10 7| 22| A|AE0] X1IEH§ THE|R =X &RISHA2,
1CH|: AF2 S9! ONTAP HTO| NetApp 25 LS 3HE X|ASH=X| Sl Ch

AHE 521 ONTAP HZO| NetApp 28 22 2HNVE)E X|&St=X| 2RIt AL, 0] YE = SHIE ONTAP O|O0|X|E
CH2 2ot O SR LI

1. CHS HHE S AASI0] ONTAP HHO| LS 3HE X|ISt=X| 2ol |t
version -v
0| Z2El 10no-DARE 22 NVEE= A2 21 22 AH HHO|AM X2 =[X| ¥&L|CE

2. NVEZL A| 2RO M X[ =l =X| o 0] w2t CHS &Y & SHLtE AR LICH
° NVEZ} X[ 3E[= 3% tZ ONTAP O|O|X|E CI2Z=3fL(Ct.

8% Ao
° NVEZ} X[ &[X] ¢ =& Y=} §l0| * ONTAP O|O|X| * & CI2EESHYA| 2.

FII'
OH
Z
@
P g
S
'o

HEZZE HHeHA S22 HX EKM(External Key Manager) 5= OKM(Onboard Key Manager)0| &4
MEH°|7(| Q.?_E.”—IEF. T3 Oh2 AH8 391 7| 22|XHE =elsta, XM Aot 9| HEE HAISIL, Q1F 7|2f AEfo]| [EFEP



ONTAP HZHL|C} 0| HEHS AlsistL|C}

ONTAP 9.14.1 O| & security key-manager keystore show

* EKME2 AF23}H gxrM O] @& 20| HA|EIL|CT.

0 OF

=
=
* OKMZ AHEZ5HH oM O] HE Z20f| EA[ELIC

o 7| BRI B™E[ QK| %OH No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKMZ At29IH external O HE £210|| HEA|EL|LCY.
* OKM2 AF23H onboard O] B Z==0i| HA|EL|CE

« 7| 2E|XF B™EE[0] UK %$OH No key managers
configured BE &0 0| HA|ELIC}

2. N 2HIof| 7] 22X P RA=X] o 20]l w2 ChE ZM F SIS MEfSL L

(R =

HE QIS BY & JASLILE = O|SELICH "EdE HEZE

il
OB
Hu
oot
C
Iul

Q|% &= Onboard Key ManagerZt LA E|A&LICEH

a. Ot query BHS UASHH 7| 2t2|Xtol| 215 7[2| HEHE HEAISLICH
security key-manager key query
b. 7| 2ta|xte| Eofl U= 22l EHES Restored HRAFLICH

O] €2 7| t2|Xtof Ciet 215 F|(EKM = OKM)7t d3H o2 SREJU=X] RS LIEFHLICE

3. A|AHIO|M External Key Manager EE= Onboard Key ManagerE AtEst=X| G20 w2t CHS M & SHLHE
MEHSIL|CY,



Q& 7| Zalxt

ol EAElE =3 240 2 Restored HATH CHA|E [HEL|LCE.

true EHE HESHE TS B2E = UASLICH =2 O|SHLIC

2 Helst 2E ¥= true a. [h2 BES M85t 2F 7| 22| 215 7|15 S AH ZE
LEo E-‘.’—J'C'>"'L| C}.

o ey = |
security key-manager external restore
THO| HISHH off 225t AL, "NetApp X[ &"

b. HHZ AN B0l true ZE 2B 7|7} security key-
manager key query EAIE|=X] ZHQISLIC *Restored.

DEQAS 17t Uz R true & E HEESE ATH|
=Y = AFLILL 2 0I%°“—| Ch"&4E HEEZE
Sz

Onboard Key Manager(2=E 7| 22|}
ol EAlE= &3 240 2t Restored A THAE UHELICEH

ol =3 f Restored ChS HHAIE MEHA ...
et -priv advanced O|&¢%tCtS

.

etLICt Y.

1E

BIAIXIZE LB £ ¢
o

|

7| 22| YEE FAIHLICH

security key-manager onboard show-backup
c. i FHO| LHES B MAUO|LL =21 IO SAFEIL|CE.

OKME +=F2 2 =730} 3hi= ™3l AlLI2| 201 M 0] 74 O]

d. 24E HESSE oMo S £+ JAEFLICH 2 0|SELCH.


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

g9l £ gf Restored ChE BHAIE TEHA ...
(=)
=

HA
DEHE true a. Onboard security key-manager sync @& l2igtL|C},
security key-manager onboard sync

b. BIAIXI 7} EAIE|B 32Kt0] Y2 REE 7| B2 YSE
ABLICt.

(=13

5t 4 gl A2 O 2YIBHIAIR "NetApp K2,

oo
ufn

H|

Ok

5

o
ng

Ol true 2 2Z 7|7t EA|E|=X| Restored &QITL|CY,

security key-manager key query

d. RY0| HEAIE|=X| QI8 Key Manager ‘onboard CHS OKM
MHZ AS02 oIS |C}.

A
T o H e
o

=
o =
e. IS UHSIK 7| 2| MY FHE HAZLCL
security key-manager onboard show-backup
f. 8ol Mio| LY S HEo| IpUO|L} 21 MU ZAFBHLICE

KME =322 S0} Shi= T3l AlLt2| 20 M 0] 74 O]

g &YEl HEERE AT SY + ASLICE = o|SHLIC

ANE HES2E SRl HES2 NEIS Holot, LR A HANQI HES2 T 24 E HES
AE2IKOIM HIOIEIS Al HTE 4 UTE HESYS ol4o]0f LI

Of ZfHofl CHaH
* SAN A|ARIS ALE3H= 22 &4E ZEER SCSI 20| =0] Chot OHIE HIA|X|S 2l8H0f cluster

kernel-service show &LICt. priv advanced ZREO|A HHZ AHAEIH ‘cluster kernel-
service show OZ = EQ| LLE O|2 "2 AEHRL|CH SiEh = =E9| 7t A AEH Gl SlfjE =E9| 2= AEfI}
HA[ELCE.

Z} SCSI 23[0|E T2 M|A= S2AHQ| CHE L =of e Aol LOo{oF SLICH WH|E TS| T 2=
=HE sl Zstiof LICt.

* =01 27 o] el 2{AEI U= ?5'—?— ol Aojof L. SBAET HFHo| AL Y HE
HEHOfl TH3ll FALSEZ} BAIE|l= 2 & ZEERE S2517| Toll 28 E sliZsHof FLIChEZ) "=E5
S AEQF ST[sttLCt.

Im

=20l x+H 2


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

cHA|
1. AutoSupport7} 2-43HEl 22 AutoSupport HIAIX|E S &80 XH5 H|O|A MM S AX[BILICH system node

autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHE AutoSupport HA|X|= 2A|1Z2F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node

autosupport invoke -node * -type all -message MAINT=2h

2. HAF MEfo| HEER] 220N X5 2t H|Z M3} storage failover modify -node local -auto

-giveback false
() x5 ss vgysstIZSLIe_ Tt BEASS vE Yeigc

3. 2ME HEEDE 20 ZEIEZ JINIIYAIL.

AR HEER I BEAE = E J2{H, ..
LOADER M|A|X|7F EEA|EILICE CHS ©HA2 ol SErL|Ct.
HHS CHY| = Ctrl-CE 52 C}& H|AIX|7} LIEILIH yE FEL|C

HAXol 71E E2] 'storage failover takeover
-ofnode_impaired_node_name_'Of| A &M= HEEZ{E Q551 HLt
ST ct

EdE AEE 0| 7|E-MS 7|TEl= F... O A= Ctrl-CE =& Lt

= T =

dlo

=& O|C|o|E LA|ELICHAFF C30 3! AFF C60)

£8 0|C[0{E w5l &4E EERE 22lotl BE O|L|H{E MAH Ch2 WM &
I3|I|1|01E X5t 280 HAl E2t0|E 2 F&3H{0F RfLICE.

=
iy
C
wn
w
M|
o

1CHA: AEEHE ML
HEE2E UMotALt HE S Lo T4 242 DHE of MAI0A HES2E HHsHof FLct

AlZtst7| o

AER|X| A|ARIOICIE RE 1M Q4= SHIEA| ZSo{of BILICE IHX| 2 HS 0| HXIE Al&sk7| Hof of
29|8ljoF "NetApp A" gL|C}.

£
1.

k>

ME HEE2{0|M NV LEDZt THAN UE=X| 2elgtL|ct,

NV LEDZt 7HX|™H C|AE|O|HO| = =0 24E HEESE QTS HAHY 5= ASFLICH

= AA


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

NV LEDZ} ZHto|
7|ct2qof gfL|ct. aBiLL 5
"NetApp X|&".

=
s A

rIr
oﬁ
40
HI
=
o
|>
m
[s)
0
o
gl

NV LED= ZHEE2{2| NV 00| 2 Fof| AFLICE.

A/
00000@ XY
930000502, .0.0 tj

’0’0’0’0’0’0’0’0 0

0’0'0'0'0 BRI m 5’0’0‘0’0‘
=0 2 ,-

(fePDe = ! -+ 10101

(1] #EZ2{o| NV 00| 2 % LED

. Of! HR|E|X| g2 AL 22| HASHIAIL.

Mk

>
1
U
[m
M
i)
10
rx

HE ZEFLIc.

(D) Ha 32 ZAPsUNIs B 29Kt glgtct

HES 3= 8% T2
AC PSUYLICt a. M@ ZE NHIHE FLIC
b. PSUIM T REE E1 w2 235l SLCt

DC PSUL|Ct a. D-sub DC T& ZE HHE 0| A LIH| LEA} 27HE SLICH
b. PSUOIM T ZES #1 Wz Hatel FLCt

e o QILIC} NV LEDZ} 7HE! wf7tx|
O| A ZtdtO|X| QO™ O] HXIE Al&oH7| Hof| o] 22ISHMAIL


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

(2] | MES ABX OB YA YOI HESRIS 2alYLCt
#HES 2| WE0| HES2{0|M HFZZOR £[0f Lot Mo SATLICE Al
ToHETMAIR.

* AEE2| StHE XIXIStHM HAEEHE MAIOIM 20 7H'H ChZ HHSHD oFEHl
EHO| 5L

(3] Lo 29 AT0|2 SHHR(H POl 2/8) S8 YO ALt

. AEESE 7| YX| HHE (o sELICH

6. £T0| LIALS AlA| Hit Weto 2 =2 ZIEE2] HIHE & o2 HIHE FuCt.

S8 0C[0E uHotH HEZ LRHAM 28 0EHE H2 = 53 HAE WELCH

HE2 2| FRISHYAIL.

i o

Mgt



TZTin 2 A

.....

=N =2\

F8 0|0 XLt

mh2hy

FE O|C|oj9] L&

He =2 £E 0|C|0{9] RLEX 22 22[gLC},

IR
me

£ 7t H|A50| 50 22 RE O|C|0{9] &E£ S & MLt

270l 28 0|C|oje] 1% B2 4% TA JH-LIC

3. WX £& 0|C[0|E AX[ect.

a. m7|x[of M & O|C|0E M AZLICE.

b. el 0|Cjoje A% B et 430 Lof PaLict
c. HEl 0]C|oj9] HiCHZ RO mEH Bl $IX))S 2 AEjolN HE 0]C|ojo] et B2 W ntx]
SER| L2 OIS B2 S0t 22 0/CI0fS RIK2lo) ZELICY,

3EHA: ZIEE2{ S CHA| AXIRILICE

HEZHE MA[of CHA| 2X[ot=], HELOHA] DAL,

O Zte10i| CHH
Ch2 J22 HESEE MEXS | AEE HS(AESEQ| AFBM)2 2SS B0 FH, LIHX| HESE] MEX]
CHAIE QI X2 AL E 5 JUSLC



Xo

U=E2S 220t ol ASER WSS SHi2(Y o) B2 B9 USE BES 8

X2 otz 2 SELIC.

10| ZIESSE MAI0]| 2HE CHAl 712 TS XAIZL /LS W AEE2{7f 25| T4
IL|CF.

2 ng

o

®© © ©
o
HJII'I

HSS EHIZE M2 ?IX|2 S22 &= MO = HMAt2|off 2FELIc.

HEZ3]0| SRS MAIQ YT U2 1S HSS AIR3I0] HEE2IS oA YLich
() ol mxtol IR0l KIAIZH IS WK ZHES2IS M0 56| ARIBHR| DRAAIR.
3. Floj22 HES2{0 ChA| FZLIC ojuf M B F|(PSU) Hel TS 2X| 0HAIR
(D) TE222 Aol e masia wele) e o LiZol =8 olciot sl Bt wd
£ME HKt0] 712317| 28 22 0| 20| HES {0 HHE|0f YX| SIS,
ATHA|: 22 O|0|X|E £¢ O|C|o 2 M&etL|Ct

MX[SH WA &l 0f#|0f= ONTAP O|0|X|7t gl 2 USB S2HA| E2t0|E

E AH8310] ONTAP 0|0|X| & H&dloF
gfLCt,

AlZfoto] FHof

* FAT322 ZoE USB S2iAl =2t0|E 7t A0{0F 5tH 4GB 0| &fe| 20| RL0{0F BfL|Ct.

AN =]

.

o
2t ONTAP O|0|X| 70| L0{0F SL|C}. NetApp Support AFO|E Q)

T JAFLICH T ZZE"
E

o AME| HEER I} Al Zo|H Z1
MlF0l M M Eet O|0|X|E CH2ZEE

S
el
° NVE7Z| X[}E[= 32 CHREE HEO| EA|E CHE NetApp 28 2=t = O|0|X[E CIR2EEFLC

10


https://support.netapp.com/downloads
https://support.netapp.com/downloads
https://support.netapp.com/downloads

° NVEZt X[ EE[X] g5= R CI22E HEN BEA|E tHZ NetApp =& F=%t 810| O|0|X|E CH22=FfLICH.

* AEE2{O| L | ZE(YHHOZ e0M QAUEH|O|2) ZHof| I ERFTH HEE|0f AO0{OF LT,
(& )

=
1. Ol A &t MH|A 0|0|X|E CH2EE5L0] "NetApp Support AFO|E" USB E2i{A| E210|E 2 SAFRL|CH

a. mjo|x[e| 22 AN MES| &Y S22 MH|A 0|0|X| S 22 ERLCE

o —
b. MH|£ o|n|x|e| @%E EL|Ch,

@ WindowsZS AI23t0] 2EHIXE XX81= & inZip f93f0=| netboot O|0|X| & FES}HX|
7to 1=

ORMAIR. 7-Zip E£= WIinRARZH 22 Lt

USB E2iAl =2to|E20= &dEl AEER{7H &d S 20l cheh HZE st ONTAP O|0|X|7F A0{OF BL|CY.

a. E20|A USB Z2ilA| E2t0|=2E N|{EtL|Ct.
2. USB %EHAl EE"O'E *|‘E| 9-|E§El_-|o| USB-A EEO“ I-C"-I'Lll:l-_

USB 2& EEJ| OfL|2t USB EA|8 £X%0ll USB S2liA| 20|25 ZX|3H{oF ghLCt.
3. 2AE HESDE MAIOf XS] FAfetL|Ct,

a. ZAEEe{7t SYM Fot TS| ZAE Wtk eSS EHEts| =Lt

@ HEEHE MAlO| 20 &5 M Bt B2 715HA| DRYAL. HHYE 7} 248 5 ASLICH

mI

() Mol ereiel Zatelot ZES2i7t RYELIC ol THE HESR{0] M52 WAL

a. HE=2] o

fuin

2 712 =21 oz Mxt2|of| nF et

4. 20 TETE|M SX[5I2H Ctrl+CE =8| 2 ZEMAE SthetL|ch

Ol BIAIX|7} LIEILIX| QOB Cirl-CE F21 RX|H4 BER Rt M8 N [ HES2IS BY
LR
5. LOADER ZEZE0|A HES|3 67 932 SFELIC
* DHCPE P40t 2
ifconfig eOM-autoS MEfBL|Ct
FAISHE Bl EEL UEYT AS St var THU A AT 22l Fo HAEel AE SR04
() 2u8 HESeieL SISk o A8sHs EF ZEQLICE 0f B0 eOM BEE Agn

A& BLICH

ifconfig eOM -addr=filer addr -mask=netmask —-gw=gateway

* filer_addr2 AEZ|X| A|ARI] IP FAQLICE

11


https://mysupport.netapp.com/
https://mysupport.netapp.com/
https://mysupport.netapp.com/

* diotA3 = HATHELO| AZE 2He| HERI S WER I ofAI YL

* AO|E#0l= HIER A 2| AHO|ERO|LICE.

() QCHol~0l I ok #1471 W g LIck B0l SBZS0l el fconfig'S Yo
M HEE Solet 4 gLk

6. MY ZEE 24E HEEDQ MY S5 FAI(PSU)O CHA| HEBLCH.

PSUO|| T 0| CHA| SS&|H &Ell LEDZt =A0]0{0F BfL|Ct.

CIA| HESH= H2... J2{H,
AC PSURIL|C} a. M@ F=E pSUO| Z&L|Ct,
b. Mgl IE NHINZ MY FEE nH™EHL|CL.
DC PSURIL|C} a. D-sub DC MY ZE ZHHEE PSUO| HZEgL|CY.

b. LHH| LA} 27H2 =0 D-sub DC M@ T E HUIEZE PSUO|
_II-IoI-L||:|-_

=71 0|0|X|2 HElEL|Ct - AFF C30 and AFF C60
=

USB E2}0|E0|Al ONTAP O|O|X|2 HEISID O A|AHIS
SfLIC.
THA|

1. LOADER ZEIZEO0||A USB E2fA| E2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

0|0Ix|= USB B2l Eato| oA Ch2EE gLt
2. BAIXI7H EAIE|@ O|0|X| 0|22 @2fetriLt sheio] Zz ot EAIE 7| 0|0|X|S ok Atg3tIct.
3. var 1Y A A SRBILICH

12



=M 1: ONTAP 9.16.0 0|3}

1
a. &ME HEEROM 7t EAIE|H Do you want to restore the backup configuration
now? & F8LICt v

b. &M=l HEZ2{0|M HO{M7| Jetc/ssh/ssh_host ECDSA KEY_ 2t= MIA|X|7} LIEILIH £ v
_'I—_

4

C. AL MIE ZIEZE2 0N & E ZEESE 15 2T

— —

1

=O= MHYSLIC set -privilege

d. M MEfo| EL] HAEER0M S MY HHS MMBILICL system node restore-backup

-node local -target-address impaired node IP address
B S0 YS3HX| 42 HIAIX|IZF EAZH o] 22[SHYAIR "NetApp A&,

e HYHl MEH HAEE0|M &4 HAEERE HEIXt +FECR | SELIL set -privilege

admin.

f. &A=l HEZ2{0|M 7t EAIZ|™ Wwas the restore backup procedure successful? &Y

FELICH

g. 2ME HEEZHA 7 EA|E[H _would you like to use this restored copy now? &
Y F=ELICH

h. &A4E HAEER0|N 24E HEEE MELS2H=s HAIXIZF LIEHLIH 7|18 v F210 BE HRE
FELICt ctri-c.

835}X| o= AL option 1 Normal Boot. £ MEisIT1, O=HX| oo 2
o

=M 2: ONTAP 9.16.1 0| &
a. &4 ZHEE2H0|M MY T84S SH5tets HAIXIIL LIEILHH J| & v =ELICH

S "Xt d3otH 225 - ol o H|A[X|7F EAIELICH syncflash partner: Restore from
partner complete.

20| A S2 0] §SHEAl &elsts HAIX| 7t LIEHLEA 7|1 E +=FLIC v.
=
=

o
=2
>
Jh
0
rn

T2 ALEdtets HIAX| 7} LIEILHH £ v =FLICH

d. &M= AEER0M LEE MEESIEHE HIAIX|7F BAIE|H 7|2 =ELICHy.

e. &AE HEEZO|M &ME HEEHE MEESI2t= HAIX|7F LIEILH 7|12 v £210 B8 H5E
FELULCctri-c

f. A|AEIOM 25312 ALRSHK| o= AL option 1 Normal Boot. S MEfSI JEHX| gfoM 2
O|sgtL|ct etz olE SlgtL|ct

- & 0|22 TEH HEE o AZYLIC)

g

tof 2

o]
[m
Mk
il
i
riok

o4

A2,

AMESHA XS et 7|5

[}

. 'storage failover -fromnode local' BES At

0%
o
o
mo

SiAst < 0| ghet

. 'storage failover modify -node local -auto-2t2t true
7|52 7L

- AutoSupport?t ™ El 2L HHS A0 XI& H|0|A MM S SR/2A system node autosupport


https://support.netapp.com
https://support.netapp.com
https://support.netapp.com
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

invoke -node * -type all -message MAINT=END SHXA|gfL|C}.

I Z2NATHAISHH off "NetApp A2 "ZLSH A2,

0o

o2} =3 - AFF C30 5! AFF C60

A £& 0|C|o{ol|M =etE SR TLIC.

El

2 0[C|0] WA =X AlZF & i
= NVE(NetApp 2E& 2237t M3t Al

A -|II

t23st0] 2EE 7| 22| XHOKM), NSE(NetApp A EZ|X| &3}
CHA|E etz sl{oF BLICE

A A0 EE 7| 22|XI0]| 2t S M F SHLHE MENSHe] 28 R0l SILCH
* "SM 1: Onboard Key Manager 7142 S&lgtL|C}H"
c BN 2: Q8 | HEXt 24 E SO

2 1: Onboard Key Manager 7142 2lgtL|Ct

ONTAP 2E! 0|70l M Onboard Key Manager(OKM) 18 & S 2IgtL|Ct,

AlZFsE7| o

LAMSLICL "2 7| 22|E - otet|ct
° "Onboard Key ManagerOi| CHot 82! HEHRIL

P URHE 7| 2| e Y 22 AH

F_H;_
G
iy
for
©
of
rr
z

SE" AL Hof| BAE +ASHAA L.
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ONTAP HHQIL|C}
ONTAP 9.8 O At

) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AZ

S8 M7 ol EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B I2NAS A4 DAEK Selg|ct

OlH| ZEZES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF Y HAL|X| gigLCt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A% e 2felo] A HH XS M = 2felE S 20 EaLItt.



=3

0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
3456789012345678901234567890123456789012345678901234567890123456
4567890123456789012345678901234567890123456789012345678901234567
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AAAAAAAAAAAAAARAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAAAAAAAAARAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
0123456789012345678901234567890123456789012345678901234567890123
1234567890123456789012345678901234567890123456789012345678901234
2345678901234567890123456789012345678901234567890123456789012345
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAANAAARNA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
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6.

18

X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30| 2p(2t) CHE H2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =AM HES A LT E ™ LICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct



10.

X ZEZEES BAIZLICH

R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

L

EEa9

Tk

£0f| CHS HAIXIZF A= =X] 2HelgtL|ct.
Waiting for giveback..(Press Ctrl-C to abort wait)

MEH =0 LS B S Y6 THEL ZEED & et A2,

storage failover giveback -fromnode local -only-cfo-aggregates true..

- CFO Of=2|A|0|ERt RSt = L3 FHS HAFLIC

security key-manager onboard sync

Onboard Key Manager2| 22{AE X = E =SL(CL

19



OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored

automatically within 10 minutes. If any offline encrypted volumes

are not brought online automatically, they can be brought online

manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S7|stoll 43stH =7t HAIX| glo| 22{AE TEZETL gtetEL|CE S7|stt Aof
LEZEZ SO07| Hofl 2F HAIX|7F LIEFELILE @RI +=FHE[D ST|stt 43
h7EX] AH|£SHA] DHEA 2.

©

1.

gjo

BHS YHSIH 2= 7|7t ST|SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE - o Z2tJt LIEFLEX] S4&LICH

©

12. C}2 BES Y5t MIEQ| L EE ghetgtL|ct

storage failover giveback -fromnode local
13, AFROIR| 2 MESH A [} WYL 2ot KIS uiete =AH|Ct
storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE.

system node autosupport invoke -node * -type all -message MAINT=END

A|ZFst7| Hof|
EKM(External Key Manager) 72 S&5t2{H Ct2 ME7F gL o}
* Ct2 22 AH 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:
° KMIP At FAL|CE
° KMIP TEQIL|LC}.

20
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* CHE 22{AH LE = S20|HE 2B M | It SAEQJLICE /cfcard/kmip/certs/client.crt
* CHE S2{AH LE = 2210|¢E 7|9 It SAM2RILICE /cfcard/kmip/certs/client.key

* CHE 2 AH LE = KMIP AH CAS| Y SAM2RLICE. /cfcard/kmip/certs/CA.pem

EHA|
1.

Tk

£ A0

2. ONTAP 2&! i 50|M &M 11 S MEiBL|CT,

S8 Hw2l oIS EAIRLICH

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

Normal Boot.
Boot without /etc/rc.
Change password.
Clean configuration and initialize all disks.
Maintenance mode boot.
Update flash from backup config.
Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

3. HIAIX|7} HA|=|H 2ot WEE +TY=X| QIS

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

YRS 27 TRAHAT} ABELICE



ol 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

5. HEl M50 SM 12 MEHSIO] ONTAPZ A

I

2|t

OiRl ZEZES HEAIRLICH

R b b b b b I b b b b b b b I b b b b 2 b I b b b b b A b b b b b b g b b b B b b 4 b b b b b b g b I b b b b g b i 4
* Kk kk Kk k*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R b b S b b b b I b b I b b b b b b b b b b 2 b S b b b b b b b d b b b b e b b d b b b b I b b db b b b b b b b b b b b b b b b b b i 4

Kk kK kK Kk*k

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. XI5 Hrete H|E At 29 22

storage failover modify -node local -auto-giveback true
7. AutoSupport’ 243tEl 2R LIS BHS YA XtE #[0|& WHE SELIC

system node autosupport invoke -node * -type all -message MAINT=END

ZE0| Y= HEZS NetApp-AFF C30 L AFF C60= HHEtatL|C}

7|EQt BH HMSE RMA X|Aof| MHE 2 @F 71 2hlst HE3 NetAppol| #hetgtL|Ct,
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