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PSUO| & 0| CtA| SE=IH el LED7} =440|0{0F gL},

CIA| HESH= H2... J2{H,
AC PSURIL|C} a. el AEE psuo|| Z&L|Ct.
b. M@l IC THZ M@l =S NHEL|CE.
DC PSURIL|C} a. D-sub DC M FE= FH4EHE PSUO| HZEL|CE.

b. L}H| LEA} 27K
Ot
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Z0] D-sub DC M¥ ZE H4YYEHE PSUO|
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¢ 2 OCNE SEH2 WS 2, "TIEH =0 ONTAP O|0[X| £ S &L

MEL| = S0jA XS 2E 0]Cjo] 27 - AFF €30 X AFF C80

AFF C30 % AFF C80 AEZ|X| A|AHI0| M EE O|C|0] X E MK|et =, A+ HE O|C|H
S TZMAS AZSIH OHEL LEQ| 1HS 28 £ JUSLICE EF7 TZMHA S0
AMAHIS oS o7t 2SR QJEX| 22l A2 01 7| 453 QS elgtL|Ct. 7|
AT MR U= B, A|AEHIL 2213 2ot ™A CHA|E QL BhL|CY.
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& 0|00 57 Z2M|A= ONTAP 9.17.1 0| Z0oj M2 XA EILICE AEE|X] A[ARIO|A O] HF S| ONTAP

A =
FQ 45 HE BT H

° Onboard Key Manager(OKM): 22{AE| HA| &< 5 iR Of|0|E{7} ZrL|Ct,
° Q|2 7| Z|XHEKM): TtEL] = =0{|Af C}S THo| et Ct.

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0|A 2&l 0|C|o| 27 T2 HAE A|ZFEFLICE.

boot recovery -partner
StHO| Tt HAIX[ZF FAE LT
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. B O|C|0 MX| S Z2NAES DL HZFLICH
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OTZMAT2tRE[D Installation complete HA|X|Z} EA[EILICH

3. A|AHI2 Az otE 2Qlstl T HIAX| & StLtE EAIRLICE

| e pr— —

O HIAIX[7} A== B2... T XA,
key manager is not AAHI| 227 X [0 UKX| EELICE

configured. Exiting.
ZOQ ZEDEJ HAIE WiNHX| 7|CH2 (M R.
T

n
2
Hu

0I5t ME S HHetshA K.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7ICt Xt= ehE ChA| 2ot 2 H3tE H 2.
key manager is Aot 7t AR = A}SLICEH 2 7ICH | 2|5 =3 .

configured.

AAEIO| 7| 2R PHS AEE 4 gl H2 OF HAXIS EASHD 7| B2lxpt 24sof
() o=x, o g¥(@EE TE oR)elx| Holstats olAIXIZE EAIEILICH Al2st2is HlAIXof

ErotlR

[= .

4. THO| Mot MALS AFGSt0] 7| B2IXHE =eIBHLIC
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7| 2t2|Xtof| Cis ] ClO|E & YSHAIR.

ot 27 gl el fofE| ZEIEC| 02 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DiUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43U SS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.



g &4E ZHEEDE CHA| X5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7t 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7|8tLICt.
security key-manager onboard sync
2 7|t Xts ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FetL|CY,

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP ZZ{AE{ UUID

Notice:

L L= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 S AEH
LICt. cluster identify show HE

o

DTEDEQ OE HHFMER

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|AL MM S l=fgiL|Ct.

(=]

* 7|2 AIO|EY0|9] IP &



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &lstM K.

—

* SOl M kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 Z0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TELH LEO0|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

17t Mo R EFEX| oM AARI| FSLHE|D @F 3 A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CEA] HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MREYS = A[ARO| CHAl 22l MEfTt E| 1 ZHSE=X] 2QU5HM K.

d AE2X|E =S HESEYHE o ZUC = =S L

'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2t HghdstEl 3.

5. Xi= dizt0| H|2 SRl AL CHA| &M s5petL|Ct,
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

CtS B
ONTAP O|0|X|E S5t = =7} 7kS 2|0 HIO|E & MSotn LIH"Z20| Rl= FES NetApp= HHefefL(CH
Aot 2l 0|C|o] £ES NetApp O et - AFF €30 3! AFF C60

AFF C30 EE= AFF C60 AEZ|X| A|AHE! I M 240 Jc+0H7r HEMSHH o7t ot BES
SHMA|Q | "EE Hie S A" XEMSH LI 2 H0| X2 & ZTSIN|R.
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2 0jcjof - 45 27
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28 0| =35 57 Y/I3E= - AFF C30 2! AFF C60

HE O|0|X|E +S2 2 516l2{H USB E2I0|EE A3 AFF C30 &= AFF C60
AE2|X| A|AEIQ| WA HE O/C|0{0| ONTAP CHA| AX|5HOF BHL|Ct. NetApp X2 AO|EOf|A
XAt ONTAP 23 0|0|X|E CIRZE3SH0] USB E2H0| 0] 2 ALsHOfF BHLICE O|ZHA| ZH| =
USB E2I0|HE AIESI E7E st A|ABS &5 AEfZ SISL[CE

A|ABIO| ONTAP 9.17.1 O| M0 M A FQl AL CHSE AMESHMR. "Ats B8 S+ EAp

AlZfote{H S5 Q7 Aret

Sl2 HE
o= I:I )
O[0|X|E F¥5tn, 2ot F2 st 4H

o "HE OIC 27 AletES HERIL|CH"

2 0|C(of WA 27 Arets HERILICEH

HE S5, 28 0|0 E LA5t2, USB E2t0|EE AHE5H0]
C

ALEl HES2{0) A ATt HE 0/C|0jZ HMAHstn @A HE 0|C|o{S HX|3t ChS USB BaiAl E2to|2 8
AP0 ONTAP 0|0|X|S M&EHL|CE

e "= 0|0|X|S HESHL|CH

SB E2t0[20j[A| ONTAP O|0[X|E S5t It A|ARS SRS O3 2t H4-E efelgLrt.

C
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£ BHEl 0|C|of 27 27 AFE - AFF C30 5! AFF C60
AFF C30 EE= AFF C60 2 E2|X| A|AHIC| HEI O|C|0{E LA|SH| M| daX 2l wHE ¢|st

L RUS E55t=X| &QlstA2. of7|0l= XM Eet 822 USB S2iA| =2t0[E7t =X,
O2|0 SHEE WH| £8 FX(7F QX =Helst= Ao| ZEE L

USB Z2liA| E2fo|=
* USB Z2{{A| EEI0|E 7t FAT322 |/ =X| EQI5HN| L.
* USBOl= LIS MY £ = S20F HE 2F0] JL0{0F LTt image xxx.tgz OHE.
o Z=H|
SAMSICH image xxx.tgz IHYES USB Z2A| E210[E0]| SAFELICE O] M2 USB Z2A| E2I0|EE AESHK
ONTAP O|0|X|E M&e mf AFREILICE
M @A TA|
AHIiSH 148 QA E NetApp UM MSot wH 248 A2 WARHL|CH

O = _ [ 1
* AL HEER = 4 E HEERQ HATIEHYLIC
Ch= A
S& OIC0E uHSh= o 2ot @7 MeS AES = £ "8 DIC|0f0f| M =et 7| X 8 HES efelgfL(nt

+3 28 0|C|o] S70f Chet =2t X|# 22l - AFF C30 5! AFF C60

F C60 AE2|X| A|AEIQ| H|O|E Eot2 RX|St2{™ HEl O|C|0{of|A =3t
X9l 5! MEHE 2HQIsj0F BHL|CH ONTAP H{THO| NVE(NetApp 28 233HE X|st=X|
o

7|
efelstn AEZESE S=ot7| Hof| 7] 22|Xiot gd JEefIX| =l gfL|Ct,

1CHAl: NVE X2 S 2olst 1 SHHE ONTAP O|0|X|E CIHRZESHM| K.

S8 0|C|o] WH|E /8 SHHE ONTAP O|0|X|E LI22EY = ALE ONTAP HTO0| NetApp 28 L= SHNVE)SE
X|@st=A] 2HlstH K.

A
1. ONTAP HTO| Y=ot E X|5t=X| Zelsth Q.

version -v
Z30f| ZL2HEl 10n0-DARE B2 NVEE AL F¢! 22{AE HTO|A XY= X| g&LICH

2. NVE X|&0of w2t & st ONTAP O|0|X|E CIR2EZESHAM|R.

° NVEZ} X[l &|= HS2: NetApp Volume Encryption2 AH235H06{ ONTAP O|0|X|E CHR22EgfL|C}.
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° NVEZI K| A E[X| 8= Z2: NetApp =& 2=} §l0] ONTAP O|0|X|E L2 ZE5HM K.

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP £= FTP AMELI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| ItYo| T LBfL|Ct,

2EHA|: 7| 2H2|X; e =l Bl g

= - o

1%

EdE HEEHE S=ot7| Tl 7| 22|kt FEE eelotn Bt HHE MM K.

o B = o
tHA|
T ANARIOM 24tEl 7| 2H2[XIE geletL|ct.
ONTAP HTL|Ct o HS HAFLILt

ONTAP 9.14.1 O| &

security key-manager keystore show

* EKM2 A5 ExM O] HE =210 HA|ELICE
=
=

0F OH

* OKME AFE3H orM O HE =0 HA|ELICE

« 7| ZE| Xt MY EO JqX| $O™M No key manager keystores

configured & £20|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKM2 AFE6H external O BH =30 HA[EL|CT.
* OKMZ AFSHH onboard 0| HE £210|| EA|EL|LCY.

* 7| A2|X7F A-HE|0] JX| O™ No key managers

configured BE &==0i| 0| EA|ELICE

2. N AHIO| 7| 22|X7F FEE0] Q=X o0l W2t CHS 5 SHLHE - Ch

7| g2|xo 74

rin

Z2(EKM EE= OKM):
a. 7| 2[R0 M IF 7| HEfE HEAISHAH CHZ 2| HHS LA K.
security key-manager key query

S EOISHMR. Restored E. 0| €2 7| Z2|XHEKM E= OKM)Q| 915 7|7t A

Ok

Ho=z
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ONTAP 9.16.0 0|3}
M= HAEERQ IIEL] HEE2{0f|A CHS THAH I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 F2MR. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| HES2{0)M: 24 HES2IS 13 H £F02 MEBLCE
set -privilege advanced
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system node restore-backup -node local -target-address
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storage failover modify -node local -auto-giveback true
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ONTAP EE! 070X Onboard Key Manager(OKM) 714 S 2lgtL|Ct.
A|=tst7| Hof
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x}
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SAH HAM 27t YHEASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"
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ONTAP H{TQIL|Ct O FMS MEfLICt
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotMa.

oM ZEZEES AL

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt
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BACKUP————————————— -
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BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZMAJF AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.
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R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIL. Successfully recovered
keymanager secrets.2FE $HoI7| ol 22X HES +HSHM 2.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22|XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7F EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C
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12.
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Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HE 7 HIAIX| glo| SRAE ZEXET} wEELICH S7|2t0) Mfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E D S7[3t7}
NZHOoE A itx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gL, Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport?t Z2M3tEl 22 XHs A0|A ME S SARLICE

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A & 7| Z2|X 22 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%50f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) IHY LIES 2ATILICH
b. BEGIN & END £2 Z 3t 22t0|YHE F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt bz |3 CHS HIAIX| 7} EAIEL|CEH
Successfully recovered keymanager secrets.

oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

61



OlN| ZEZEES HEAL|CE
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1
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storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 Xts AHo|A MM S SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

E Z8{AH L E9| SP/BMC F4 Al#:

system service-processor show -node * -fields address
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h
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clusterl:> system node autosupport invoke -node * -type all -message
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,

M 2: MetroCluster 74
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system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover modify -node local -auto-giveback true
9. AutoSupport 243tHEl 22 XtE AH0|A MHES S)(AH| sH|)LICt.
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O£ =01, L= AutoSupport HA|X|= 2A|2F St XtE #H[0[A MdS ARISLICt.
node2::> system node autosupport invoke -node * -type all -message MAINT=2h
- 2EE[X] A ABRIOM A SO ONTAP HT 8l AEE2 MElof 2} ot H2 At Hhets H|Zdstetiot.
ONTAP qkok,.. =i
HE LT
9.17.1 £& EME ZESEI Y HEERE XS e H|Edet
9.18.1RC XS HIO|22Hst B2
a £NE FES2(o 2204 02 BYS
QgLict

storage failover modify -node local
-auto-giveback false

b. ALt y XS BH=S HIZHSSIAIE LI
?_2h= HAIX[ZF EA| = H



ONTAP L s
HHILIC

0.18.1GAOI4 Of BT AESELJI S0 A B2 b2
THELE Q43 A9
a TMEE ol43t ZAEE2o| 20 TS BHS
elefghct.

storage failover modify -node local
-auto-giveback false

b. 2sICt y XS BE=S HIZGSSIAIZE L
?_2h= HAIXIZF EA|=H

9.18.1GAO|d FZEE F—1 BE 1/O(HOIH MZ)E L= A2 ol St

o. FoH7H LSt /0 RES MHIA0M HASHD MRS HM ®AH FHIE eLict.

system controller slot module remove -node impaired node name -slot
slot number

b. ABICE y ALSAIZELIN?_Eh= HIAIXZF EAI=H

€ S0, O3 B2 L= 22 HEER)2 &% 40 U= Zof7t liet B3 MAY = A=
FH[St1 M = QHHSHLHE HIAXIE EAIRLIC

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.
It can now be safely removed.

6. Zo7t LSt /0 BEC| TRUO| THM UA=X| gelgt|ct,

£ Z0ofl= @F7H S REN Y &8 H20l| tholl scatus BOll "powered-off O|(7t) HA|=|0{0F gfL|Ct.
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1. OFZ| HX|E|X| 42 B2 SHIEA FXISHIAIR.
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=

O 2SS &4 HES0M HMARLIC.

Py
\\\\\QO IR (l ; oh = 5

0 D@% O m[ S ®
=S i ) =0 6 |

=~
=
'\:\‘
@

(1] /O 2& £TO0| LIALE Al o weto 2 S2f Fuict
(2] lZo| XE 2t Y1t @220 oIX| LIS AHB3I0] ZEER{0|M /0 2SS wiLICt
3. WHE /0 2=

ROl 7tE 2| of SEE LT,
b. IO ZES &£F R ZHATA Lo E1 /O Z=0| HHUE| MZ 7| M =X &lstM K.
1% Mt REXO HX|LIAME AHESI0 1/0 &S T ES = ASLICH
C. LIH|LIALS AlA| eto 2 =2 ZYLCt.
WHE /O EES A 0|22 HESHIA2.
4THA|: WA 110 RES 22t HEiZ HetelL|tt

WHE /0O ZES 22l HEE TSI, /0 B= ZEJ §SHO 2 XI[StE[/U=X] 2elstn, sRof| ™
SEEEAl &It LS, 110 2E0| 222! HEjo] 1 QIME[=X| SISt

Of ZhHofl CHaH
/0 ZEE WAt ZETL Fd MEZ S0t2 = LIF7F BM|E /0 REZ =[S0t LT

|

1. UK 1/10 ZES 2ate! JEfZ MetSfLCt

system controller slot module insert -node impaired node name -slot
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slot number

b. UZISITH y _AIKSIAIUELIN?_Eh= HIAIX| 7} EA|=H

OIE S0, Ch2 BE2 LE 2(EYEl AESED)2 &KX 45 2242 Hetstn T2 MATH 43Lts
HIAIXIE EAIRLICH

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into
service.

2. 1/0 289 Z ZEIJ 43O XT|3t=|U=K] &QISHHAIL.

a &4

i
[
[m
M
o
10
THI
g
=2
>
i}
glo
0%

o
mjo

o
o
of
=
20

event log show -event *hotplug.init*
()  mast el goiols ¥ EE 7|80 3 2 B A8 4 B

=H0|l= /0 BEQ 2 TEJI MZXHOZ AZE|AUSS LIEHHE= Lt 0]AH2| hotplug.init.success EMS
O|HIE 7} HA|=|0{0F EL|Ct.

O£ S0{, CtZ EH2 110 ZE edb X edalf Chet X[t dSMZE EHFLIC
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3.

126

node2::> event log show -event *hotplug.init*

Time Node

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e4b" in slot

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e4a" in slot

2 entries were displayed.

a. ZE X7|stof| HistH EMS 21

Severity

Event

hotplug.init.success:

4 succeeded

hotplug.init.success:

4 succeeded

E5t0] Ch3 BHAIE =eloti A2,

=

=4
=
/0 2= &R0 T30 S5EILL 2T FH| 7t AZE|AE=X] 2ARUSHAL.

system controller slot module show

=3 Alofl= &2 MEfT} powered-on' 2 EA|E|0{0F 8lH, 0= |/0 BE EE

=
e

HI7t 22 E|AS

mjo
10

system controller config show -node local -slot slot number

/0 20| dSH 22 21! SEf7L B0 AMEH EH0ls SR ZEFEE R

HA|ELIC

O£ S0{, &% 40 /A= 1/0 ZE2| B2 L1313t FA

-
ot &

==
=5

o] TA|E/L|CH

XS0 BE HETL



node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

>
Hm
']
~
>
>
o
)}
el
bal
on
el
m

2 S{stH (ERo mat) Ho|ZHE HEEE0| AEZ|X|E gtetstn, (2o
m2h) Xts ghet 7|2 S{stD, LIF7L 8 ZE| JA=X| &elstn, AutoSupport XtS 0| A MM 7|52 MI
2SSt A 2.

oHA|
1. AEE|X| A|AEIO|AM Ml 0l ONTAP HA 2t ZHE Z2] AEjof| w2t 2o et Q42 HEZ2{0f|A
AER|X|S ytetst D XIS Hiets 28|t
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ONTAP ohok... J2{HE..,

HE UL CH
9.17.1 E& SAME HEERI WA HEERE a AEZ|X|E oielolo] A HEEZE FM TE
9.18.1RC XI5 EHO|3H3Tt AL AE|Z E|S2IL|C),
storage failover giveback -ofnode
healthy node name
b. Zoi7t LMot HEER{Q 220M Xt= diets
=3t
storage failover modify -node local
-auto-giveback true
9.18.1GA0|d Ol otR HEE /I HSC=E a. AE2|X|E gretsto] E|O|AHE ZIEEZE Ht
OIEHE Qo 3R s MEfE E|SELICH

storage failover giveback -ofnode
controller that was taken over name

b. QlEl HEE2|9| 2&0iM XIS gt
St

storage failover modify -node local
-auto-giveback true

9.18.1GA 0|4 E ZEEZZ 2& |/O(HIO|E| ME)E Ct2 A2 o|sEL|Ct,
Adstn JAELICt
2. =2| QIEH0]AT} = Mt 3 ZEO0f| CHdH 'network interface show-is-home false’2t= 215 st=X| 2lgtL|Ct

LIF7f FALSEZ HA|E|H ST LIFE & ZEZ E|EZL|Ct network interface revert -vserver *
-1if *

3. AutoSupport7t 243tEl A2 XtE 70|A MMS SBLICE

system node autosupport invoke -node * -type all -message MAINT=end

6THA|: To7h 2

0=

st 2ES NetAppof gtet

7|E9t o MSE RMA X|Eol| 2HE T2 QFIH Zdst RES NetAppof| BHtefL|Ct, 55 Hhet 51 A KA e
LHE2 HIO[X| & HZJHHAI2.

Q=3 DE(AFF C30 X AFF C60)S wh|siL|C}

D0 @FIH LMSHALE O =2 MS0|LE 71 7S XI% 7] @It 80| =7t Z st
A2 AFF C30 EE= AFF C60 AEZ|X| A|AEIO] |/O E WA|SLICE WA EXtl= ZHEEY
=g, Mol &M )0 2E AN, HEEY MEE, J2|1 I*OH HiM BHE S NetApp Ol EH2tsH=
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Hgoz A ELIL

AlZtst7| o

AERX| A|ABIQICHE RE Fd @47 SHIEA| 2HSsHof L|Ch X 42 H 2 o] HXIE Al&sH7| ol off
FOIBHMAIL "NetApp X[&".

O =il CHaH
RS A2 AEE[X| A|AH QK| HEl BAS(IHEHM)E HM LS dhe AEEZX| A|ARIE SE[Ho=E #E2 &+
USLICE SSHE AHESHH BMCO| 221511 HHE AHSLICt system location-led on

*EEIXI AAE0= =X LA S 0] ol 17H, 2t ZAEEE{0] Stk 37H2| X LEDZt AELILt. 91X| LEDZt
302 S AXM UASLICE

HHZ UG 0|2t 7|52 A 4= system location-led off YESLICH LEDZt AN J=X| E= THAH
UEX| 2ASHK| A2 22 HHES U6t LEDL| HEHE &Y & system location-led show USLICH
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 0|89l 22| AEIt Rli= 22 HHO 2U0{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B3R &4E ZEEHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S8 AL S|t

* MetroCluster T+ &E{7} PHERAQH EJ A 2 H 4 HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE38H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E Lt3 HAIXIZt LIEILIHE yE FELICt
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b. 110 252 &R0l FEEA 20 1 ZES FHUIE|0] SHIEA| TEM=X| goletL|ct.
RIZo| 1t LHH|LIALS AMSI0] I/0 25 Ol 8 = ASLICH

C. LIH|LIAME AlA| B2 =5 ZYL(Ct.

4. 1/0 2=0i| #Hlo|2S AZLICH

CHA|
1. LOADER ZEIE0|AM HEERE HEETILICL.

()  ausA==sE WRYstE 10 28 U /et 74 Q2 ChA| £7(SHElLIC

2. 2AE| HEZEB S CHA| X8t HA 2502 E|EZIL|C}

oo 10

'Storage failover B2t - ofnode_impaired_node name_

system node autosupport invoke -node * -type all -message MAINT=END

4THA|: Zol 7t Lot 2E2 NetAppof ghet

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHetefL|Ct, "S5 Bhet 51 A KM e

LHE2 HIO[X| & HZSHHAI2.

NV H{E{2| - AFF C30 %! AFF C60= mA|gL|Ct

HH MOz 52 A|A- HIO|HE EESH= dEs 3%5 NV H{E{2|= BiE{ 2|7} S S
AL DELIH AFF C30 SE= AFF C60 K& A|ARIC| NV HIE{2[E wH[StMIR. WA
EEHIéOHE tdE HAEESE N0, ZHEES E5S MAHS, NV HIEZ[E wA|otL,
ZEED] IS ChA| EX5t2, LRIt st —‘?'—%2 NetApp 22 Htetét= 20|

EorEILICE,

AlZtsE7| o

AEE|X| A|ARIQ OHE BE 7Y 2471 SHIZA| ZHSs{of gLICE O™X| @f2 <2 0| BAE A&5H7| Tof of
F 9|5t AL "NetApp X",

of xteloi| chsf
LS Z9 AE2|X| AAH K| MEf EAS(IRIY)S AN GBS W AE2|T AAHS B2|HOE &2 4
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USLICE SSHE At BMCO| 221510 HHE AHELICt system location-led on.

AEE|X| A AR XA} CIAS|0] TN 174, 2F ZIEE2{0f StLiA 37H2] #IX| LEDZt ASLICE #IX| LEDZt
302 S AN UASLICE

system location-led off JUEL|CH LEDZ} AN J=X| E= HA
X 2 2 HHS LS LEDS| MEE &ole &~ system location-led show QU&LICH
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S =22 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN TIgHst| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 270 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

Xt 8! AlEHOf| CHol FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIH yE FFLICt

E
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EHE HESI BAE = J2H...
32,
ANARIOEDE = 4% HYHQ HEESH|M &8 HEEZE AASHAL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT
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6. MY S TX|(PSU)O MY TEES ChA| AZeL|CH

PSUO|| 0| CHA| SS&|H el LED7t =4H0]0{0F gL |Ct.

CHA| G ESH= 2. s b
AC PSURIL|CH a. M@ IEE psuo|| Z&L|Ct
b. M@ ZE IHME MY ZEE nFLC
DC PSUQLICt a. D-sub DC ®# ZE AH4EHE PSUO| AZEELICY.

b. LIH| LIAF 27HE =0 D-sub DC M@ T E FHUEHE PSUO|
nksk-l{Niay

7. &gE HEEDE CHA BX5t0] HY Aso= & SE LI
'Storage failover 2t - ofnode_impaired_node_name '

8. M MEjo] HEER 2&0|M XtE Hhet S
storage failover modify -node local -auto-giveback true

9. AutoSupport Z43tEl A2 X5 H0O|A MMHS S(AH| sHA)ELICE
system node autosupport invoke -node * -type all -message MAINT=END
tHA| 5: ZIEE 29| A2t @S T2 C
RTC HHE{2|E WANIStD HEEHE HYUstD A HiY BIOSE MAMHESHH CHE 2F O|AIX| 7t

(D BAIELICH ol2ft IAIXI7} LIEF 4 2100 0 AL 7 KIS 4 ABLICL RIC date/tine
error. Reset date/time to default RTC power failure error

—
r_\.'_

Yot ZES2{0|M Mot A|ZS 2RIstHR.

cluster date show

@ HE HFHM AEE|X] AI*E“OI SX|E B HAIX7F EAEH y SME Reboot
node MEHSID Ctrl-C_E =2 LoaderZ 2E!ISHL|CH

N
rk

A=l ZAEZE2{0| A LOADER ZEZEO|A A|Zta} LHE S0ISHN| 2.
cluster date show
a. st 22 IME +HM Q.

set date mm/dd/yyyy

b. WQot AR GMTE A|ZHS MM K.
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set time hh:mm:ss
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* PCle &% £ 871

* X|A ONTAP HHX: ONTAP 9.16.1RC1

A7 ZOHR XL

ogt
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« T=ZEZ: 0|4l 25Gbps; ZE: 24
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* T2EE: 0|4l 10Gbps; ZE: 24

* I=EZ: FC 64Gbps; ZE: 24

* IZE=: NVMe/FC 64Gbps; ZE: 24
* XE:Q

o ZTE

c IZEZ: 0|4l 1Gbps; ZE: 27
* I=EEZ: RS-232 115Kbps; ZE: 4
* TZE3Z: USB 600Mbps; ZE: 274

AEEX HE/Z X

« CIFS

< FC

. iScsl

« NFS v3

« NFS v4.0
« NFS v4.1
« NFS v4.2
« NVMe/FC
« NVMe/TCP
« S3

* NAS7} = S3
« SMB 2.0

« SMB 2.1

+ SMB 2.x

«+ SMB 3.0

« SMB 3.1

* L{H|: 19Q1X| IEC & S2H(17.6Q1%| 44.7cm)
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ts 2/0E/5 5 2[Cf 3048m(10000L|E) 1 E=0{|A 10°C ~ 35°C(50°F ~ 95°F), &It & 8% ~
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* I=EZ: FC 64Gbps; ZE: 24
* I=ZE=: NVMe/FC 64Gbps; ZE: 24
* XE:Q

e XE

c I=EZ: 0|4l 1Gbps; ZE: 27
* IZE=: RS-232 115Kbps; ZE: 4
« IZEZX: USB 600Mbps; ZE: 274

AEE|X| HERZ XA

» CIFS

* FC

* iSCSI

* NFS v3

* NFS v4.0

* NFS v4.1

* NFS v4.2

* NVMe/FC
* NVMe/TCP
+ S3

* NAS7t U= S3
*+ SMB 2.0

*+ SMB 2.1

* SMB 2.x

+ SMB 3.0

+ SMB 3.1

* SMB 3.1.1
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