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° 2IF 7| HE|XHEKM): THEH =20 M Ch5 Tt 0| et}
* /cfcard/kmip/servers.cfg
* /cfcard/kmip/certs/client.crt
* /cfcard/kmip/certs/client.key
" /cfcard/kmip/certs/CA.pem

CHA|
1. LOADER ZEIZE0|A 2El 0|C|o| 27 TZNAE A|ZFEFL|CE,

boot recovery -partner
SHHO| CHS TIAIX|7F EA[ELIC,

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..


bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

- 2 OC|0 X 57 ZENAE 2L EZEL|CE
OZMNATI 2|1 Installation complete MIA|X|ZF EA|EL|CE

Aot E 2helst thg HIAIX| & SHLIE EAIZLICE

O HIAIX|Z7} HAIEl= B2... A AL
key manager is not A AEIO| =27t BX[E|0] UK et&LICE.
configured. Exiting.
a. 2O TETEJL HAE W{7hX| 7|Ci2| M| K.
b. =0l 2101510 ME S+ BHEtsiM K.

'Storage failover 82t - ofnode_impaired_node_name

C. 2L it Bh=E CHAl 2ot Higdete 32

—

key manager is oSS MX|E|RQSL|CH 2 ZiCH7 | 22X 22 .

configured.

AAZI0| 7| BHE|XF THS AHE 4+ g S OF HIAINS EASHD 7| H2Ix7t 2=l
(D) 9K, ol RE(REE TE 2lR)QIX) Holstats tAIXI7H EAIELICE A4stzi2 olAlxof

Erotul2

= .

4. Yo Mgt BAE ARBSHY 7| H2|XtE SRILIch
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISED BootMenu &M 102 &A5H7| AlZFRL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H R2EE 7| 22[0f Chot =S URSHMIR.
C. 2Rl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIX|IZF EA|E[H 282 E 7] 2t2|Xtof| Cist 2] ClO[E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t AEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B-E S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE ASM LS| o2 FAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG A|L. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt



v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N

ONTAP Z2{AE{ UUID

Notice:

L4 L= =9| ONTAP 22{AE UUIDE YEYLICH THEL E0M SHAEH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 UA| HESR T QE{Ho|At MM S l=fgiL|Ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4

13



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA| HAHBLICE boot recovery -partner



7| 27 2F U Z1 HAIXIS] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2det HighdstEl 3.

5. XHS BHBt0| HIZHESHEl A ChA| EHSELIY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp=E HIEFRLCH"

Alnjot 28 0|C|0] 222 NetApp 2= 2t - AFF C30 3! AFF C60

AFF C30 EE= AFF C60 AEZ|X| A|AEIQl 1M @ A0 ’SOH?t HHMSHH o7t ot BES
NetApp @2 BtESIMA|Q | "SE diet 51 H|" XtAISH LHE 2 H|0|X|E & XS K.
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

o
i

__I.I.

I3 ZZ - AFF C30 2! AFF C60

4

=l 0jC)of - 4
S 0|Ciof 45 27

HE 0|0|X|E #3522 5762 H USB E2I0|HE AFE5I AFF C30 EE= AFF C60
*EEIII AAEIOl WA FE O|C|0{0f]l ONTAP CHA| A X|SHOF 2HL|CL NetApp X[ AFO|EOf| A
XAt ONTAP 27 0|0|X|E CIRZ =510 USB E2t0| 20| 2 ASHofF BHL|CE O|HA| Z=H| =l
USB E2I0|HE AIESIH S E A6t A|ABES &5 AEfZ SRIeL[CE

A|AEIO| ONTAP 9.17.1 O|&f0i[A Al Sl B CIZS MESHMR. "AIs 28 =+ 24,
AlZsE =7 27 AMYE dEotl, ZIEEE S=2ot, £E DIE|0{E WA|st, USB EEI0|EE AFESHO]
O[0|X|E S¥otn, ARt 32 Aot dFS LA HESHMR

o "2 0|Co) 27 Al AR gL

S 0IC|o] uK 27 ArgE dESLICH

dE AEZ2{0|A Aolict £ E DL/ E A7t wA| £E D|C|o{E EX[et THZ USB E2iA| =210[E2 5
AE310{ ONTAP O|0|X|E H&ELICE

e "=3 0|0|X|2 2Ll

USB =2t0[=20j|A] ONTAP O|O|X|E REot1 I A|ARS S Ch2 2t8 HaE gLt

e ot S8}

ONTAP EE! M50 A

=
=

i
2HLE 7| 22|X} HO|L} 2 F 7| 2E|XHE S SL(C

9|
—

"XIOH 7t YAMTH HES NetAppl 2 HhetetL|Ct”

=]
]
71E2 o MSE RMA X|Eof| 2 E 2 QFIH Zdst RES NetAppf| HHergfL|Ct.


bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

> 28 0|C|o] 57 Q@7 AtE - AFF C30 5! AFF C60

AFF C30 EE= AFF C60 2 E2|X| A|ARIS| HEI O|C|0{E LA|SH| M| 43Xl wHE ¢|st
L4 QS TESIEX| ERISHAMAR. 047|01|“ MEot 2F9| USB S2iA| E210|E7t U =X
2|0 SHEE wH| 28 K7t J=X| 2QIst= Z10] ESHEIL|CE.

USB Zzi{A| E2t0|E
* USB Z2iA| E2}0|E7t FAT32Z EUME|R=X| 2SI 2.

* USBOI= LtE22 MEY = A= F=2¢t MT 80| A0{0of &LIL}. image xxx.tgz T,

rr

oh =

S ASILE image_xxx.tgz LFY S USB Z2HA| E210|E0f| SAFELICt. O IU2 USB S2iA| E2H0|EE AHE5}0]
ONTAP 0|0|X|E H&e MRE' Lfct.

T8 @A uH|

Aot 14 QA NetApp OlM HSoH wH| 74 242 WAISL|CH

ctg b
2E 0|C|0jS RASHE o LR @7 AS AES S 5 "Hel 0[]ofof M 2eet 7| X U AEE Holgt|ct
"a3sfiof BHL|ct

>3 2El 0|C|o] 570 cHet Yot X[ <ol - AFF C30 %! AFF C60

AFF C30 E== AFF C60 2 E2|X| A|ARIC| H|0|H HotZ FX|ote{™ &l O|C|0{0f|AM izt
7| X|¢ 5! MEE 2+°|0H0r 2ILICE. ONTAP H{ZO| NVE(NetApp =25 %*szer)a X|&st=X]
gholstn ZHEEHE S =617| ™o 7| 2|XH7 2 MEfQIX| =helgtL|Ct,

1EHA): NVE X| 2/ S QI3 SHHE ONTAP O|0|X|E CI2ZE5HM .

HEl 0|C|0f WH|E 2[5 SHHE ONTAP O|0|X|S CHREES 4 QIE 2 ONTAP HZH0| NetApp £ SS3HNVE)S
X[ ASt=X] 2l5tM| 2.

ChHA|
1. ONTAP HTO| &= 3tE X[5=X| &I5tH Q.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL 3¢ S2{AE HHEO|M X|HE|X] gt&L|CH

2. NVE X|oj w2t HE3$t ONTAP O|0|X| & CHRZESHM|R.
° NVEZ| X|l|= ZAL: NetApp Volume EncryptionS AF25t0f ONTAP 0|0|X|E CI2ZEFLCE.
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° NVEZ} X[ JE[X] 84= B2 NetApp =& 2=t 10| ONTAP O|0|X| S LI2ZE5HM K.

@ NetApp X|& AIO|EON|A ONTAP O|O|X|E HTTP £= FTP AMHLI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| It 0| T LBfL|Ct,

2647: 7| |t AfE SHol 5l 74 uhey

SAE ZEERE ZRo17| Mo 7| 2K LM S SISt LT HEE WM Q.
T
1. AJARIOIM ZM3HE 7] B XIS golgtL|ct
ONTAP H{HQIL|C} 0| BFS HAHLIC

ONTAP 9.14.1 O| A

security key-manager keystore show

* EKMZ AHE5H mrM O] HE S20i| EA[ELIC
* OKMZ AHZ5HH oM O] HE E20f| EAIELIC

* 7| 22Xt AHE|] UK $O™M No key manager keystores
configured BE Z=0f 0| EA|E/L|CE.

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKMZ At23IH external 0| HE £210|| FEA|EL|LC.
* OKM2 AFESHH onboard 0| HE 20| EA|ELILCY.

© 7| ZE|XF HE JAX| R2O™M No key managers

configured & £20|| 0] EA|EL|CH

2. N A=) 7| 22| X7t M0 A=X| o R0 Wt ChS & SHtE S

7| 2E[X7F EEX] 42 B

7| 22| X7t 4 E H2(EKM E= OKM):
a. 7| 2Kl M 1F 7| SEHE EAlS2H CHE 2| BE

security key-manager key query

b. £33 HESHT 23 HLISHHR. Restored F. 0 B 7| Z2ITHEKM Ei OKM)2| 915 7|7t ¥Bxo=
S2IE|HET| O RS LIEHLIC

3. Fstel o H2[X FHEO| w2} MESH BAS 2RI Q.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|7t EANE= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EAISHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| M5 NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE QS 7|0 CHsH.

a. BE 7|7t SAEH &dE HEESHE Mo S2otn S EXE TAY + ASLICE

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
S y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRsLCL

ii. 22X} 2EZ S017}7|:

set -priv admin

19



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FEE 2EE 7| 22| Y= E Y R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

d. BE= 2F 7|7t SYUEU=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELICt onboard .
e. OKM ZEE MM 2.
L ng Het BEEZ Met
set -priv advanced
S y AlE3IEt= HIAIXIZF TA|Z|[H.
7] e W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| EA B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

—
S O|C|ojol M Lot 7] X[ 8 HEHE 2ttt = Ch28 "HESRE S LI =Jslof ghL|Ct.

S 28 0L 21 E s ZHEZ2{ = - AFF C30 5! AFF C60

S el 0|Cj0] 27 TZNHA
C30 EE= AFF C60 AE2|X|

YKot A AH HHES 7XIOHH AFF

>->
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF HA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH HZof| QLojof BtL|CE BN XIgHstr| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt

E
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olgol 22| AETE Rli= 22 HHO| RU0{0F [T 22| AE7 A0 ZALT S HES2{0f
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager
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This option must be used only in disaster recovery procedures. Are you
sure? (y or n):
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Lig2 20 d &Lt



34

—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
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AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
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AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|K.
231 TZMAJF AZE| D CHS HIA|X| 7} EA|EL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 22 XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

mjo

A&t



10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 220 Ot HAIXIZ7E EAIE| =X 2I5th .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E = BtL|C
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1.

12.

OlN| ZEZEES HEAL|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HE 7k HIAIX| glo| SRAE ZEXET} WEELICH S|2t0 Mufste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 287t 285D S7[3t7}
NZHoE A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIALR| SIS,

security key-manager key query -restored false

O| 2 ZuHE HHatolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8! IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

[m
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EA|=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP M| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 5|3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



OlN| ZEZEES HEAL|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

Mot

Mslst A

o -l =

o ol.
2 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T
2 O|C|o{ol| M 2otE /et 2 CHEE "220| = FE2 NetApp= HreteiL|Cra=sliof gLt

2 NetApp-AFF C30 2! AFF C60= HtatetL|Ct

J>IHI:I

FF C60 AE2IX| AIAgSl 74 920 Fojst sl Bopot Lust w58
SHAIR . "SE Hheh 9l D" KNS LHB S HOIXIZ AESHAIR.
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MA| M| 2/ 3EZ2 - AFF C30 3! AFF C60

WH 27 AE HAESI, HEEHE SEotL, MAIE wA|StI, A|AH ZHE5 2 2Holsto]
AFF C30 EE= AFF C60 AE2|X| A|ARIS| MA| WHE A|ZISIMAIL.

[
MAIE 2HsHE £ 2+ PQ% S0 OF gLt

e "MAIE LA ct

MA| WHlofl= E210|E 3 EBO|E B E, AEE(TH 35 ZA Zet) U HI-S S4E MAIOIM M AHAIZ
O|Sotn & MAIE &4E MAI2t SLE A A MAIZ B = X0 ZeHE LT,

o "MAl 2HE tEEL CH

MAI2| HA HEHE 2flstn o7t LSt £35S NetAppOf| HHEtetL|Ct.

MA| wA| 27 AF - AFF C30 3! AFF C60

AFF C30 EE= AFF C60 A E2|X| A|ARIQ| MAIE WA|ISH| Mol d3X 2l iAo Est
M2 EF PEII SOISINR. K47[0l= A|ABICI CIE B E M QAT HCHE A SsH=X
etolstn SHIE WA MA|F st =7t Q=X 2elst= 20| ZghEL|Ct

27
|

Q7 AR
© WA MAl= &4E AL S Yot ZE0|o{of BLICE o] Mxt= H2|0|=5 <[t 0| OfL|2t FAFSE WHE
Qlst ZHL|Ct
* AEZ|X| A|ABIQICHE RE M AT SHIEA| ZhES6iof gLICH JEX| 42 Z 2 0 HXHE Al&str| Mol o
F 9|5t AR "NetApp X"

D2 At
* MA| A FALE AAE STE LOLICL 2 E FRIAE(S FR, T £ E S2{AF2| AH|A SEo| Y
SIZE|D B2 STho] SE HelLCt,

AERX] A|AHIOM X|St= EE HHC| ONTAPO| AHA| K| HXHE ALY 5 JELICH

MAl wA| Zxt= HIE, =210, E20|E BEo = 8l ZIEEEE M MAIZ 0| STt 7o A 2| ASLICT

Ch= BHA

MAl Wi 27 Arets HESH = RS XUS +As0F ULt "HEZERE SERILICK

dlo

42


chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

AFF C30 5! AFF C602t Z2 HEEHE S=8L|Ct

AFF C30 EE= AFF C60 AEZ|X| A|AEIO| HEEHE
WAl Al A|AEI O HE FX|ELICE

OB

=510 Cl|O|E] &4 S X5t MA|

Ch 2SHAHE MH|AY f Fo S=0f TS XME LHIER2 2

0| BxH= 27 LE FM0| Q= A|AHIS 2|8t ZHQlL|
MAMOR ZRoty MRS ALICL 8iZ 7H0|= - NetApp 7|& XHE".

kl‘IOI.AIA|9 "AEEle Al)\ E|

mm
Jal
)

« A|AE
o X7t B £HEBILICH"A| AR AEH HA"
° ONTAPE A|AHIO| AZH ZB|AZ HT3|o|=FL|Ct
o D& B{&A "Active 1Q Wellness 2 3 (" A|AH 14 Q49| LEDS Z2 ¥ A|AHIN U= ZE
a2 7|28l SLct.

S AE0| 235t LE 2H Z£ A0S0 W E/2ES AHE5I0] S2{AE2| 20| A

4. AutoSupportZt &
HEAlELCE.

mM
Fm‘
oX
40
X
o
|>
0=
0%
mjo
12
=
Ot
k=
:

glo| @metolo] & AOR ol &&= 7|7t
system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AE =9 SP/BMC F4 Ald:
system service-processor show -node * -fields address

6. 22{AH HE SEYLICL
exit

|T EHAS] Z20]| LIEE 29| IP FAE AFE3I0] SP/BMC over SSHOH| 2121510 T M2tS
St

ZE/AES MEdts B2 St S AH 22X XHE SHE AESHH 7
8. &&rEl MAlo U= 2709 =EE SXIFLIC

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
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true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F &= SnapMirror 7|4 SHAEHE ALE%t= S2{AHS B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIE|H S2HAEQ| 2t AESS0)| T3l *y * S LASLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. Zt ZAEE2{7t HZE uf7tX| 7|Ct2l & LOADER ZEZEJ HA|EL|CH,
C+S CHA|
ZHEERE Z2% 20l E SYsHOF "MAIE wARL|CHgiL T

MAIE wH|ELICL - AFF C30 % AFF C60

StELI0] Zoi2 QI AFF C30 = AFF C60 AER|X| A|ARIO| MAIE WH|SHMIR. WA
o= HEER] M, E20|E MA, wH| AHAl ZX], Al 718 Q4 MEX7F ZeELICEH
o Ztejof] Ha

Ut A2 AEE[X| A|AH QK| HEl| BAS(IHEH)E HM 2 B AEEZX| A|ARIE SE[He= #HE &+
USLICE SSHE AHESHH BMCO| 2215110 HHEE AHSLICt system location-led on.

AE2|X] A AROE AR C|AS20] i 2ol 174, 2t AEE2{0fl StLH4 3702| #IX] LED7 /}ELILE. fIX] LED7t
30 S AXM UASLICE.

system location-led off U&LICL. LED7} AN J=X| £= THH
X 2 22 BES st LEDS MEHE 240l = system location-led show UASLICH

1EHA): ZIEEE S MA g Tt
HEEE AL AEEE Lo 718 R4E uAg o AHA|0M HESS S FAHsHof gL|Ct.

AlZst7| o

AER|X| A ARSI LHE RE T+ 247t M2 HFot=X] &S AL. MU= ZS5HX| ¢h= 2 0 BXIE
A&SE7| Hofl off 225 AL "NetApp A"

k>

AE| FHEZ2{0f A NV LED7} A QU=X| 2QIstL|ct.

NV LEDZt 7HX|H C|AH|O|FO| = =0 £4E HEERE QAT MAY 5= ASLICH

NV LEDZ} ZZHi0| = HA(=) CIAH|O|AO| TId S AILICH NV LEDZt 7HE mi7tX|
7|Ct2OF BfL|Ct. T2{L} 52
"NetApp X|&".
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(2] | MES ABX OB YA FYWON HESRIS 2alYLCt
#HES | WE0| HES2{0|M HIZZOR £[0f Lot o] SATLICE Al
TorTIMAIR.
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2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olgol 22| AETE Rli= 22 HHO| RU0{0F [T 22| AE7 A0 ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAE= B &4E ZESHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S AL S|t

* MetroCluster 7+ AEf7} THEFOH LETL AR 5! FAN AE{QIX| =Helstof gL Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

A4E AESI EARE D29

A2,

AAR ZEDE £E o HArsol AES0|N 248 HES2IZ QIStLE BXIBLICE
ZEmE(AAY %S )

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

2T ZAEZ2E NALIE
HEERIS UKLt HESY Lo T4 Q45 WM E of MAI0M HESH S & HsHoF FLct

AlZtst7| o

AEE|X| AARIOILHE RE T+ 2471 M2 HFot=X] st AL. M= ZS5HX| ¢h= 2 0 BXIE
AZSE7| Hofl off 225 AL "NetApp A"

e
1. 2AHEl AE E2{0IlM NV LEDZH HR QU= Sholgt|ct.

NV LEDZt 7HX|H C|AH|O|HO| 2t2 |0 &AMEl HAEZEHE QHHSHA MAHY & JASLICH
NV LED7} ZH0|= 32(=
7|Ct2{OF gfL|Ct, T2{L} 52
"NetApp X|&".

NV LED= ZIEE2{9| NV 00| 2 FHoi| A}ELICE

0.0’0’0’0’0 0, 0%0%%

A ANNAAINSL AANS
0:0’0’0’0’09 o’o’ij
ooooooooﬂ

POL00000%

132585

Vs 1Kz
‘a'mn

10101

(1] ZIEZ2{29| NV 00| 2 % LED

x| 3 FX 2+ BAE +HS5= Setol= o A5 HXIH HEE "X &5 AEMS

o O —
(D #estdAe. = ESD o TAES H2X| oM FESe| S, AS2|X AT U YEYS
At EPROE AME & YAl

-

87


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

29| K|7F elE LIt

Hel

oF
T
B[N
A
o

Bl

AC PSURIL|Ct

o SLICt.

S
o

FEEEIME R

e

b. PSUOIA &

L|Ct.

=2
= =

TLE HYE{O|A LIH| LA} 274
FCcEwME A

B

Al

a. D-sub DC

DC PSUQIL|Ct

ol SLICt

S
o

e

b. PSUOIA E

Nl

s= 2o FLCL

b3
A

HAHE mf ZIESS HS(AES2{Q| AZ0f|M)2

EERE

fO| “IHELICE A%

-
[=)
o

O] ZEEZ{0|M BIZZC = F[0] Lo} X

Il

o

MA[Of| A

=
=

* AEE2 StEE XIXISHHM HEER

BEHO| s5LIC.

HO = K[ZL|Ct.

LHIZ (Y Foll AZ) =

foz =o] ZEE2 EHE A Ch=2 FHE ELIt

HIS
(=R

ZO| LIAHS AlA| gheh

4. 2

88



3CHA: ™

fjo

DAHEHLICH

WS DHSIE Toj7t LAt WS Halstn M MOZ mHBLIC
MK U Q|24 HAS 2ot SOl 34 BT Ao HHE WK £2 AEUS
(D #8shuAL. Hmet ESD oY ZX|S 12| QOB HESR| S, AE2|X| Mx I HEYS

AQIX7t YO aaE 4 UgLCt

—o =T M

|

e

3

iy
Al

fl/ ;.//

3. WHIE WS 7Ho|=0] St LU CFS ™ AHUE T 23000 2bHS| ZHAHE Wi7tx]| ok 2 =ELICt

AT ZIESE 2EE 1)

%
s
I
i
n

od
O =te1oi| CHaH
Ch2 222 HESEE MEXY il AEE HS(HESE Q| /EF0M)2 2SS Ho FH, LIHX| HESE] MEX]
HHAE Qo X2 AL E £ JASLIT

89



0 <

H )

< =

ojn il

i ol

o =

i o

T T

w w

™ ~ e
o- =] m
R0 ol =
e o3 o
o = RO
—~ N M
GH = =
T = [
g 9o 23
2 o1 =
Hr oH T
ofu il m
Ul s

5 ] .ﬂ.n
T g0 KO
i Tl =
w = _._._
o < (4
& . I}
Ho oT mujny haY
1l 0 o ok
o ml MU Okl
T U u X
S NMToom
wE - o1 T
T o ofl o1 Hr
T 1H o = ol
ul = un = i
w~ oF T .

Fo2 = ZYLICt.

HIS
S o

AlA

2 EHE E1 LIH|LIALE

HES

A YUSHA| DY AL.

MAIOf| 2+

=2
=

XIA7F S W7kK] ZIEEE

o AEE27I MEEEH HF0M 2& HAXIE ZELICH

TEE AZSHA| DA L.

Hel

£ #Alol=0ILt

ol Ct

®

L|C}.

k

joll
Krr
KO

I

I.

Bl

.I

&
ol

I

MAlo]

HE

M
w|

™

| +=SLICt.

ch

7FSHR| OHYAIL. FHHE 7L 42 = AFLICEH

fLICH.

bkl
S H

2|0 o2 XXt2|o| 12

<
KIr
1

L=

NN
ST

= ST Ao 25|

Hel

| ZHEEEZRE

Ol

ERy

M-t

K0 o2 HEEHE

5. m

90



6. MY I35 FX|(PSU)l| MY TES CHA| HZERLICH

PSUO|| M0| CIA| S 2E|H AEl LED7} =A40|0{0f BrL|Ct,

CiA| HESH= E2... J8H. .

AC PSURIL|Ct a. M@ IE

DC PSURIL|CH a. D-sub DC T¥ ZE HYHE PSUO| HZSLICL

b. LIH| LIAF 27HE &0 D-sub DC M@ T E HUEE pSUO|
nksk-i{Nia3

7. &NE HES2S CHA| MAISH] HA HSOR HEaLch

'Storage failover #tgt - ofnode_impaired_node_name

storage failover modify -node local -auto-giveback true
9. AutoSupport 283tEl 22 XtE AH0|A MHES S(AH siH|)ELICt.

system node autosupport invoke -node * -type all -message MAINT=END

5EH7A|: Fol7t Edot RES NetAppoOf Hhet

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHtefLICt, "S5 Bhet 51 A XM e
LHE2 HIO[X| & HZJHHAI2.

U= s
/10 2 & SX| 22| 7R - AFF C30 %! AFF C60

AFF C30 % AFF C60 2EZ|X| A|AHI2 HEQZ HZ 8l M5 M2 sl 110 2=2
o|lE

SFSIAL uAHE = U= FEHES HSLICH HESRZR 7|sS Y220 =5t Lt Zolot
Lot ZES HWELY M 1/0 223 7t 28 E= WHSh= A2 E+H YL

AE2|X| AIAHO|A FOI7} A 10 BES S S T 02 99 /0 ZER N 4
ABLICE AE2|X| AIAHO| ST 97 A2 EF0H= FL S2AE(S HAIO BES HAYE 4 AL w3t
AHE THs 8t £20| Y= AE2IX| AIAHO 0 BES X718 & YLIC,

rot
=)
ogt
10
)
H

- U REE FofELh

=8 ZES F/I6IH SFY0| JHME|0] stLte| Y& BE0f Foi7t L= AEE|X| A|A-O] A& 25T
[e] |:|.

91


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

SHI/0 2ES S5 1/0 DER 3 A0 AE|X| AIAHS HHO| S MR ZAY £ YALICH
AYS A5 IS 2USHK| QDT ARELICE

O] MXIE AtEStHH AER|X| A|ARIO|A ONTAP 9.17.1 O| A4S MRHsof 5 EX A|AHR @7 AletS
S0 0oF LTt

Yozt e diet YEH IS WASIH AE2|X] A|ARS XX AF HEiZ 57 4 AFLIC

2= 2 =(AFF C30 3! AFF C60)= 7t2LICt

AFF C30 EE= AFF C60 AEZ|X| A|AHEI0| /0 BES 7151 HERI HZES 43t
AAHIO| HIO|H EcliTl H2| 7|52 SEGHAMIR.

UAAHL ZE &R0 &

I'_>."_

S| M El B2 AFF C30 3! AFF C60 AEZ|X| A|AHIO & ZES

S,
LR A2 AEE[X| A|AH QK| HE} BAS(IEM)E HM L2 dhe AEE|X| A|ARIE SE[XHo=E #2
SLICH SSHE AHE5t0 BMCOl| 201511 HE S UAYLICH system location-led on.

AE2|X] A ARO= ZAAF C|AS2]0] i 2ol 174, 2t AEE2{0fl St 3702| 9IX| LED7 A{ELILE. fIX] LEDIt
302 S AN UASLICE

system location-led off U&LICH. LEDZ} AN J=X| E= THH
X gf2 32 BES LS LEDS| MEHE 2Qle = system location-led show UAEFLICE.

92



S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,

M 2: MetroCluster 74

4 2:
YEl PESRS SRote Y FES Hef2 Holot, I
E2[xo|H HOIEE Al NB 4 Y= HES2IS

" =E7h 27 Olg9l 22| AETE Rli= 22 HEO RU0{0F [T 22| AE7HHO ZALT S HES2{0f
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Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| E2XIE o ZoHoF LICHEZ)
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* MetroCluster 7+ AEf7} THEFOH LETL AR 5! FAN AE{QIX| =Helstof gL Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

s

—
—

HEES{7 AL

Wl
<0 OF
41 |0

EERE QAL SXIELICE

gl

ALE]
O -

jof fr
o0 ol
14
H o
w| ©o
H <1
o <
E_E
0 HI
<| Mo
< HI

storage failover takeover -ofnode

impaired node name -halt true
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storage failover giveback -ofnode impaired node name..

7. 0| tHA|E HH=3}

8. He dEio HE

o

m L
ul
il
[
Im
M
i
=2
o
M
i
Ha

=S F7HLIC

2 2E0M X3 et SH:

storage failover modify -node local -auto-giveback true

9. AutoSupport Z-d3tEl 22 XtS AH|0|A HdS S (AH sHA|)LICH

system node autosupport invoke -node * -type all -message MAINT=END

TS| YT A AR UEH 2E
71E UEH ZES HASD A &
AFLICE

Of ZhHofl CHaH

AT AT AL A RIEH
AlL2[

NIC-NIC(E %t ZE %)

NIC-NIC(EE #=7} CIZ)

S
2
24
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DES AXI5te A KT A|AH0| UEH 2SS FItH
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P

7tet7| let ChE AlLI2[2E O|3H3HOF BfLICt.
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a UEH DES £R9| 7HEAt2|off SESLICE
b. /10 EES &R0 E=8A Yo @10 DES HYEOf| SHIZHA| T EX| SISt Ct
Q|Zxo| EH T} LIH|LIAIE AFRSI0] I/0 RES Lo I8 4 &Lt

C. LIH|LIAME AlA| WEko 2 Z2] ZQL|Ct.

S. XI™El ZKof (= RES AHO|EE HATLICL.
AEE|X /O RES MXISH 2 of MHEI CHE NS224 HITE MX|5tD HATILICE "St 0= YIZ="

6. /0 2& 22| 3 MX| TS 2t=2st0] HEZ20| =7} 1/0 2ES FIHELICH
7. LOADER ZEIZEQN &A=l ZHEERE MEEIBLICE

ozl HAEESHE MEESIH /0 2= 3 7|t 74 24 % CHA| ZX7|=HELICEH

8. &ME HEESEE CHA| EX|5t0] ot SR = SEILICH

'Storage failover 22t - ofnode_impaired_node_name_

0. MY HEfjo] AEZZ 220iM XIS et S

.

storage failover modify -node local -auto-giveback true

10. AutoSupport 243tel 22 XtE AH0|A MHES S)(AH| si|)LIC.

system node autosupport invoke -node * -type all -message MAINT=END

1. NIC ZE2 MX|3t 2R 2t LEQ| A2 REE  network 2 X|™EHL|CH.

storage port modify -node node name -port port name -mode network

12. THE ZHES2{0l| T3l o] HHAIE Hh=etct.

—

/10 2& 3t A2 - AFF C30 3! AFF C60

DE0 QEFE7I dHlst 0 AEE|X| A|AEIO| 2= ONTA
C30 EE= AFF C60 AEZ|X| A|AHIN| A Ethernet I/O

/0 2E2 3t A5t AER[X] A|ARO] ONTAP HZTH 27 Aret
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DES FH[tLhE, D DS St ARG, WM RES 221Q HEiZ S, ARS|X| AA™SE Y EHS
HEfZ S0t 2 NEL IS S NetAppOil retetL|ch
O Zte10i| CHaH

* /0 ZES 3t AYSIH Ho7t Lot /0 &S WAISH| To| =5 EHO|ZAHE +dY LRIt glELICH

* IO E=S St AYY W= SHE HEES IO & 3S HESHIAIR
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2CHA|: AEE[X] A|AR Sl /O 2E £RE FH|ELICH

o7t 2ot /0 RES ATSH| HAY = ALE AES|X| A[A-D /O 2E &R FHISHIAIL.

ChA|
1. HESHA "Rt

2. TOHTH LB I/0 ZE0IM #HO|2S 2ESHAIL.

LEZS0il Of ZExtofl M St ZEOf| CiA| e 4= JAEE #|0|S0f| 2HES X|HSHAL.

I/0 =0 LF 7 L oF SLICHRZEEZL =3 OH2 MEH0{OF &),
M0 AN OpX|Ho = AFdh= S AF ZETJL ZotE 0] )
@ HIO|22H 7} EB|HELIC,

3. AutoSupportZt ZAM3tE H2 AutoSupport HIA|X|E SE5t0] XH5 AH|O|A MES AX|RLICE

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

Ol S0, CtZ AutoSupport HA|X|= 2A|2H St XIS 70| A WE S AL/t
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. AE2|X| A|ARIOIM M F2l ONTAP HT ! AE S MEfo 2} 2Rst 3R XIS Brets Hlg-getstuct.

ONTAP atef,.. s
B LIt
071 EE  2MEFESR} BN UESAS KNS B2 T
9.18.1RC =R NEETEEE
a £NE FESR|o 2a0M 1S BYS
YEBiLict

storage failover modify -node local
-auto-giveback false

b. ol
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ONTAP L L s
HHILIC

9.181GAOIA O 3= AEZ2II (502 RS 22 H[EAS
THELIE Q4o H2

storage failover modify -node local
-auto-giveback false

b. 2sICt y XS =S HIZGSSIAIRE LM
?_2h= HAIXIZF EA|=H

9.18.1GAO|d FZEE F—1 BE /O(HOIH MZ)E L= HAZ ol St

o. FoH7H LSt /O RES MHIA0M HASHD MRS HM ®AH FHIE LTt

system controller slot module remove -node impaired node name -slot

slot number

—

b. QIZBICt y ALSIAIZSLIN?_BHe HIAIXI 7 HA|E| S

OIE S0, O3 B2 L= 22 e HEER)2 &% 40 U= Zofvt liet B3 MAY = A=
FH[St1 M = QHHSHLHE HIAXIE EAIRLIC

node2::> system controller slot module remove -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be

powered off for removal.
Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. Zoi7t Ylst 1/O EEC| MRUO| THAN U=X| EeletL|ct,
system controller slot module show

£ Z0ol= @77 2ds REN Y &8 H20l| tholl scatus BOll "powered-off O|(7t) HA|=|0{0F gfL|Ct.
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3. WHE 1/0 2=

ROl 7tEtE|of SEELIC.

b. IO ZES £F AR ZHATA Lo E1 /O Z=0| HHE| MHZ 7| M =X &lstM K.
19| Mt REXRO| HX|LIAME AESIH 1/0 ZES 2O ES = ASLICH

C. LIH|LIALS AlA| etoz =2 ZYLCt.

WHE /O EES AHO|2Z HESHIA2.

ATHA|: WA /0 ZES 22 HEfZ HSHRfLICE

T,1/0 28 ZEJL NZHOZ X7|ote|QRE=X| Eelstn, 220 Mo

; =

B
WHE /0 ZES 2E1Q HEli= Tets
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SaE=X gelst L3z, 110 2=0| 2atel AEo0| 1 oIAlE|=X| StoltLit.
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system controller slot module insert -node impaired node name -slot
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slot number

b. UZISITH y _AIKSIAIRELIN?_Eh= HIAIX| 7} EAI=H

g S0, O3 BE2 LE 2(EYEl HAEED)2 &KX 45 22412 Hetstn T2 M AT 43Lts
HIAIXIE EAIELICH

node2::> system controller slot module insert -node node2 -slot 4

Warning: IO 2X 100GBE NVDA NIC module in slot 4 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y’

The module has been successfully powered on, initialized and placed into
service.

2. 1/0 289 Z ZETJ IO XT3t U=K] &QISHIAIL.
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event log show -event *hotplug.init*
()  mast el goiols ¥ EE )80 3 2 B AR 4 AL

=H0|l= /0 BEQ Z ZEJI MZXHOZ AFE|AUSS LIEHHE= 8Lt 0]AH2| hotplug.init.success EMS
O|HIE 7} HA|=|0{OF EL|Ct.

Ol S0{, Ct=Z £H2 110 ZE edb X edal] Chet X[t d3MZE EHFLIC
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4b" in slot 4 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e4a" in slot 4 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIR.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 2 £20| M0| IZE1 EE FH| 7 AR E|R}=X| SOISHMA|L.

system controller slot module show

o
10
ot
=

=3 210l= &% HE7t “powered-on'=E HA|E|0{0F 6tH, O|= 1/0 2= %S FH|7t H2EUS

system controller config show -node local -slot slot number

/0 2=20| §SH 22 21! Ef7t =0 QUM EH EH0fl= &R ZE FEE et /0 2= HEt
HEA|IELCE

HE S0, X 40 A= 110 2=2| R LIS AR 20| EA[EL|CE
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node2::> system controller config show -node local -slot 4

Node: node?2
Sub- Device/
Slot slot Information

4 - Dual 40G/100G Ethernet Controller CX6-DX
e4a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
ed4b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

| .

AER|X| A ARIS HAAHE MEHZ SstH (ZRO0 w2t Ho|2HE HEEZ{o| AER2[X|E gtetstl, (o
Eof Y=X| 2olst, AutoSupport XHS #H|0|A MM J|5S CHA|

oA

|

1. AEZ|X| A|AEIO|A Al

Sl ONTAP HT 1t AEE2] LEfof [ef 2o 2l l4=Fl ZIEZE{0] A
AE2|X|E et XtE Hhets SEELIC
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ONTAP ohok... J2{HE..,

HE UL CH
9171 E= SME HAEZRI YN ZHEERE  a AEZ|X|E fietslo] A ZHES2E MU &5
9.18.1RC XI5 EHO|aHTt AL AE|Z E|S2IL|C),
storage failover giveback -ofnode
healthy node name
b. Zho{{7} wilol HEZ2{9| 220(M AtS Bets
=L,
storage failover modify -node local
-auto-giveback true
9.18.1GA0|d Ol otR HEE /I HSC=E a. AE2|X|E gretsto] E|O| A E ZIEERE Ht
OIEHE Qo 3R Ztz AE| 2 E|S3IL|CE

storage failover giveback -ofnode
controller that was taken over name

b. Qlagl AEE2{0| 220l XS vrEte
=gt

storage failover modify -node local
-auto-giveback true

9.18.1GA 0|4 E ZEEZZ 2& |/O(HIO|E ME)E Ct2 A Z o|sEL|Ct.
Adstn JAELICt
2. =2| QIEH0]A T} = Mt] 3! ZEO0f| CHdH 'network interface show-is-home false’2t= 215 st=X| 2lgtL|Ct

LIF7t FALSEZ HA|E|H S LIFE & ZEZ E|EZL|Ct network interface revert -vserver *
-1if *

3. AutoSupport7t ZMatEl 22 XHs A0

|>
%=
x
Mo
J
0
_0'_|-
-
iul

system node autosupport invoke -node * -type all -message MAINT=end

6THA|: Zhol7t LTt HES NetAppd| Htet

9|'59f 2H MEE RMA X|EHol| 2HE 2 @77t Zdst RES NetAppOf| BHetefL|C, "5& Bhet S A KA e
LHE2 HIO[X|E HZoHHAI2.

°l£2 RE(AFF C30 2 AFF C60)S mA|tL|ct

DE0 F3II 2MSHALL O =2 Ms0|Lt 71 7|s II%WI Sl %*"31I0|E7r e éf
Z<L AFF C30 EE= AFF C60 AEE|X| A|AEIO| |/O E 2 WAIELICt nXN| BXts HEEH
=g, Mo 2 /0 2E M|, HAEEY MEE, J2|n I*OH HiM HE32 NetApp Ol H*é =
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Hgoz A ELIL

AlZtst7| o

AEE|X| AARIOI CHE BE 74 Q47 SHIEHA| 2SoH{of LT J™X| ¢f2 Z 0| »XIE Al&5H7| Hof o
SIS AIL "NetApp X[,

O =i CHaH
RS AR AER[X| A|AH QX| HE} BAS(IHEH)E HM LS dhe AEEZX| A|ARIE SE[Ho=E #E &+
USLICE SSHE AHESHH BMCO| 221510 HHE AHSLICt system location-led on

*EEIXI AAE0= =X LA S 0] ol 17H, 2t ZAEEE{0] Stk 37H2| (X LEDZt AELILt. 91X| LEDZt
302 S AN UASLICE

HHZ UGN 0|2t 7|52 A 4= system location-led off UYESLICH LEDZt AN J=X| E= THAH
UEX| SASHK| A2 22 HHE 2SI LEDL| HEHE &Y & system location-led show USLICH
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF HA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH HZof| QLojof BtL|CE BN XIgHstr| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt

E
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olgol 22| AETE Rli= 22 HHO| RU0{0F [T 22| AE7 A0 ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAE= B &4E ZESHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S AL S|t

* MetroCluster T+ &E{7} PHEUACH EJH AFE 2 H & HEHRQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt
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storage failover takeover -ofnode

impaired node name -halt true

L|C}.

I.

Loader ZIETEE FA|E

parameter=

-halt true
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b. 110 252 &R0l FEEA 20 1 ZES FHUIE|0] SHIEA| TEM=X| goletL|ct.
RIZ0| 1t LHH|LIALS AFSI0] I/0 25 Ol E2 = ASLICH

C. LIH|LIAME AlA| B2 =5 ZYL(Ct.

4. 1/0 2=0i| #Hlo|2S AZLICH

/0 E=E Aol 20|= ZEECE MFEEHOF LICt.

EHA|
1. LOADER ZEIZE0|M HEERE KT

om
|IOP
-
i)

()  euszEseis yegse 10 28 % VI8 24 Q4% CHA| £7]stELC

2. 2ME| HEEZE CHA| AX|SH HA ZHS 0 2 £|S2IL|C}

o o
'Storage failover 22t - ofnode_impaired_node_name '

3. Fa MEjo] AEER 2E0|M XtE Hhet S
storage failover modify -node local -auto-giveback true

4. AutoSupport?7t 2M3tEl 2 AtE A(0|A MMHS SBLICE

system node autosupport invoke -node * -type all -message MAINT=END

4THA|: ZHof7F Y5 2HES NetAppO| Bhet

7|E9t 2 MSE RMA X[ &0l BHE 2 QFIH ZUst RES NetAppof| BHtetL|Ct, 55 BHet 5 K[ XA g
LHE2 HIO[X| & HZSHAI2.

NV H{E{2| - AFF C30 %! AFF C60= L A||SL|C}

HH M= SRt AAH- OB E EE5= % PE NV BHE{2|= BiE 2|7t ST S
AL DELIH AFF C30 EE= AFF C60 K& A|ARIS| NV HHE2[E wH[SHMIR. WA
ZIZN20E &dEl ZIESSE NN, HESR &2 % 1745t 2, NV BHE{2[E wA|ot,
ZEER Z=S LhA| EX[otl, QF7F &t EES NetApp 22 HHetdh= 20|
ZotELCt.

rulo

AlZfoto] Fof

AEE|X| A|AHIQICIE RE M QAT SHIEHA| ZHSo{of LTt O X| 2 AL o EAHE A|&6t7| Mol of
FOISHHAIL "NetApp X[&".

Of ZfHofl 3
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L ZL AE2|X| ALY QK| M) EAS(IRIM)S AN oS we AE2|X| AI2HS S2|HoR §g
UELICE SSHE AHE3to] BMCO| 2016t HES st

AEZ|X| A|AEIO|= ZEIR} CIAZ2|0] THEOH| 170, ZF HEZ2{0f| S 371 /%] LEDZF QU&LICH Q%] LED7}
30 S AKX AsLC.

system location-led off J}ESLICE LEDZt AN Je=X| E= THH
X 2 242 HHSE UGS LEDS| MEE &le &~ system location-led show U&LICH
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&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF HA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =0 SHH HZof| QLojof BtL|CE BN XIgHstr| Fof|
= =HIZ S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= FS Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OFZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CtZ HAIXI7t LIEILIEA yE FFLICt
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EHE HESI BAE = J2H...
32
ANARIOEDE = 4% HYHQ HEESH M &8 HEEZE AAISHAL K|t
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LICE,
2M 2: HAEZ2{7| MetroClusterdi| Y &LICt
2AE ZES2|E SRl HES2| ME|ES Stololn, Wt F9 YN HESR|J} 24F HES?
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olgol 22| AETE Rli= 22 HHO| RU0{0F [T 22| AE7 A0 ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHoll FALSEZ EAE= B &4E ZESHE S25H7| Toi| E2XIE o ZoHof LICHEZ)
"= EE S AL S|t

* MetroCluster T+ &E{7} PHEUACH EJH AFE 2 H & HEHRQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|12 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED S ZE0|M THE BB S YHSAMIR.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIEHE yE FELICt
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LICE,

2T ZAEZ2E NALIE
HEERIS UKLt HESY Lo T4 Q45 WM E of MAI0M HESH S & HsHoF FLct

AlZtst7| o

AEE|X| AARIOILHE RE T+ 2471 M2 HFot=X] st AL. M= ZS5HX| ¢h= 2 0 BXIE
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e
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