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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=bb4d91d7-2be1-44d8-ba18-afcf01681872
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5. 2. E 0|C|0{E HXt2[of FZLIch
a. RE O|L|0{E DiHEE Zo=2 SEL|C.
b. mztM HES =2 £ 0|C|o E0f| £7t2h2 51 22 0|C|0 £2 =2 Otet g HES F=ELICH
c. RE O|C|0E O2HZ +2HAM Mz FH5 HES S0 22 £ E 0|C[0{E MAt2[of 2F Lt

AH
6. 00l HEE E&LICH

3tHA|: 28 o|0|X|E R& 0|C|o| = MEELICH
MX|gt wA| 2E O|C|ofofl= 28l 0|0|X|7} gle B2 USB S:2iA| E2I0|EE AM2st0] 2&l 0|0|X|E HM&slof
283
A|Zst7| o

* X4 4GB 22| MBR/FAT32Z ZHEl USB E2HA| E2t0|2 7t QLo{of BhL|Ct

* EMEHESR 7 AW S0l A0t SUTH ONTAP O|0|X| | EAHR. NetApp Support AIO|ES| CHREE

MlMofl M s OIUIIIE CHREEY = ASLICH
° NVE7 AFESIEE MM E Z2 CIREE HE EAE CHE NetApp Volume Encryption@ 2 0|0|X|E

CH2 2=t C),

° NVE7Zt &M3tE|X| 2 32 CHREE HEO| EAIE CHE NetApp Volume Encryption 80| 0|0|X|E
CtR2EgL .

* A[AEI0| HA ¥Rl Z2 WIEH I HZE|0] A0{0oF LICt.

=

* AABIO| 57 A% AAOl S L EYI0]| 4

M EoHOF BfLICt.

r
ot

FERE AR var I A|ARS S7Y T= 712

THA|

1. NetApp Support AtO|E0f|lA USB Z2HA| E2I0|EE MESE MH|A O|0|X|E CHREESH SAFLICEH
a. AMH|A O|O|X|E MEQ| =t

He=

A S0l CH2 2 =8 LT,
b. MH|A o|0|X|9| &=E FLICH

WinZip2 AH25t0 netboot O|0|X|E Z=E5IX|

@ WindowsE ArE3t0| 2HXE F&E5= 32
g =& £ & Ar S8t

OMMA|R. 7-Zip = WlnRAR t &2 Ct
= 8|FE MH|A 0|0|X| IHYoll= S JHe| ZC7t Ql&LCt.
LS

= EFI

C. EFI EHE USB S2iiAl =210|E9| %[ 49| LA E2|0ff SAFRILICE.

USB ZalAl Sato|=ol= EFI EXet &AM AEE2{7} A% 91 At S BIOS(Service Image)
B 0| QL0{oF BHLICE,
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d. LES0|M USB Z2iAl EEI0|EE ALY,

. OF| ofof HEZ £X| gk F2 ofof HE
 FlEZR 280| 2

- 20 w2t Hol=

S A2l ol 2 T
2| FKIS CHAl EA(S

il
il

—

O|C|o ZAHE{(SFP = QSFP)E 22|

—=

st A

= BOMAR.
CtE HEED Z5S U A8 A= 20| 5Lt
0 A ARIS CRA| ZATRILIC

@ X X|sH{oF LT},

o. T AO|ES T 32 FX|ol| FEst M3 A 0|2 2 KIS CHA| X[t
6. USB Z2ilA| E2t0|EE HEER BE2| USB &R0 A SLCH

USB 2& EZEJ} OfL|2} USB EX|&

=X0f| usB E2iA| E2t0]

=
HE 4

X[SHOF BfLICt.

7. AEE2| mE M2 gtEeiL
a Fgl ASE MY ZZ FK|of AZSD T 0|2 &2 D22 ChA| MA|BH OIS HY B3 IS Mo
oiziet|ct,
b. EE2| BE0| ST} BHLL 2HS| HAE WX MA| QL EHERS| 2of WAL,
HEE2| RE0| N3] HAtE|R &3 2X|7t AaBiLIC,
HUE7} AMEX| YES HES2 RES MAO] Lo @S 1 =3 &S FHSHX| OHIAIL
HEE2] DEO| A0 2| FAE|D B2 HElo] ASELICH BE TRHAS ST XH|S SHIAIQ
a. B2 S 9oz Saf A2 Ho| 2a|2 mtx| 7129l ChS &2 9IX|2 HRiLIcH
b. OFX| MA[SX| 242 ZS A|0|2 BHa| FKIS ChAl MASHIAIR
8. 20 TEIEO|A SX|SIH Cri+CS 2] HE TRHAS SCHLC
Ol BIAIXI7t LIEILIX| 9fOR Ctrl-CE =21 QA|E4 RER HElsts SN2 Mefst 2 202 HelsiaH

HEZ2|S "BH'SHIAIL.

9. AEER7I 2%zt L= 11E2] HZ MetroClusterd| = AR FC O{#E M2 Sldlof gh|ct
a. fXE 2EE 2&l'boot ONTAP maint
b. MetroCluster ZEZ O|L|A|O|O|E{Z MFTIL|CH: "ucadmin modify -m fc -t_initiator adapter_name_"
c. fX| H REE F517| 2l HX|otct
HE ArS2 A|AHI0| 2EIE mf £ EL|CE,

£ 31 0|0|X| AFF C4002 &
AAE| HEEZE

=7 O[0[X|0M &&=l HEEHE R
A=K &0 f2f CHELICE

12

Ei3tLct
ElSt= MXH= A|AEIO| 21 E MetroCluster T+A10]



M 1: 1229 A[AH]
USB =210|20{| Al ONTAP O|0|X| S BEEIstD I} A|AHIS 22i8tH &HA H4Z 0Is|{of LT},
0| xt= 2 E MetroCluster 7401 9= A|AEI0 HEEL|CE.
ChA|
1. LOADER ZEIZE0|A USB Z2iA| E2}0|E0j|M 55 0|0|X|E F &St A|2: "boot_recovery”
0|0|X|i= USB E2iA| E2t0|20j| M CHREEEL|CE

2. HA|X|Z} FA|E|H 0]0|X| 0| E2 YU=SIAHLE 2tHO| 2= otof| A 7|2 0|0]X|S ItHZ AFS LT,

3. 'var' It A|AHRIS S2%HL|CE

A AHI CHS 7|50] /e B2 J2{H...
HESR3 HZ a. M 1M g SGt2t= HAIX| 7t LIEFLIH 'y E SELICH
b. §& ZHEEZE 17 HP +F(Set-Privilege Advanced)2 2

o
T 2 HH 'system node restore-backup-node local-target-
address_impaired_node_ip_address_'S AsHietL|Ct

d. Moj7|E &2|xt +EQE E[EZILICE: 'Set-Privilege admin'
e. SRE AHS ALY AKX E& HIAIX|Zt LIEtLIH 'y E FELICE

f. AEZ2E MRLst2t= HAIX|7F LEILEHE 'y E +ELICH

HESZ AZ0| gLt a. e 12 ZUGIE= HIAIX| 7} LIEILIH "n"S FELICt.
b. A|AEIOIA HIAIX| 7} EA|E|H AARS THEE ST
c. EAIEl Hl50|A * Update flash from backup config * (sync flash)
SMS MEfptL|Ct

HCI0IEE Al&StEH= HIAIXIZ} LHEHLHH yE S FLICE

=
C. 2tA HTt o AT E MEE|0 JAX| 2 OH 'etenvenvironment-variable-namechanged-value' @82 2
HASHAIL.

d. 'aveny' EHS A0 HE LIS MEHLIC
S. I3 =2 AIA"” 0| w2} CHELICH

o AN|AHIO| 2HE 7| 2t2|XF NSE = NVEZL 8 E 22 2 o|SEL|CH 220 [H2f OKM, NSE 2! NVEE
= olgtL|c}

o

AARO| 2EE 7| 22|Xt, NSE EE= NVEZL 78 &[0 UX| 942 E2 0| MM9| thA|

= —

i

AZSIMA|L.
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6.

LOADER ZEIE0f|A 'boot_ontap' BHZ

*HAE= B2 JE.L

230 ZIEDE Cte cf

gEet Cho] 5. a. I}

[}

tA 2 o| S Ct.

El AEE2{of| 2OQIFfLICt.

b. 'storage failover show' BE S AHE6t0] EFZ ZAE E2{7}t dietEl
FH|7t =R =X] el

0SS TEH HEZ2{0f| AZAFLIC

S AE TEITEN M net int-is-home false &

'storage failover -fromnode local' 3E 2 AI26t0] HEEZ E HHESH AL,

"false"Z HA|Zl QIE{H|O|AT} Q= AL "net int revert" HHS ARSI 8l|T CIE{HO|AE & ZTERZ

E|SELICH

24 AHo|E28 2= HEZERZ £7|1 rsion -v HHS AMslo] ONTAP HEES

st

=

ro
i
=
u}

. 'storage failover modify -node local -auto-2t2t true' &2 A0 K& et 7|52 dlidet 22 O] Hist

7ls8 STYLICH

2M 2: ZAEE2{7t 2 = MetroCluster0i| A &L|Ct

USB E2t0|=0{|A| ONTAP O|0]|X|2 RElst 1 24 HL

of

B

1.

SHolslOfF ehL|C},

=/ -

uin

A= 2= MetroCluster T1A19| A|AEIO| MEEIL|CT.

A

LOADER ZEZEO0|M USB Z2HA| E2I0[H0f|M = 0[0|X|E £

O[0]X|= USB Ea2iAl =2t0|20jM L2 2 =E Lt

2. HIAIX|ZH EAIE|H O|0|X| O| S Y=Lt

(=]
3. O|0|X|E HX[ot = 52 TZMAS At

StHO| Hz Qtoll EAIE 7|2 O|0|X|E

a. i 4 S FStetE HAIXIZE LIELEH "n"S F=FLICH

b. {2 MX|ot AT EQ0IE ALESI2{H M2

OIETEJ HAL|H EE TENHA

fujn
o

4. *lﬁ%!ol HEI=l 0 Press Ctrl-C for Boot M

o #F HaTt oMt ZE BFE O A=K =AU

gotets HAIX|ZL LIEFLEA 'y E
Thet ZH[7h E AL

enu HIA|X|Z} LIEfLIH Ctrl-CE 210

fLICE.

EZ LOADER ZEXEZ JtHZL|CH

a
b. printenv 3HOZ otF Ha MH S =0l

=/ -

C. &tF ATt o= AHE[O AR 2

14

SIC},

—

BISHMAI2: "boot_recovery"

JHZ AL

FELIC

11 Boot MenuZt BAIE|H &

™ ‘etenvenvironment-variable-namechanged-value' &S

=

M



2= MetroCluster 7:2! AFF C4000{| A OO 2|#|0|EE C}A|
MetetL|Ct

2= MetroCluster +A0|A FRU 1 H|E 2= 3t 20| = MetroCluster AQ|X|8 XA S
Al = ASLICE _'31'1' 0| AFO|E2| SVM(Sync-Source Storage Virtual Machine)O|
e JEfol 2Z 0|23 Z0M H|O|H S MSots 78S T 2G dHZ =S =+

o= oo
AL,

(@)

| e 24 E MetroCluster 20| ME!L|C}

=

1. BE L CJ} "enabled" AEll(MetroCluster node show)di| U=X| rlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X| 2HQIBHLICE. '"MetroCluster vserver show'
T =0 o8l 3 E|= X}= LIF O+0|12{|0]40] 'MetroCluster check lif show' o] A2HOZ 2 E|A=X|
ol

4. MMl SHAH| Y= ZE £E0M 'MetroCluster 29| XU HHS AHESI0] A|X|UWS ~aHBtL|CE
A

|uH ZtAH0| &AZE|Y=X| 2HRIBHL|C}. 'MetroCluster show!

SHAETIHTT| F - 29(X[H" HEHO| ASH AL K| 20| T 5| 2 SYLICE



cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S2IAE7} A MEfO] OB AQIKY

MN— = =

kel

ol 2t=ELCt.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
AQX|H S 2tZ25H= | A|ZH0| @2 Z2|= ES MetroCluster config-replication resync resync-status show
HHE A5 A Tl 7|2 M HENE el = AGLICH

6. SnapMirror EE= SnapVault A2 CHA| M&EEHLICH

20| I} OKM, NSE 3! NVE =& - AFF C400

i
g
m
rot
ot
2
rr
ro
r|

3 Hp 7| 2| XHOKM), NetApp AEZ|X| 2 SHNSE), NetApp
=5 YSSHNVE)7t S A| AR 2HAE THA| S 2t=6l{oF BiL|CE.
0]

KM, NSE &= NVE 742 S25t= Ol A 8T MM 23 NSE = NVEZ 22 E 7| 22|Xtet &H g-dste
AL 0| HAIE AZE off Zixst MHE Slsof ghL|Ct
° NSE EE= NVEZ g4etE| 0 2EE 7| 22|t gdstel 22 = 0|SEL|CH Onboard Key ManagerZt
tMstEl A2 NVE EE= NSEE =2 stL|Ct.

° NSE &= NVEZF ONTAP 9.601| CHeH ZAstEl 22 2 0|SELICH ONTAP 9.6 0|42 Alstish= A|AEI0f A
NSE/NVEE S gL|Ct,
Onboard Key Manager?} &43}El Z2 NVE tE= NSEE SIEHL|Ct
CHA|
1. 2& #0122 & HEE 0| HAFLICE

o =Hd
2. Loader ZTEIE0|A "boot_ontap" HHS ARSI HAEERE 2EELCL

3. 24 52 HolgLICL

*2E0| EAEE ER. oS, *

-

LOADER HA|X| 7} EA|EIL|C} HE| {50l M boot_ontap menuZ ZHEE2{E HEITHL|Ct

16



*2E0| EAEE B2 Jchsol...
IS} 7| = a. TZETEQ| Ctrl-CE YstL|Ct

b. M|AIX]: Do you wish to halt this node than wait [y/n]? y&
ALt

4. 2El 050 &HZ & recover_onboard_keymanagerS st TETE| yS etL|Ct

O. O| BAE MM mf MO 2 RE E2 2HE 7| 22[Xie] Y= E UHSL|CE
6. W CIO|H E Y=Iot2ts HIAIXIZF LIEFLEH O] FXRS| AJZ RZ0 A XS Y] G|O|E{E FELtt.

Security key-manager backup show = security key-manager QE show-backup H OQI =g 29
L_-| = |:|_

@ 0| HIO|E{= HQt 7| ZH2|X} HHQ] A L= HOHF| 2HE2|XF & 2 E show-backup HHE £
EHELC

e} CllOfEfof off:

0oy A

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AABAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAYHAVHOAAVAAVAAVHA
AVHAAAHABOHOAAHOAAHAAAHOAAHOAAHAAAHAAAHAAAHOAAHOAAAAAAAAHAAAHOAAAAH
AAAHAAAHAAAHAAAHAAAHOAAHAAAHAAAHOAAAAAAAAAAAAAAAAHOAAAAAAAAAAAAHAMA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAABAAAAAAA . . .

HANPQMONrDRYRAISCVBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

8. Z& 70|22 IIEL] ZAEEZZ 0|53t "admin"QE EQIgfL|C}.
9. 'storage failover show' BEE AH6t0] ERZ ZHEE2{7t dtetE FH|7t £[A=X| &elgfL|Ct.
10. 'Storage failover B2t - fromnode local - only-CFO -aggregate true' HES AF2380{ CFOLH BEHEHSHAA| 2.

=]
o CIAZO| @F 7} L/dsto] HHO| HuiSHH Zof7t Mot CIAIE SE(H o2 22[6t%|, wK| CIAIE HS
m7HX| CIASE £20| JHE SLCH

© CIFS M|10] &2f /0] HO| ATfzt 29 D07 CIFS MAS B WS SolstAL.
(D ciFss z2st8 HolEt 245 4 AALIC,

° DIELJ} "EH|E|X]| gfS" HEZ 2lo BHO| AIstH, NVMEMO| S7|=tE ti7tXx| 52 S 7|CHE Lt

17



1.

12. 2&

13. =
14.

15.

16.

17.

18.

° NDMP, SnapMirror EE= SnapVault Z2MAZ QI8 HHO| HIfstH T2 M|AE SHA|LICH XtA[S LIE2

5H|:I- kl A1|E-1E II-_7|<_0|.MA|9_

Ht2t0| 2tE E|H 'storage failover show' 2 'storage failover show'-2Het HEH O 2 | Q9 Htet MEHS
EHRISHYA| 2.

CFO OiZ2[H|I0|E(FRE O J2[H|0|E % CFO AEIY H|O|E{ Oi22[A|0|E)2t HA|ELICE,
Aol=E Uiy HEES

==
a. ONTAP 9.6 O|&tS &l 2l 22 2o 7| Z42|X 2EE F7[otE AALCt

=

=

b. Security key-manager 22 E sync @S A& CHS HIA|X| 7} LIEILIH LS E 2ABILICE
C. 'Security key-manager key query' 3E0{E 2&3}0| Onboard Key Manager0i| X{ZHE 2E 72| AA|
H7|E 2olsta BE Q15 7|9| 'restored' column = yes/true@X| 2HQIstCt,

@ 'restored(Z &) 0| Yes/true(Cll/&) 0|2|2] 22 02 X[ ME0| 22[SHA|L.

d. 7|7t 22{AH AN S7|2HE W7tX] 102 B 7|CHEL|CE
£ 0|28 MEL] ZHEEZE o|SELCh
storage failover -fromnode local' B AE3t0] Ef2l HEEZ E CHA| H|SEL|CH

'storage failover show' B2 ALE6I0] 2tF = 382 SO Htet AEfE SISt AL,

202 % 7|2uo| @2 E|X| 0P N7 X Elof 2OSHAAlL.

EAE M TETE|M "net int show -is -home false" HHS Q2610 & HEZE2 U ZE0| gl= =2
QIE{I|O| A S LtF L Ct,
OIE{H|0| A7} 2 LILE|0] Q= AL false OA 0|23t QIE|H0|AZE & ZER EEZILCH ‘net int

revert -vserver Cluster -1if nodename HH.

34 FHo|l2S A HEZRZ 7|1 rsion -v HHS ASis| ONTAP HA

=
storage failover modify -node local -auto-2t2t true' 3H S ALESI0] X+ Btk 7|52 s A|e A< 0] gtet
7l5€ S7ELCL

ONTAP 9.6 O|AtS AlsHsH= A|AEIN|A NSE/NVES 25t |C}

|

1. 25

2
3.

18

X
o
i
mjo
[

e AEER{0| AZELICH

o =Hd
. Loader ZEIZE0|A "boot_ontap" HHZ A2 ZHEEZE BEIBfLICL

* 20| BAISE F2... ¢ - ol
209 ZEOE 7THA 2 ol SELIC.



gket o] 5. a. MIEL{ HAEZ2{0| 2IQISHL|C},

b. 'storage failover show' HHE AF238t0] EF2l
HEE2{7t gretgl ZH|7t El‘iitxl gholgtL|Ct.

=

4. 2& 0|28 THEL ZHEE2{Z 0|S5t0] 'storage failover back - fromnode local -only -CFO -aggregate true
local' BES AHE3t0{ EL2 ?1'5231 AEE|X|E Bretst Al 2.

° L2330 F 7t Zdoto] FHO| AoStHE Fof7t Ardet CIAIE S2X 2 220tk WM CIAIE B2
m7kx| L2323 E SR 22 s CH

CIFS M[10] E&{ 1o FHO| dulist < 1Z40f|A| CIFS MEE B= YESE

o

ol
—

HEAI2.

1o
OF

(D ciFss z=ote HolE 248 4 AL

o IIEL{7} "ZH|=|X| 43" HEHE Qo HHo| AmfstH, NVMEMO| 7|2t m7tX| 52 &¢t 7|CHaLICE
> NDMP, SnapMirror EE= SnapVault Z2MAZ Qs HFHO| AISHH T2 MHAE SHH|LICH XHMISH L8 2

Siet 24 ME{Z ”IOH'AIQ.
5. 32 M 7|C}2l = 'storage failover show' BHOZ Y AEHE =HQISHCL,
=

o
6. 22{AE A TEITEQ||A "net int show -is -home false" BZ S 26l = HEE 9 TEQ| 9l
QIE{H|O|A S LtFBtLCE.

rr

=]

QIE{HO| AT 2 LHEE|0] A= R false M 02{gt QEHO|AE & EZEZ E|SELCE 'net int

revert -vserver Cluster -1if nodename HH.

7. 25 70|22 U HEERE F7|10 rsion -v BES HASI0 ONTAP HE S =lgtL|Ct.

=
8. 'storage failover modify -node local -auto-£t2t true' &S AFE5H0] XI5 Btet 7|52 s A|st 22 0 dtet
7158 S+t

9. 2HAH A IETENM 'AEE|X| =3t C|AT HA'E AIESHH £32 Y

Hm

SfLict.

1l

10. Hot 7|-2a[x} 7| 2| BHS AIBst0] 7| 22| Mol MEE 21E 7|9 7| IDE EAILICH

° 'restored' ZEO0| 'yes/true’?l A2, AIEXt= BF 2AEE|0] WA TEMAE 25 = JSLICH

=~

° Key Manager type="external" %! "restored" column=yes/true 0|2[2| Z ot
restore BHES AESI0 215 7|2 7| IDE S+$ICL.

ey-manager external

() ol ametet 2 K2l MEf] 2fBRAAIR.

° Key Manager type="Onboard" % "restored" column = yes/true 0|2|2| AL, 20t key-manager 22 E
sync HHES AFE5I0{ Key Manager R82 CHA| S7|2tstot,

Security key-manager key query B&E AFE3t0] 2 authentication key0l| CH3H restored column =
yes/true@IX| 2fQlotCt.

1. 2& 0|22 TIEY HEE2{0o| AZARLICL
12. 'storage failover -fromnode local' B& S ALE5I0] ZIEE2{E BatsHMA 2.

13. 'storage failover modify -node local -auto-2tet true' BE S AH26I0 XHE Htet 7|52 siH|st 2 0] et
7158 S
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