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° Onboard Key Manager(OKM): 22{AE A 2t 5! W Hj0|E{7} ZQBtL|Ct,
° QI 7| E|XHEKM): THEL] L E0f|A CFS THYo| ZeetL|Ct.

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

CHA|
1. LOADER ZEIZE0|A 2El 0|C|o| 27 TZMHAE A|ZFEFL|CE,

boot recovery -partner

SHHO| CHS TIAIX|7F EAELIC.

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HE| O|C|0f MX| 27 ZTRNAZ DLEBLICH

OIZMATtRE[D Installation complete MIA|X|Z} EA[EILICH
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key manager is not AAEIY 227t AX[2[0] JqX| AELICE

configured. Exiting.

'Storage failover 82t - ofnode_impaired_node_name

C. 2 7Lt AbS 2hE CHA| 2ds) Highgstel 3.

—

key manager is A2t X =[RASLICH 2 710 | 2HE[xf =3 .
configured.

AAERIO] 7| ZE|XF Y2 AES 5= Bl 3% 2F HAIXIE EAlSH 7| 22| X7t LG = 0f
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AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| A[ZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. Uity OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &S S ChA| LZSHAIR.

d. HIAIX|ZF EA|E[H 22 E 7] 2t2|Xtof| Cist 2] ClO|E S YSHAIR.

ot 27 ol wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t AEf7t &l 1 ZS3h=X| &elstM Q.



g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FsL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE &l

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO| P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|At MM S l=fgiL|Ct.

(=]

* 7|2 AHIO|EY0|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICH boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be

available.

KA A A A A A A A A A A A A A A A A A A A A A A AR AR AR A A A A A A A A A A AR A A A AR AR AKXk ko k
w ATTENTTON B
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

-

d AE2|X|E HS2 HESRIS WY U = SYLIC,

'Storage failover 22t - ofnode_impaired_node_name '

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20| U= FES NetApp=2 HHEFRLCH

ZHON 7t ErAlisH HEZ S NetApp-AFF C4002 2 E|SELICt

AFF C400 A|AHIS| 718 R4 U FR, DHH BFS NetApp 2= HIBIGHNR. . "F5
ghet 5L A" XtMlet LHE-2 TOfX| S HZokM|K.
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https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

HE [O|C|0f 25 271 YIZ2 - AFF C400

AFF C400 AEZ2|X| A|AHIS| HE DICIHE wASHAH WA 7 A2 HdESHD, &5}
AEIE Bfolstn, HESR(E E3t, £E D|C|0jS mA3tD, 27 0|0[X|S HElstn
ofsslE Blstn, AIAH 7|52 2olsts Sof TS 2MsiAIL.

AER|X| AIAZIOIA ONTAP 9.17.1 0|42 A% 501 A2 C}SS ABSHIAIR. XIS 2E =27 Zil  AIAHOIA
O HZI0| ONTAP A2 F0I A9 45 K&l 27 HALS ALBe{O} BLiCt

o "R 000 27 ArdE AERLCH

S 0|00 uH 27 ArgE dERLICH

o "HE| OC|0{E N e Tt

| A 22| 2E0jA F7F 2det 28 O|C|{E M|7{5t wH| £ 0IE[o{E EXx[et OHZ USB S2iAl =210|EE
AHE3I0{ ONTAP O|0|X|E *%E* |Ct.

"= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|0|X|E REot1 Ij A|ARS S CH2 2t8 HaE gLt
ONATP & Hm0lM 22 7| 2t2|xt F40[Lt 2 F 7| 2#2|XE S et

2 NetAppl 2 HhatstL|Ct"
X|Eof dHE HE QE 7} WMt HEZ NetAppO| BretetL|Ct.
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UK, 22|11 ZHt

rin

WA 2E EX| 7L JA=X| 2elsh= Zi0] TehEIL|CL,
AEE|X| A|ABINA ONTAP 9.17.1 O| &2 A8 0l AL CIS2 MESIUA R "+5 FE S5 EA
USB =2liA| E2fo|=

* USB Z2HA| E2I0|E7t FAT32Z EHE|U=X| OIS 2.

* USBOll= LSS MEY = U= S22 M7 80| JQ0{0F HLIC} image xxx.tgz IF.

I |

S ALt image_xxx.tgz TS USB S2iA| E2t0[20] SAtetLICE O] THH 2 USB S2iA| =202
ONTAP O|0|X|E H&T mf AFSELICH

M QA U
ATfst 1M A E NetApp OIA H3eH wM 24 @A Z WAH|EHL|CH

| 0[C|0f2 WAt o WS Q7 AR
23sOF BHLICE

2zo} 7| X2 3 AEf 22l - AFF C400

AEEZ|X| A|AHIS HIO|E HQtE |X[SHH 28 O|C[0f0f|M =2t 7] X[ X HEE
gtolsf{of SHL|CE ONTAP H{ZF 0| NVE(NetApp %E %* ohE X[Ast=X| elstn
HEEZE =36}7| o 7| 2t2|X}7F &A1 AFEfQIX| 2tolstL|C}

AE2|X] A AROM ONTAP 9.17.1 0|2 £l 52 R LIS S AIESIHAR."+5 FE 57 ZA

40

1EH|: NVE X[ 22 =¢85t SHHE ONTAP O|0|X|E L2 25N 2.

£ ME3HA

mjo
oY
HM
Ot
ot
mlm
o
=1
i
2
=2
x
oo
fot
ig_l-
N
Pal
&
>
4
i
ot
ro
ot
r
il

HE&l 0|C|o WHE Il SHIE ONTAP O|O|X|E CIREEE 2 JYTF ONTAP HZFO| NetApp =& LSSHNVE)E
K| §St=X| 2elstM( 2.
THA|
1. ONTAP HHO| 43S X|ASH=X| 2lstA|g.
version -v
£30f| ZZE 10n0-DARE B NVEE AL S SHAE HHO|M X|YEX| b&LICH
2. NVE X|0j mt2t MZ3t ONTAP O|0|X|E CIRZESHM|R.
° NVEZ| X| &&= Z2: NetApp Volume Encryption2 AF2510f ONTAP O|0|X|E CIRZEEHL|CE
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° NVEZ} X[ JE[X] 84= B2 NetApp =& 22t 10| ONTAP O|0|X| S LI2Z2E5HM 2.

@ NetApp X|& ALO|EON|A ONTAP O|O|X|E HTTP £= FTP AMHLI 2Z ZE0E
CI2ZEgL|CH 2& D0|C|o{ wA| Xt St 0] 0|0|X| IHUo| TLBfL|Ct,

2647: 7| |t AfE Sol 5l 74 uhey

A ZHEERE ZR017| Mo 7| 2K LM S ISt LS HEE WM Q.
T
1. AJARIO|M ZM3LE 7] B XIS golgtL|ct
ONTAP H{HQIL|C} 0| BFS HAHLIC

ONTAP 9.14.1 O| A

security key-manager keystore show

* EKMZ AHE5HH mrM O] HE S20i| EAIELIC
* OKMZ AHEZ5HH oM O] HE E20i| EAIELIC

* 7| 22Xt AHE|] UK $O™M No key manager keystores
configured BE £=0f 0| EA|E/L|CE.

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKMZ At23IH external 0| HE £210| FEA|EL|C.
* OKM2 AF23HH onboard 0| HE 20| FEA|EL|LCY.

© 7| ZE|XF HE JAX| R2O™M No key managers

configured & £20|| 0] EA|EL|CH

2. N A=) 7| 22| X7t M0 A=X| o R0 Wt ChS & SHtE S-S

7| 2E[R7F EEX| 2 B

7| 22| X7t - E H2(EKM E= OKM):
a. 7| HE|Xf|M 1F 7| SEHE EAlSI2H CHE 2| BE

security key-manager key query

b. 522 HESHT 23 HLISHHR. Restored F. 0 B 7| F2ITHEKM Ei OKM)2| 915 7|7t ¥Bxo=
S2IE|HET| O RS LIEHLICE

3. Fstel o H2[X FHO| w2} MESH BAS 2RI K.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE QoA E=stn 7 EXE TAHY = ASLIC

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIXIZF A2 32Xt2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]

L7t GO H NetApp XA EO| Z2SHMIR.

d. BE= 2F 7|7t SYUEU=X| =elstA Q.

rin
ol
rio

security key-manager key query

SIS F M2 Restored € EAl true ZE 215 7| U Key Manager RE0| EA|ELIC onboard .

e. OKM ZEE MM 2.
g #et HER Meh
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 I ZAFEHL|C},
uH| B B0l OKME S22 S70l0f = 22 0| i YEIL EREfLIC}
i. 22X} REZ =S0F}17):

set -priv admin

prd
o <
ﬂH
|'I
r|r
prd
(0))
m
?,'.
r_tg
h'LI
rot
{ot
=2
rr
e
0z
rmn
[
Jull [m
w [
v
10
T o
- H
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ro
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St
°
Ot
-
a
-1
x
=2
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1. 2AME HEERE 20 TETEZ JIH7HIAL.

EHE ZHESEHI HAE= E2... d2HE

LOADER H|A|X| 7} HA|EL|CH HEER 2E HMAH 2 o|SHLIC.

"Il JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q2] impaired_node_name’0ll | &4 & HEZE2 S Ql4=5tALE SERIL|C

el AE S0 7|23 J|L2[= &... O] EAIE[H Ctr-CE +E Lt

SEELICH

< rp
u [?

2. LOADER ZEIZE0|M 'printenv'E Yt ZE HE 2t
ORKE-E

SM 2: ZIEE2{7} MetroCluster 710 U&LICH

ro

e FK|7

—_—

LYEAAL HSOHR| gh= R HASOHK| g2 = USLHICH

(D) NAH0| 2t MetroCluster 742! B2 0] BAHS ALZSHR ORI,

AE2X[Of| M CO|HE A& MESE

AME AESRE ZastaY AESR MBS HoIotn, LRt A9 HANQl HESa{7 4H HES
ot 4 *
* 7} 27K O|AQI ZBAE{T} QUi B Aol A0{O} FLITH S2AE|} HAO| QAL HA 2HE
Arefoll CHoH FALSEZ BAIElE 29 AAE HES2IE SR07| Ho| 2HIS ofZsHoF BILICKAE) "=E8
Z2{AE(et SI[sHELICH.

* MetroCluster 20| = AL MetroCluster A& AEf7F FME|0] QT ST =7}

4% gl & Ab
AFEH('MetroCluster node show')@!X| ZHQIsH{OF BHL|C},

A
= X oo

o

1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5t0{ XI5 H|0|A MHS AX|EL|Ct

oco=

CHS AutoSupport HIA|X|= 5 A2 SOt XS 70| A MM S ARX|BILICE: ' cluster1: * > system node

AutoSupport invoke - node * -type all-message MAINT=2h'

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-2tet false’E AHS 2 2 ghetphL|Ct
3. 2MEI HEERE ZE TETER AL,

EHE HEEHIL BAE = E2... J3H..

LOADER MIA|X|7t EA|EIL|CH LIS A2 ol SgLICt.

get o] ... Ctr-CE +E L2 HIAIX|7t LIEHLIH yE +ELICH
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EME HEES I BAE = 2., JH..

ANMARIZETE L= A5 ANl ZAE E2] 'storage failover takeover

DTETENAH Qs Q13) -ofnode_impaired_node_name_ 'Ol A &M El HEE2{E QI8 ALt
FoishLct
E4E HEED 0| 7|E¥ME J|Ci2[= ... 0| BA|E|H Cl-CE FE LIS

=M 3: ZHEE2{7t 2= MetroCluster0f| U&LICt

EHE HEEHE S=otHH HAEER HEIE &elotyl, 2ot Z2 AEER TS Tt Yo HEE2{7
g HEEY AE2[X|0|M HIOIE{E A% MSSH=S sljof LIt

* Y HEE 0| HES S35t o ZExto| oHx|tol| MY S5 FAIE A FO{0F HLCt.

1. MetroCluster 2EHE 2Q15t0] EOi7} Q= HEE2|7t RSO E YA ZHEE2{(MetroCluster show)Z
Motz =X] =elgtL|ct

2. X3 EA7h LER=X| of 0l 2t CHS FOl| okt T BLICE

ZHEEZ 24 68 e H

7t XS 2 MBtE|RAELICE CtS CHAE TibetL|Ct

7t AASC 2 MBE|X| AUASLICEH HMA ZHEE2] MetroCluster BH| 7|52 Edl| A2zl HA| S22
LSt

7t Atso 2 MetE|X| HEH HAIXIE HESID 7ts5ot AL 2H|E s Z2st = CHA|

'"MetroCluster SW|tchover' HHOZ AN EMHE HEY + U= B2 7= X BN 225t AI2.

Hets Ao H, AKX 7t
HEE[RASLCH

L

3. HY=EQl S2{AE 0| M 'MetroCluster £ EHA| TA HHS M50 H0|E 0i22|AH|0|ES MS7|SHELCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X871 AT -override-vetoes' 7} 148 AIB3101 MetroCluster B8 HHE M AW 4 2lgLict. o]
MR O B4 S ALSSHE F9 AAHS 27 XS WXsts BE ALE HOIS Y oIBHCY,

4. MetroCluster operation show H&Z A5t 20| =&Y =X &rolgtL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@= AFE6t0] RE o 2|H0|EE
Ax-l'c'>'|-|__| [:|-_
T od

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X|R7t 7B E|H -override-vetoes H7HHEE AF25E0] 'MetroCluster 2Hl' HH S RAMS &~ JUELICE O]
MEHX D7 HAEE ALEotE ER AAHS 57 Y2 UKot RE AT E H|QIZ2 MHQ|BfL|Ct.

7. tHA 22| AN 'MetroCluster operation show' E@HS At25t0] 2Hel Zt10| &AZ £} =X 2HQlstL|C,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

A

T
F8 DL E WHSHH &4 ZESE Z=S 22lotd WA £ 0L E EXIe TS
2l 0|0|X|E USB E2HA| EEI0|EZ T &3H{of BHL|Ct.
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager
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This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 257t 285D S7[3t7}
NZHOoE A W] A4 DK ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HretotX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21Z M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BiL|Ct

C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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6. XI= Hist

OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

o

H

Mot

IS B2 D 2.

storage failover modify -node local -auto-giveback true

7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

¢t HEl O|C|{E NetApp 22 tt2t - AFF C400

| IS E RMA X[&of| dHE 2 @E 7 2ot EEZ NetAppol| BtetetL|Ct,
Jhet 51 DH|"KHM|eE LHE 2 T|O|X| & &SI AL

MA| 24| 7HR - AFF C400

MAIE wAote{™ Mot ZIESE] ZES &4E MAOM &4

- O -

MAIZ FAHO0F ghLCt.
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* O "Xtz AA”IOM X5t ZE HE2| ONTAPOIM AFEE &= USLICEH
. 0| Mij= =Ct

CI=
=
SEH0| WS 4 LI

ZAEEZE T =L LICE - AFF C400
4ol ZHghet BXof wfet HESHE S2ot L &4 HEETHE AeotiA2.

S8 1: MAIE 2N if HEESE S=UCH

Of Ext= 27l = 70| U= AR S QI AYULILE 22 AHE MH|AY I HY S=0f CHEE XM[eE LHER2
HESHIMR "AER[X AARS HHHOZ ZRst MRS ALILE oiZ 7H0|= - NetApp 7|& AH=E".

-

i

° ONTAPE A|AHIS| HE ZHE|AZ GO[0|=-L(C
o B 8 "Active IQ Wellness 22 2 2ed". A|AH 74 QA9 LEDSF 22 X A2 U= 2=
A2 7|=8 SLICL
ThA|
1. SSHE 8¢l 22{AH| 2OQI8t7LI 22 24 70|22 YE/2E2 M85t 22{AHS| L2
EIQIgtL|Ct

2. RE ZEI0|AHE/SAE|A NetApp A|ARIS| H|O|E{0f] HAM|ASHK| RSt=F FLICEH

3. Q& uie] ZtAS A BXIFLICE

4. AutoSupport7t ZMSHEl 2 0| A MM S ARSI A|ARI0| 2IEI0] E WO E o4& &= 7|7t

HAIZLCE

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2|{AE LEO| SP/BMC F4 Al:
system service-processor show -node * -fields address

6. 22AH 4S8 ZRPLICL

UELICH 2= 2 AR 2 2ol MH|A SHE FAHsHH UE == S AH9 HR
|
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7. 0|7 Tirle| ol LIYE 29| IP FAE AF23H0] SP/BMC over SSHO| 2191501 TIgH Atz

DB &gt

EAE MAO A= 2719 = EE SX[ELIC.

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|A 2FE[= SnapMirror S7|4 22{AHE AE5t= 22{AHL| H2R: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C}Z0| HAIEH 2 AE Q| 2t AEZ2{0f CHsl| *y * S U=gLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t ZAEE2{7t HE W{7tX| 7|Ct2] & LOADER TE X EJ} HA|EL|C

=M 2: 24 MetroCluster 180N HEZEHE SE2SLICH

£AE HEERE S2ote{H HEED MEfE &Qlstn, LRt AR ZHEER MelS HMatsto] HAXQl ZHHEER 7}
£ME HEERY AEZ|X|0|M HIO|EHE A& M35t = offof BfL|Ct.

1. MetroCluster

CHaH
* Y HEEo| HES S=ot2E o] EAte| ox|=to| M S5 EXIE A FO0{0F Lt

ENE EQ1sto] Zoli7t Qe HEERJ A5 22 MAF Z{E Z8{(MetroCluster show)2

ALE
o
FMehE|Q=X| SoIgtL|C}

2. X5 EA7h LER=X| ofF0i| 2t CHS FOl| [t T BLICt

3.

42

ZHEEZ &4 o8 a2

7t S 2 MetE|RAELICE CtS CHAIE TidgtL|Ct

7t AHSo 2 MBE|X| AUASLICH XA ZAEE2] MetroCluster 2H| 7|52 Edl| A2l HH| S22
Sl

7t S = MetE|X| o, HEH HAIXIE BESHD 7tsot A2 2X|E sfZAst = CHA|

'MetroCluster switchover' BHOZ A|ZSIMA|IQ. ENHIE SHEY 4= ol 2 7|2 X[ BEMO| 22[5tMA|2.

Hets MM, A K| 287t
HEE[R}SLHCH

Y=l S2{AE{0|M 'MetroCluster 22 THA| A BHS HASH0] H|O|E| O 22|A[0|EE HS7|=tEfLICt.



controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

K|R7t HEE|H -override-vetoes' 07 H~E ALESH0] 'MetroCluster 23" B S A 4~ JYSLICE O
MEIT D7) A ALSSHE B AAYS 27 XS YX|SHs RE ALE #1912 HHOISHLC
4. MetroCluster operation show BEZ AHE610] X140 22 E[U=X| &olgtL|Ct.
controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
S. 'storage aggregate show' B AHE350{ 0§ I 2|#|0| EQ| HEHE RISt A|2.
controller A 1::> storage aggregate show
Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 2277.1GB 2277.1GB % online 0 mccl-a2
raid dp, mirrored, normal...
6. MetroCluster 2H2l £t R E 0 32||0| E( heal-phase root-aggregate) BHS AI235I0| £ E 0f12|AH0|EE

st

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HE=H -overrlde vetoes D7HEHEE ARSI 'MetroCluster 2Hl' HH S YAl & QI&L|C} 0]

MEfE ol H4S AFBSLS 9 AIAHS 7 TS WA[SHs BE ATE #lolS AL

7. CHAH 22{AEO0| M 'MetroCluster operation show' E@H2 AFE35H0] 2tel ZA0| b2 £ Y =X 2HQIStL|Ct,
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a2
- O
S MAl2 STt EE*'°I A AHAI2 HP'ILI Ef

mcclA::

> metrocluster operation show

Operation: heal-root-aggregates

State: successful

Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42

AAFE]
[—

E

FHE

o - L-—

rrors: -

£ ZE0M T S2 FXIE 22l

StES[0f wH| - AFF C400

10 AE SR 2RSS 22Ut

E WH|SI2H O MAIM HEER 252 Z2[0H0F LT

HE Alols 1 FXE 2ot o2 HE S5 ZRMAM #Ho|=2S 22 Lt

A0[=2 702 22| EX|of| Btz 23 U FL AEMS F O3, A0|S0| HEE /KIS F=HSIHNM
HEEZ ZE0|M A|A”> A 0|1t SFP(ERT BR)E —E—EIE.”—IEf

Aol 22| Kol A0I=2 HA FH A0|= 22| FKIE CHAl x| f Ho]S0| FHa|F LT

ZEED 9| /BN RERNM AH|o|E &e| FXIE 22[5t0] eHZ0f SLCt.

AE E= KIS o2 +E L2 F 2HX[E SAlo| ofi =2 SELICEH

HEZEE] ZS0[ MA[Of|Af ofZF 7/ LT

EE2 Z=S MAl 5122 2oLt

ZEED] 25 SIS MA| 5122 2o o XIX|St=X] &l gLt

ZEED| LSS et 20| 10 MfA|2| CHE HEEE] ZE0f oM = O THA|E BhEetL|Ct.

MAIE WAE f ™ 2SS WM MAIZ 0|S5tHHE ST 2 =M E Aohof LICt.
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M E2E A £FH0|E Tl =2 Ao 23| FATELIC
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M MAIE Ex[otH HA FH| 2l L= ALY IHHIRA 7|1E MAIE 22|30F LT
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- OF%| "X|=|X| 42 2 SHIZH| ZX[SHHAI2.

A AR IHHIS = | 21| 24 2| U0l MAIS BAISI = ALFO| WM& MAIS TH| 2 2= A|AH FHH| S0
AX[gCt.

MAIE 2| 28 EE= A AR FHH|Sof 2D 20| FELCE

O AfAIOAf ZE2[et LIALE AFESH0] MA[2| TEHE FH| 2 SE= A|AE FHH[S0| D ELICH
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f. LOADER Z2IX E0||A BYES 25l0] PCle 7IE 4l 7|Et 1M QA E CIA| X7|3}8tL|Ct,

g HE T2 NAZ ZCH}D 'Cirl-C2 =28 20 T2EDEZ HEISHL|C}

AAEo] 28 HwolM 3= 2 ZHZE R#ESH=E 483 MEELCH

4. O] EHAIS BE=3H0 M MAlOf & I ZAE S S HXISLCE
S 8 WH TZM|A(AFF C400)E 2t=2tL|Ct

7|E2 & HSE RMA B0 2HE thz MA|2| HA HEIS 2helstil FHofvt Edist #5
NetAppOi| 2etstiof gtL|Ct.

o

MAIS] HA HEHE efQlstn ot Z A|AH 20 3| HENE HUTi|o|Edtof LICt.

1. RX|E+ DEQ ZHEER ZE 3 stLoM 22 HEZ2 25 U MA|2| HA #EHE "ha-config show"=
EAIRLC

HAAEHE 2E TN Q40 sl SsHoF ELct.
2. A{A|Of| CHoH FEAIEN AJAE MENZE AJAR 0t AX[SHK| @b E 2
A

a. MAl9| HA MEHZE "ha-config modify chassis HA-state "= A& $L|Ct
HA-STATE_°| 2t2 L3 & St = ASLICH

. 3t
* mcc
= mcc-2n
" 'meip’&L|Ct
* H|3}
b. MF0| HAL|J=X| &lefL|Ct. ha-config show

3. OF=] CHA| SFX| FUCHH LIHX| A|ARS CRA| FBHAIL.
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4. A AR QfHO|| - S CrAl AX[et|ct.
2%t7: 2. E MetroCluster 70| A O 12| #|0|EE CEA| T 2telL|Ch
O] X2 2. E MetroCluster 402t M EL|CE

£HA

1. BE L =7} "enabled" AEll(MetroCluster node show)di| A=X| &

cluster B::> metrocluster node show

DR Configuration
Group Cluster Node State
1 cluster A

controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

It

DR
Mirroring Mode

enabled heal roots

enabled waiting for

2. BE SVMUIM [S 7|37t b2 2| U =X 2HQIBHL|CE. "MetroCluster vserver show'

3. B3 =Hof| 98l £3ME|= XS LIF OF0|12{|0|40]| 'MetroCluster check lif show 0| 2O =Z 2t &

i.*?_'ﬂl—l Ct
4. HAXOl Z2E{AHO| Y= RE T E0|A 'MetroCluster AQ|X|4l' HEHS ALR810] AQX[EHS 4
5. AQ|X|HH XtA0| 2t Z |} =X &QIBL|CE 'MetroCluster show'

SHAETIHTT| F - A9(X[H" HEHOf ASH AL K| 20| o

= =

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAHZHEY SEHof ALH AQ{X|8Y ZH10| b= E|LICE

A SH
TS

gLt
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AlZto] @2l Z2|= HL MetroCluster config-replication resync resync-status show
21 7|1EMO| HEHE =old = ASLIC

==

3EHA|: Zol7t ZlSt £FS NetAppo| ghet

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH Zdlst RES NetAppoOf| BHtefL|Ct, 55 Hhet 51 K[ XM g
LHE2 HIO[X| & HZSHAI2.

HEEE 2= WM 7R - AFF C400

HAHE fle 2 71d 245 HESHE ALE 2 ONTAP 2& MiA| HEH| S= SHHE
74 Q45 UESHOF BfLIC}

- IE Seto|2 Ymyt 2uEE &

=35
O
ﬁé. | MetroCluster 714l 22 did MES HESOF HLICH "SHIE = ZAL e O] XIS AHE3H{OF

=X R E =gt

O] XIZ AL23l0f l= Z L 4 EE= 8 E MetroCluster tA1Q| ZIEZE2{0f st HE
ZIEE2| WA Xt SUTHL|CH HA Pair2 H|stel ZHoff 3! AEZ|X| HYUH HHS
IS H2& £ JOBZ MetroCluster & THA| 7t Z QK| A& L|CE

£ wH| EX= HA 49
AESH wA| Al RSE

* LRI EYS 7Y 248 SSYUMNZERH H2 uN FRU 78 242 WAslof gLICt.
* ZEES LSS SYY 22 RS HEED =2 wAoof HLICH HEED ZET WASIH A[ARS
Y 0|=g 4= §lELIC

=
HEED 30t SESHE

F_._

o| ONTAPOA RE/E|ZE REl

* SHHE AAHO| CHS Tl I= HEE HE3t= A0 ZQLICt

o = T
° impaired_controller= N 5= ZEZ2{QIL|LC}.

c WA LE = Toi7t As HEEHE uHstHe MER HES2{YLIC
° healthy_controller= &%l ZAEZE2{L|C}.
* HEERQ 24 £32 Y HAE M= WK{soF SfLICE,

WA T2 MA S0l 2l = A= ZH

EdiZe = AE HEXjol| chet 7|22 S LI
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S 1 HRERO AIAH
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN ZIgHstr| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASI0] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HAE AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ A2t O 2Z|AHO|EQ| MEHE SQISIMA| L,

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2t@l tHA| £ E 0l 12| 4|0| E( heal-phase root-aggregate) B S A5t RE
OiIZ2|AIO|EE +HELICL

=

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

5t 'MetroCluster &H2' H&

X|Q7t HEE|H -override-vetoes IH7HHEE AR = =
2 27 X8 WX|sts RE ATE H|QIZ RYHO|EhLCY,

O] MEWE| D7} HAZ AESHE P AlAH

=]

tot

7. LA 22| AE0|M 'MetroCluster operation show' HEE A5t

r

el 2t0] Rt E[=X] 2feltLCt.

=/ -

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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oHA|
1. refacement_node’t LOADER ZEIE(| UX| ROMH A|AHS LOADER TETEZ FLHEHLICE

2. Healthy_nodeOf|Al A|AR A|ZtS SHQIBILICE cluster date show
Huet A7t FME AIZIHE 7|Z=O 2 FL|CL.
3. LOADER ZZIEO0||A, replacement node:sHow date2| LM} A|ZHS SISIAAIQ

= S AIZH2 GMTZ HSELCt.

4. L@t AL 1N =9 LM(GMT)E 'SET DATE_MM/dd/yyyy '2 AAtL|Ct
5. West AL WM =2 AZHZ GMT T2 'SET TIME_hh:mm:ss_'2 M etL|Ct

6. LOADER ZEIZE0|M replacement_node2| =Mt 8! A|ZHS SQIBHLICE show date

= -

=0 A A[ZF2 GMTZ S EL|C

ZEEC| ZSO| HA HEIE &fQlst Tt AR A|A- Y0 LX[SI=F HEiE YO0 E8HOF gLt

1. M HEZE2 252 |XE4 ZE0M ZE #4247 SY

rot

F HA A&EH ha-config showS EA|SH=X| 2HOIStL|Ct
HAAEHE RE LN Q40 Cisl SsoF L|ct.

2. ZEE IDEO HAIE AlAH MEfZF A|AR g0t UK|SHK| §fQH HEE2 ZEO| HA HEIE

"ha-config
modify controller ha-state"= & %L|C}

HA AEfo| gt

ro

Ct

dlo

S oILIY & AF L

° '6'.

> mcc

° mcc-2n

° 'meip’ & L|Ct
° H|S}

3. HEEE ZEO| HAIE AAR ME7F AJAR 710t AX|SHX| ko™ HEZR| ZE9| HA 4EHE "ha-config
modify controller ha-state"= A& ghL|Ct

4. 4-o| HAEJY=X| &lBtL|Ct ha-config show

SEetL/Ct - AFF C400

AER[X|E MAFSL ClAT M S =I5t wH| HXHE ALt

1EHA|: A AR 5|5

HEERY BE9 AEZ|X| Y HESRZ HAS =elsta{™ L3S M83HUA|L. "Active 1Q Config Advisor" .

|
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CHS Config Advisore| £ fQlgtL|Ct,

AERX] A|ARI0| HA Y LHO|| = B2, EAL SE Al 7|28H0| HMSIH A AEEZ] ZE2| A|AH- DI AIS2E
ClA3of Z2HELICE _replacement_controllerE £ &I Uf A|AR! D HZZ =H0lot CHS HZEO| LHE[U =X
£HQlsf{oF gfLt.
O] A= HA W0l ONTAPE & &lsH= AJAHITH M ELICE.

1. replacement_controller’t RX|E4 BEM™>"TETE FA|)Ql 2R RXE4 DEE ZF60 2 TETEQ!

"halt"=2 0| S&fL|Ct

2. system ID mismatch: boot_ontapZ 218l A|AEl IDE XA Olst2te EI'||)\|7(|7f HA|=H
_replacement_controller®] LOADER ZE2IE0|AM ZHEERE BEISIT yE QBT

3. replacement_controller Z&01 'Waiting for Bt2t..." HIA|X| 7 EA|E Ti7HX| 7|ChH2l & HAXQl HAEZ2{0f| A A
OIIE L] A|AE! D7} AFS O 2 XA E[FE=X| i.*?_'E.“—lﬁf. 'storage failover show

HHE =2H0||= 24E HAEEZ{UA AAH” D7} HAZQUCHE HIAIX|QF 2HH SHHE 0T 8! Af ID7} EA|=|0{0F
SIL|CE CHS OIX|of| A node2= WHIE HA M A A[AE! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

23 DE % LYORAE AKVH LELD Y2 SHY S UL 23 25 ER)

b. @E F0| YOI E NEEILILCE 'system node run-node_local-node-name_partner savecore'
c. ttet HHS AASII| Hofl 'avecore' BHO| =2 E W7IX| 7|CHE|HAIL.
Ch2 ™S U= savecore BHO| Il MEHE RLIEHZE 5 JUFLICE 'system node run-node_local-
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node-name_partner savecore -s'

d. admin #%t +FOZ 24| 'et-Privilege admin’L|C}

5. AE2|X| AIAHO| AER|X| T BE Yot TNE AL 2HC 7| B2 A
Aol Of=o] w2t TS At 3 ILEE ALBSI0] ACi| EE 28 2ot

° "RELE 7| 2| 2ot 7S
o "Q|E 7| 22| ot 7|E SR ELICH

6. ZIEEE CHA| M3 ELCt.

a. ANl HEEHO M wH|E HEER | AER|X|E CHA| M| SELICE. 'storage failover B2t -
ofnode_replacement_node_name '

replacement_controller?t AEZ|X[E CHA| 7184t &S 2t=gtL|Ct
AAEND EYX2 Ql6 A|AE IDE RAISIEHE BAIX|Zt LIEILIH yE 248l ofF fL|Ct,
@ 7|5HH0] HREH HREHE Y &~ USLICH

"ALE E2 ONTAP 9 HT0|| &= 1718d 71 2HXS HOLEHA|L"
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a. 7|gHHo|
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o
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fLiCt
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0| o s K], 221 HO|ZLH 7t IHsSHA], £ 'AEE| K| HIZH HA|

I

'storage failover show' B&E2| Z210]|= DtEL] H|A|X|0|A] HAEl A[AR DI} ZEHE|X| 90Ok HLICE.
7. CIATIL M2 SEEJA=X| &lSL|C ' AER|X| C|AT EA|-AFH
_replacement_controller0fl £5t= C|AT = M A|AE IDE FAISHOF L|CH CHS Oloi A= & 10] ARSH

CIAZO| A A|AE! D 18737752770 EA|ElL|C}.

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. A|AHIO| MetroCluster 71491 A ZHEE2{ AEl 'MetroCluster node show'S 2 L|E{ 25T}

MetroCluster 182 & ¢EiZ =lS2[2{H UM = R 8 = Ze|H, 0] 32 2 ZHEE 0| & SEit
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HAIE|H DR O[2{20| gdste| 1 & BETJH HA|EL|CL MetroCluster node show-fields node-systemid E&
E32 MetroCluster 740| F4& AEiZ S0t W7HX| O] A|AH! IDE HEAIEL|CE

9. ZAEZ2{7} MetroCluster TtA0]| = Z 2 MetroCluster AEHO| [I}2} 212 AL X}7} RHH AIO|EQ| HEZ 20!
ZL DR Z ID ZE0f C|AZ Q| Y ARKIF EA|E| =X 2HolghL|Ct,

CHg & £710] 25 Aol

—

oX
40

0l

1A

teio] EegfLict

° MetroCluster 7t0| M=t AFEHQIL|CE,

° replacement_controller= sl AO|E0| = C|AT Q| oixlf AR XHALILCE.
"4= = MetroCluster 40| A HA E|0| 32t %! MetroCluster A2|X|2H F0f| C|A3 ARHO0| HAEL|CH"

10. A|ARIO| MetroCluster #4421 B 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’2
TEE|0] JY=X| ZlgL|ct

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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12. MEE Al XS EI0|Z2H 7|52 AHESIX| = E HFo 22 HY HEER0M 242452, 'storage
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failover modify -node replacement -node -name -onreboot true'
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3CHAl: 2 E MetroCluster 7+ 40{ A O J2[H|O|EE ChA| MEHRILICH
0| A2 2 E MetroCluster 4012t M 2EL|Ct,
ChA|
1. B E =7} "enabled" AEl(MetroCluster node show)d| QUE=X| &I

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State

1 cluster A

controller A 1 configured enabled

completed
cluster B

controller B 1 configured enabled

switchback recovery
2 entries were displayed.

Ct

Mirroring Mode

if show’of| M3 &

2. BE SVMUIM [S 7|37t b2 =} =X ZHQIBHLICE 'MetroCluster vserver show'
3. B 10| I8 43 E|= XIS LIF 0F0|22|0|40]| 'MetroCluster check |
golstL|ct

4. HAHOl 2E{AEY = BE 20N 'MetroCluster A | X[t HEH S ALRSH0] A Q| X4l

{UX|E =A0| etZE|A}=X| &RIBL|CE '"MetroCluster show'

SHAETHTT| & - AQ(X[HH" HEHof| ASH AL K| ZH0] TS| A

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured switchover

Remote: cluster A configured waiting-for-
So{AE T FH Y HEfo] ASH AL|X[# =0 2tz E L|Ct.

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal

switchback

heal roots

waiting for
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
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THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH
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St
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controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
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X

stel kA

'

k=]
=

ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}

Hel ZH 0| 2= = A=X| =l gfL|ct.
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@  TEERTH AN geE etolsELT
6. ZAES2| DES MA| #OZ YojwL|Ct
HEE2| DE SIEHS MA| 9O Uojw off X|X|SH=X| SQILICH
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3CHA|: A|AE] DIMME AL CH

AAE DIMME LAt H 2 27 HA|X| S Sl te DIMME AE5t1, 37| &

DIMMEZ %2 C+Z DIMMS wA|sioF gL Ct,

EQ| FRU M2 AE5}0] CHA

Ji

CHZ ofiLfmiold, O E= J7|FE BHAE AESHH A|A™ DIMME wHE 4 ASLICEH

®
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2 2E22 250 22 MAIS YT0| B C12 HES2| RES S THA AlAH Yol Yot
() mA7HUS Witk HES2 252 MAI0] 23| MUK THIAIR.

3. LhE Mdo| 2SS SstI| 2o AIAHO| HMAY = JEE 22| ZEQL ZE ZEO|2 #0|SS HEYLICE

4. ZIEEE 2 E HX|E AZHLIC
a M I=E WY 32 X0 AZstn M AolE &z 12| S LAl EX[et g HE 35 A& T
HZLICH
b. 3 2HXIE AE5I0 FHF X7t 4E5H7| AR WX ZIEES RES MAI0f THEHS| 2o E&L Tt

@ FHUE|7} 2AMEX| UYEE AEER DES MA|N 2| U2 ol IHESH SIS JI6HX| OHAA|L.

c. = 2XIE B2 =0 Ha Ho| E2|=E HEER RES 7|2Q T3 HESEE 270 2 2 L3
Y3 2KIE =3 ?XIZ L AHAIOH 2ATS| FAfetLICt

HEEE] ZS0| MA[of 2T ZAE|H HIZ 20| AZHEL|CE RE Z2MHAE SHY FH|E SHHA|2.

() Aasol 28 siRolM BEE FS 202 HEsts SN Mg

f. LOADER ZEZE0|A BYES 2=st0] PCle 7t= 3 7|Et M @45 ChA| X7|3tefL|Ct,

0. HE TZNAE ZCSHD 'Cirl-C'E =8 20 TEXTEZ HEISHL|C]

AAEO] 2 MmN HE= 2 ZHZ R#ESH=E 83 MEgLCH

O|C|of HAHE|(QSFP = SFP)E E2[et 22 34/ #A01ES AEdh= ZR ChAl 2X[8tof ZfLCt.

2. AE2|X]| 'storage failover back-ofnode_impaired_node_name_ 'S XM|35t0] ZEE2{E M4 25 MEiZ
T SELICH
3. At= gi2to| v MstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A BtL|Ct

6TH7: 2= MetroCluster T+ 0| A 0 22| AH[0|ES CHA| H2HEtLICE

0| kP2 2 E MetroCluster A 0|2t M ElL|CT.
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =AU =X| 2HQIBEL|CE. '"MetroCluster vserver show'

3. B3 =Hof| 98l £3ME|= XS LIF 00| 12{|0]4 0] 'MetroCluster check lif show o] AZ3HOZ tZE|A=X|
gtolghL|ct

4. MARQI 2EAEH0| = 2= L E0|A 'MetroCluster AQ| X[t HES ALRSI0] AQX|EHES Ll ThLICE.

5. AQIX|E =0 AR E|UE=X] ZRIBILICE 'MetroCluster show'
S AL "THI| T - A X[ AEHO QOH AQ|X|EH ZtAH0| { S| ATH FZILICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Ktelo] 2R ELIC

o i B = —

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQX(HHE 2t=5H= O |.7_0| el Z2|= Z <L MetroCluster config-replication resync resync-status show
HHE A5 T Sl 7| M| HEiE eele = AGLICL

6. SnapMirror EE= SnapVault 7142 CHA| A gtL|CH
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245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN ZIgHstr| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EME HEESHI HAE = 2™
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NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}

Hel ZH 0| 2= = A=X| =l gfL|ct.
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2. AE2|X| 'storage failover back-ofnode_impaired_node_name_'S H3%t0] ZEEZ{E HA &5

3. X}s ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct

6CHA: 2 E MetroCluster T0{| A O 12 A[0|EE CtA| HetetL|Ct
0| AL 2 E MetroCluster 4012t ML |Ct,

CHA
1. RE =7} "enabled" AE(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X 2HQIBHLICE. '"MetroCluster vserver show'

MHUAI2.
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3. 23 ZHof| o8l £ E|= X5 LIF 00| 12{|0|M0| 'MetroCluster check lif show'0fl 23X O Z AZE|UE=X]
StolgtL|Ct

4. MAEOl 2 AE0| Q= BE L E0|A 'MetroCluster AQ|X|uH' HES ALREL0] AQ XS HSHTHL|CT,

5. AR|X|u Xti0| 2= E|R=X| 2QIBL|C 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| 2 SLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHFY LEfol| ASH AQ{X|HH 20| t= ELICH

il

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQX[HE t=5tH= O |7*0| 22l Z2|= &2 MetroCluster config-replication resync resync-status show
HHE A5 A Tl 7|2 M9 HEHE el = AGLICH

6. SnapMirror LE= SnapVault A2 CHA| M&EEHLICH
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* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN ZIgHstr| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
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X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t XAIsC 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH
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A 2 AE{0|A 'MetroClu
=713t
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St
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controller A 1:
[Job 130]

:> metrocluster heal

i

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt R 2XIE sHZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2
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X

stel kA
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k=]
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ster S0 C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} HE AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O MEHX D7} HEE A= 3R AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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2. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M35l ZHEEZE
E| S|t

3. X+ gteto| H| 2 M3tEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& EL|CH
6Tt7Al: 2. = MetroCluster 710l A 0 22| A[O|ES CIA| HSHRILICE

0| 22 2= E MetroCluster A 0f| 2t M ElL|C}.

chA|

1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 2| U =X 2HQIBHL|CE. "MetroCluster vserver show'

3. 83 zHof| ool &M= Xt LIF 0+0|12{|0|40]| 'MetroCluster check lif show O] S23HOZ AZE|R =
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. AQIX|HH AA0| 2ZE[U=X] 2

S AEH Y= 2E LE0|A 'MetroCluster A X8 HEHS
x

OIBHL|C}. 'MetroCluster show'

AH830] AQX|MES AMTtLICE

SAET "I & - ALK HEHO| UOH AL|X[# X0 TS| Al ZLICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B configured
cluster A configured
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:> metrocluster show

Configuration State
normal
normal

ol A
goleh o~

A LI

L|C}.

NetAppOl| gtet

1} SFP

gfLct

Lot 52 NetAppOl BretetL|ct "S5 Hhet 8l

% QSFP ZES

AlZto] @2l Zz2|= AL MetroCluster config-replication resync resync-status show
=o| 7|=Mo| ALEf= Bto
— —_ - o =

W H|"KEMEH

mbs I,

FIE0|M 22|35t

B0l Z2lstiof BfLICt.


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

A1 22 714
EME HEEYE ZRoIHTE ZHESSY ME|E elstn, Hast 32 MKl HEEEI}
E4E HEEY AEZ[X|0|M HIO|HE Al M3 = JATE HEEZE 280k
Lt
O] =roi CHsH
* SAN A|ABRIZ AL8SH=E E R &4E ZAEER SCSI 20| =0f| Ciet O|HIE MIA|X|E 2QI8H0F cluster
kernel-service show LICt. priv advanced ZENA HH % MESHH cluster
kernel-service show ST =2 LE O|E"# & MEfRULICH, Y == 718 e S i

LEO| &S HEH7F EAIELIC.
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1. AutoSupportZt Z-43tEl AL AutoSupport HIAIX|E SE8H0] XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELICE.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader =
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1. MetroCluster 2'EHE 21510 EOi7} Q= HEE2{7t RSO E YA ZHEE2]{(MetroCluster show)Z
H3he| Q=X BHOISHL|C}
2. Xts "A7H LM =X of 2ol w2t CHS HOoi| mwh2f R gLt
HEER &4 08 J2H...
7t SO E MEtE[ASLICH CHS CHAIE T gL|Ct.
7t AH5O 2 MEHE|X| LAUELICH HA HAEZ2Z| MetroCluster BH| 7|52 Edll Al&El 2N S22
= ._H:f
7t SO = MEHE[X| o, HEH HAXE HESID 7153t 22 EHE siZT = CHA|

'MetroCluster switchover'
HHOE M2 AT,
AKX HII HEE

MS7| =gl ct.

controller A 1:

[Job 130]

X7t HEE|™H -override-vetoes' Oi7 tH
O MEH™ Oj7f HE

HAMMol 22{AE0|A 'MetroCluster

MetroCluster operation show &

ANZSHHAR. ZHE HEY =
FOSHYAIL.
|AS LT

512l Ch|

—_ = -

TR

:> metrocluster heal -phase aggregates

Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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3CHA|: PCle 7tEE W A[EtL|Ct

PCle 7t=2 WH[5I2H QLRI &AlSt PCle 7I=E HOF ZIESEE] EE0M 7IE7H S0 U=
2tO|ME M ChE ZAEE2| 2=0|| PCle 2t0|XZ CHA| & X[l{OF BHLICE.

CtZ ofiLimiold, O = 7|5E BHAE MESHH PCle 7tEE wAg = ASLIC.

OfL|tH|O| M - PCle 7tEE mA|EL|Ct
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PCI 7IE
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1. mAg FtETF 0] Q= 2H0|HME 22|ELCt
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b. PCle 7tE0]| X2 + U= SFP E= QSFP &2
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ROl MCH= k=1 2700 A off F=0f &S D2A| SHYAL. PCle 7tE= &R0 25| Z 25|

*E | Ft= AZ10[ MU= 20|X| o™ T FEE MAHSHH FtE AZS
Xt LhE T SR0IM 22[et Ft=E THA| EXIFfLIC.

4. 2l0|ME R X[eL|ct.
a. 2f0|XE 2t0|X A7 ZH|| = Tof| St CHE TS o2l = LHELICE.
b. 2t0|XE OIHEE9| A70f £HEZ 20| F&LICH
t

c. 2iX[E 2to|X Q| THEZ
THA|: HIXHE FIES WALl Ct
HIXH == 2H0IX = 3(2X 4 8 5) Of2Hof] ASLICH HIXF FH=0H 4 M| A5k H
ctO|ME 2elot Xt FtEE wAet ChS 20X M 35 ChA| AX|SH{OF BLICt. XbASt
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a. 7lE0|AM QSFP E= SFP 2R ES 25 Ea2|ghC}.
-

b. HXHL] FtEQ] £EO| LIAFS 210 FIES 22001 M 21 ZHAEA S0 22 Fofl SLICt
C. WM& HXI Ft=E 225t 70| = T 2fof] =10 ZHAEA FIEE 220 2o E&LICH

d. MIXHL! FH= 9| LiH| LEARS EQLICH
3. 20| M= RAAIFHLICE
a. 20| Z 210|X A X0f 9l T

b. 2}0|XE Ot E=9| Azlof £HIZ 2O F&LICH

c. 2f{X|E 2t0|X 9 Tzt 242 =0|Z SELICH

EER ZEUM 718 248 uNet = HAEER ZES MAIO| XHEX|T CH2 RAIEs ZEZ FEISof L|Ct.

2. ZIEE 89 E2 MAI Y70l SE CHS HESD ZRES UHE THAEA A|AH] 2o E&LICH
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b. Otz HX|SHX| gt2 F Z0|2 22| XIS CHAl HX|SHYAI2.

= _I_
c. 4 BE ZZMAE LI 'Cirl-C'E =8| 20 Z FEHLICE

() AAso0l 28 HiRoM BEE 22 202 BEots SN2 MBI

—

d. LOADER ZEIE0|H BYES 22{60{ PCle 7H= 2! 7|EH 74 R4S X%7(2}
THEREBHLC

Ot
[
ry
Im
M
m
mufn

5. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M350 ZHEEZE A &5 MEHZ
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=
=4
= Ht3ho| H| 2t SHEl AL 'Storage failover modify -node local -auto-2tgt true’S CHA| AEEHL|CH

AABIE TH7tSstn HEER ZES fetet Th3 XS EHet0] ChA| AL E[=5 & slof

i

O|C|0] ZIHE{(QSFP L= SFP)E 22Itt 32 Ed® 0|22 Ar80t= Z2 THAl ZX[slof LTt

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M35l ZHIEEZ{E HA
E|l St

A

s MEIE
3. At= Hizto| H| g MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& BtL|Ct

7EHAl: 2 E MetroCluster T40{| A O 12 A[0|EE CtA| MetetL|Ct
0| 22 2= E MetroCluster +A0f| 7t M ElL|C}.

ChA|
1. BE L CJ} "enabled" AEll(MetroCluster node show)di| U=X| IEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S7|347t b2 2| Y =X 2HQIBHL|CE. 'MetroCluster vserver show'

3. 23 A0 98 £ E|= X+= LIF O+0]13|0|M0] 'MetroCluster check lif show' 0l A3XHOZ AZE|U=X]
gtolgtL|Ct

4. MUl 2B AHN Q= BE LE0f|A 'MetroCluster A Q| X[l HEH S ALRSI0] A QXU S H3HSHL|CL.

5. AQ|X|uH XtH0| 2R E|QJ=X| &OIBHL|C}, 'MetroCluster show!
SHAETL"TH7| & - A X|H" MEJO| YT ALQK[HH XA0| S| AMaH ZILICE.
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S2IAE7} A MEfO] OB AQIKY

MN— = =

kel

ol 2t=ELCt.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AQX(HHE t=25H= O |.7_*0| 22l Z2|= &< MetroCluster config-replication resync resync-status show
HHEZ ALEot0] Il F2l 7|E M| HE{E el &~ USLICEH

6. SnapMirror EE= SnapVault 7142 CHA| A& BtL|C}.

8EHA|: FHol7t ot RES NetAppoOf Hhet

7|E9 oH MSE RMA X|Eof| &
LHE2 HIO[X| & HZSHAI2.
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PSUS 52512, WH| PSUS HXI3 [} LAI] PSUS He0| ChA| 2= Xelo)

EorEILICE,

* MY 35 HA= Z540| FHOILI D FAYO| JTHSELICH PSUS WH[SH| 2o ZEEZE 2 E2= ASLICH
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g4 1: ol 7y
245 ZESRIS SRS HES2| MElS SolsiD, U 29 YTl HES2T} A4E HES?
AE2IX|OA OB A% RBE 4 UTE HES2IES 2A4ofof 2

Of Zteiof| Chat

* SAN A|AHIZ AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, SiY =22 718 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE BN ZIgHstr| Fof|
= =HIE S Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol YL Ba HES2|
2

X 8! AlEHOf| CHoll FALSEZ} EA|ZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &30 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q1510] o7t Y= HEER{It AISCE H4 ZHEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. NS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LA X[MIL HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| 1A' HH S AlASI0] H|O|E| OH2|AH|0|EE
= 7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HAE AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLC,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| A0 EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AIO|EE +HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 22 WX[dls ZE AZE
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7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| R} =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £3ME|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z b2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALES5I0] AX[ME AT
S

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETILTT| F - 290X HEHOf| ASH AL K| ZH0] TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF ! HEjof] ASH AQ|X|E 0| 2tE ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=
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6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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