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AIS B 0|Cj0f BT T2A A ONTAP 9.17.1 0|40l A2t XIIEILICE AE2|X| AIAHO|A OIF BIZS| ONTAP
MY 30l F 45 2 27 W

° Onboard Key Manager(OKM): S2{AE TA| 2= 3 W C|o|E{ 7} BREtLICE.
° Q|2 7| Z|XHEKM): TEL] = =0f|A] C}S THo| et Ct.

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0fA 2&l 0|C|o| 27 TZHAE A|ZFEFLICE.

boot recovery -partner

SIHO| Tt HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HEl O|C|of MX| 2 T2 NAE DL|E{ZIEL|C]

OTZMN AV IRE|T Installation complete HAIX|Z} EA[EILICE,

3. A|AHIS ols 5}

O

i

efolst Lz HIAIX| & otLIE EAIZLICE

Of HIAIX|Zt A== B2...

ﬂli’t

...

1

SH
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-

key manager is not |AE0 Sot7t MX|E|0] QK| & LICE.

configured. Exiting.
a. 2O TETEJ} FAIE U7X Z|CIE| M| 2.

b. =0l 200510 ME St BHetstM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BhE CHAl Zdel Higdete 32

[

key manager is Aot MX| = R}ELICE 2 70| 2e|xf 53 .
configured.

Ae0] 7] Xt 248 LT Gl FP OF UAKIE ZASKD 7| pal) 24El0
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 AA5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} HA|=|H 2EE 7| 22[0f Chot =S URSHMR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIXK|ZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SASHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43S S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & &5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I3tLICt
security key-manager onboard sync
2 7|t XtS ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALL MM S l=fgiL|Ct.
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= IEQ| HiOofA =
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* 7|2 AIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO0|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

17t MR EFEX| oM AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE ChA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22+l MEfTt E| 1 ZtS5=X] 2AQU5HM K.

d. AEZ|X|E =2 ZESZE B4 YO & SELCL
'Storage failover 2tgt - ofnode_impaired_node_name '

2 it &b BtE THAl 2det g dstEl 3.

5. XHS HHBt0| HIZHESHE A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZAM3tEl 2 AtE 7|0|A MHS SBLICEH
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FE= NetApp= HHEFRLCH"

Almfst HE! O|C|0{E NetApp 2 Z 2t - AFF C800

AFF C800 A|ARIS| 74 ATt NFLH HR, IH EES NetApp L2 HESINR. . "F5
gt 5L WA XM 82 HIO[X|E oMK,
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1. &4F ZEE2{9| LOADER ZEIZE0|M USB Z2iA| £2t0|20i|A =7 0[0|X|E REELICY.
boot recovery

=5 0|0|X|= USB ZaliA| E2IO[E0|M CHREEELICE

2. HIA|X|7} EA|=|H o|0|X| O|EE RU=SIHLt *Enter*E =2 2= Qtol EA|E 7|2 O|0|X|E M gLt

3. ONTAP HZHOf| St= EXHE AHE3t0] var T A|ARIS SRIetL|Ct.
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bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
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ONTAP 9.16.0 0|3}
M= HAEERQ IIEL] HEE2{0f|A CHS T E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EA|Z[H CHS 2 F2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o IEL| AES2{0)M: A HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY B9 BYS MWHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43=el =8 9lo| tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2|0|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEER{0|M: 527 vy A0 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27| vy &AO0| Z I .would you like to use this restored copy

now?
h. &24E HEZ20|M: 27| v BELSI2t= HAIXIZ EAEH OHE2E FEMK. ctrl-c BE HlF7t
Helmy
I 24 HEESO|M: IS B oILIE tAl 2
* A 2RO A tE ALESHA| gf= 22 RE HIRoM _S4 1 28 2&_S HESHHR
" AMARIO| A2 SHE AEStE AR CIZ2E 0|SSHM|R."Y=otE Sl CH

ONTAP 9.16.1 O| &
2 ME AEEZ M CHS THA E 2t2HN| K.

a.

1=
1%

o Sestets HAIXITE LELR 7|8 v S

S i d3Ho2 hakH OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. =20y S E 7S AEotets HAIXIZE EAI=E.
d. =20ty LEE R -SI2HE HIAIXIZF EAIE LI

e. F2Cty ChA| MBE-StEN=E HAX|Z7F BAZH OHEE FEMR. ctrl-c B8 HF7t 22 0.
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bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

storage failover giveback -fromnode local

6. Xt=

riot
jo

H|

Mot

= oot A2 CHA| 435N K.
storage failover modify -node local -auto-giveback true

7. AutoSupport’} 24stEl 22 XS H0|A WgS SRELICL

system node autosupport invoke -node * -type all -message MAINT=END

=)

=]
=7 0|0|XE Rt = ERst 2SS "FE 0|00 M L=otE SHEL T A8l o LT,
22t S - AFF C800

HIO|E 225 X|£512{H AFF C800 A[AHEIS| wA| 2E O|C|0{0] 2otE SHGHAIL.
WM ZEMA00E 7| 7tEd &l Aot 2 A E, CloIE Eof HAM|lA =telo] ZEHEL|CE.

AE2[X] A|AROM ONTAP 9.17.1 0|2 &l 52 FR LIS S AIESIHAR."AIS 2 57 2P . AIA-0f A
O] 7S] ONTAP &dll Sl B2 =3 RE F7 A= ArE8HOF gL Ct.

7| ZE|Xt FYof| w2l AR Aot S5t ot MAESH HAIS ARSI K. AIAHOA ofH 7| 22|XIE
AMEBHEX| &t ASHA| 82 32 £ 0[C(0o] uA| BXtE AIRE wf et HE3 &lsthR
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bootmedia-encryption-restore.html
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0 0P YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tfL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HB 7 HIAIX| glo| SRAE ZEXET} WEELICH S7|2t0) Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 285D S7[3t7}
NZHOoZ A kx| A4 DK ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHatotX| LI, Zapot LIEHLEH O O & Z2pvt Bhet=|X] g8 Wi7tX| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= E[3 O HIA[X| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= dist

—

o

H

MUt

Mslst A

o -l =

o ol.
e 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43%tEl 22 Xts AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T
2 O|C|o{ol|M 2otE /et 2 OHEE "220| = FE2 NetApp= HreteiL|Cha=sljof gLt

Aist 2 &l 0|C|0{E NetApp 2 & et - AFF C800

AFF C800 AEE|X| A|AHIS| 1M A0 EOj7} LS
HISHSIMA|R BN "EE Bhet 81 WAH|" Xt|ot LHIE2 6

AA|

MAl K| {3 EZ - AFF C800

AFF C800 AEZ|X| A|AHIS| MA| WA|E A|ZISIEH™ WA Q7 AtStE HESIHD HAEEZE

58


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

L

AAR S3HA, TR £ ONTAP X2 5%, 1M 94 7|5 2SS Tetet MA| IH 27 e AELICH

9 "AMA| WA Z=H|"

AAR QX ohef, 1t S 8l =7t £, WA MA 2l #|0|2 20|22 SE S3ll MA| WM E EH[ELIT.

"MAIS WAL
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MAl 2A| 27 Are - AFF C800

AFF C800 A|AEIS| AAIE WH[SH7| Fof| 45Xl w0 RSt 27 Atets EFot=X
eQISHMIR. 07]|0l= AlARS CHE 2= 718 Q471 M2 XSsh=X| =elsty, O

st 2Z 22[xt XHE SHO| A=X|, SHIE WM MA| 3 2ot =77t A=X| 2Helst= 20|
EotEILICE,

* AAERISIOHE 2E 718 R4 MItH2 2tSsH=X| 2felstn, ZS5HK| ¢z E2 of "NetApp X" X @S
QESIMAL.

* ONTAPOf| gt 22 22|Xt xtH SF0| gl= 32 diE AtH SES HsLItt
© wHof 2Rt =Tt FH|7F A=K
* AARIOIM X|@3t= 2= ONTAP HZTO| AMA| A BXHE MY += U

A
=]
* MAl wA| Bxt= HIE, NVMe E210|2 S ZIEER] ZES M MAIZ 0[S3t1! WA MAl= NetApp2| MZ2
TE24et IS Y E|ASLICE

© MAl X "Xtz AA—> BEHE oLt 20 E SHAEC F2, [HE £ E S2{AES| MH|A FTHo| 5|
A=ED BE STO| U AYL|CE

ChZ Bl
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o

eZgmc
AIAE 1D BYUAIZ 918 NAH IDS AIStEHE BIAIXIH LIERIR y2 Qjisfof BHic
(D) 7120l Hesp e HEolE 4 Attt
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7. CIAZTTI MU 2 e A =X

_|i0I-

[IBILICE 'AER|K| LA EA-ARH

_replacement_controller0fl &£35H= CIATE M A|AE IDE EA|SHOF BL|Ct CHS O)ME =& 10] AR$H
ClA30f| M A|AE! ID 18737752770| EA|ELILCE,

nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 Pool0

8. A|AHIO| MetroCluster 71491 AL ZHEZ2{ AEH 'MetroCluster node show'S 2 L|E{ZI$IC}
MetroCluster A2 HA MENZ Z|S2[2{H uM = H 2 ML Z22|H, 0| 2L 2t AEE2{0of| LM El AEfIt

AL DR O|2{20| 23tz HA REJ HEA|ELICH MetroCluster node show-fields node-systemid E&
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Z217| MetroCluster 71401 Q= AL MetroCluster AEHO| I}2} 212 AL X7} RHSH ALO|EQ] HEZ 210!
DR Z ID ZCof ClAT| @2 AQXt7F EA|E|=X| &HQlgtL|Ct.

B2 0| 20| gLt

° MetroCluster 7140| et AE{RIL|CE.
° replacement_controller= sl AO|E0| Rl ClA Q| HIX| AR XHLICE,
"4 = MetroCluster A0 HA E|0] 22 3! MetroCluster A9 X|2H F0| C|A3 ARHO0| HAEL|CH
10. A|AEI0| MetroCluster 7421 A 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’ 2

T UA=X| elet|ct

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t AEZE2{0f thal ol Atz[= 2&0] 'vol show-node-name’@1X| 2HIgtL|C}
12. HEE Al XHE HO|2R2H 7|52 ALESHX| & ATt 22 M4 HEE2 0| M 2252 'storage
failover modify -node replacement -node -name -onreboot true'

M| A A" =2 - AFF C800

ANARS MH| 2F 2= S5 H NetApp Storage Encryption 7 4(EHR3t 22)2 S5t
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_-halt true_parameter= Loader ZEIXE S HA|RILICE,

20 AEER RES 22[SLIC

Ir

HES2 DES DAL HES DE LR U= THRAS DA of MAo|M HESE] BES Balefo}

ol-|__||_'_|-_

2

1. Obxl HX|E|X| ke A St HR[SHIAIL,
=

2

=
2. MA|Q| B = E20|E7F ZATH0f| THERS| FATE[O] A=X| ZRIFfL|C X &712to= 2t CEl0|HE =28 HE
HENZH 2 m7kx| =Lt

= = <]

—

3. A AR dEfof w2t ZESE E2to|EE HYSHUAIL.

86


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

storage aggregate show -raidstatus !*normal*

© o8
T
T riét

-“iﬂ

™ There are no entries matching your query. AIESHMQCHS 12| B
=l E2to|ET} J}=X] ZHolgfLC}. .

oo
2r

d

Mo 02
n>
0%t

10 o of o
Ot

2

Ty

FXIE TN L.

system node autosupport invoke -node * -type all -message
'<message name>'
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event log show -severity * -node * -message-name *disk.missing*
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system node autosupport invoke -node * -type all -message
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storage failover giveback -ofnode impaired node name..
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6. AutoSupport7t Z83tEl 22 X5 AH0|A MHS S/ A

system node autosupport invoke -node * -type all -message MAINT=END..
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storage disk option modify -node node name -autoassign on
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storage aggregate show -raidstatus !*normal*

© o8
T
T riét

-“iﬂ

™ There are no entries matching your query. AIESHM|QCIS o1 CtHAZ
=l E2to|ET} J}=X] ZHolgfLC}. .

oo
2r

d

Mo 02

I7LCI2A e HR, & HEE2{0|M AutoSupport HIO|E{E £=EI5t0] NetApp XK El0]|
FXS o MA|.

>
0%

10 o of o
Ot

2

Ty

system node autosupport invoke -node * -type all -message
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storage failover modify -node local -auto-giveback true..
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system node autosupport invoke -node * -type all -message MAINT=END..
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storage aggregate show -raidstatus !*normal*

.
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system node autosupport invoke -node * -type all -message
'<message name>'
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event log show -severity * -node * -message-name *disk.missing¥*
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system node autosupport invoke -node * -type all -message
'<message name>'
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storage failover modify -node local -auto-giveback true..
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system node autosupport invoke -node * -type all -message MAINT=END..
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage failover modify -node impaired node name -auto-giveback false
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impaired node name -halt true
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storage aggregate show -raidstatus !*normal*
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system node autosupport invoke -node * -type all -message
'<message name>'
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event log show -severity * -node * -message-name *disk.missing*
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kernel-service show &LICt., priv advanced ZREO|A HHZ AHAMEIH ‘cluster kernel-
service show olffE =EQ| L& 0|2 7 MEfRULICI, sHE =] 7tEM AEl B! s LLE2| XtF AEHTt
HEAIEL|C

2} SCSI 23[0|E T2 M|A= S2AHQ| CHE L =of e Aol L0o{oF RLICE WH|E TS| T 2=
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1. AutoSupport7 ZA3}tEl AL AutoSupport HIAIX|E S E5H0] X5 70| A MM S AX|EHLICE.
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIA|X| = 2A|12 SQF XHE AH|O|A MM S ARISLICE

o o

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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EdE HEEHI BEAEE E2... O3E.L.
LOADER M[A|X| 7} FEA|ElLTE CHE tHAlZ o|SELICEH
gEet Cho] 5. Ctr-CE =& U3 HAIX|7t LEtLE yE +=FL Lt

ANAR DEDE i ots TETE  HANQ HESZ2{0|N 2AE HESHES QIASHLE SXIBLICH
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZTEZE S HA|EtL|CL.
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=2 ZolgLct

ZEEDZ ZES WASHAL HEER] 2= LR A= FERAE uAE O AAIO|M HEES] ZES Z2I0H0}
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3. A AR HEfof w2t ZESE E2to|EE HYSHUAIL.
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a.

storage aggregate show -raidstatus !*normal*

.

2tZ|™ There are no entries matching your query. AISSHMRLHS 6t CHAZ
F2hEl E2t0|ET JEX| =elgtL|ct. .
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system node autosupport invoke -node * -type all -message
'<message name>'

b. Ty A|AH! = OfH] E2t0|E RER0|M F2tEl E2L0|E ZH|S gfeleti|Tt.

!

Ho

event log show -severity * -node * -message-name *disk.missing¥*

* HAHO| HI2tE|™ There are no entries matching your query. AISSHMRLCIS THAZ 0=

- HE Ml A CHEA| LIR_E R, & ZHHEE2{0f|A| AutoSupport HIO|E{E %510 NetApp X2 E |

system node autosupport invoke -node * -type all -message
'<message name>'
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1. ZIEE2| ZE0|M PCle 2t0|X 2(Z7t 2t0|X)E 22| Ct.

a. PCle 7t=0f| I &= = SFP EE= QSFP 22 25 22[gLCt.

b. 2t0|X 2IZ2o| 2t0|X ZHF XIS W Z&E Zo= SEILICL
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2to|X7t ZIEEE] ZE0(A 22t ?l= St LTt
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9 RTC HiE{2| & }2Z

2. HiE{2|E SO0 ZHARA Lo SN S8 CHS SEOIA S0f AL

HiE{2|etS SE0IA 22l o BiE 2o S0l RS AIL. HHE{2|0= S84 7|27t

() =mAslof glonf Soiof Suk2A| 9lxieor BLICH BT 2Hol = 7| ISt thEf2lS
Of(E7| tix| oo} sH=X| efFLICE,
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4. RTC HHE{2|2]
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4THA: AEER ZSS MAKIRLIC

HEZ2 DES CIA| EX|6t0 P EISHL|C
ThA|
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2. O waf A|ARS CRA| HZBLICE
O|C|of AHE|(QSFP £= SFP)E 22[et B2 8/ A0I2S A&tz ER ChAl &X[8tof L Ct.
3. ZEED ZE MEKE 2AZFLC}

a. ZAEEC] ES0| STt Lt M| TAME Wi7kX] MA| Q= HHES| 20| FELCE

() #H4Ept ayeix) s 2ESE DES M of 92 0 =3 32 IR THIAIR.

a. B3 PYAE 9O S2 &3 Wo| 22| YK 7|29 TS B SIHIE LEILICH

b. Mgl BCS M T I AZoHT M A 0|2 HI L2IS CHA BXIT TS MY 33 FKIS Mo
HZBLICE
Felo] B7ss A AES2| DE0| BYEY| AFBILICL HE TZNAS FEH FH|ZS SHAIR,

C. OF%| &X|5HX| ¢t2 B2 70l 2E| FXIE LAl EX[SHYAI2.

4. £ME ZES2IES CHA| MX[OH0] HA BS O g SLIC,

storage failover modify -node local -auto-giveback true..
6. AutoSupport7t Z4%tEl 22 X5 AH0|A MES S/ A

system node autosupport invoke -node * -type all -message MAINT=END..

5EHA|: ZHoH7t

ne

Mot HEZ2 NetAppoil het

7|E2t o MEE RMA X|Eol| @& thz 77t Zdst RES NetAppOf| BHeteL|Ct, 55 Bhet 51 A" KiM|e
LHE2 HIO[X|E HZoHHAI2.

AFF C800 2| =2 ArF

2 AFF C800 2| MEH AFFRLICEH EHESICH "NetApp Hardware Universe=
AIZRSHY A 2" AFF C800 AFYe| MH| S22 (HWU)OI|A 2HlstM|R. O] H|o|X|= T+
notgd Mg drg et ct.

AFF C800 2| =2 At
ZE J1M: AFF C800 T AJA| HA &
Z|CH ¢IA| 22F 7.3680 PB

0|2 2|: 1280.0000GB
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= mEq: 27l2] HA HEE2{2t 487H2] S2to|2 220] Y= 4U AfA|

ONTAP HZH: b_startONTAP: 9.16.1P2b_end

Z[2 ONTAP HZH: ONTAP 9.10.1P15
A7 A0t H/ch3t
SE HA 4

NAS 12

SAN 6
HA %

oto|2
2HEI0

et
0|4l 100Gbps

Z10

o

0|4l 100Gbps
0|4l 25Gbps
0|4l 10Gbps
FC 32Gbps
NVMe/FC 32Gbps

o2 ZE

o

O|H4ll 1Gbps
RS-232 115Kbps
USB 12Mbps

132

Al 82

88.4H|EIHIO|E /
78.50}0[HIO|E

44 .2PB / 39.3PiB
7.4PB/ 6.5PiB

20
16
32
32
32
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15360GB
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AEEX HE/AZ X

CIFS; FC; iSCSI; NFS v3; NFS v4.0; NFS v4.1; NFS v4.2; NFSv3/RDMA; NFSv4/RDMA; NVMe/FC;
NVMe/TCP; S3; NAS7} {= S3; SMB 2.0; SMB 2.1; SMB 2.x; SMB 3.0; SMB 3.1; SMB 3.1.1;

Udt™ol M3: 6626 BTU/hr

oto| A M3 8417 BTU/hr

£A: 132,502 = 60.1kg

£=0[:4U

L{H|: 19Q1X| IEC 2 S2H(17.621X] 44.7cm)

210]: 34.501K| (o] & &2 223l Z&t A| 36.621%])

s 2T/IE/SE: A0 3048m(10000I| E) DEO|A 5°C ~ 40°C(41°F ~ 104°F), ACH & & 8% ~
90%(HIS%)

H|ZS Al /&% -40°C ~ 70°C (-40°F ~ 158°F), £[CH 12,192m (40,000ft), &AL &= 10% ~ 95% (HIS=),
el 871 71&

SY AZ: S Y £3(LwAd): 8.0; SL(LpAm)(FH ZHEXt 2|X|): 62.8 dB

8 &
* 215 EMC/EMI: AMCA, FCC, ICES, KC, 223, VCCI
* 21F 2tH: BIS, CB, CSA, G_K_U-SoR, IRAM, NOM, NRCS, SONCAP, TBS
* 21F 2HM/EMC/EMI: EAC, UKRSEPRO
* 21F 2HM/EMC/EMI/RoHS: BSMI, CE DoC, UKCA DoC
* & EMC/EMI: BS-EN-55024, BS-EN55035, CISPR 32, EN55022, EN55024, EN55032, EN55035,
EN61000-3-2, EN61000-3-3, FCC Part 15 Class A, ICES-003, KS C 9832, KS C 9835
* BEZF 2FH: ANSI/UL60950-1, ANSI/UL62368-1, BS-EN62368-1, CAN/CSA C22.2 No. 60950-1, CAN/CSA
C22.2 No. 62368-1, CNS 14336, EN60825-1, EN62368-1, IEC 62368-1, IEC60950-1, IS 13252(IE 1)
ke
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