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ONTAP HHQIL|C}
ONTAP 9.8 O At

) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B I2NAS A4 DAEX Selg|ct

oM ZEZEES HEA[LIC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF YT ALK g5 Ct

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A|l%f e 2felo] A HH XS M = 2felE S 20 EaLItt.
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X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30] 2p(2t) CHE H2 A& TIHSHK| OHYA|L. successfully recovered
keymanager secrets =AM HES I RLFE +HLICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
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* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

L

EEa9

Tk

£0f| CHS HAIXIZF A= =X] 2HelgfL|ct.
Waiting for giveback..(Press Ctrl-C to abort wait)

MEH =0 LS B S Y6 THEL ZEED & et Al2.

storage failover giveback -fromnode local -only-cfo-aggregates true..

- CFO Of=2|AH|0|ERt RSt = L3 FHS HAFLIC

security key-manager onboard sync

Onboard Key Manager2| S2{AE K| = E =SL(CL.
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1.

12.

13.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume
<volume name>" command.

S718t0fl SZ3He 57 HIAIR| glo| SRAE TEmET} EELICE S7|817} Mufste S2iAH
() =zEzezsopp| Fo| 9F HAXITE LERLITL 571 2851 57|18t ¥ZH o= My

M7kX| AlSSHA| OHY A L.

Ct

gl

THS YHSIH 2 E 7|7t SISt =X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE Y'Y o Z2tIt LIEFLEX] S4&LICH

©

CHE S Y=ote DtEL S| =5 Bttt
storage failover giveback -fromnode local
AR =& Ao 2R kg BEE YB6IH X5 trets S L Ch

[

storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MM S SELICE

system node autosupport invoke -node * -type all -message MAINT=END

g4 2: 9|2 7| p2|xt pAg BBt

ONTAP 2& Hw0ilM 2F 7| 22Xt FHS SAYLIC

AlZfot7] FHof

EKM(External Key Manager) 7182 S5tz C}

ol

HE7L HELoh

* CH2 22{AH 20| M /cfcard/kMIP/servers.cfg TS| SAME = CFS ME:
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* CHE 22{AH LE = S20|HE 2B M | It SAEQJLICE /cfcard/kmip/certs/client.crt
* CHE S2{AH LE = 2210|¢E 7|9 It SAF2RILICE /cfcard/kmip/certs/client.key

* CHE 2 AH LE = KMIP AH CAS| Y SARRLICE. /cfcard/kmip/certs/CA.pem

EHA|
1.

Tk

£ A0

2. ONTAP 2&! 0 50|M &M 11 & MEiBL|Ct,

S8 Hw2l oIS EAIRLICH

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

Normal Boot.
Boot without /etc/rc.
Change password.
Clean configuration and initialize all disks.
Maintenance mode boot.
Update flash from backup config.
Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

3. HIAIX|7} HA|=|H 2ot WEE +TY=X| QIS

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct.
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Enter the
Enter the
Enter the
Enter the

Oof|H| =71

Enter the

MIIDvjCCAqagAwIBAgGICN3gwDQYJKoZIhveNAQELBOAWGY 8xCzAJBgNVBAYTALVT
MRMwEQYDVQQIEwWpDYWxpZmI9ybmlhMOwwCgYDVQQHEWNTVkwxDzANBgNVBAOTBk51
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si

Fp8=

Enter the

Enter the

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94

client certificate (client.crt) file contents:
client key (client.key) file contents:
KMIP server CA(s) (CA.pem) file contents:

server configuration (servers.cfg) file contents:

client certificate (client.crt) file contents:

client key (client.key) file contents:

KMIP server CA(s) (CA.pem) file contents:

EQBKG1NY8dVyjphmYZv+

Enter the
Enter the

System is
Trying to

kmip init:

IP address for the KMIP server: 10.10.10.10
port for the KMIP server [5696]:

ready to utilize external key manager(s).
recover keys from key servers....

configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init

S20[AHE 5l MH

: cmd: ReleaseExtraBSDPort e0M

e

I

Qs =23 TR A|AT} R EILICH



ol 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. 2l oM S 12 MEISI ONTAPE A& SEELICH

A b i b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g b b b i g
*khkhkkkhhkkhkkKhkkhKx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R i b b b b b b b b I b b 2 b i b b b b b 2 b b b b b b b b I b b b b b b b b b b b b I b b 2 b b b b b b b 2 b b b b b b b b b i 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 1

7. AutoSupport’t 2d3tE Z CHg B S YUSI0 Xt5 7|0jA ddS SAYLICH

system node autosupport invoke -node * -type all -message MAINT=END
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chassis-replace-requirements.html
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chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-requirements.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-shutdown.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-move-hardware.html
chassis-replace-complete-system-restore-rma.html
chassis-replace-complete-system-restore-rma.html
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o It E FHYLICH A[AR AER HH"
° ONTAPE A|AHIS| HE HE|AZ FO2[0|=-LICH
o BE 8i& "Active 1Q Wellness 22! 2! (& A|AH 718 QA9 LED2F 22 S A|AHI A= 2E
Zgs 7|=8l SLICH
THA|
1. SSHE Sdlf 2HAE0| 2OQI8IHLE 2Z 2& AH0| 21t YE/2ES AHE6I0 2 AEQ 20N

ZQlgtL|Ct.

2. AutoSupportE 1111 A|AHRI0| 2I2QI0| E HOE O &&= 7(7HS EAIFLICL

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. BE L E9| SP/BMC F4 =ol:
system service-processor show -node * -fields address
4. 28|{AH A8 ZEZELICE exit
5. O|H™ thA|o| Z20f| LIFE =9 IP FAE A3 SSHE &3l SP/BMCO|| 2a¢lgtL|Ct.

TE/HES ME0ts 32 St S2{AH Xt XHH FHS A5t AEED{0| 2L}

() =% yses oUsYY + YSE DS SPBMC S0l et SSH A4S LT

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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StrictSync 2E0|M 2&E[= SnapMirror 7|4 S2{AHE A88t= SHAEL BR: system

(D node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

7. 7t BAE|H SHAEC| 2t HAEE2O| CHolf *y * & UAHYLICt warning: Are you sure you want to
halt node '"cluster <node-name> number"? {y|n}:

8. Zt ZIEE {7 Y& wintx| 7|Ct2l £ LOADER ZE X EJt HA|EL|CE,
MA|IE wA[etL|Ct. - AFF C80
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14. Xt& Hheto| HIZM3tE|0f Q= E 2, CHS 2t 20| CHA| 2 M3l AR storage failover modify -node

local -auto-giveback true.
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GivebackO| 2t= & U§77tX| 7|CHILICE HIAIXIZ wA| 2= H HE SR 2&00 EAIE O ™A
HEESO|M M IHEL A|AR DI IS 2 SHE|J}=X] 2IBLICE storage failover show

HHE Z2H0||= 24E HAEEZ{0A AAH D7} HAZQUCHE HIAIX|QF 2HH SHHE 0T 8! Af ID7} EA|=|0{0f
SILICE CHS OIM[O| A node2= WHIE HAXCH M AAR! ID7}F 15175970621 LICt.

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

6. A|AEIO| MetroCluster 401 AL ZHEE2| AEE ZL|E{ZEL|Ct. _MetroCluster node show _

MetroCluster 182 & ¢Ei 2 E[S2[2{H UM = R B Ex Ze|H, 0] 32 24 ZHEE0| & et

HALZ|H DR O|2{20| 2rM3tE| 0 HA RETH HEA|ELICH MetroCluster node show-fields node-systemid E&
Z2 2 MetroCluster 7+40| F& &E|Z SO0 W7EX| O™ A|AR IDE EAIRLICH

7. ZAEZ2{7} MetroCluster 1A 0] Q= AL MetroCluster AEHO| I}2} 212 AL X7} RHSH ALO|EQ| HEZ 210!
Z2 DR Z ID Yo ClAZQ 2l AQXIIL EA|Z|=X| 2HQIgtL|CL.

=
o}
=
(@]
@)
[
o
0]
=
-4
0x
o
r>|
rict
0%
i}
18]
-
il

o

HZSHM AL "4 E MetroCluster A0l A HA H|O| 2 2H 5! MetroCluster A2|X|2H F0f| C|A=
HO| HAEILICH & BERSHA L.

8. A|AHIO| MetroCluster 71421 AR 2t HEER{7I FHE|N Q=X IS A| L. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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impaired node name.

12. Xt dteto| H|Z Moo e AR, L3 20| CHA| 243SHYA|R storage failover modify -node

local -auto-giveback true.

13. AutoSupportZt 2M35t=l AL X5 HO|A MM S 22l/AX| SiXl: system node autosupport invoke
-node * -type all -message MAINT=END
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