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d. HIAIK|IZF EA|E[H 282 E 7| 2t2|Xtof| Cist ] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|A”O| CrA| 22t MEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| XI5t & & s5o = E[SELIC
'Storage failover 22t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8HLICE
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HstL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| ol & E{FLICt



v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP ZZ{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAE
LICt. cluster identify show HE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 20 YAl HESR T QE{Ho|At MM S l=fgiL|ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIEL EO0|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM .

17t MBSO R EFEX| oM AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtS5=X] 2Q5HM K.

-

d AE2|X|E ES2 HESRIS Y YO = SYLIC,

'Storage failover 22t - ofnode_impaired_node_name '

system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S5t =7} 7tSE[0 H|O|E & MSotal LIH"Z20[ U= FES NetApp= HHEFRLCH"

Almfst HE! 0|C|o] 222 NetApp 22 Bl - AFF C80
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bootmedia-complete-rma-bmr.html
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https://mysupport.netapp.com/site/info/rma

2El OjCjof - 45 27
FE QLA 5 5+ 9|3 52 - AFF C80

2E 0|0|X| £5 HE USB S210| 22 ALE501 AFF C80 A2 | SE 0]T|ojof
ONTAP CHA| %|5H= THEQILICH NetApp K|l AO|E0]A XH 8t ONTAP 27 0|0]X|S

CHR 25104 USB S2}0|H0j| ZARHOF BHLICH 0| FH|E USB E2t0| 22 Ag0to
S7E Aot AAHS BE Nef 2 2eighct

A|ABIO| ONTAP 9.17.1 O| M0 M A FQl AL CHSE AMESHMR. "Ats B8 S+ EAp

AZSEE 57 27 AFeE dEoty, A
O|0|X|E S¢lstn, 2Rt 3¢ ezt 4F

o "HEl 0|C|o] 27 Atee HESCH

SE 0|C|o] uK 27 ArgE dESLCH

g O0|C|0{E wA|std, USB E2I0|EE AHZ5HH

"S& O|C{E WALt

AAE e RE0M 2F 7 &dot 281 0|C[0{E M st WA £ 0L/ E EX|et ChZ USB S2iAl E2t0|E2 S
AHE310{ ONTAP 0|0|X|E H&EILICE

"=3 0|0|X|2 2B

C

SB E2t0[20{[A| ONTAP O|0[X|E S5t Mt A|ARS SRS O3 2t H4-E efelgLrt.

ONTAP & EH|1'Tr01| M 2EE 7| 22X F40[Lt o7 7| 22|XE S LTt

HHMBH IS NetAppQ & HHetsiL|Ch
7HI ng—%' RMA X|El0| S th2 QR 7} LSt BES NetAppof HraretL|Ct,


bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
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bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

22 HE 0|C|o| 27 27 AFS - AFF C80
AFF C80 A|AEI0A £ DICIO{E WH[SH7] Fof| SHIE WHIE 2lol 2Rt 27 AfesS
EZ0l0F ghLct. 047I01|" MHoh 82| USB EliAl =027t A=X| 2felstyl SHHE

THE 28 A UK SHQlots Feio] ErELIC

o
A|AHIO| ONTAP 9.17.1 O|&0f| A 23 FQl AR CI2 2 AFESHNR. "t 22 S ZX} .

USB Zz2i{A| E2I0|E

* USB Z2{A| EEI0|E 7} FAT32E EOHE|QI=X| SQI5HN| L.

* USBOl|l= LSS A& + Y= 20 M& 80| AU0{0F HLICL image xxx.tgz IFY.
o =H|

ZAISICE image xxx.tgz OIS USB Z2HA| E2I0|E0)| SAFELICE O] MU USB Z2{A| E2H0|HE AHE3H0]
ONTAP O|0|X|E H&8 M%E' Lfct.

M QA uA
20t 18 245 NetApp 0| M RS M| 78 242 WHRLICH

S8 O|ICE wHShs o 2Rt @7 MYE dESt = & "8 DIL|00f| M f=st 7| X 8 HEE =felgfL(tt
"a=stof fLICt.

45 Hel 0|c|of 270 th3t 23t X/ 20l - AFF C80
AFF C80 AEZ|X| A|ABIS| O|O|E Hotg |X(SH{H 28 O|C|0{of|M =3t 7

A E 2HOIs{OF BFLICH. ONTAP H{T 0| NVE(NetApp =28 Y= 3hHE X st=X| 2olst
HEERE ZTE57| ™ol 7| 2t2|xp7t gd HEfQIX| =felgfL|Ct.

A AEIO| ONTAP 9.17.1 O|&f0i[ A A Tl B CIZS MESHMR. "5 B8 =55 24,

1CHA|: NVE X[ 22 2Holst 1 SHHE ONTAP O|0|X|E CIRZESHM K.

e 0/C|0f LA 9o SULZ ONTAP O|0|X|S CHREZEY 4 UTE ONTAP HZO0| NetApp 28 ASHHNVE)S
XI2I5H=X] HOISAlR.
o

1. ONTAP HF0| &812 X|2ISH=X| EHQIoHIL.

version -v

Z20]| ZetEl 10no-DARE B2 NVEE A8 ¢l S2{AE HEO|N X=X gF&LICEH
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2. NVE X| 0] w2} M & st ONTAP O|0|X|E CI2EESHM|2.

° NVEZ| X| &&= ZAL: NetApp Volume EncryptionS AF25t0f ONTAP 0|0|X|E CIRZEFHLCE.
° NVEZ} X[ ¥ E[X| b= Z2: NetApp 2E =%} 210| ONTAP O|O|X|E CHRZESHM| 2.

@ NetApp X|& ALO|EO|A ONTAP O|O|X|E HTTP £= FTP AMHLI 2Z Z0=E
CI2ZEgL|CH 2& D0|C|o wA| Xt St 0] 0|0|X| Ito| TR BfL|Ct,

1. AlAglo| A ZAStEl 7| BaXE SolgH|c

—

ONTAP HZIL|Ct O] Bs HdgLICt

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMZ AHZ5HH mxM O] HE S20i| EA[ELIC.
* OKMZ AHE5HH oxm O] HE Z20f| EA[ELIC

© 7| ZE| X MY EO JqX| $O™M No key manager keystores

configured @& £30f O] EA|E/L|CH

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKM2 AI26IH external O B =20 HEA|EL|CT.
* OKMZ AF2SHH onboard 0| HE £=0f| EA|ELILCY.

« 7| 22| Xt BHE[O] JqX| $OM No key managers

configured BE &0 0| EA|ELICE

2. A AHIO| 7| 22Xt Y0 Q=X o0l W2t CHS 5 SHLEE - ELICH

7| 22[X7t +HE BR(EKM E= OKM):
a. 7| HE|X|M 1F 7| SEHE EAlSIEH 2 2| BB S LA K.

security key-manager key query

b. 82 HEslD % 310I18tH|R. Restored &. 0| B2 7| H2|XHEKM E= OKM)2| 915 7|7t ME2x oz
22IC|Q=X| Of S LEEFALICE

3. Fstel o H2|X FEO| w2} MESH HAS 2RI K.
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 2tESHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AN:

rk
0%
0

= HEED

i

2FHSHA

O
H
Of
Kl
O
H
|1l
_>i
i
[al
0%
ot
4>
30
o>
I~
ful

° 7|17} CHE S EASHE 82 true SYEE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|7t SAEH 2dE HEESHE Mo S0t T EAE Y - ASLICE

2HE 7| Z#2|XHOKM)
CtS SHAE ZHol| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mek
set -priv advanced
UG y Al&5t2t= HAX[7F HEA|EH.
i 7| ZHa| W MEE mAIFLICY
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 THA0) ZALBHLICY,
T A} S0 OKME +S 2= E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH MA dSEALULICE 0]
57t GLO™ NetApp X2 EI0| 29|5HMIR.

%
—

d 2

rin
ol

717t EREIU=X] &AM Q.

=

{0

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM HEE MBI K.
g Het BEEZ Mt
set -priv advanced
S} y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| EA B0l OKME S22 S70l0f = 2 0| i YEIL HREfLIC}
ii. 2|Xt REZ SO0H7t7]:

set -priv admin
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ful
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_ITI_

+5 B8 0L E71E I ZIEE2| 3= - AFF C80

NVE EE= NSE 22 2t20h 20i= &4
Motot MXtof| et ZHE

A AEIO| ONTAP 9.17.1 O|&0i[A & Sl B CIZS MESHMR. "5 22 =5+ 24,
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SRR AL
&z ?15531% —’S—E3fﬂ1ﬁ ZEEE HEHE 22
|

Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E T2 M AE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE NS TIgstr| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 2! AlEHOf| CHo FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
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EHE HEEI BAE = J2H...
32,
NARIOEDE = 4% HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 WANO HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olg9l 22| AEIt Rli= 22 HEO RU{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZE)
"= EE S8 AL S|t

* MetroCluster 7t AEf7} THEFOMH LETL AL 5! FAN AE{QIX| =Hlstof gL |Ct,
metrocluster node show
CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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EHE HEEI BAE = J2H...
32
NARIOEDE = 4% HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
ZETE(AAY 24 Y)
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
Cte chA
ZEECE SRet = £ £8s0F "2 O[C[0{E WAL gLt
S 0|C|0jS DA 45 R 2RES ZH[EILICE - AFF C80

AFF C80 AlAgllo] el 0jcjojollis 4 Heof 9! 24 Blo|E7} MAEILICH B T
NAE 2] BEE HAStD, 248 2 0[C0jS Hsin, DA 2 D[CjofS Axlsh
c}2, USB Z2fiA| E2to| =S AF2310] ONTAP 0|0|X|Z m4|8 £& n|Cjoj2 2502
Maots Mo FNEL,

A AEIO| ONTAP 9.17.1 O| &0 &

ot

2 R OI2S A EstMR. "its £ =57 24 .
1A 22 0iHE A guct
SEOH= AA" 2] 25 WERO| JA2H A|AHOM 253 M5 AM| A LT,

o
1. MA| SHOE O|SHILICE OFF] BXIEIX| 42 2L SH2A| HXISHIAIL.

2. AEEZ|9| PSUE 22[&LCt

() nAmol DC Helol U= 32 PSUNIA Xel 228 2ajsic
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a. OiEHM H= HES FEHAMR
b. 2EI OICINE 9= S 2300l 20| 74 THZ SHZof| FLIC
4. A S22 0IC|0|E AA" 22| ZF0| ZX|gLIC
a. BE D|C|ofo| 7tEAtE|E 27 ot Fof| StE ChE Y ARA 2200 Z8t2 2o YELIT
b. 2E DO|L|01E T3 HE B2z SHLICH
c. d2 HES +21 RE DL E Ol 2 2tH3| =8l 02 &2 HES saLltt
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b. A|AH! 22| BES PP ELICH
2G| 28 0[0|X|E B& O|C|o2 MSEL|T

MX[SH WA & 0iX|0f|= ONTAP 0|0|X| 7} SI&LICt oA ST ONTAP A{H|A O|O|X|E USB Z2iA| E2I0[EZ
CIRZCo O Wi 2E! O0|C|0{Z CHRZ =510 ONTAP 0|0|X|E AN SE O|C|o{Z 48 4= "NetApp
Support AtO|E" L&LILCE.

AlZfoto] Fof

* FAT322 ZoE USB S2iAl =2t0|E 7t A0{0F 5tH 4GB 0| &fe| 20| RL0{0F BfL|Ct.

* EME HESHI 4™ F0|H Aat S ONTAP O|0|X| HH S CHR2 2EBHL|CE NetApp X[ AIO[EQ
Cr2ZC MMM ol O|0|X|E CLIR2EY 4= USLICE version -v EHE A0 AL F¢l ontap
HTO| nvEE KIASHEX] EAY = AFLICH, BH £3O0| "<10no- DARE> HA|Z|H ALE 2/ ONTAP
0| NVEES X[#5HX| gig L Ct.
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a. Ho|X|9| CHREE YI0|M BEC| B BZHOR MH|A 0|0|XIS CHREERLIC
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b. MH|£ o|n|X|e| %S EL|Ch,

WinZip2 AH&3}0 netboot O|0|X|E FE3HA|

@ WindowsE AtE0t0| 2HXZE FEot= B2
Z2 LHE F& =75 A8"UCt

OFMAIR. 7-Zip EE= WlnRARJ.} 2o [}
USB S2lA| E210|E0fl= &4 E HAES2{7} Ad Sl 2oj CiEt X =St ONTAP 00| X| 7} QLojof SfL|Ct.

a. LES0|M USB S2iAl E2t0|E S H|AHELICE
2. USB E2iA| E2IO|EHE A|AH! 22| 22| USB-A ZEO]| &ietL|Ct.

USB 22 ZEJ} otL|2} USB ZA|8 £20i| USB ZajA| Eato| =S MX|s{o} EhL|ct.

3. 79l AES MY 23 IO AFBLICH FeI0| BTN HES2I HRYELICH
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FAoF "=+ O|0|K|E FE LT RILICt

USB S210[20j| A £5 £ 0|C|of 27 - AFF C80

AFF C80 A|AEI0f {22 £E O|C|0] F%|E 2X|gH = USB EEI0|E0f|A S+ O|0|XIE
TSOE RS0 IEH LE0|M F82 SRS = ASLICH
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Al=ret| Fo|
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|

k>

&E ZIES2{9 LOADER ZEZE0||A USB E2HA| E210|H0i|A 57 0|0|X|E REeLCt.
boot recovery
57 0|0|X|i= USB E2lA| E210|20f| A CH2Z=EL|CH

2. HIAIX|7t EAIE|H 0[0|X| O|§ 2 Y=BIHLL *Enter*E =21 2= 2tof| EAIE 7|2 0|0|X|E HEFLC.

%
3. ONTAP H{T0f| St= HAHS AHZSHM var IFY A|ARS SELICH
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ONTAP 9.16.0 0|3}
M= HAEERQ IIEL] HEE2{0f|A CHS THA I E 2A=0HM K.

F|->

a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EA|Z[H CHE 2 F2M|R. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o MEL| AES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY B9 BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43xel =8 9o tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2{0|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEER{0|M: £27| vy A0 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27]| vy &AO0| F I .would you like to use this restored copy

now?
h. 24E HEZ20|M: £27| v PELSI2t= HAIXZL EAEH OHE2E FEMK. ctrl-c RE Rt
Helmy
I 24 HEESO|M: IS B oILIE tAl 2
* AARI0| A otE AESHA| gf= 22 RE HiRoM _S4 1 28 2E_S HESHHR
" AMARIO| A2 SHE AEStE AR CIZ2E 0|SSHM|R."Y2otE SlefL|CH

ONTAP 9.16.1 O| &
2 ME AEEZ|O|AM CHS THA E 2t2HN| K.

a.

1=
1%

o Sastets HAIXITE LELR 7|8 v LI

S A7 33X 2 e kM OH2 HA|X[7F EA|EL|CH syncflash partner: Restore
from partner complete

rr
A
JlO

A 2I5t2t= HIAIX[ZF EAIELICE
C. F=E2ry S@E 7S AEstets HAIXIZE A= E.
d. =20ty =EE XF-SI2HE HIAXIZF EAIE LI

e. F2Cty ChA| B -StEN=E HAX|ZF BAZH OHEE FEMR. ctrl-c B8 HF7t 22 0.
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o

o

2% Alol2g TEY HES0| HZELIC
AEEXE £EH ZEEYE Y YR ESELCL
storage failover giveback -fromnode local
AtE 2t=2 Hgdetot 22 ChA| 24ststM .
storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE
system node autosupport invoke -node * -type all -message MAINT=END
£

|0|X|E feot = Haot HHS "FE O|C|00|M Y2otE SASL|CH=Asl{oF 2Lt
HE| 211 5 o535l 7| 221 - AFF C80

AFF C80 A|AHIQ| wA| 22 oMo M 2stE S50 X|&XQ HlolH B2 & 2L Ct.
M Z2HA0E 7| 78S =elstn, efost EFS ChAl HEStAL, HO[E{of Chet 2ot
HMAE =telst= 20| IEE LICE

—

— — 1

A|ABIO| ONTAP 9.17.1 O| M0 M A FQl AL CHSE AMESHMR. "Ats B8 S+ EAp

7| 2E|Xt FYof| meEt AR AolE S5t ot MAESH HAIS ARSI K. A[AHOA O 7| 22|XIE
SX| 2K g2 2 FE 0|C[o] WA BXIE ARE of et ES &flstMR.

INE=X}
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2HE 7| #2|XHOKM)
ONTAP EE! 0|70|A Onboard Key Manager(OKM) 7148 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEJASLICE "2EE 7| 2| Zde)

"Onboard Key ManagerO0i| Ciot B HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 J=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLI

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAlEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E & BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZoHB 7 HIAIX| glo| SRIAE ZEXET} LT S7|8t0) Lufste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 287t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| 2 ZutE HHatotX| 5Lt Zapt LIEHLEH O O& Zapvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM LhS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP M £ 8! IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist
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o

H

MUt

Mslst A

o

ol.
storage failover modify -node local -auto-giveback true

7. AutoSupport’} 243t 32 XS H0|A WgS SRELICh

system node autosupport invoke -node * -type all -message MAINT=END
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE Z2{AF =9 SP/BMC F4 Ald:

system service-processor show -node * -fields address
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

®

StrictSync 2E0|AM 2FE[= SnapMirror S7|A 22{AHE A88t= 22 AEQ HR: system
node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true
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Warning: Are you sure you want to halt node <node name>? {y|n}:
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EHE HEEI BAE = J2H...
32,
NARIOEDE = 4% HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
2M 2: AEZ2{7| MetroClusterdi| Y &LIC}
2AE ZES2|E SRl HES2| ME|E Stololn, Wt F9 WANO HESR|J} 24E HESS
AEZ|X|0M CIOIHE A& MSE = UA=E ZHESHE 8lof LT

" =E7h 27 Olg9l 22| AEIt Rli= 22 HEO RU{0F [LIEE. 22| AE7AHO ZALT S HES2{0f
2

= o |_
Xt 5L JEHoll CHol FALSEZ EAE= B2 &4E ZEEHE S25H7| Toi| EXIE o ZoHoF LICHEZE)
"= EE S8 AL S|t

* MetroCluster T &E{7} PHEUAQH EJH A 2 H & HENQIX] 2HQIsHOF BfL|Ct.

metrocluster node show

CHA|
1. AutoSupport7} Z-43tEl 22 AutoSupport HIAIX|E S&38H0] XH5 H|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message
MAINT=number of hours downh

CtS AutoSupport HIA|X[= 24|27 St XS AH|O|A MM S AH|BHLICE.

clusterl:*> system node autosupport invoke -node * -type all -message
MAINT=2h

a. o HEED O ZE0|M THE BB S YA K.

gret o] 5. Ctr-CE +E& Lt3 HAIXIZt LIEILIHE yE FELICt
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_-halt true_parameter= Loader =

AALE| F{HE

-_O - L-—

HAEEZ0AM E4E AABHAHL SRIFLIC.

storage failover takeover -ofnode
impaired node name -halt true

EE= NVRAM DIMMEZ W A|gfLIC}

SME HEZEZ I EAE =
a2
AMABI TETE L= OFS
ODETEAAH & Q)
tA: NVRAM 2 &
Aot Chs 82 M85 NVRAM E2& &
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1. OFE| ™XIE|X| gt E2 SHIEA| HX|SHYAI2.
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HE HEi7tH 2 WK =FLICE

e
WW%W
7019 9ol
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E
a. dHe AEEE0|M 24 RAID 2F & €5 ot e, I &Ef E£= = CHof s gdt= 20
UEX] EASHYAL.

= -

storage aggregate show -raidstatus !*normal*

| M There are no entries matching your query. AIESHMIRQCHS 612
to] F2hel 220|807t JL=X| 2elgfL|Ct. .

tHAZ 0|
* 3 2l AUt OEA LEs B2, & HEEZ{0A AutoSupport H[O|E{E +=E5H0] NetApp
IR E ol 225t =71 XS 22 IQ.

system node autosupport invoke -node * -type all -message
'<message name>'

b.  mY AJAHE = OfH| E210|E RR0|M F2HE E2t0|E XS gelgtL|ct

event log show -severity * -node * -message-name *disk.missing*
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- MA[Ol|M CH& NVRAM 252 E2[&LICt
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O| Bt2tE|™ There are no entries matching your query. AISSHNKLHS HHAZ
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I A7t CHEA| LI_E 82, & HEEZ{0|A AutoSupport HIO|E{E =E5t0{ NetApp
ol 22I5t0] 7 XU S HoMA|2.

system node autosupport invoke -node * -type all -message
'<message name>'

- [FIZ2Z O|SJAHA|2l FIZ2Z 0| STLIC

- ZEEZ Q| PSUE Z2[ZLICt
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- AEEE HF Xl FIHE BF F21, F XIS SAl0f of2i= Sl k3 ZIEESE 2% 7~10cm =
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Zte| E2f|o|E of2i = SELICY.

a. # 2fx| HES +ELIM.
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9. NVRAM ZEE HEEel HH0| S5LICH

10. &4E NVRAM ZE0|A DIMME ot tHoj| St 22510 WA NVRAM Z=0f| AX|EL|Ct
11. M NVRAM ZE2 MA|0f| Mx|gtL|ct,
a. D58 &% 4/52 MA| &7 7HEXtE|of SELICt.
b. ZES ZHAYA £R0f 2Xs| Lo| 2 CHS A XIS 212 EMK| B 2ES HXt2|of FZL/Ct.

=
=
12. ZAEER| RES CHA| MX|BtLICH HEER L 24X S| AQlE|™

A

Al R E LI

() HdErt2usx =S 2ESe| DES A0 Lo B2 o T3t 212 JHOHX| OHIAIL.

13. MY TS MY 33 FX[of| HZELICH

() DcHm 23 Ak 2 He 222 B 23 FXOf ChAl AFsmch
14. 3jlo|2 22| Ea0|S THE SIXITHX| SYLIC

=4
15. &4 el AESESE CHA| 225t T4 =

impaired node name.

16. Xt& Hteto| HIZH3tE|0 Qs Z 2, TSt 20| CHA| 2436 AIR storage failover modify
-node local -auto-giveback true.

17. AutoSupport7} 2-d3tEl 2 XIS A0O|A MME S2/AN| SHA|: system node autosupport
invoke -node * -type all -message MAINT=END

=M 2: NVRAM DIMME 1 A|gtL|Ct

NVRAM 2E0|A NVRAM DIMME 1 A|st2{H HA NVRAM 2EES £2|3%!
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1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.

2. MAlQl 2= E2t0[E7} ZATOf THEHS| FAE| 0| A=X| SfletL|t. x| &712to= 2t EB0|EE =2
HE HEi7H 2 WK =ELIC
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HEel ZEER0M &8 RAID 11F & g5 Aot HEH, Aol HEl L= = Lol sliEgst= 250|

a. S 71
=X 2RISHHAIL.

£0 o

storage aggregate show -raidstatus !*normal*

= HAHO| BI2tE|™ There are no entries matching your query. AISSHMRCHS 6H2
CHA| 2 0| S5t F2tEl E2t0|E7} QIR ZeletL|Ct. .

* 38 A AUt OEA LeE B2, & HEE2{0A AutoSupport HI0|E{E +=E 50| NetApp
20|50} %7} K|S YOUA|Q.

system node autosupport invoke -node * -type all -message

'<message name>'
b. Ty A|AH! = OfH] E20|E RR0|M F2tEl E2L0|E ZH|S gfeleti|t.
event log show -severity * -node * -message-name *disk.missing¥*

* HAHO| BI2tE|™ There are no entries matching your query. AISSHMRLIS tHAZ

0| .
» I:<I3=|F_g AEI% |'7|' L_-I'E71| l—-I' E zD:l 0, _IIZ_ ﬁE%E‘IO‘"A‘I AUtOSUpport HlolE_I% _/'\_;g-sl_O;I NetApp
X|IEl0f| 22|30 X7} K|S HIOAA|Q.

system node autosupport invoke -node * -type all -message
'<message name>'
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1.
12.

13.

14. #HE

15.

16.
17.

18.

19.

DIMM Z2 B =21 AZl0| DIMME E0{&22{ DIMME £2|gL|C}.

DIMME AZl0f| St3=11 E3 &o| ®MAt2[ofl ZZ w7tX| DIMME 2200 £ EEAH 20 20 WA DIMMS
AX[gct.

NVRAM 2= AfA|0| EX|ghL|Ct.

a. # 2 x|7t /o E'J'l} H=27| A Wtk 2E22 R0 FEEA 20 2 L2 A 2iXIE fI=
27X 22 252 MAt2|of ZZLC

E8 2SS CHA| EX|ELILh HESE = 20| HYUEH ZA| RS E LI
EEd ZE0| SYT} THLf TS| FAE WNEA] MA| Q2= TS| 2o 5Lt

E2] 20| AT FAE[H &3 2fX|7t S5

21
2HE
() AH4ErL 24six) Q=2 2ESE DES Ml of 92 0 =3 32 IR THIAIR.

() DpcHz 23 B U 22 el 222 B 23 FXof ChAl AFEmCH
A0l 22| EZ0|E Bl {IX|7HX|] SZILICt
2=ME HEEYE CHA| BE25t Mo RSO % E|E2LIC storage failover giveback -ofnode

impaired node name.

XS Hreto] HIZMote|o U= E R, LSt 20| CHA| M35 AR storage failover modify
-node local -auto-giveback true.

AutoSupportZ} 2d3tEl 22 XS AH|0|A MM E S)/AX A system node autosupport
invoke -node * -type all -message MAINT=END

HES2IS S O ALY ID S I3 TS 1 A0l THEIYEXI Selejof gLict,
(D o2z mzye NVRAM 252 DA 3t ZRoko NVRAM DIMM A0l 85Xl egLch
b
1. AEE2{7t R 22| RE(BAN A= B +> TELEMM 3% 22| R=E S=5t1 LOADER ZEIER
oS BLICt,
halt

2. AEE2{9| LOADER ZEZE0|M HEEZE 2Lt A|AR ID7F LKX|SHX| k0L A|AH! IDE MF2s}2t=
HAIXZE BEAE o _y £ AZARILIC
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storage failover show
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T M &dE AEERO| AAH IDIHABEUCHE HIAIX[ZF EA|Z[0{0F StH, O ID2E A ID7}
SHIEA| EAIE[0{0f RIL|CE CHF Mol M e E 2= WA= A[M MZR AAH IDE= 1517597064 LICL

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback

(HA mailboxes)
4. ZAEEE CHA| MSELICE

a. dyet AEEH0|M uME HAEERS] AE2|X|S LHA| MSELIC:

storage failover giveback -ofnode replacement node name
EEB7t AE2[X|S T 7HM et HES R RLIC.
AMAE D 2 X2 Qo A| A" IDE FAISIEHE HAX|ZF LIEILHE _y S 2={oHOF RLICH

J|Eo] HHE R HRAS THHlS & UALIC

a. 7|2Ho| 2t El = HA 40| Y&t JEfo| 1 EH0|2LH 7} 7hsetX| =helgtL|tt.  AE2|X| HYH show _

=/ -

'storage failover show' @& 2| Z30{l= LtEL] HA[X[OA HAE A|AH! DI} X EHE|X| QFOFOF BHL|CE,

[

S. C|AATt SHIZA| SYEIU=X] ZHlstN L.
storage disk show -ownership

ZHEZE20| &3t ClAT= M A|AE IDE EA|SHOF ELICt CHS 0|0l A= node10| 213 C|AZ0| A A|AH! D
1517597060| EA|E/L|C}.
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6.

8.
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nodel:> storage disk show -ownership

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0O 1 nodel nodel - 151759706 151759706 -
151759706 Pool0
1.0.1 aggr0_ 1 nodel nodel 151759706 151759706 -

151759706 Pool0

AAEIO0| MetroCluster 821 22 HEER MEiE ZL|EHZELICL _MetroCluster node show _

MetroCluster 182 & ¢Ei 2 E[S2[2{H UM = R B Ex Ze|H, 0] 32 24 ZHEE0| & et

HALZ|H DR O|2{20| 2rM3tE| 0 HA RETH HEA|ELICH MetroCluster node show-fields node-systemid E&
Z2 2 MetroCluster 7+40| F& &E|Z SO0 W7EX| O™ A|AR IDE EAIRLICH

ZIEZ2{7} MetroCluster 140i| 2= Z2 MetroCluster AEH0]| 2t K2 AR K7t ZHSH ALO|EQ| ZIEZEE{QI
ZL DR Z ID Z=0f ClAZ Q| Y ARKXF HA|E|=X]| =HolgtL|Ct,

=
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(@]
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o
0]
-~
-4
0x
o
r>|
riot
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i}
18]
-
il

o

HXSIHMAIR "4 = MetroCluster T1A 0| A HA H|O|22H 5! MetroCluster AL X|2H F0i| C|A3
HO| HAEILICH & BERSHA L.

A|AHEI0| MetroCluster FAQ AR 2t HEE2{7t LAHE|] JY=X| &I A| 2. MetroCluster node show
-fields configuration -state

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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9. Z} AEE2{0l| 3l ol 4 2F0| U= elstA L.
vol show -node node-name
10. AE2(X| 2207t HYStE 2 7|sS SN0k gLt
1. 2AE HEZ2IS CHA| ARIBH0] HAL X
storage failover giveback -ofnode impaired node name..

12. X} uteto] H

[

it

HotEl R CHA| 2destiAlR.
storage failover modify -node local -auto-giveback true..
13. AutoSupport7t Z2MatEl 22 AtE A|0|A M S S/ six:

system node autosupport invoke -node * -type all -message MAINT=END..

4THA|: FHoiot St 2ES NetAppof Hhet

7|E9t 2 MSE RMA X|Eol| 2HE 2 QFIH Zdlst RES NetAppof| BHteL|Ch, 55 Bhet 51 K[ XA g
LHE2 HIO[X| & HZSHMAIL.

NV HHE{2|E W A|etL|C}. - AFF C80

M Al 323 A28 H0|EIS BEof StO R HIE27F STEIX| e47{LE D LI AFF C80
AABIS] NV HIE{Z|2 mAISHIAIS. mH| TRA A0S 245 HESEE S50, HES2

52 X7{5D, NV HIE|2|Z TR[SID, HE SR BES CHA AXI5tT, 2F 7 23t BEg
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storage failover modify -node local -auto-giveback true
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storage port modify -node *<node name> -port *<port name> -mode network
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3. AutoSupport7} 2435tHEl A AutoSupport HIA|X|E SE5H0] XH5 #H|0|A MMH S AF|EtL|Ct.

system node autosupport invoke -node * -type all -message MAINT=<number of
hours down>h

O£ 01, L2 AutoSupport HIA|X|= 2A|2F SOt XtE #H|0|A MMH S ARISfL|Ct.
node2::> system node autosupport invoke -node * -type all -message MAINT=2h

4. MIE L E7} H|O| A2 E FR XtE fetS HlZ-datsi|ot.
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storage failover modify -node local -auto

-giveback false

b. AHSICH y XS EH=S HIZGSSIAINELIN?_2h= HIAIX|Z}

HAZH
T HEE ZF /O(HIOIH XMI)E ©S HAZ o|SHLIC.
st ALt

7t Zdst /0 2ES MH|A0|M HMAHst: HES WM w7 ZH|IE &LCt

= o
Cs 3PS YEotb e
system controller slot module remove -node impaired node name -slot
slot number

QIZBICE y HABHAIZELIN?_2Hs MIAIXI7F EAIE| S
O|E S0i, Lhs ™2 node 2(2&E FEZ2{)2 SF 701 U= FoH7t et D=5 HAHL = AUAEF
EH|ot 10 H[ASH = HHSICHE HIAIXIE EAIRLICH
node2::> system controller slot module remove -node nodeZ -slot 7
Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be

powered off for removal.

Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. ToHIH LB 1/0 ZEQ| 0| HA UA=X| 2elgfL(ct,

system controller slot module show

o 2o QR et B oY S& M0 tidll status E

ol “powered-off O|(7t) EA|=|0{OF BfL|C}.
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CHE 382 YoM &:

system controller slot module insert -node impaired node name -slot
slot number

UHSICt y _AISSAIZSLI?_2hs HAIXIZF EA| = H

£ 2= 1/0 2E0| 43H 2= 22l HEN(TH AHH, £7(9 8 MH|A F)7L E[JS S 2Helohof
St
[=]

OIS 501, [t2 B C 2(AME HES2)O £ 72 22f0l ME|R BT T2 N|ATH HIYC
HIAIXIS FABHLICE

rr

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node nodeZ will be
powered on and initialized.

Do you want to continue? {y|n}: "y

The module has been successfully powered on,

service.

/10 259 2t TEJ} HEHOE X7|3}|Y=X| QUGN 2.

A AF
[ -]

r
N

ZIEEE|Q 2£0M L2 B S LHSIMR.
event log show -event *hotplug.init*

()  mastmelof ghols ¥ EE 7|20 3 £ HE A8 4 AL

=3o|=

EEOI 24 ZEJ 4SHOE XT|oE|ASE LIEINE LE0| EA|=|0{0F L L.

OlE S0, Ct2 EH2 1/0 ZE e7b % e7a0l| it X720t 43S S HHFLICH

initialized and placed into

StLt O &9| hotplug.init.success EMS O|HIER}t hotplug.init.success: Event B0l 1/0
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a. ZE X7|stof| HistH EMS 21

node2::> event log show -event *hotplug.init*

Time Node

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7b" in slot

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7a" in slot

2 entries were displayed.

E5to] O3 HAIE &

Severity

Event

hotplug.init.success:

7 succeeded

hotplug.init.success:

7 succeeded

=

2ASHYAIL.

=4
=
3. 1/0 2& &R0 0| =1 A& FH|7t 2R E|UA=X] ZHRlSHAIL.
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system controller config show -node local -slot slot number
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node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:

Serial Number:

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341

20

032403001370
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Hote{H (20 mf2f) Ho|2HEl AE S0 AE2[X[E Bratsta, (2R
meh) Xts gt 71sS S5, LIF7H 2 ZEO| JA=X| &5k, AutoSupport XS #[0| 2 H-d 7|5S THA|
Y5 HAIL.

0

CHA|
1. AER|X| A|AEIO| A AlSH Z0l ONTAP HZE 2t ZHEZ2| MEfof w2t TQo et Q42 HEZ2{0|AM
AER|X|Z dtekstn At diste =2elgtL|Ct

atef, 2y,
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storage failover giveback -ofnode controller
that was taken over name

b. Ql=Fl AEEE|Q 2E0|M XS Bets SAFLICH

storage failover modify -node local -auto
-giveback true
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false
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-1if *

3. AutoSupportZt ZM3tE A2 XHs A O|A MES SARLICH

system node autosupport invoke -node * -type all -message MAINT=end
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Of Zreiof| Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8HOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 718 A & s
L Eo| &5 MENZF BA|EL|CH

2} SCSI £8|0|E T2 M AE SHAE Q| CIE =9 ShH HZof| QLojof BtL|CE NS TIgstr| Hof|
= =HIE S Z8HOF gLCt.

+ 7} 27 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} 2ol QL Ba HES2|
2

Xt 2! AlEHOf| CHo FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} #AIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt

E
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storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

SM 2: ZAEEZ{7| MetroCluster0i| &L|Ct

@ A|AEIO| 25 = MetroCluster T1A491 AL 0] MAIE AFRSHXA| OHAAIL.

ANE ZESRIS SOl HES2 SEIS Holotn, WA B WAl HES2|Jt 24E HESR
AE2[TIIA HO|EIZ A% HBE 4 YT HES2AZ l4ofof

* O 27K Ol Ml SHAETE A= 2 FE0H ACOF BfLIC S AE7F Z 0| gL o HESE
Xt S JEoll CHoll FALSEZ EAE= B &4E ZEEHE S=5H7| Tl 2XIE o ZoHof HLICHEZE)
"= EE SHAELE S|t

* MetroCluster 80| = 22 MetroCluster 2™ AEf7} LME|0] U0 s =7 A 8l YA
HEH('MetroCluster node show')21X| 2tQIsHOF ghL|Ct.

|

1. AutoSupport7t Z243}t=l AL AutoSupport BEHE SE5I0] XHs #H[0|A MM S AX|BILICE system
node autosupport invoke -node * -type all -message
MAINT=number of hours downh

= AutoSupport EH2 24|72 St AtS 7|0|A MH S AMBLICH clusterl:*> system node

autosupport invoke -node * -type all -message MAINT=2h

2. ANl ZHE E2{9] 240X 'Storage failover modify — node local - auto-gtet false’E X5
gketetL|Ct
3. 2MEI ZHEEYE 2 TEIER JIHIIYAIL.
EME HEEZ I HAE= J2{H...
Ho
OoOT =

LOADER HIA|X|7} EAIELCE  OFZ BAIZ o|SELIC

gtet oH7| & Ctrl-CE +E CI= HIA|X| 7t LIEILIH yE FELICE
AMARIOIEDE o= Qs HAaxol HEEZ UM &4 E HEEHE SXISHHLE QA LIC
DETEANAH ¢ =) storage failover takeover -ofnode

impaired node name
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