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key manager is configured.
Entering Bootmenu Option 10...
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Enter the passphrase for onboard key management:
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Trying to recover keymanager secrets....
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Recovery secrets set successfully
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Successfully recovered keymanager secrets.
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key manager is configured.
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i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt



v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE &l

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|At MM S l=fgiL|Ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4

11



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICH boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b 2tE THAl 2t g dstEl 3.

5. XIS uH2to| H|ZHAISHEl A ChA| ZABLCt
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

CHS chA
ONTAP O|0|X|Z 2&I5t1 = EJ} 7H5E|0f H|0|E S M|Bdtn LM ZSH0| U= EES NetAppE Hietst|Cl
AIfSH 2El O|C|0{E NetApp - FAS28002 2 izt

FAS2800 A|AHIS F1d R40 QF7F EHSHH 2RI Lt RES NetApp 2=
Hretotd|R. . "FE Bt 5 WA XEAe 82 HO|X| S EZ=5HMIR.

—
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o
i
-

=gl ojjof - 4

Sl 0|0 45 27 YAZE . FAS2800

FAS2800 AEZ|X| A|AHIO| HE O|C|{ WH|E A|ZHSH{H A @7 At AE, 2S5 3F AER
2ol ZEER &, FE 0|00 M|, =5 0|0|X| £, L=t S, A[AH 7|s &els

ZIAHSHA 2.

AEE|X| A[ARIO|A ONTAP 9.1 A e LSS AESHHAIR"ALS S8 =1 ZA . A|A-0AM
O HTS| ONTAP &l F2l Z2 +=& F& =7 XS AHSdHof L Ct.

o "2 0|C0) 27 Altg AR gL

o

S 0|00 uH 27 ArgE dERLICH

o "HE| OC|0{E N e Tt

| A 22| 2E0jA F7F 2det 28 O|C|{E M|7{5t wH| £ DIE[o{E Ex[et OHZ USB S2iAl =210|EE
AHE3I0{ ONTAP O|0|X|E *%E* |Ct.

"= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|0|X|E REot1 Ij A|ARS S CH2 2t8 HaE gLt

ONATP & Hm0lM 22 7| 2t2|xt F40[Lt 2 F 7| 2#2|XE S et

NetApp2 2 HhatstL|Ct"

"Hoi7 gst R Eg
AT HEE L2 QF7} Byt BE

|E2t eH XS E RM

u
Mjo
zZ
D
>
©
©
2
=
riot
g
-
nl

=5 28 0|00l 57 27 Al - AFF A800
AFF A800 A|AEIS| 2 E D|C|0E wH|5H7| Tof| 85Xl WHE <2t B+ U=
EEot=R| =QUSHYAL. of7|ofl= AT 82 ME 20| A= USB SzliA| =2t0[E7}
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bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
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bootmedia-complete-rma.html
bootmedia-complete-rma.html
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bootmedia-complete-rma.html
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bootmedia-complete-rma.html

UA=X|, 22|10 SHHE Wl £& FX|7t JA=X| 2elst= A0] ZHE Lt

4
0
0

AE2|X] A|AEIOA] ONTAP 9.17.1 O| A2 Adll 01 AR LIS 2 AESIMA|R."AIE B2 S ZAb | A|AHIA
O|™ HTO| ONTAP &8l 52l 22 5 E& 57 HXIE ALZsHof gL Ct.
USB Zz2i{A| E2t0|E

* USB Z2{A| E210|E7} FAT322 EUE|Q=X| SQISHM 2

* USBOl= L2328 MEY = A= S22t MT 80| A0 &LIL}. image xxx.tgz T,

oh =

SASILE image_xxx.tgz LY S USB Z2HA| E210| 20| SAFRLICt. O] IU2 USB S2iA| E2t0|EE AHE5H0]
ONTAP O|0|X|S H&g i AFSE LICH

T4 24 mH|
Aofjet 78 Q4 Z NetApp Ol M ST uk| 14 242 WAFLICH

| 0lC|0f2 DA o WS 27 AFES AES 3 8 "2 0|C/0fo| A 2t 7| Xl U MefS Holstict
Saefof ik,

2
E2|X| A ARS] HO]E 22tS 7X[ot{E £& D|C|0{0|A F=et 7| X
o

- ERRN-E
810IH0F BHLICH ONTAP BH0| NVE(NetApp =8 2&3)S x|2loi=x| 2helsin
HES2|E SRo7| Mol 7| AR 24 MefoIX| SoIBiLIch

AEEZ|X| A[ARIOM ONTAP 9.17.1 0|42 £ B R LSS AFESHAIR"AIS FE =5 21" A 2= 0 A
0|7 H{TI2] ONTAP & FQ 22 =8 2 =7 T MAE ALESHOF LICH

1EHA): NVE X| 2/ S 2Ql5t SHHE ONTAP O|0|X|E CIR2ZE5HM .

HE| O|C|of IHZ $I8] SHHE ONTAP O|0|X|E CHRR2ESH 4 Y2 ONTAP H{ZFO0| NetApp 28 LSIHNVE)E
X[ &st=X i*o.lﬁwlﬂ.
CHA|

1. ONTAP HMO| 23S X|YsH=X| &QlstM| 2.

version -v
Z30| Z2El 10no-DARE B2 NVE= A2 Q1 22 AH HHO|AM X2 =[X| ¥&L|CH

2. NVE X| 0] w2t & $t ONTAP O|0|X|E CIR2ZE5HAM| K.
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° NVEZ| X|2lZ[= ZHL: NetApp Volume EncryptionS AF235t0{ ONTAP O|0|X|E CIRZE=%LCE.

° NVE7} X|E|X| ot= ZA2: NetApp 25

2/ 5} §l0] ONTAP O|0|X|E CH2ZESHAI K.

@ NetApp K| AO|EO|A ONTAP O|0|X|E HTTP = FTP A|HLI 22 E0Z
CtRZCgtL|ct 2E! 0|C|of WA A 5S¢t 0] 0|0|X| o] ZeBtL|Ct,

2647: 7| ER|R} Abef 2ol W 4wy

EHE HEERE SEoH7| Hof| 7| 22|X 42 2felstn st HHE MASHA K.

£

T A AR M 2detE 7] 22|XHE ghelgfuct.

—

ONTAP H{TQIL|Ct 0| S AlSHBH|C}
ONTAP 9.14.1 0| A}

security key-manager keystore show

* EKMZ ALE5HH mrm O] HE S2H0f| EA[E LI,
* OKME AHE3HH orm O] HE =20f| EA[ELICL.

o 7| 2R B™E[ UX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[S}

security key-manager show-key-store

* EKM2 AFE6IH external O B &30 HA|EL|CT
* OKMZ AFSHH onboard 0| HE £20f| FA|E LY.

* 7| 2| Xt AHE[O] JqX| %2H No key managers

configured & £&0|| 0| TA|EL|CH

2. A A=)l 7] 22| X7t &0 AEX| o R0l W2t CHS & SHLHE @S

7| 22Xt A E ZR(EKM = OKM):
a. 7| ZE|XoM 2IF 7| MEHE HEAISIEH I3 2| BHES LHSINIR.

security key-manager key query

b. £22 HES Y S 2RISHHR. Restored E. 0| E2 7| 2|XHEKM E= OKM)2| 215 7|7t §3EH2=
SHEA=R AR E LIEFHL|CY.

3. Fstel =g H2|X FHE| w2} HESH HALES 2E6HAR.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EASHE 32 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsH.

a. BE 7|7t SAEH &d4E HEESHE Mo S2otn S EAE TAY + ASLICE

2HE 7| Z#2|XHOKM)
CtS ©HAS ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIXIZF A2 32Xt2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdot 22 AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!0| 29|5HMIR.

d. BE= 91F 7|7t SYUEA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true ZE 215 7| U Key Manager RE0| EA|ELIC onboard .
e. OKM HEE MBI Q.
L ng Het BEEZ Met
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| mAUO|LE 21 MHU0)| SAFRILICH
uH| B B0l OKME S22 S70l0f = 22 0| i YEIL EREfLIC}
ii. 2|Xt REZ SO0H7t7]:

set -priv admin

HE| O|C|ojof| A 253} 7| XY U MEHE &0I8t & CHS S "HEER S S EHL|CH43Hsof BHL|Ct.
== BEl O 21 E |l ZHE=Z2 S - FAS2820

AE2|X| AIAE0| A ONTAP 9.17.1 0 8 591 A9 CH2 S ABOHIAIR. KIS 28 27 HAP . AIAH0|A
0% BiTS| ONTAP 418 F91 3 45 RE =7 MAIS ABofof FLICt.

NVE = NSE XS 2=ot 20|= &4 ZEECS SR E 2=l of gLt

|
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1. 2AME HEERE 20 TETEZ JIH7HIAL.

& E HEEYI EAE= 2 2™

LOADER MIA|X|Z FEA|EIL|C HAEERY 2&E M7 = o|SELICL

"Il JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q2] impaired_node_name’0ll | &4 & HEZE2 S Ql4=5tALE SERIL|C

el AE S0 7|23 J|L2[= &... O] EAIE[H Ctr-CE +E Lt

T =
SEELICH

< rp
un %
gjo

2. LOADER ZEIEO0|A 'printenv'E Y250 ZE FE otF HSE HMELICH 20 miof| £H2 MEELICE

() ol mye 28 A A4 BB 2t B TSN %2 4 YBLIC
cte e
HES2S Z2Y 3 B £3oH0} 28 0/C|0jE DAFLICHBILICE
28 0|C|0{E wAoln =5 B8 S515 EHISHM| R - FAS2820
A= HEEH RES MAHstD €1, ZIEEZ{0|A £l 0|C|{E Aot wH|st, HE
O|0|X|E USB E2 f0|'='§ HME5t, HAEZZ{0| USB ':EFOIH E MUYt O2 HEEYE
SElsHof ELiCt

AEZ|X| A|AEIO|A ONTAP 9.17.1 O|AMS AldH
O|™ X 2| ONTAP A& =91 AL 4

on
I
om
J g
-
|l
_>'t
i
>
00
OF
o
ot
r
i)

12: ZIEES E=3 E2[gU

|

HEE2 LHo| 714 40 AMASIH HA A|A-NM AEES E=S 2ot UHE HEED 252 HIHE
= (o oF LIk,

1. obxl HX|E|X| Qe A SHt2A| HA[SHIAIL,

2. #|0|=2 7|02 22| FX|o| HESt= U EZ AERMS FOE, A0|S0| HEE XIS FHHHA
ZHEED ZS0|M AL A0St SFP(E RS 22)E 2l Tt

3. A —ﬁ—"*olol SiX|E 2 &0 A HSS AT o D|EZY UM ZHEEE EES 22
HEEZ ZES MAIOIAM 7HELIC

rot
o
glo
4n
>
|0
Hu
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1. OFZ| HX|E|X| 42 B2 SHIEA WXISHIAIR.
=
=

a. ZEE3 Z=0M 10 PlateE ZHIZ 20 74'HLICt.
b. HXtl Ft=2] £FO| LIAFS SLICE
@ £72f0[Lt E2t0|HZ LHH|LIALE E &= ASLICH &712tS AM8%t= 32, NV HIEZIE fI=
=& Fof| U= ELHAE B0 & e = ASLHCH

C. MXH:! 7IEE 9|2 SO{SEILICH
3. 2& 0|C|0{E wA[gLICt,

a. E 0|C|of St Q| niztM HES = st0A £ E D|L|0E 225t RFE O|C|0E 9|2 S8/
S E 0|C|0] AZ0M ZHATA| ZHEE A LT

0jo

@ SE O|C|0{7t 27 = R E DL E &HAZE 5= A28 Z H|S7{L} 9|2 TOot 7K
OHYAIL.

b. x| £& 0|C|o{e| 7HEX2|E FE 0]T|of 420 | 2of F&LICH 28 0]C|o{7t
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2AE HEERZ0|M: £27| Yy @40l 2 M Do you want to restore the backup
configuration now?

EHE HESHOM: HAX|Z7L EAEH CHEE 724

HO{ELICH

{R. Y /etc/ssh/ssh_host_ecdsa_key £

TEY HES2{0)M: 24 HES2S IF Wt $F02 MFLIL

set -privilege

advanced

THE L ZES2{0)A: ¥ 2ol BUS AWHLIC,

system node restore-backup -node local -target-address
impaired node IP address

(D MO
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set -privilege
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admin

SE27| y @40| & I was the restore backup procedure
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now?
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storage failover giveback -fromnode local

6. XI=

riot
o

H|

it

= Moot ZR ChA| 2dststMa.
storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
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——————————————————————————— END
BACKUP--————————— = —————
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231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM K.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHoz A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIYER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretotX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21Z M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BiL|Ct

C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g
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* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

? =4
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END
Cte chA
S O|C|o0M L=otE SISt 2 CIES "Z220| = F 52 NetApp=E EretelL|CHa=As}{0F 2L Ct.

Alnjst HEl O|C|0{E NetApp 22 2t - FAS2820

Zl RMA X|&l0f| MHEI CHE QF T} LHlist HZ2 NetAppol| BHetstL|Ct,
K"Kt LIRS HO|X|E &FESHAA|R.
A B=E LKA - FAS2820

AAEION 2E0] 2Ix2felo 2 Metk|RICt= T AutoSupport(ASUP) HIAX[E SE5t=
AR HEEZ 2E0M A ZES WAH|SHOF 8tH, D A| otX| ko™ Ms0| NSHELICE.
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* LRI EYS 7Y 242 SSYMNZERH H2 uH FRU 74 242 WHslof gLICt.

E4E ZEERE SRIEH HUE
AEZX[O|M CIOIHE A& MY = A=E HESEEE

Of ZFHofl CHaH

LE0H 20K Ol el 2 AE T )l 75'—?— ol AOJ0F LT S AE T E0l| AL Y AEES0)| X4 2
HEHOfl TH3l FALSEZ} BAIEl= E2, &4 HEEE S=5H7| Tol| XIS sHZ8HOoF ZLCt.

"ONTAP 9O A|AH 22| X"

Al 2=S WHM|SH?| ol Al 2=29 HES XIS + UASLIL.

=
1.7

HIO[E{7t et otk X|2h & i ZE0|M HIOIHE 2% |21 7Hd Z=0] HI0[E7t =X

e 2=2
2I5tof & 4 ASLICE,

JL?."::

a. JHA PEO| H|0|HE X[ZLICt system controller flash-cache secure-erase run -node
node name localhost -device-id device number

Mo

“system controller flash-cache show'Flash Cache C|HIO|A |IDE H2& ZQ HH
AHASLICE

b. 7H& 2 E0f|A HO|E{ 7 AN A=X| &IBtLICE system controller flash-cache secure-

erase show
ZHo|= 0N 2F MEf7L XTI WO = HA|=|0{0F BHL|CE,

2. AutoSupportZt 43tEl AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S &5} AtS AH|O|A MM S AX[SL|Ct

oco=

CH2 AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

el IE E2{7 HA WO YOI A HA HES2{0] RA0|M AE2(K HYLH +H-LE RHAS

HEE His}
XS Bretste 2 SRELICH

[y )

4. AME| HEERE B0 TZ2TEZ JIH7MIA L.

EHE HESSHI EAE= E2... DA

LOADER M[A|X| 7} EA|ElLICE Ch= Tl = Ol S-LC)
gret o] 5. Ctrl-CE +E Ut HAIXI7t LIEILIEA yE FFLICt
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1. & AH85to Xt& et 59 storage failover modify -node local -auto-giveback true BJH.

2. AutoSupport X2 AE=27t EE|HE AR E A8t JIERE SZELICt system node
autosupport invoke -node * -type all -message MAINT=END

6THA: ZoH7 Zlot #ES NetAppOf Hhet

7|E9t 2 MSE RMA X|Eol| EHE 2 QFIH Zdst RES NetAppof| BHtetL|Ct, 55 Hhet 51 K[ XA g
LHE2 HIO[X| & HZSHAI2.
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system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE SAH LLE2[ SP/BMC F4 AlH:

system service-processor show -node * -fields address

7. O™ tHAIo] 0| LIZE 29| IP FAE AFE3I0] SP/BMC over SSHOI| 21015104 T &2t
St

o

TE/HES AE3ts 242 St S22 H Xt XHH SHS A5t AEED{0| 2L}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2EH A &= SnapMirror 57|14 S22 AHE AI25t= 22{AHQ AR systen

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIEH 22AES| 2t AES20)| CH3f| *y * S LASLICE
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