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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=e0825a97-c57d-47d7-b87d-aad9012efa12
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a. =g 0|cjojel Zo| Mk i

b. HE O|C|0{E 9|2 S2|7 4

3. mA| £g ojcjojel JhExtalE e ||
= )

e O|C|o{7t 220 ZHEZ 2ATD5| FAE[U=R] el

H

Lot 2 28 O|CI0E 225t A2M0f THEARLICY.

- R E 0|0 mMXt2|of &=Lt

—_—

-..;;q%,

a. RE D|L|0{E DiHEE Zo= SEL|C.
b. metM HES =2 £ 0|C|of 20 &712(2 51 28 0|00 22 =2 LM &3
c. RE O|C|0{E OHZ +2HAM Mzt 5 HES S0 22 £ E 0[C[0{E FMA2[of 2guct



6. 0llof HES B&LICEH

3EtA: 22 O|0|X|E &8 D|C|0{= HESEL|C

AXet WA 22 0jc|ofol= FE o[0[X[7 gleE 2 USB S2Al =2t0|HE AF8Ste £E O|0|X|E T &3Hof
'6‘I-|_||:|-
[=] .

AIEFSE2| Hof|
* XA 4GB 22F9| MBR/FAT32Z ZoiEl USB Z2HA| =210|E 7} Qlo{0F &L Ct

* E4E HEEEI 2 S A1t S ONTAP O|0|X| 2| S AHZ. NetApp Support AFO|EQ| CH2ZE
Mol M Bl O||3|7(|§ CH22EE 5= AL

° NVEZt AFESIEE EHE ZR CIR2ZEE HEO HAIE THE NetApp Volume Encryption2 2 O|0|X|E
CtR2EgL|Ct.

° NVEZ7I EM3te|X| ¢t2 AR CRZC HE! HEA|El L2 NetApp Volume Encryption §10| 0|0|X|2
CIR2EEgL| Ct

* AIAEI0] HA 9l 22 LIE Y20 HZE(0f L0{oF LIk,
* AAHIO0| S M NAHOl FL LEYI0) AT WL X var THY AAHES 278 0= 3712
T BHOF BFLICY.
a. NetApp Support MfO|E0|A USB B2fAl S2f0| =2 HZet A2 0|0 K|S ChRREstn SARILIC
L M2 0l0|XIS BSo| Be B7tof CheEC B,
i. A2 0j0|x|9| g5 BLC

@ WindowsE ALE3I0{ 2HIXE FESH= B2 WinZips AFE310 netboot 0|0|X|E
FESHK| OFYA|R. 7-Zip E£& WinRARZ 22 CHE F& T E A YL

2f= ofiH|El MH|A O|0|X| U0l = F 74| E2E 7t UASLICEH
» _?_E
= EFI
ii. EFI ZC1E USB Z2HA| E20|2 2 x[4¢| CIZE2[0f SAFELICH

USB E2A| E2t0|E0j|= EFI S0 &4 HEER 7 dd 2l A1t St BIOS(Service Image)
HF10| Lo{of gfL|Ct.

V. i E S0 A USB Z2HAl E2t0| =22 RIAHBtLIC
b. OFX oflo] HHES BT 242 FL 0f0] HES HOUA.
c. ES2 50| B2 MAIS Y70 WX [} HES DS UHE AT A0 Lof FBLIC
X

d. ZQoil 2t #H|0|S 22| XIS ChA| BX|St1 A|A—S ChA| FARLICH

0|C|of ZAHE{(SFP K= QSFP)E =22l 2 & X[sHof gL|Ct.

e. M A0|IES T 32 X0 HZstn H Aol 1H TAIE Al EX[ghct
f. USB Z2liA| E2I0|EE HESZ 259 USB X0 MeleLct
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USB 2& EEJ| OtL|2t USB ZA|8 £X0ll USB S2liA| 20|25 HX|3H{OF ghLCt.

I M@ FICE MY I TX|of| FESt MY A0S FHF 2|5 CHA X3 CHE MY 33 FKIE
Mo AZ Lt

i. AEER] ZS0| ZLEI} THLf S| FAHE Wi7hA] MA| ¢te = TS| 2o E& Lt
ZEED 20| AT FHEH FHz X7t ST

@ HUYEIL EHEX =5 HEEY ZES MAO| 20 &3 o 23 &2 715k
OHYAIL.

i T3 KIS /B 2|2 Wintx] 7122 LhE &3 ?IXI2 tHELICH

40 fin
o
ozl
oH
rH
o
HI

=
ii. OFZ| AX|SHX| 42 & ChAl EX[SHYA L.

M =
h. 20| TRTEO|A SX|SI2{H Cri+CE 2] 2 TRHAE SCHLC

Of BIAIX|7} LIEILIX| QOB Cirl-CE =21 RA|H4 RER HE/sts SN MY [ 202
Selefoll HEEetE BN,

I ZHEEZ7t 2% E£= 22! AZ MetroClusterdl| = 22 FC O{HE 142 S6Hof gfL|Ct.

i. YX|EH4 DEZ HEl'hoot ONTAP maint

>

i. MetroCluster ZEE O|L|A|0f|0|E{ 2 METIL|CE: "ucadmin modify -m fc -t_initiator adapter_name_"
iii. FX|E4HER S3617| s MX|etCt

HE A2 AA"o| REE off FdE LT,

=1 0|0|X|Z BEIBL|CE - AFF FAS8300 2! FAS8700

23 0|0|X|0|M &AMl HEZER|E HEISH= M= A|AHIO| 21 E MetroCluster T+A10]|
U=X| o £off 2t CHELIC

=M 1: LHREE2| A|AH
USB E2}0[E0{lA{ ONTAP O|0|X|E 2 &5t It AARIS SRI6IHH &tF Ha-E 2helsl{of gL Ct.
0| BXH= 2. E MetroCluster 7140 9l= A|AEI0| M EIL|LCT.

CHA
1. LOADER ZEIEO0||A USB E2fA| E=2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O[0]X|= USB Sa2iA| E2t0|20j| M L2 2 =E Lt

2. HIAIX[ZH EA|=[H 0|0|X| O|E S YASHAL 2tHO| 2= oto| HAIE 7|2 O|0|X|E I AFSRLIC.
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3. ‘var T A|ARS SRELIC,

A|AEI0)| CHS 7|S0| /e B2 J2{H...
HES3 HZA a. el Mg S/U5IEHE HIAIX|7F LIEHLH 'y E SELICH
b. YA ZHEEZE 17 HP +F(Set-Privilege Advanced)2 2
MFet|ct
c. 23 &) HE 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S &&igtL|Ct

d. ®o{7|E &2|Xt +F2E E[SELICE: 'Set-Privilege admin'

e. SRE FHE AH8E AQUX| 2= HIAIX|Zt LIEHLIH 'y'E FELICE
f. HEEXE MELs2t= HAIX| 7} LIEHLHEH 'y'E FSLIC
HIESIZ HZ0| glsLct a. WA S FYstEt= HAIX|ZF LIEILEH "n"S F=FLICH

b. A|ARIOA HIAIX|IZL EAIE|H A ARS XHEERIL|CH

C. EA|El 50X * Update flash from backup config * (sync flash)
SHE MEigtL(C}
YUH|0|EE A&EStE= HIAIX|ZL LIEHLIH yE +=FLICtH

4. 2t4 HIH o ATHE A | FeletL|ct

a
b. printenv HHOZ 2tA H4 MH

Cc. 2tA HATt of| A2 MAEE|0 QIX| 9 O™ ‘etenvenvironment-variable-namechanged-value' &
HASHAI2.

d. 'avenv' HS AI25t0] HE LIS MZEEL|CE
o. LIS &5 2 AAH Mo w2t CHEL|CE

) Alﬁ
Erial

"ol 2L2E 7| 212|Xt, NSE = NVE?Z} #EE 32 2 0|SEL|CH 2 R0 [2F OKM, NSE

AMAEO| 2EE 7| 22|XE, NSE = NVEZF EE|0 UX| @42 B2 0] M9 TS 2 ROHHA|IL.

6. LOADER ZZIXE0]|M 'boot_ontap' HHS AEtL|Ct.

*HAEE 3R s 1
EOQDEDE CHS CHAIZ ol SFLICE
L e D a. ME ZHEEZE2(0| 2E3QIgL(C}
b. 'storage failover show' BE2 AF25I0{ EFZ HEER{7}

FEHIIt = RA=X] =HletLct.
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8. 'storage failover -fromnode local' BE 2 A0 ZHEE2{E gtetstiA 2.

9. 22{AE TEIEQ|M netint-is-home false BES AF25I0] =2| QE{H0|A S 2tletL|Ct,

"false"2 EA|El QIE{HO|AT} Q= AR "net int revert" BY S AF26I0 ST QIE|H|0|AE & ZER
C[SEL|Ct.

10. 2& 70|22 $2|E HEEYE 7|1 rsion -v B S HESI0{ ONTAP HE S SQIgtL|Ct.

=
11. 'storage failover modify -node local -auto-2t2t true' BEE ARSI XHE Hiet 7|52 dix|st 2 0] et
7|58 s

SM 2: HEE2{ 7t 2 E MetroClusterdl| U &LIC}
USB E20|=0j|Af ONTAP O|0|X|S REIstT &tA HAE stols|{of Shi|Ct,
0| MAH= 2= E MetroCluster 42| A|ARIN| X EE/L|C}.

CHA
1. LOADER ZEIEO0f|A USB E2fA| E2t0|20j|A 57 O|0|X|E EE S A|2: "boot_recovery”

O[0]X|= USB Sa2A| E2t0|20j| M L2 2 =E Lt

2. HAIX|Z} FA|E|H 0|0|X| O| S-S Y=SIAHLE 2HHO| 2= otof| EAIE 7|2 O|0]X|S JItHZ AFS LT,
3. O|0JX|E HX[ot = S ZZNAS AZIELICEH

a. g S 4S SStets HAIKIZF LIEFLEEH "n"S F=FLIC}.

b. MZ dX|gt AZELO|E A M R-SI2H= HAIXI It LIEHLIH 'y E =ELICH

Theh ZH| 7 ALICH

—_

DIETEJ HALH EE T2 NHA

mufn
O

4. N|AHIO| 2EIE 0l Press Ctrl-C for Boot Menu HA|X| 7} LIEILIH Ctrl-CE =211 Boot MenuZ} EA|E|H &

S. A HATL O MTHZE MA™E|0] QEX| SHolghL|Ct,
a. "CE LOADER TEIZEZ J}MZiL|C}.

b. printenv BHOR 17 W4 NS sfoIsict
o

=
C. 2tA HLTt o MTHE MEE|0] UK 2 OH 'etenvenvironment-variable-namechanged-value' BE 2
HASHIA2.

d. 'avenv' EHS A0 HE LIS MESLIC

e LEE ML

2 = MetroCluster 10| Al AFF fas8300 5! FAS8700S
OH22|AHO|EE CtA| M=tghL|Ct

2 E MetroCluster 7#&0|A FRU uH|E gt=ot 20{= MetroCluster 22| X[ 2=

A = JASLICL _'31':'4 O|™ ALO|E 2| SVM(Sync-Source Storage Virtual Machine)O|
g MEfo|n 24 C|AS 0| M HIO|H E XSt 7142 Hi 2 MEZE =2 £

M

—
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UASLICE.

o

| ZFAL 21 E MetroCluster T+ 0|3t M ElL|C}.

EHA|

1. @E L EJ} "enabled" AEll(MetroCluster node show)di| =X| 2IgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM S 7|37t 2t2 | R=X| ZHQIBELICE 'MetroCluster vserver show'

—

3. B3 XA o8l £ == Xt LIF 0r0|18|0|M0| 'MetroCluster check lif show’0l]l 2X O 2 22 &Y =X|
Slols

=

=]
4. YRR SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALE5I0] AX[MES SAHBLCE
A X

|8 XA 0| bR E|U=X| 2HIBtLICt. 'MetroCluster show!'

SHAETHTT| & - 290X HEHOf| ASH AL K| 20| TS| 2 SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEZHEY SEHof ALH AQ{X|8 ZHi0| 2tz ElL|CE

i B | —

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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AKX tFSH= O] AlZH0] 22 Z2|= 2 MetroCluster config-replication resync resync-status show
HHES AESI0] A FQl 7|E M| HEHE 2ole =~ AUSLICE

6. SnapMirror LE= SnapVault A2 CHA| MAEHLICE

TR0 L2} OKM, NSE 5! NVE =& - AFF fas8300 3! FAS8700

otd HAE MENSH S0l 2EE 7| 22| XHOKM), NetApp 2E2|X| IS 3HNSE), NetApp
=5 Y2SHNVE)7 SdstEl A[ARITL 2HAE THAIE 2= 06l 0F gLt

1. OKM, NSE S NVE A2 2218t o] AF2Y MM ZH: NSE = NVEJ} 2EC 7| 2H2|xjet g 2Astel
42 0| HXIE AlZre mff ZX{ot dd g Sldlof gLt

—

° NSE EE= NVEZ &M3tE| D0 2EE 7| 22| X7t 2d3tE 22 2 0|SELICH Onboard Key Manager?t
2*“9}5_' A2 NVE = NSEE S EL|Ct,

° NSE E+= NVEZ ONTAP 9.601| CHal 2tMstEl 22 =2 O|SELICH ONTAP 9.6 0| A2 AliSH= A|ARI0| A
NSE/NVEE E&IgtL|C}.

Onboard Key Manager?} &42lEl 22 NVE E£= NSEE S SLICt

THA|

1. 2& 70|22 tha AEE2{of| HZFLIC
2. Loader ZEIZEO0|A "boot_ontap" BHE AI2st0] ZHEEZE FLELICL
3. 2& &8s gL
*2E0| BAEE BR... ¥ J k3ol *
LOADER H|A|X|Zt EA|ELIC 2E H|'=0lM boot_ontap menuZ ZHEE2{E S LI}
gtet 7| & a. TETEQ| Ctrl-CE HTtLCt
b. HIAIX]: Do you wish to halt this node than wait [y/n]? y&
et

C. LOADER EZIXE0|A 'boot_ontap menu' BHES 2stCt,

4. 28 H70l|lA &A% B recover_onboard keymanage r£ sl TETE yE UTL|Ct

S. O| BAIE AR wf MO ZRE E2 RHE 7| 2E[Xie] 4= E UASL|CE

| s W T—

6. Wy E1|0|E1§ YEstet= HIAIX| 7 LfEH-f”“' of Zxt2l AI ‘:“='01|)\1 HE e E1|0|E1

@ 0| CiO|E{= EOF 7| ZH2|X} #iQ] 4 fF= HOt 7| a|XF 22 E show-backup HHES S
EHELC

SEENEREE
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AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

8. 2& 70|22 ME HEE2Z 0|S3}1 "admin"QE ZQIBfLCE
9. 'storage failover show' @S AHZ5I0{ Ef2I AE S|/} HhE FH|Jt E[U=X] 2HQISfL|Ct

10. 'Storage failover 82t - fromnode local - only-CFO -aggregate true' B2 S AR50 CFOT HIEHSIMA| 2.

=]
* CIAS0]| 287} 2aotol ol Mot Fol7t WAIst CATE 22K H2lots, i C]ASS w2
kx| ClA3E 220 JcH= Sk,

* CIFS AI40] ©2f 0f HO| M3t A2 DA CIFS MAS B S SHOISHAAIR.

M 4 AL

FF>

(D ciFss m=st8 dolel

o MEL7} "ZH| =X 3" HEE Qls FFH0| MIistH, NVMEMO| 57|23t mi7tX| 58 S¢t 7|CHLICE

> NDMP, SnapMirror EE= SnapVault T2 M|AZ 2l HHO| AIistH T2 HA S SHHELICH XtAst LHE2
e 2M HIHE &x HéMIQ.
11.

= &|™ 'storage failover show' 5!

0| &t % 'storage failover show'-gtet HHO = U2 Hhet AEY
Al |9.

i

et
gol

CFO OiJ2|H|0|E(RE o a2[A|0|E %! CFO AE}Y H|O|E{ 0§ 2|H|0| E)2t HA|E/L|CY,
12. 2& Al0|E22 A HEERE o|SYLICL
a. ONTAP 9.6 0|42 A3l Fol 22 Hot 7| 22Xt 2EE 7|38 ALt
b. Security key-manager 22 E sync BHS Al CHS HIAIX| 7} LIEILIH S E =Lt
C. 'Security key-manager key query' ZE0|E 21235}0] Onboard Key Manager0i| M&E 2= 72| 2HA|
HI|E 2&olsta BE Q1F 719| 'restored' column = yes/true@X| 2HQI5HC}

() ‘restored(=#iEly 2ol Yes/true(Cl/z) 0l2I9l B 12 X2 HE0] SIsHIAIR,

d. 7|7} 2 AH MMM S7|oH W7tx| 102 F= 7|CHILCEH

Z& AH0IES HEH ZEEHZ O|STILICE.
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14. 'storage failover -fromnode local' @& AFE5t0] EFZI ZAEE2{E CHA| HISELICEH

15. 'storage failover show' BEE AFE5I0] 2t2 = 382 SOt Hieh MEfE SIS,
202 Z 7|280| == X| oM 12 X Elof| 2o[stMA|L.

16. 2 AE ¥ ZTE2TE|M "net int show -is -home false" HHS 216t = A
QIE{H|O|AE LtEBILICE,

r
Im
M
n
wg
=]
[m
2
g0
rr

=2

QIE{HIO|AT} 2 LIEE|X = B2 false Ol O|2{3t CIEHO|AE T ZEE E|FSELICH
revert -vserver Cluster -1if nodename HH.

‘net int

17. 2& 70|22 & HEERE F7|1 rsion -v BES H&SI0{ ONTAP HE S SHlgfL|Ct.

=]

=
18. 'storage failover modify -node local -auto-gtet true' @S ALESI0] X5 Bt 7|52 six|st 2 0] gtet
JlsS 2t}
ONTAP 9.6 0| &2 AAHSt= A|AEIO|A NSE/NVEE SR LICtH

T
1. 2& 70|22 Y HEE2{0| HEHLCH.

2. Loader ZEIE0||A "boot_ontap" BHS A5t HEE2{E EElBfL|Ct
3

*2E0| EAEE= B2 a 3o,
20 OIEDE 72 ol SgLICh
gtet 7] =... a. MEL AEE={0| 23IfL|CH

b. 'storage failover show' H& 2 AL3t0{ EfZl
HEE2{Jt gretEl FH[7t ==X SolgfL|Ct

ZAEE2{ £ 0|55t 'storage failover back - fromnode local -only -CFO -aggregate true
Iocal' %%Z AHESH0] EF2l HE 22| AER|X|Z HIEHSHAIAIL.

° L2330 F 7t Zdoto] FFH0| AostHE Fofvt Al CIA3E =2
m7kx| Ll A3 E SR 22 S CH

i}l

o= Pelolsl, il CIATS we

|

o

OI'

CIFS M|40] E2{ A0 0| Aot 22 UZ0f|A CIFS MME E= U

|

o
Jﬁ

RISHIAIR.
() ciFs2 z2st9 Hoje 4 4 YL,

° MEL7} "ZH|E|X| 43" MEli= ld) HO| 4uistH, NVMEMO| S7|eHe W77HX| 52 St 7|CHELICt.

[LEY Y

> NDMP, SnapMirror EE= SnapVault Z2MAZ Qs HZFHO| MISHH T2 MHAE SHH|LICH XHMISH L8 2
s 2M MEHE HERSHIAIL.

5. 38 M 7|C}2l Z 'storage failover show' @HOZ H|U 2t MEHE fOISICY
6. 22{AE A TE2ITE0||A "net int show -is -home false" BHES Q250 T HEED LU ZE0| gl= =2

QE{H|O| A S LIETILCE.
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QIEIHO|AT} 2 LIZE|O] Q= B false O[A 0|23t QIE{HO|AE & EEZ E[SELICH “net int
revert -vserver Cluster -1if nodename HH.
7. 2& 70|22 A HEERZE £7]10 rsion -v HHS A0 ONTAP HE S 2QIstL|Ct.

=
8. 'storage failover modify -node local -auto-2t2t true' S AFEsH0] XI5 Btet 7|52 siAgt 2L 0 vtet
7ls€ S7ELIC

9. 23AH M TEIEN M AER|X| YZ3} C|AT BAI'E AHBSI0 23S HEYLIC
10. Hot 7|-2t2|Xt 7| 2| BHES AL8Ste] 7| 22| Mol KMEE 2IF 7|2 7| IDE
° 'restored' ZEO0| 'yes/true’?l A2, AHEXtE BF 2EE|0] wH| TEMAE 2t5Y = JSLICH
° Key Manager type="external" % "restored" column=yes/true 0|2|2| A E 2t key-manager external
restore BHZ ALE5H0] 215 7|9| 7| IDE =St}

() =aol amete D2 K2l ME(] 2OBHAAIR.

° Key Manager type="Onboard" %! "restored" column = yes/true 0|2|2| A2, EQt key-manager 22 =
sync HH S A2510] Key Manager RS CHA| 57|3}5tC}

Security key-manager key query & Z AF250] &= authentication keyOl| CHH restored column =
yes/true@IX| 2QlotCt.

. 2& 70|22 HEH AES2{0f HZFLICE

12. 'storage failover -fromnode local' BE S AFE5t0] ZHEEE HISt6HYA|2.

2
Pl I8
ofn
r
for
N
or
mjo
o
=
rot
o
40
=)
re
riot

13. 'storage failover modify -node local -auto-2t2t true' HHS A2t
7|58 S+

Z[ HMSH HEZ S NetApp-AFF fas8300 5! FAS87002 =

oF et MiSE RMA X|Eof| 2HE iz 2F I Lt 25S NetAppol| BratetL|Ct S
SHUAIR "2 EHE S I, A" HO|X| S HZOHHAIL.
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