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NVDIMM

The NVDIMM (non-volatile dual in-line memory module) manages the data
transfer from the volatile memory to the non-volatile storage, and
maintains data integrity in the event of a power loss or system shutdown.

PCle Et= H|XtH FH=

PCle(Peripheral Component Interconnect Express) 7tE= O EE2| PCle £20| 2= &% Ft=EQILICE,



HXHZ! FtE= O EES] E4 SROf| MUE=5 AA|E 2E FtEYLIC)

~

o
M

OH
IH
0z
Rai

2

ra

35 HAl= HEEY 4o 0|5 @S MIELIct

AAIZE AA BHE 2

HAZEAA BB 2= RO THH AS B A

1>
gz
e
=
i)
>
™
0z
HL
i
HL
I
oo
r
o

O0|C|o{E HElst|c}

SHEl O/C|0 A 7HR - AFF FAS8300 3! FAS8700

28 oixl= AA”0| REE mf AtESH= 1A & 2%} AI*E'( 2 O|0|X]) mp&
MEech HIEH A 40 el SE s wAl = ST 8= UHE +de = ASLICE

"image_xxx.tgz" IS MEY MHES M& S7HS 71X FAT322 E2El USB Za2A| E2t0|E 7t QLO{0F ZL|Ct.

O] HKAIOf| A LIS AFRE 4 UEZ 'image_xxx.tgz' IFY S USB Z2A| =210 20]| SAtsHof BhL|Ct.

+ 22 0|C|0|S ST 90| WHBHE WHE DE var T A|AHS =RsHoF LICH
© RECHIHES YISHAS var THY A AHS 27617] 1) HA WS LIEIZ0) #iZsHof BLC,
o AAE FEHS THSE| SIo) HIEHD HBS S¢f var T AIAS 223 TR} iX|D o ZRN|AS
S3yote{B & | YR Eo| WRBLIC
© QRTb T 7Y QA2 BFUMRLE W2 DA FRU T4 A2 DHBH0F BHLIC
* CHg EHAlof 2t SH12 =0

° impaired_node= {X| 22|

T
>
H
Im
ind
e
I
or

° healy node_&= &4%E LE9

oo

ot 7| X2 5! &EH - AFF FAS8300 5! FAS87005 2folgtL|Ct

ISHOF 2LICt. ONTAP HZE0| NVE(NetApp 28 2=22hHE X=X

(=3
E2|X| A|AHIQ| H|O|E] HOtE RX|5t2{H £&! O|C|o{H|A| =2t 7| X|
ol |
EEFE ==2617| Mo 7| 22| X7t 2HA ArEjQIX] EHolstL|C}.

r ok |

1CHA: AL £21 ONTAP H{T0| NetApp 2 & 2SS X|st=X] &olgtL|ct
AHE B2 ONTAP HZO| NetApp 2& 2= 2HNVE)E X5t 2elstiAl2. 0] ME = SHHE ONTAP O|0|X|E
CHRECsts o LI

1. CHS HES H&sto| ONTAP HHO| 2=t E X||SH=X] =HelgfL|Ct,

version -v



30| ZYE 10n0-DARE 2 NVEE ALE Tl 22{2AH HHOIM X[EE[X| gi&LCt.

2. NVEZ} A AR X YEl=X| of2of| mat CHS &Y & stLtE 3B Ct
> NVEZ} X[ &= 2 NetApp 28 2=
° NVEZ} X[ ¥E[X] ¢b= B2 NetApp & L=2t 20| * ONTAP O|0|X| * & CH2EESHYA|I2.

KM(External Key Manager) 5= OKM(Onboard Key Manager)0| &4
21 7| #E|XE =elstn, HHEot 9| HEE HASIL, 215 79| Aelo w2}

4, oS

E
HEHQIX| ZolgfL|ct, O LIS M8 &
ZX|E Fleot.

chA|
1. A AR 2dotE 7] 2t2|XHE ghelgfuct.

=

ONTAP HT LTt o] B2 &dLICt

ONTAP 9.14.1 0|4} security key-manager keystore show

* EKMS AHE5HH mrm O] HE S20f| EA[E LI,
* OKMZ AHE5HH oM O] HE Z0f| EAIELICL

o 7| B2 B™E[ YX| #$OH No key manager keystores
configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 O[5} security key-manager show-key-store
* EKM2 At26H external O B =30 HA|EL|CT.
* OKME2 AtE35HH onboard 0| E&E &0 EA|ELICE

« 7| 22X AEE|] UK $O™M No key managers
configured B &0 0| EA[EL|C}.

2. N2HIof 7] 22Xt P RA=X] o 20]l W2 ChE M F SIS MEfSL L

2E AT S2Y + UASLILE 2 O|SYLICL "&dE ZHES

—_ =

o
il
O
Hu
oot
C
u}

Q& L= Onboard Key Manager?t A E|&LICH
a. CHS query BE S =50 7| 2H2|Xtof| 215 7|2 MEHE HA|RLICE,

security key-manager key query

b. 7

| Xt Bof| A= 2h2| £ 2 Restored ZHQITLILE

0

E2 7| ZE|Xtof| et 215 7|(EKM = OKM)7t §3H e 2 SHUE|JU=X] RS LIEHHLICY.



3. A|AHIO|M External Key Manager EE= Onboard Key Manager2 At2st=X| G120 M2t CHS &
MEHBILICE,



Q& 7| Zalxt

ol EAElE =3 240 2 Restored HATH CHA|E [HEL|LCE.

true EHE HESHE TS B2E = UASLICH =2 O|SHLIC

2 Helst 2E ¥= true a. [h2 BES M85t 2F 7| 22| 215 7|15 S AH ZE
LEo E-‘.’—J'C'>"'L| C}.

o ey = |
security key-manager external restore
THO| HISHH off 225t AL, "NetApp X[ &"

b. HHZ AN B0l true ZE 2B 7|7} security key-
manager key query EAIE|=X] ZHQISLIC *Restored.

DEQAS 17t Uz R true & E HEESE ATH|
=Y = AFLILL 2 0I%°“—| Ch"&4E HEEZE
Sz

Onboard Key Manager(2=E 7| 22|}
ol EAlE= &3 240 2t Restored XA THAIE UHELICEH

ol =3 f Restored ChS HHAIE MEHA ...
et -priv advanced O|&¢%tCtS

.

etLICt Y.

1E

BIAIXIZE LB £ ¢
o

|

7| 22| YEE FAIHLICH

security key-manager onboard show-backup
c. i FHO| LHES B MAUO|LL 21 It SAFEIL|CE.

OKMZE +=F2 2 =730} 3ti= ™3l AlLt2| 20| M 0] 74 O]

d. 24E HEESSE oMo EY 4= JAEFLICH 2 0|SELICH.


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

ChE BHAIE TEHA ...

a. Onboard security key-manager sync @& l2igtL|C},
security key-manager onboard sync

b. BIAIXI 7} EAIE|B 32K10] Y2 REE 7| B2 YSE
ABLICt.

Sk A
= T

oo
M

H|

Ok

s gl 22 ol 22IBHIAIR "NetApp X2

o
ng

Ol true 2 2Z 7|7t EA|E|=X| Restored &QITL|CY,

security key-manager key query

d. 0| EAIE|=X| &QI8t Key Manager “onboard CHS OKM
MEHE AZ 02 HHOISH |},

=
o =
e. IS UHSIK 7| 2| MY FHE HALICL
security key-manager onboard show-backup

fooiol HHO| LIS o MUO|Lt 21 TUO| SARLICE

OKME +=F22 =730} 3hi= T3l AlLI2| 2011 M 0] 74 O]
Zagrct

g &YEl HEERE AT S2Y + ASLICE = o|SHLIC
"EHE HEERE SEYLIL

THA|

1. aAEl ZESR|E 20| I8

EHE HEERI BAEE E2R...

]
i
rg

LOADER H|A|X| 7} EA|ELICE ZEES 2= MAH 2 o|SELICE.

"7|ME VICiElE & Ctr-CE =E U3

HIAIX|ZF LIEHLEH yE

&L


http://mysupport.netapp.com/
http://mysupport.netapp.com/
http://mysupport.netapp.com/

EME HEES I BAE = 2. O3
ANMARIZETE L= A5 HAXol ZHEZE2{Q! 'storage failover takeover -ofnode
DTETENAH Qs Q13) impaired_node_name'0i| M &4 HEZEZE Ql5tALE SEHELICH

&Y AEER 0| 7|EME 7|t F... Ol A= Ctrl-CE +E LIS

yE SEYLICH

2. LOADER ZEIE0|M 'printenv'E YHSI0] D E HE StA HAE HNTLICH 23 THAo| £32 HE | Ct.

=

© ole

rlo

S8 R0t £LEIRJAAL ZSOHK| Y= R &S| @S + ASLILE

=z
<
m
kA
rr
=z
7
m
i)l
I
(T
re
HU
rot
ot
=2
rr
Mk
0z
m
N
[m
M
i
10
O
HU
i
re
HU
St
=)
Q_I-
-
Iul

@ A|AEI0| 21 = MetroCluster T-AIQ1 ZL 0| HAIS AFRSIK| OHIAIL.

24El PEERE SRoIRE 2IE

Im
Mg

2

2f MEfES 2folstn, R A2 HAHQl AESE 7} A4 7
A
= T

=
= — =
AEZX[O|M EIOIHE A& MSE = AT HESEEE

* LCIH 27K O] 42l SHAE T A= 2 FE0H A0JOF SfLIC S AE7F HZol| AL Ho HEES0f At 8
HENOfl CH3l FALSEZ} BAIEl= 2 & & HESRE S=5t7| Mol 2HE sHZsHof LChHEZE) "==2
S AEQF ST(stetL .

* MetroCluster 80| = 22 MetroCluster 878 MEf7} LME JD SHE =7 AH 9 Hab
AFEH('MetroCluster node show')@IX| ZtQlsl{of StL|LCt,
CHA|
1. AutoSupport7t Z243}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5}0{ At AH|O|A MM S AX[SL|Ct

co=2 T

CHS AutoSupport HIA|X[= F A2t St XIS A|O|A MM S AR[BLICE ' cluster: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

0| ZIEZE2{2] 2&0]|M 'Storage failover modify — node local - auto-£t2t false’E A5 O 2 HhetgtL|Ct

o
3. &MEI HEERE ZE TETEZR 1AL,

EHE HEEYIL HAR= E2... J2H..
LOADER H|A|X| 7} HEA|ELICH CHE CHAIZ Ol SRILIC.

gEet Cho] 3. Ctrl-CE +E Lt HAIX|7t LIEILIEA yE FFLICH


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EME HEES I BAE = 2. O3
ANMARIZETE L= A5 HMAXol Z1E £2] 'storage failover takeover
DTETENAH Qs Q13) -ofnode_impaired_node_name_ 'Ol A &M El HEE2{E QI8 ALt

EdE ZEES o 7|2 S J|Cte|= F... O] EA|E|H Cirl-CE =E T

dlo

ANE HES2E BRoI2H HES2 MEIS Holotn, LR P HES2 M2 Heksio] YAl HES2|7|
ANE HES2| AE2|X|0|M HIO|E{E 714 HTSHES ofof shLict
of zteloi] chsf
© M FESe|of MRS TFot2AH o] TAte| OiX|o| MY TF HKIS A Fo{of HLICH
o =
=2

1. MetroCluster #E{E 2Q15t0] Zrolf7t Y= HEER{7t XSO 2 H4 Z1EE2{(MetroCluster show)Z
Mete| A =X| ZelgfL|Ct

2. Ats BH7F LUY =X o 20f| w2t CHZ HO w2t T et Ct,

HEEY &4 6& s
It ASe= HetEASLIC CHE THAIS TARLIC
It RS2 MR K| AUSLICE e HEEE MetroCluster BH| 7|s5E Soll A2l 2 M SE2

7t AtSO 2 Mete|X| Qb HEAH HAIXIE AESID 7Tt A2 M2 sHZ St = CHA|
'MetroCluster switchover' BHOZ A|LSHMAIQ. 2XHIE SHEY 5= 2= 2R 712 X[ BEMO| 22|StMAIL

Hets M=o H, ALK 7}
HEE[RASLCH

3. FaEQl 22{AE0|M 'MetroCluster 2t BHA| A BHES A5t H|0|E 0 12| AH|0|EE S 7|SHefL|Ct.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SHQISIMA|2L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@ S AFE6t0] RE o 12|H0|EE
Ax-l'c'>'|-|__| [:|-_
T od

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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1: ONTAP 9.16.0 0|5t
EME HEZEZ0|A 7t EA|E|H Do you want to restore the backup configuration

now? & FELICty

rk

AEl ZAEE2{0| H|A[X| 7} LIEFLIH £2] /etc/sshissh_host ECDSA key Z HO{&LICL.

=4
ALt E HAEEZ0|M 24E HEEYHE I8 Hot +FC= HYYLICl set -privilege

—

advanced.

Ho MEjo MEL HEER0M S2 Y HHES HAYLICE system node restore-backup

-node local -target-address impaired node IP address
I S0 S50 2 HAIXZE EA=H off 2[R "NetApp X2

HYHQ DEH AEEUM &dEl ZEEDE HEXt £+F22 E|SELCE set -privilege

SME HAEEZ UM 7t HAIE[H was the restore backup procedure successful? Y
FELIC
2AE HEEO|M 7F EA|E|H _would you like to use this restored copy now? £
Y FELIC}
2ME HEEHU M &4E HEEZE MR SIEHE HAIX|Zt LIEILIH 7|1E v FE21 28 0|7 E
FELICt ctri-c.
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=Y X7 4351H 2 - 0| O] HIAX|Z7F EA|EILICH syncflash partner: Restore from
partner complete.
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7. AutoSupport7f HYE Z2 BHS A8 Xt& AHO|A MM S SR/AK| system node autosupport
invoke -node * -type all -message MAINT=END SHX|&L|C}t.

I Z2AHATH AISHH off "NetApp A2 "ZQSH A2,
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0| A2 2= E MetroCluster 4012t ML |Ct,

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.
2. BE SVMOIM M S7|2t7t 2t E|}=X| &lBfL|Ct. 'MetroCluster vserver show'
3. 23 2o ofslf ™ E|= XH= LIF 0+0]22{|0|M 0| 'MetroCluster check lif show’0fl 23X O Z AZE|UE=X]

4. FaHel AR A= BE = E0|A 'MetroCluster 29| X[ HHS ALZSI0] AQ|X|MS A SHLCH.

=
5. AQ|X|HH =AH0| 2t Z |} =X]| &QIBL|CE, 'MetroCluster show'

SHAETEHT| & - A9 X" HEHof AT AL K| ZHAHO[ KT S| Al SYLICE
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEHZHE Y SEof] AT A K|

kel

ol 2t=ELCt

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AZ

S8 M7 ol EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B O2NAS A4 DAEX Selg|ct

oM ZEZEES HEA[LC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF Y= HAL|X| gL Ct

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A% e 2felo] A HEH XS M = 2fels S 20 EaLItt.
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6.

X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30| 2p(2t) CHE HR A& TIHSHK| O AL, successfully recovered
keymanager secrets =AM HES A RLFE ™ LICE

28 HwolM 48 12 MEI5I0] ONTAPZ A& 2L Ct
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X ZEZEES BAIZLICH

R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

N
L

EEa9

Tk

£0i| CH2 HIAX| 7t EAI|=X] 2elgfL|C,

Waiting for giveback..(Press Ctrl-C to abort wait)
8. MEL] LE0|M CHZ BHES YA MEL] HESZE HIESHIAIL.

storage failover giveback -fromnode local -only-cfo-aggregates true..
9. CFO ofa2|A|0|ECt 2EISH = Ct3 HHS HATLICE

security key-manager onboard sync

10. Onboard Key Manager2| 22{AE MA| 25 E 2BfL|Ct

22



OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S718H0fl SZ3He 57 HIAIR| glo| SRAE TEEET} wEELICH S7|817t Mufste S2iAH
() =zEzezsopp| Fo| 2F HAXIZE LERLITL 571 2851 57|18t ¥ZH o= My

7kX| AlSSHA| OHY A L.

1.

gjo

HHS YHSIH 2 E 7|7t ST|SHE|U=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE Y'Y o Z2tIt LIEFLEX] S4&LICH

©

12. 2 BES Y5t MIEHQ| L EE ghetgtL|ct

storage failover giveback -fromnode local
13, AFROIR| 2 MW A [} WYL 2ot XIS uete =AHCt
storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE.

system node autosupport invoke -node * -type all -message MAINT=END

SM 2: Q2 7| Blg|X} 2AM S Elst|C}

ONTAP & Hm0ilM 2F 7| 22Xt 14 S SAYLIC

AlZtsE7| o

EKM(External Key Manager) 78S S¢l5

b
e
i
ojo
0z
HI
N
1z}
fo
et
=
o

* Ct2 22 AE 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:
° KMIP M| FALICE,
° KMIP ZEQIL|LC}.

23



* C}2 22{AE| S EE S2to|otE
* C}2 S2{AF L C EE Sato|olE

*LE SH2AH EEEE

KMIP A{H

EHA|
1.

2.

Tk

e
=

CIZ MOl MY SALEQILICt /cfcard/kmip/certs/client.crt

7|2 oty SAMRRLICE /cfcard/kmip/certs/client.key

CAQ| It SAL2QLICE. /cfcard/kmip/certs/CA.pem

3. BIAIK| 7} EA| 5

E|

[=]
T™Oo

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

o2l ol E EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

HUQTH YEE MUK A LLCt

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E 3! M FEE etL|ct

24



Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

YRS 27 TRAHAT} ABELICE
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ol 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.

5. HEl M50 SM 12 MEHSIO] ONTAPZE A

I

2|t

OiR| ZEZES HEAIRLICH

R b b b b b I b b b b b b b I b b b b 2 b I b b b b b A b b b b b b g b b b B b b 4 b b b b b b g b I b b b b g b i 4
* Kk kk Kk k*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R b b S b b b b I b b I b b b b b b b b b b 2 b S b b b b b b b d b b b b e b b d b b b b I b b db b b b b b b b b b b b b b b b b b i 4

Kk kK kK Kk*k

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

6. XI5 Brets H|E At 2Q 22

storage failover modify -node local -auto-giveback true
7. AutoSupport’ 243tEl 2R LIS BHS YA XtE #[0|& WHE SELIC

system node autosupport invoke -node * -type all -message MAINT=END

ZIof 7t 2 ASH HE S NetApp-AFF fas8300 5! FAS87002 2 HietetL|Ct

7|E9t eH M3 E RMA X|EHo| BE 2 @F7F Mot £ZS NetAppol| BhetefL|Ct.
"EE e 8L WA 2 HO|X| S HESHAIL.
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e E= WAl - FAS8300 3! FAS8700

AlAE-IIO-"kl DE0| 2IEZIo 2 MU= EHY AutoSupport(A
A X[

* HESD ES0M e Z=S WH[EHOF 5, 2|

Ver2 ZIE 22| DE0|= FASB30001= 44l 25 A20| BLIEt 2
S A% R7iel Ys

@ ZEES 2=0| glgLIth Y 25 7Is2 &

ERE¥e D

oFoO

Lo —

SUP) HAIXIE SS5t=
O™ 4&50| XMoHELICE.

L|C}. FAS87000ll= VER2

o)
UX| St

X FRU 1A QA2 @A|3}j0F ShL|C},
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g4 1: ol 7y
245 ZE SRS SRsIRIY HES2| MElS SolsiD, W 29 YTl HES2 T} A4E HES2
AE2IX|OA HOJEIE A% RIBE 4 UEE HES2IS Q4o FHLIC

Of ZhHofl CHaH
LE0F 20K Ol &kl 2 AE T U= B

2 HEol| A0k LT S AE I ol gL Y& HEES0]| XA
S HEHOl THO FALSEZF BAIEl= E2, &4E HEEHE S=5H7| Tol| 2XIE sHZ8HOF °*LIEP

"= EE SHAHL S7|etg ot

WAl 2=2 wHSH7| Hofl A 222 LHES XIZ + ASLICH

1. 71d 2E9| HO|E{7} Y=ot X2 22t El i =M HIO|HE 25 X1 JHd ZE0] H0|E{ 7t Gl=X|
stolsfof & 4 YALICE

= T AMH

a. 7JHA R E2| H|0|EHE X[ZLIC}. system controller flash-cache secure-erase run
-node node name localhost -device-id device number

@ “system controller flash-cache show Flash Cache C|H}O|A IDE RE= 2R HYH
AgetL|Ct

o

b. FHA ZE0f|A IO|E{ 7} AXE[A=X| &IBtLICE system controller flash-cache secure-

erase show

AutoSupport?t ZM3t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=_number_of hours_down_h' AutoSupport HA|X|E S Z5t0{ X5 70| A MM S AX|ErL|CH

— oco=

CHZ AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

3. HAHQI HAEZ2{9| 2&0f| M 'Storage failover modify — node local - auto-2t2t false’S X522
gtetetL|Ct
4. 24E HEERE B0 TEIER JINIMYA L.
£ E HEES I HAR = J2H...
82...
LOADER HIAIX|7t EA|EILICH  CHS EHAI= O|SEL|Ct
L e R Ctrl+CE & L[I2 yE +ELICt.
MNAB DEOE £= Qg EHE HEEY 7 Het 7| 2l Ao = LIEHLIH HE S Fof =X|
DEODEAAH Qs Q1) takeover - ofnode _impaired_ node name _ 2(E) QAISHHLE

of
SCHLICE ofmf &AMl HEE2{7} gtgl o7 £01 o2 LIEH I
Ctrl+CE %2 = yE +ELICL

SM 2: HEEZ{7} 2 E MetroCluster0f| &LICt


https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

EdE HEEHE S=olc{H HEES] HEiE =Qlst, Bttt F@ AESE WS Tetsto] Xl
HEE2 7t &4E HEEZ 2AE2(X[0M HO|HE A% MISot== siof ZLICt.

* Y UEER 0| MAS SS5t2H 0] BAtQ| Oix|2to]| M3 S5 EAIE A F0{0F HLCt.

—

1. MetroCluster #E{E 2Q1510] Zolf7t Y= HEER{It RSO E H4 ZHEE2{(MetroCluster show)Z
Mete| A =X| ZeletL|Ct

-

2. Xts BH7t LUM =X o R0of| 2t CHZ FO w2t T et Tt

HES2 24 ofx 2w

It RS2 HEE|ASLICH ChE HAIS T SfLICt

Jt XEoE HMetE|X| AASLICH T HEEZZ MetroCluster BH| 7|52 Sl A& M| SEs
Sasi

It RS2 HEE X g, HEH HAIXIE AESHD 7hsot 32 2HE diZet = THA|

'MetroCluster switchover' ANESHAUAN . 2X|Z SiALE £ Q= AR 7|2 X2 20

THOZ Hats A=, FOSHAIL.

AQX[LMIL HRE[A}SLICH

3. HY=EQl SR AE 0| M 'MetroCluster B3l EHA| TA HHS HASH0] HI0|E 0f22|AH0[EE
M-S 7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' D7 H-E ALE S0 'MetroCluster 2t E
o

2o
o=
Of MEHM D7 H-Z ALESH= R Al2E2 =7 AYSE LAl6ts 2= 2ZE H[Ql

4. MetroCluster operation show H&Z A5t 0| 22|} =X| tolEtL|Ct,

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' BES AL2510] 0 12| AH[0| EQ| AEE SHQISHMA|IL.
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

6. MetroCluster 2t CHA| RE

2] A 0§ 32| #|0| E( heal-phase root-aggregate) HHS A3 R E
O 2Z2|AIO|EE H LTt

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X|R7t HEE|™H -override-vetoes H7HH~E AF256E0] 'MetroCluster 2H' HH S M{AME &~ JUSLICT
O] MEHX Oj7Hf HA-E AtEcH= AR A|AHS E7 X2 UKot RE AT E H|QI2 TH™ Q| gfLCt,

ca

7. e 2 AE{0|M 'MetroCluster operation show' BE S AHE5H0] 2Hal 20| 2tz = U=X| SltL|Ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| A2HOZ 2 E|AU=X|
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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5. BE Z2{AE =9 SP/BMC T4 Ald:

system service-processor show -node * -fields address
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exit
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system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2EM A &= SnapMirror 57|14 2HAHE A25t= 22{AHQ A systen

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. Ct30| EAIEH S2HAES| 2t AES20)| CH3f| *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. 2t AEE2{7t HE WNHX| 7|02l £ LOADER ZEZEJF HA|ELICH

2M 2: ZIEE2{7} 2 E MetroCluster 40| TEHEIL|Ct
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2. X3 EA|7h LEM=X| of0l| 2t CHS FOl| okt T BLICE

HEERY &4 0% .

It RSz M= ASLICH CHE CHAIE TIASLICE

It ASo 2 R K| SUSLICE Y ZEESE MetroCluster BA| 7|58 Soll A[2l2l 2HM SES
ABHSIC}
T o

37



HEED

FH

R%E JEHA...

7t Atzo =2 Mete|X| o, HEH HAXE HESHD 7tsot B2 22X E sl Zot = CHA
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3. HAEQl 2R AE0|M 'MetroCluster 231 EHA| TA! HHS HASI0] Cl0[E 0i22|AH|0|EE S|t CY.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X R7t AR E|H override-vetoes' OH7H H3
MERX O] HE A8t E R AA”RIR
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AFE310] 'MetroCluster 2Hal' §EES MHAHY = AFLIC Of
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4. MetroCluster operation show H&Z A5t £ 0| 22|} =X| &QlEL|Ct,

0

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. 'storage aggregate show' BES A0 0 I2|A|0|EQ| AEHE SHQISHYA| 2.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

6. MetroCluster 2H2l | R E 0 32||0| E( heal-phase root-aggregate) BHS AI25I0| £ E 0fI2|AH0|EE
S™EL(C}

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. CHA 22{AE0| A 'MetroCluster operation show' H& 2 AF25H0] 2t 20| et 2 |} =X| &QletL|Ct

mcclA::> metrocluster operation show
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Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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1. RXIE4 2EO HEERY R E S ot 22 HEEZ 2E U MAI2] HA 2EHE "ha-config show"2
HAlSLICH

HA A= B 714 @A0f Cief SLsiof BLICh

2. A{AlOf| CHaH FEAIEN AJAR] MEHZE AJAR Y0t LX[SHK| @b E 2
A

a. MA|S| HA AEHE "ha-config modify chassis_ HA-state "= A& gtL|C}
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= mcc-2n
* 'mcip’LICt
. H|S}
b. MH0| HALU=X| &QIELICt ha-config show

3. OF=] CHA| SFX| EUCHH LIMX| A|ARS CHA| FBHHAIL.

2EHA|: 2i- E MetroCluster 710{[A O 12| H|O|EE CHA| T EtetL|Ct

g
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1. BE =7} "enabled" AEll(MetroCluster node show)di| A =X| =HQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

SVMO|M TS 7|2t7} 22 [ /}=X| 2k QlgtL|Ct 'MetroCluster vserver show!'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SAE7HE Y SEHof ALH A 2[X[H

MN— = =

kel

ol 2t=ELCt

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
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ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
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THA|
1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t A0 2 M3 X| &1
'MetroCluster switchover'
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AKX 7t HREE|R}SLICH

ALK O|
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A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
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controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
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HEH HAIXE HESID 7tstt AR 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHYAIL.
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ster S0 C|o[Ef o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H4E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QUSLICE
O MEHX D7} HHE A= 32 AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show

Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' BHE ALE5I0{ O 12| AH[0|EQ| HEHE SHQISHAAIL.
controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB

raid dp, mirrored, normal...

% online 0 mccl-a2

6. MetroCluster &2l CHA| REE

0§ 32| #|0| E( heal-phase root-aggregate) EH S AL235H0]
OHO2[HO|EE A TL|C,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

K R7t HREH -overrlde vetoes Df7HEH4E AFRE10] 'MetroCluster er%_
O MEHM D7 HEE ALESHE 2R AIAHIR2 S+ A E UKot 2E

THE A = ASLCH
O T H= o E

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

tot

r

Hel ZH0| 2= = A=XK| =l gfL|ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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AARID 2 LXIZ QIo AR IDE FAISHHE HIAIX|7F LIEHLEH Y& &3t oF BHL|CE,

. HA L E9| 7|ZE AAHI IDE EH MetroCluster node show-fields node-systemid, dr-partner-systemid7t
HL|ct

O] 6l Node B 12 O|H A|AH! D7} 11807329921 O™ L=E=QIL|LCt.

dr-group-id cluster node node-systemid dr-
partner-systemid

1 Cluster A Node A 1 536872914
118073209
1 Cluster B Node B 1 118073209
536872914

2 entries were displayed.

L EMELEQ| SX|HS IE TETEN A A A|AE IDE SQISHL|CH "C|AT A"

=

O offofl M A A|AE ID= 118065481 4 LILCL.

Local System ID: 118065481

. disk show BHEOA H2 A[AE D HEE ALESI0{(FAS A|AHIQ| HR)C|AT ARHS IHESBILICH disk
reassign -s old system ID

22| CflAl0IM HEHO Q| LHES 'T|A 3T M -s 118073209'0|C}
H&Stahs HIA|X| 7} LIEfLIH Y2 SEFEr 4 ELICE.

. C]A37}t 2HE7

ﬂJ°|'

SEI A=A 2l Ct

|

replacement_node0ll £%t C|A30| replacement_node®| M A|AE! D7} BA|E|=X| &QlgtL|Ct CH
OlOl A= system-10ll A A Q3 C|AT0| A A|AR] ID 1180654810] EA|EIL|C.
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*> disk show -a

Local System ID: 118065481

DISK OWNER
disk name system-1
(118065481)
disk name system-1
(118065481)

Y L0 2o HEIL A
a 13 U 4F

g BEZ A& TIAstat= HIAX|ZF LEEFLE

LIEFEILICH*S).
b. T HIJt B A=K &0

H2d =
<]

Al

C. admin gt &0 =2

replacement_node’l &
"halt"2 O|SgfL|Ct

replacement_node: boot_ontapE &

replacement_node?} 2tF3| £

(118065481) PoolO

2 £20]| savecoreZ} XId =22
SH

£ 'et-Privilege admin’2

X4 DE@F*> TETE FA|)Q

=l

—

POOL

(118065481) PoolO

o £ JELICE </info>

gt

rd
<
Hu

2iL[Ct

SERIAL NUMBER HOME

J8YOTDZC

J8Y09DXC system-1

OIBtL|C}. 'system node run-node_local-node-name_partner savecore'
LIEtLH= AL savecore?} 22 E! W7}X| 7|Ct2l CHS Hist HHS

AISHSEL|C}, 'system node run-node_local-node-name_partner savecore -s command' S AtE35H04
savecore2| TIMES ZL|EE

2R RXE+ ZEE FRSID EH TETEQ

= AQ|X|4H(MetroCluster 22| X|&H)S =3Bt |Ct

. MetroCluster & 'MetroCluster node show-fields configuration-state’S &t215tC}

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id

1 nodel siteA
1 nodel siteA
1 nodel siteB
1 nodel siteB

cluster node

nodelmcc-001
nodelmcc-002
nodelmcc-003
nodelmcc-004

4 entries were displayed.

configuration-state

configured
configured
configured
configured



11. Data ONTAPO|A] MetroCluster 74 XtE52 2toIgtL|C}.
a. &£ SHAEO| Chet MEf 210 'AAR AE] ST HAI'E =elgfL|Ct
b. MetroClusterZ} A E|0f Q! 11 'MetroCluster show'(F4 RE)2 MAHE| Q=X 2olstL|ct
C. 'MetroCluster check run’0|2}= MetroCluster checkS 3 ICt
d. MetroCluster M|= EA| Z2+E MetroCluster check showZ &

€. Config Advisorg &&IL|Ct. NetApp Support AtO|E 2| Config Advisor H|O|X| 2 O|SgtL|Ct
"support.netapp.com/NOW/download/tools/config_advisor/".

I
o
M

-

ot

Config AdvisorE Aot = =79| ZHS HESIY ZH0|M AT ArgS wfet LAE ZHE SHESHHAIL.

12. AQIX|QH =t A|E2{|0|M:

a LEITETENAM 13 Hst 2| 'Set-Privilege Advanced’ 2 HZATIL|C}
18 ZEZ A4 Fdstn 18 ZE TZEDE(*>)E E2{H "y'Z SElof EL|Ct,

b. simulate parameter: MetroCluster switchover-simulate2 A Q| X[ SZtS L3S

C. admin ¢t +FOE 7 'et-Privilege admin’&L|Ct

p

| AR 2 2F - FAS8300 3! FAS8700

ANARIS TN 2822 S5 NetApp Storage Encryption 78 (Z 3t

M ZAEZ2{0|| CHSt 2IO|MIAZ MX|3t & 7| EQ} SHH| Ml2= RMA X|&lof| M=l CHE Alngst
HES NetApp2 2 HH&tsljof ehL|Ct,

1EH71: ONTAPO M wK| ZIEZ210)| Chet 2to[ A S AX[ghL|Ct

ZOW7F Lot L EJF HE(E &) 2to|MATE HRot ONTAP 7|52 A8 ¢l <2 _replacement_node0| it
M 2to[ A S AX|s{OF SfLICt HEE 20| HATL U= 7|52 3% %ﬂﬁ E{9] 2t L=of 7150f thet XAl 7171 RLojoF
Lot

Of ZfHofl 3

2to| A 7|8 HX[5t7| HMX|= BE 2fO| AT RS 7|SS _replacement_nodeOilA A& AFEY :
2Lt 24E 2ETF 22 A fYUT LEQI FR Y 7Sl et 2to|MA T QIOH IS HEY = YlELIC.

St 20| M 2O[MIATE Gl= 7|58 AFESHH 2Ho|MA A E45HK| A2 = JABE JHsT
_replacement_node0f| uA| E’-fol*i'ﬁ 7| EE= 7|2 MX[sHOF gLICE.

AlZfoto] FHof
2t HlA 7| = 28Xt & 4|0|0{0F BHL|Lt.

2to| A 7|1E X[ 4= A= 90| || 712H0] AFLICE. K0l 7|2H0] X|LtH 2E O 2to| AT Rz SHEl L LY.
FarotetoldA 7S BX|o £ |0 7|ZH0] ELEZ| Toi| 2E 7|5 24A12H St AX|sfof LICt.

A 2R0f A X Z0 ONTAP 9.10.1 0] &2 & SO[UCHH off @B E EXIE "AFF/FAS A|AFC|
@ 2ofdll A O*HIOIEE ot OIHEE WK = T2 MAALESHYA| 2. A[ARIS 7] ONTAP E2|A
D2 AL oM XtMISE LHES HZSHU A2 "NetApp Hardware UniverseS £ ZR6HUA| Q"
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|

1. M 2to]dIA 7|7t Rt AL oA nA|E 2to|MA F|E BEOMA|R "NetApp Support AFO|E" My Support(L
X|2l) MMOf| M Software licenses(2ZE 0] 20| MIA) E MEdstL|Ct,

@ Zast M 2fO|dA F|= S22 MY R0 ol oMY FA2 HEELICH 302 0L
2. 2} 2lo|MA F|S 'A|AH 2to| M A Tt 2fo|MA FE 2fo[dA 7|, 2fo|MA 7| 2 AX|FL|Ct

- OJAHE 2o A 2hel2to[dA HE2| - OJARE - AlZ30]H

a
b. SE0| SHIEH A2SIX| Y= AFR2HQ| 'license clean-up-unused' S AMH[BFLICt

2CHA: LIF &2l 3l 2 HS 55§
replacement_nodeS AH|AZ HI2HS7| Hof| LIF7t 2 ZEO| Q=X &0lstd, AutoSupportZt M- El E2
_replacement_node?| ¥ HS E SEot1, AtE gt 7|52 Ao SfLICE
CHA|
1. =2| QIE{H|0]A T = M 8l ZE0f| CHH 'network interface show-is-home false’2t= 21 E ot=X| &QlstL|Ct
LIF7t FALSEZ EA|Z|H olEt LIFE 8 ZEZ E|SEL|CH network interface revert -vserver *
-1if *
2. NetApp Support0f| A|ARI A4 HSE SEBIL|CE
t 2 M3otEl 22 AutoSupport HIAIXIE &5 LA HSE SSEILICEH
° AutoSupport?t ZH3tE|0] UX| FOH E SETILICH "NetApp A" YH HS E SESLICE
A3

3. 22{AE{ 9| YEHES 2 QIBILICE "ONTAPO] A
LIE2 KB EAME HZHAR.

st
=

° AutoSupport”

SEEES AE5t0] S2{AH ME| HAS +85= L "KME

4. AutoSupport RX|E ARt EE|AHE H2 £ M8 RIERE ZEYLICt system node
autosupport invoke -node * -type all -message MAINT=END HH.

5. Atz ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-t2t true’S CHA| A& BtL|Ct

3EA|: 2. = MetroCluster 70| A O 22| AH|O|ES CHA| T EtetL|Ct

[Ct. J2{H

£ HMl3dk=s

2 E MetroCluster 80X FRU WHIE 2t=3t 20{= MetroCluster 22| X[ 2 A S o £~ UG
0| AO|E29| SVM(Sync-Source Storage Virtual Machine)0| &4 AEjo| 1 22 C|A 3 E0|M H|0|E

FME A 2F MElE ST £ YBLCH

—l-l_

0| 22 2= E MetroCluster A 0f| 2t M ElL|C}.

ChA|
1. BE L CJ} "enabled" AEll(MetroCluster node show)di| Y=X| rlgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| A2HOZ 2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHOf| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

o o

Mo >t
otrie

=
of P FQI 7| ZMO| MehES olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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g4 1: ol 7y
2YE ZES2|S SRol2H HES2 YEIS HOIStD, WRs FS HANQI HES2T 2 4E HES
AE2IKOIM HIOIEIS Al HTE 4 YEE HESS 2l4ofof &

Of Zreiof Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CLtZ HAIXI7t LIEILIEA yE FFLICt

E
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EME HEESHI HAE = a2{H
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OTEIIE
TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t A0 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt AR 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHYAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|o[Ef o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H4E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QUSLICE
O MEHX D7} HHE A= 32 AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SHQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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3. X}= ghgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& BtL|Ct

6THA|: 2= MetroCluster 440i|A| OO 2[AH[O|EE CHA| MeteL|Ct
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0| &t 21 E MetroCluster A0t M EIL|C}

|

1. BE C 7} "enabled" AtE|(MetroCluster node show)di| Q=X| &tolgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMOIM 1 S7|2t7t 2= E|}=X| &lBfL|Ct. 'MetroCluster vserver show'

3. 23 ZHof| olslf == XH= LIF 00| 12{|0|M0| 'MetroCluster check lif show'0fl 2XOZ A2 E|U=X|
grolgtL|Ct

4. Al 2| AH e BZE L E0|M 'MetroCluster A2|X[8' HHZS AE8H0] A XS S3THL|CE

5. AQX|aH ZtA0| 2tZE|H=X| 2eletL|Ct. '"MetroCluster show'

SHAETLIT] E - A9 X" HEfof AT AL X|H XHAHO[ KT 5| Al SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waliting-for-switchback

S| AE{7HHA Mo AOH A9IX|u Kejo| AR ELIC

=]

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

" o

3 Zot= o] A|Zto| 22 ZE|= AL MetroCluster config-replication resync resync-status show
AH235t0]
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AE2IKOIM HIOIEIS Al HTE 4 YEE HESS 2l4ofof &

Of Zreiof Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CLtZ HAIXI7t LIEILIEA yE FFLICt
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TIEIOE
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
AAE ZES2|E SRol2{H HES2| HE|ES Solotn, Wt Je HESR HAS Moo X!
HEER 7t &l AESS AE2|X|0|M HIO|EE A& MSSH= 3l{OoF gfLCt.
Of ZFofl CHaH
* W ZHEES 0| TYS SSot2H o] Xt orx[2to| MY S5 EA|E A F0{0F HL|Ct
THA|
1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7h L

7t A0 2 M3 X| &1
'MetroCluster switchover'
HHOE MeAZ NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE ZIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIXE HESID 7tstt AR 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHYAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster S0 C|o[Ef o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H4E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QUSLICE
O MEHX D7} HHE A= 32 AAHS 5 Y2 UKt ZE ATE H|QlS TH™ [ gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SHQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HE AHE235}0]

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEH7HE Y SEHO| ALH 2K Z0] 2= ELICE.
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cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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clusterl:> system node autosupport invoke -node * -type all -message
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SHQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M35l ZAEE2{E HA X5 MEfZ

E|SELIC

3. At= dizto| H| g MstEl AL 'Storage failover modify -node local -auto-2tet true’S CHA| A& BtL|Ct

6CHA|: 2. = MetroCluster 71A10{| A Of 22| AH|0| EE CtA| MetetL|C}

2 E MetroCluster #40{|lA| FRU WH|E 2tE2%t 20|= MetroCluster A2 X|UH ZrAS 3t 4 QISL|CEH J2{H
O|™ AtO|E Q| SVM(Sync-Source Storage Virtual Machine)O| 24 AMEf0|D 22 C|A3 E0|M HIO|EHE NMBst=
THE Y 2T JHZ £ = ASLICL
0| A2 2= E MetroCluster TA401|2t ML |Ct.
THA|
1. @& =7} "enabled" & El(MetroCluster node show)0i| % =X| ZHQIgtL|Ct
cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed
cluster B
controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN 57|37t bR E| R} =X 2lBtL|Ct. '"MetroCluster vserver show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHEY YEfol| AH A{X|HH 20| t= ELIC

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQX|HE 2t25H= | AlZH0| @2 H2l= E MetroCluster config-replication resync resync-status show
HHE A5 T Tl 7|2 M9 HEHE =ele = AGLICH
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TEHA: Fol7t Edot RES NetAppof Hhet
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Of Zreiof Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
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Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. ZHIE SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M3 A=, FOSHYAIL.

A XTI HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AASHo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SHQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HEZ2 AF25H0{ 2t ZJ0| 2R =P =X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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5. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M|35l0] ZHEE2{E MM 25 MEHZ
E|SELICH

6. Xt= HtEto| HEH A SEl AL 'Storage failover modify -node local -auto-gH2t true’S CHA| A& EHL|CH

6THA: 2. = MetroCluster 140X Ol J12|AH[O|EE CIA| MetetL|C}

2= = MetroCluster A0|A FRU WX S 223 S0|= MetroCluster AQ|X|8 XS 4
0|X AO|E9| SVM(Sync-Source Storage Virtual Machine)0| &4 AEjo|1 Z& C|A3
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2B{AH0| A= ZE S0 A 'MetroCluster A 2| X8 HH S AL26I0] AQ X[ S fHBHL|CL,
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHOf| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o
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2YE ZES2|S SRol2H HES2 YEIS HOIStD, WRs FS HANQI HES2T 2 4E HES
AE2IKOIM HIOIEIS Al HTE 4 YEE HESS 2l4ofof &

Of Zreiof Chat

* SAN A|AHIS AtESHE HQ £4E ZHEER SCSI E3|0|=0f st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, ST == 7184 A & s
L Eo| &3 MENZF BHA|EL|CH

2} SCSI £8[0|E ZZMAE SHAEQ| CIE =0 SHH FZof| QLojof BtLICE BHISE IgHst| Fof|
= =HIE S Z8HOF gLCt.

* 3} 27} 0|9l SRAAE(T} QU= B Aol 20{0F BLICE SAE} Aol QL Ba HES2|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. LICHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 XI5 H|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E CLtZ HAIXI7t LIEILIEA yE FFLICt
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EHE HESI BAE = J2H...
A2
NAROEDE = s HYHQ HEESH M &8 HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterd]| A &L|Ct
2AE| AE SRS ZR0l2{0 HES2 NEIS Solotn, W P2 HESR HAS Hsto] YAl
HEEE 7 ¢l AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3f{ofF gL|Cf.

1. MetroCluster #E{E £Q15t0] Zolf7t Y= HEER{It RSO E H4 ZEE2{(MetroCluster show)Z
Mt A =X] ZlgtL|ct

2. X3 EA|7h UM =X| of 0l 2t CHS FOl| okt T BLICE

HEED &¢ 6F 2|

It RSz MR ASLICH CHE CHAIE TAgfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E 2K 552
Lo

RSz HMEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAR. ZHIE SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ M3 A=, FOSHYAIL.

A XTI HRE[R}SLICH

3. MAHol 2 AE{N|A 'MetroCluster 2 THA| Z1A|' HH S AASHo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l H-E AHESH0] 'MetroCluster 2" HH
O] MEHX Dj7H HA-E AEsE AR A|AHS 271 XA 2 UX[stes ZE ATE H|QIS TH™QBhLCY,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AtZ ==X SHolstL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SHQISIMA|2L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7HHE AHESI0] 'MetroCluster 2*% HH S Malde &~ QUESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS S7 22 WX[dls ZE AZE

O T =]

tot

7. A 22| AE0|A 'MetroCluster operation show' HEZ2 AF25H0{ 2t ZJ0| 2R =P =X| =QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 FHKIE 22U

20 AEEE =S 2e[RLICE

ZEED 28 RO 940 AMASHAH MAIMM HAEE ZES 2&|3H0F LT}
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ofn

Aloj| otz 2 S&L|Ct.

tEtS MAI Sfe = 20| mf X[X[Sh=X| 2elghL|Ct.

HEED] ZS0| MA[Of| A o7t 7H4LICY,
6. ZIEE ZES MAl B2 LOo{HLICH
HEE Z=5
7. EE2 ZES oHF

3CHA|: RTC HHE{2|E wA|erL|Ct

Ho| HHst #H| s&LIC

HEED 2= Uo|lM RTC BIE{2|E &2 L3 58 IS wfator LIt RTC HHE|Z|Q| ?X|= ZEER 2=

LHE 2| FRU BE EXROHAIL.
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1. OFx| A=K gt ZL

ko

Ht2H HX[SHAI2.

2. oflo] HES FLict,

1T—= d

a oflof HE Z0I0] Q= A3 WS AES 25 FYL W LELICH
b. B7| HES FES? BE FZOR 0l T3 §H| Yl YK ABOE SAULICH

3. RTC HHE{2|S ZOtM H|AHt CHE CHAl 77 ZLICE
a. FRU H& M85l ZHEER ZE0|M RTC HHEZ|E &&LICEH

b. HiEZ|S SCH0IM ZHAEA oL SHOM Szl CFZ SC0l|A S0 7HEL(Ct

HHEIZ| &S SC0IM 22IE o HHE{2(2 S-doil RS AIL. BiE{2[0l= Z2{A 7|27t

(D) mAIslof o0t Sciof SukA| SIxjsiof Bhich. X 2Hol s Coh| 7|2k thef2lS
OfeE 7] B X|BHOF SH=x| eiFLICE.

o

C. | YX| 2EE Mol M UHE HHEIZ|E MAZLICE

o =

d. RTC HHE{2|Q] S S &foltt O3 HiE|Z| S HIAS3| 7|20]|1 of2 2 =2 SCof A etLict
7

4. HHE{2|E KA Z HAISIH SC7t 24T 5| FHAE 0| 1 S40| SHHEX| &lsUAIL.
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7. AE2|X]| 'storage failover back-ofnode_impaired_node_name 'S X|&3%
E| S8t

8. At= Hizto| H| g MstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct

5CHA|: 2. E MetroCluster 40| A| O 22| H|O|E & CIA| M=ketL|C}

|Ct O2{H

2= MetroCluster 40X FRU 1 H|E 2t2 8t 0= MetroCluster 29| X|8 =4S ek &~ S?i%
A3 TE o

0| AIO|E Q| SVM(Sync-Source Storage Virtual Machine)0| 4 AEjo|1 2 C|

THE Y 23 JHZ £ = ASLICL

—l-l_

O] AL 2 = MetroCluster A2t M E/L|CT,

EHA|

1. @E L =7} "enabled" AEll(MetroCluster node show)di| Y=X| 2QIBtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. D E SVMUIN TS 7|347t bR E|RA =X I8t Tt "MetroCluster vserver show'

3. 23 =0l 9|8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| A2HOZ 2 E|AU=X|
stol

4. FHHQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOISEL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHOf| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 d —

SHAETHF HEjof ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

o o

Mo >t
otrie

=
of P FQI 7| ZMO| MehES olet & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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