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Error when fetching key manager config from partner S${partner ip}:
S{status}

Has key manager been configured on this system

Is the key manager onboard
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key manager is not
configured. Exiting.
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configured.
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key manager is configured.

Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
you sure? (y or n):
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Enter the passphrase for onboard key management:
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.
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key manager is configured.
Entering Bootmenu Option 11...
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boot recovery -partner
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ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR AR A KR A AR A AR A AN A A KA A AR A ARk A A AR A A A A AR Ak A X, Kk

W ATTENTTION B
* *
B System cannot connect to key managers. &
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...
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system node autosupport invoke -node * -type all -message MAINT=END
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HA|X| = 2A12H SQF ZHE AH|0|A HH S ARILICE
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

2. 2HEIHEER 9 220 XIS fietS HlZ-getstct.

()  _xssEs uzyssiAaLI_ Bt HAKDHEASE CSE Yo, v
a. ONTAP BT 0.17.12 1% 50|11 & 45 HES2IS 75T 4 g7} 0[] A48l 2L a4l HESRIS
SEIS7| Hol Yo HES2I0|M HA 4= A2 23S Bolof BLICE 0137 59 2atel AES2))}
AISQE BiShsis HS W 4+ UBLICH

system ha interconnect link off -node healthy-node -1ink 0

system ha interconnect link off -node healthy-node -link 1
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storage failover giveback -ofnode impaired-node -only-root true -override

-destination-checks true

2 XTIt B E Mot 20| A2F At S £~ QIELICE
A ZGHM|Q."ONTAP CLI EEof| ciet Mot =2 Oo|sigrL|Ct." .

storage failover show 2|1 “storage failover show-giveback

i}
dlo
0
o
rlo
rA
rn
HI
n
r
ret
4>
HA
2
x
2
>
00
ot
4>
0
>
-
i)

system ha interconnect link on -node healthy-node -link 0
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NVRAM 2E2 NVRAM12 StEY|0{2} 317 WA| 758t DIMMOZE A EIL|CE R 7t Bt NVRAM R E £ =
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© WA FZ0| A=K =AQUBLICH ZohTt LMot 1M QA= NetApp=RE 22 uH| 74 A2 wH|siof fL|ct
© AEEX| A|A”S COHE BE 7 Q471 M2 2Ssh=X| 2elstn, S| gh= R ofl 22l5tHAIL

"NetApp X|&".

HEECE ZROI7IL &g HESERE ALt

ANE HESRIS SROIH HES2O| ME|S SHolctn Wt AP HES2| o AE2|X| Hof ZX| 48
Seoto] o HES2 7L 24E HES AE2|K 0| HOIES A4 HBE 4 ATS sof guict.

* 47l O| Aol LET} = 2 A JUE R -|E*01| Uofof gL|Ct ==0f Ciet E22{AFH HEE H2{H O3S
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1. AutoSupport?} 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHS AutoSupport HIA|X| = 2A[ZH St Xt A[O|A MM S AF|BtLICE.
clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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WARNING: System ID mismatch. This usually occurs when replacing a boot
device or NVRAM cards!

Override system ID? {y|n}

2. A HEEHO|M M IHEL A|AR DI RS2 E SHEJEX] 20lsHM K.
storage failover show
BE 20N MEA wH|Q SAx| HEHE FAISH= HAIX|Z7F HA|ELICE CHS O|0i[A, node2= WHIE AR
WX HEHE "Rl B'C 2 HA|RLICE

nodel:> storage failover show

Takeover
Node Partner Possible State Description
nodel node?2 false In takeover
node?2 nodel = Waiting for giveback

3. AEEZE CHAl MS L.

a. H4 HEEZOM uHE HEER S AEE|X|E CHA| MSLICE storage failover giveback
-ofnode replacement node name

HEEC{7L AEE[X|E CHA 7tMet REIS =L
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a. 7|Eulo| b= El = HA WO| M4 MEHO| 1 E|0|2 I} 7HsotX| &elgtL|ct,  AEER|X| HIY2H show _
'storage failover show' @&2| £&0f|= TtEL] HA|X[0[A HZBE A[AR D7} ZEHE|X| Qf0tOF SHL|LCE.
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storage failover modify -node local -auto
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node2::> system controller slot module remove -node nodeZ -slot 7
Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered off for removal.
Do you want to continue? {yln}: vy
The module has been successfully removed from service and powered off.
It can now be safely removed.
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system controller slot module insert -node impaired node name -slot
slot number
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node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y~

The module has been successfully powered on, initialized and placed into
service.
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event log show -event *hotplug.init*
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a. ZE X7|stof| HistH EMS 21

node2::> event log show -event *hotplug.init*

Time Node

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7b" in slot

7/11/2025 16:04:06 node2 NOTICE
Initialization of ports "e7a" in slot

2 entries were displayed.

Estof O3 HAIE &

Severity

Event

hotplug.init.success:

7 succeeded

hotplug.init.success:

7 succeeded
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3. 1/0 2& &R0 0| =1 2E FH[7t 2R EU=X] ZHRlSHAIL.
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node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information
7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1L45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)

QSFP Vendor:
QSFP Part Number:
QSFP Serial Number:

Device Type:
Firmware Version:
Part Number:
Hardware Revision:

Serial Number:

CISCO-BIZLINK
L45593-D218-D10
LCC2809G26F-A
CX6-DX PSID(NAP0O0O00000027)
22.44.1700

111-05341
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storage failover giveback -ofnode controller
that was taken over name
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storage failover modify -node local -auto
-giveback true
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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system ha interconnect link off -node healthy-node -1link 0

system ha interconnect link off -node healthy-node -1link 1
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3. override-destination-checks SM& AI235t0 S ETL Higt

storage failover giveback -ofnode impaired-node -only-root true -override
-destination-checks true
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