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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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storage failover modify -node impaired-node -auto-giveback-of false
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system ha interconnect link off -node healthy-node -1ink 0
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Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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Error when fetching key manager config from partner ${partner ip}:
S{status}

Has key manager been configured on this system

Is the key manager onboard
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storage failover giveback -ofnode impaired-node -only-root true -override

-destination-checks true
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system ha interconnect link on

system ha interconnect link on

-node healthy-node -1link 0

-node healthy-node -link 1
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key manager is configured.

Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures.
you sure? (y or n):
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Enter the passphrase for onboard key management:
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.



A EISt ) A|ARO| ChA] 22}l AtE0| T AHE ZQIX| 2013}0] £E| D|Cjof 277t 4 EQIX

e &Yl HEERE THA| X5t & S22 E[SEILCE

'Storage failover 22t - ofnode_impaired_node_name_
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system ha interconnect link on -node healthy-node -1link 0
system ha interconnect link on -node healthy-node -link 1
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security key-manager onboard sync
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key manager is configured.
Entering Bootmenu Option 11...
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ERROR: kmip init: halting this system with encrypted mroot...
WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR AR A KR A AR A AR A AN A A KA A AR A ARk A A AR A A A A AR Ak A X, Kk

W ATTENTTION B
* *
B System cannot connect to key managers. &
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted mroot...
Terminated

Uptime: 11m32s
System halting...

LOADER-B>

b. =Tt MHEIE T AJAIO| ChA| 22t0! AlEo| T BHE FOIX| Bolsto] 2 n|C|of 227t MZHEX|
stolsiLct,

c. AE2|X|E £S5 HES2Z YA MYOE FEYLIC
'Storage failover 22t - ofnode_impaired_node_name_'
i HA 'S 1Z 2371 207l AR AHEOR CHA| HAE|TE CHA| HZBHM L.
system ha interconnect link on -node healthy-node -1link 0

system ha interconnect link on -node healthy-node -link 1

6. XF= HISO| H

[

flict

HotEl ER ChA| 2t
storage failover modify -node local auto-giveback-of true
7. AutoSupport7t Z2M3tE A2 XHs AO|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

ChE B

ONTAP O|O|X|E St L ETJt &S5t0] H|0|HE MS5HH CtE2S +8sof gLICh"Z 20
NetAppZE BHetetL|CH"
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!
O
mjo
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QESIA 2.

* ONTAPO Ciigt 22 R2|%} X2 20| gl 22 oig X1 ZS PaLich
* MHlo MR E7et FH|T X el
* AIABOA KIRSHs 2 ONTAP BIHO| Al IH| HALS AFSE 4 QUBLICH
* MA| nA| EXt= HIE, M, ZESES Z&, NVRAM12, A|A”] 22| BE, /0 7tE & 2™ 2=, PSUE M
MAIZ 71, 4 MAI7t Netapp o 22 74 R4 718 S0l e sIRtaLi
Chg B
RPARIS ZES = AN DHE FHSHR" .

MA| 1A| Z=H| - AFX 1K

2AE MA|E AlEHs D wH| 28 @A E 2QIstn, AHo|=1t ZHEEE &0 2t E 20
AFX 1K AEZ2|X| A|AEIQ| &AEI MAIE WAM|E =H|E LTt

CHA| 1: A|ABIS R0} TL|E{>ISHLIC}

LSOl &tZ2 4 QIER 24 HMS G MM 232 MESHOF St A|AE QX LEDZ HAM 2AHEl AHAIS Htolof
BhL|Ct
CHA)

1. X2 24 TEO|| HZH10] 9 QIE{H|0|AStT A|ARS DLIE{>IELICY,

=
2. ZAEE29| 2|X| LEDE %ot AL|CH.

HEZ M85 system controller location-led show $/X| LEDS| HxH AEHE HAIE £
& L|C.
b. 2|X| LEDS| MEHE "HE"OZ HATIL|C}.

system controller location-led modify -node nodel -state on

?IX| LED7t 30= S AN UELICE.

25 WHIE 7Y 24 E =l

gLt

Lect FEES UUASKl Slotn MM A Chs 22 226 0F gLt

° 1M QA BE S
° HE My
°© MXLLY 2
2. THOIM LIRSS D ZES ALRSI0] DA 1M QA E NetAppE HHEELICEH
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3EHA: #H[O| =0 2tES 20[MIR

AA" SIHO| /0 ZE0|M A0S S HMAHSH7| Tol| #[0|20l| 2HES 20{0F BiLICt.

1. AE2|X| A| AT 2HAE 2= #0201 20|22 XIFLICE o[ A StH 0] HAI2| HLE20M CHAl ALY
olAL|C}
P =] .

2. Ofx] 2Ht2 A MX|=X| &2 22 MX[SHIAIL.
Cte chA
AFX 1K MHA| StEQIOIE mA|E Z=H|7t 2|H CH20| LWRELICL"HEZERE ZREL|CH
MAIE 1AN|StHH HEEZHE SE6HM R - AFX 1K

MAIE LAIg of HiojH &4S SRSt A|A” eFEd S 2tE5t2{H AFX 1K 2E2|X|
AMABIS ZHEEEE SRR,

AME HESE ZRol2H HES2 0| NEIE Hlolotn WA AL HES2o| AE2|X| Hof ZA| 2l4S
Se5t0] HAr HE S} 2418 HESE AE2|X|0| M CIOIEIS | MBS 4 ATE oo FLict.
of il cis

* 47l O| Aol LET = EY AR U= B2 -=|1-|E"01| Uofof gL|Ct, = =0f Ciet E2{AFH HHE He{H L3S
AMESIMR. cluster show BH. XM LHE S cluster show EH, HZT"ONTAP 2HAEHM L& £F
ME ™HE "I

© SHAETF A ZYEX] AAHL EE
BANE= B &4 HEEME SR H

- O -

A EE= M AMO| HBIO R
CHLO ' EE S AR S7(oL Tt .

F

CHA|
1. AutoSupport7t Z-43tEl 22 AutoSupport HIAIX|E S &80 XH5 H|0|A MM S AX|BtL|CL,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CHS AutoSupport HIAIX|= 24|12 SOt XIS 0| A ME S AXELICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
2. 2YE HEER O 250|M Xt HhetS H|gdotetL|ct.

storage failover modify -node impaired-node -auto-giveback-of false

() _xt5 222 HgLsstNASLITl 2t HIAIKITH EASR (S YISHIR. v.
a. ONTAP HiX 0.17.18 18 50|11 245 HES2IS 7158 4 gUiLE 0[0] 948 PP A4E HES2IS
SEot7| MOl By HES2I0|M HA M $1Z 232 B0{oF ELICE 0| o ANE HES27t

RS OZ gststs g WS 4 Ltk
system ha interconnect link off -node healthy-node -link O

system ha interconnect link off -node healthy-node -link 1
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storage failover takeover -ofnode
impaired node name -halt true
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a. 7IEZ2{7} LOADER ZEZE0| 4 HH HESS ZYBLICL boot_ontap T,

b. LEJt HEIE| T 2OQI TETETL FA|EH IEL HEE2{0] 2315t wH|E HEE2]{7}t gretd FH|7t
EIR =X SRIGHMA|R. storage failover show EE.
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C. override-destination-checks M2 AI235t0{ FEO Hig}

storage failover giveback -ofnode impaired-node -only-root true -override
-destination-checks true

@ CtS Y2 TCh 2= At 2T MTEALEE 4 JESLICH Mo +==0i CHEE XtASH LHE=2
CHS2 & ZSHM|Q."ONTAP CLI E&of| CHet Mot ~=2 OfshgfL|Ct." .
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system ha interconnect link on -node healthy-node -link 0

system ha interconnect link on -node healthy-node -link 1

a. 2ME| Z

o -

EEBE CHAl 2X5t0] Ho S22 | S- L

'Storage failover 2t - ofnode_impaired_node_name

b. Xt5 &=0| H|ZMstEl AL CHA| 2MS5HM Q. storage failover modify -node
impaired node name -auto-giveback-of true

C. AutoSupport7t 2d3tE 2 XS A O|A MdE S/AH| SHA|: system node autosupport invoke
-node * -type all -message MAINT=END
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override-destination-checks M2 At2st0] FETH dtst:

storage failover giveback -ofnode impaired-node -only-root true -override
-destination-checks true
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CHESS HZSHMIQ."ONTAP CLI B0 gt Mot &= oL Ct.”
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system ha interconnect link on -node healthy-node -link O
system ha interconnect link on -node healthy-node -link 1
E4E ZESHE LA BX[ot o M2 2 E[SELIM.

I_L

storage failover giveback -ofnode impaired node name

storage failover modify -node local -auto-giveback-of true
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system node autosupport invoke -node * -type all -message MAINT=<number of

hours down>h

OlE =0{, CHZ AutoSupport HA|X|= 2A|2F St XS #|0| A 4

node?2:
4. MEY =7} E|0| 321§l A

? XS frets Hig gttt

[

42 Axect

:> system node autosupport invoke -node * -type all -message MAINT=2h
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a. MELE 2ot AEER{O F&0|M OHE FES LHYLIC

storage failover modify -node local -auto
-giveback false

b. ALt y XS EH=S HIZHSSIAINELIN?_2h= HIAIX|Z}
HA|E[H

T HEE ZF /O(HIOIH ®MI)E ©S HAZ o|SHLIC.
st ALt

o. FoH7H LSt /O RES MHIA0M HASHE MRS HAM ®AH FHIE LTt

system controller slot module remove -node impaired node name -slot
slot number

b. ABICE y ASSAIZELIN?_Eh= HIAIX 7} EAI=H

€ S0, Ch2 B2 node 2(&4E HEER)Q &% 70| A= Fohvt st ZES MAHY = AR
ZH[St1 MAHo = QHHSHLHE HIAXIE EAIRLIC

node2::> system controller slot module remove -node nodeZ -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be

powered off for removal.
Do you want to continue? {yln}: vy

The module has been successfully removed from service and powered off.

It can now be safely removed.

6. Zo7t LS /0 ZEQ| TRUO| THAM A=K geletCt,
system controller slot module show

£ 200l RF7 LT REN Y &8 H20f| i3l status B0l “powered-off Ol(7t) FAI=|0{OF BfL|CY.
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system controller slot module insert -node impaired node name -slot
slot number

b. UZISIT y _AILSIAIUELIN?_2h= HAIX| 7} EA|=H

=3 20 1/0 2E0| §SHCE 22Ql JEf(HY HY, £7(st 8 MH|A F)7t E[/UIZS 2eldlof
S

OlS SOf, TS BYL LT 2(ANE HES2)9 £ 72 22f0l YE|2 ST T2H AT 4T
HAIXIS EAELICH

node2::> system controller slot module insert -node node2 -slot 7

Warning: IO 2X 100GBE NVDA NIC module in slot 7 of node node2 will be
powered on and initialized.

Do you want to continue? {yln}: "y~

The module has been successfully powered on, initialized and placed into
service.

2. /0 RE9 Zt ZEJI MAXOZ X7|3tE|QY=X| EQlSIAA 2.
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event log show -event *hotplug.init*
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node2::> event log show -event *hotplug.init*

Time Node Severity Event

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7b" in slot 7 succeeded

7/11/2025 16:04:06 node?2 NOTICE hotplug.init.success:
Initialization of ports "e7a" in slot 7 succeeded

2 entries were displayed.

E5t0 LS THAIE =RlStHAIR.

a. TE x7|stof AIjstH EMS 2EOE &
3. 1/0 2 £20| M0 IZE1 EE FH| 7t AR E|R}=X| SOISHMA|L.

system controller slot module show

mjo
10

=3 210l= &% HE7I “powered-on'=E HA|E|0{0F 6tH, O|= 1/0 2= £& FH|7t H=EUS

system controller config show -node local -slot slot number

IO 2E0| HEZMOR 2afol Alel7} £|0f QIAIEH H2jof= 2RO EE HHES TS /0 25 HET}
HAEILCH

HE S0, &% 72| I/0 2=0f thoh LSt FAISE Z0] EA|ELIC)



node2::> system controller config show -node local -slot 7

Node: node2
Sub- Device/
Slot slot Information

7 - Dual 40G/100G Ethernet Controller CX6-DX
e7a MAC Address: d0:39:ea:59:69:74 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: 1.45593-D218-D10
QSFP Serial Number: LCC2807GJFM-B
e7b MAC Address: d0:39:ea:59:69:75 (auto-100g cr4-fd-
up)
QSFP Vendor: CISCO-BIZLINK
QSFP Part Number: L45593-D218-D10
QSFP Serial Number: LCC2809G26F-A
Device Type: CX6-DX PSID(NAP0O000000027)
Firmware Version: 22.44.1700
Part Number: 111-05341
Hardware Revision: 20
Serial Number: 032403001370

S5CHA|: AER|X| A|AEIS MA R AE{ 2 22I8tL|C},

AEEX| AARE T 2E JEIZ SR E (20 [ef) Ho| 2 E ZEES0| AE2|X|E ghetsta, (2o
et XS ghet 7|58 S/, LIF7L 8 ZEo| A=X| 2lsti, AutoSupport XS 0| A Md 7|5E CHAl
Yot HAIL.

|

1. AE2|X| A|AHIO|A AlgH 01 ONTAP X3t AEE2] AtEHoOf| 2} Z o [t Q14E 7 E Z2{0] A
AEZ|X|Z gkt At HHEte 22l

ke, =Ll
Ol BT AES2II NSO a AE2IK|S w0l H0| 3 E HES2S BY XS YR
THEHES o148 39 B SELIC,

storage failover giveback -ofnode controller
that was taken over name
22l HAEEESQ Z2E0|M XIS HHetS S Lot

[

storage failover modify -node local -auto
-giveback true
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system node autosupport invoke -node * -type all -message MAINT=end
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1. AutoSupport7t Z2A3}t=l AL AutoSupport HIAIX|E S E5H0] X5 70| A MMHS AX|IEHLICE.
system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIA|X| = 2A|12 SQF XHE AH|O|A MM S ARISLICE

o o

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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system ha interconnect link off -node healthy-node -link O

system ha interconnect link off -node healthy-node -1link 1
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storage failover takeover -ofnode
impaired node name -halt true
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