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1. ONTAP HZ0| &5 3HE K|
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version -v

Z£30f| Z&E 10n0-DARE A2 NVEE AL ¢ 22{AH HEO|A X[ E|X| Q4&L|CY.

2. NVE X|2l0j 2t H&st ONTAP O|0|X|E CIRZESHMR.
> NVEZ} X[l %|= Z2: NetApp Volume EncryptionS AF235t0{ ONTAP O|0|X|E CIRZE=FfL|C.
° NVEZt X|IZ|X| ¢t= HLR: NetApp 28 =3} 10| ONTAP O|0|X|S CHR2ZESHAM|R.

@ NetApp K| AO|EO|A| ONTAP O|0|X|& HTTP = FTP AL 2 E0Z
CreZ=gtL|ct. 28l 0|C|o] WA Bt 5S¢t 0] 0|0 X| o] HestL|C}.
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ONTAP HHQL|Ct

EEER RN

ONTAP 9.14.1 O| &

security key-manager keystore show
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* EKMS AtE3H £xM O =0l EAIELIC

M T

]
o
* OKM2 AHE3HH okmM 0| HH

Hofl FA|IELICE

© 7| ZE|XpIF MY EO JqX| #OM No key manager keystores

configured BE &=0i| 0| HA|ELIC}

ONTAP 9.13.1 0[5}

security key-manager show-key-store

* EKM2 AFE6I™H external O BE &=H0| HA[EL|CT.
* OKMZ AFSHH onboard 0| HE £210f| EA|EL|LCY.

o 7| A2[X7F A™HE|] JX| $FOM No key managers

configured BE &=0|| 0| EA|ELICE

2. A AHIO| 7| 22Xt Y0 Q=X o0l et CHS 5 SHLEE ™S CH

7| 22[X7t +HE BR(EKM EE= OKM):
a. 7| HE|X|M 15 7| SEHE EASHEH 2 2| S LA K.

security key-manager key query

b. 22 AECLT S HALISHHIR. Restored . O 2 7| Z2ITHEKM Ei OKM)2| 915 717t ¥BHo=
S2IE|HET| O RS LIEHLICH
3. F{otel X2 2R ol L2t Y HALS ABSHLD.

17



18

Q|F 7| Z2|XHEKM)
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° 7|17} CHE S EASHE 32 true SYEE E0|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EA=K] 22A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE Qs Z=stn 7 EXE TAHY = ASLIC

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—
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D2 Mek
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRstLCL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIXIZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| Y= E YHSHMR.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

d. B= 91F 7|7t SYUEUA=X| =elstA Q.
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security key-manager key query

SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .

e. OKM ZEE MM 2.
g @t HER Meh
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
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LOADER H|A|X| 7} HA|ELICH HEEY 2E A 2 o|SHLIC

"J|EE TICkElE B Ctrl-CE & Ct2 H|A|X[7} LIEILIH yE FFLIC.

AMARIZEOE L= A HMHQI ZIEE2{?Q 'storage failover takeover -ofnode
DEOTEAAH Qs Q1) impaired_node_name’0i|A| &&E HEEZE Ql5tAHLE STHELICEH
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T i

2. LOADER ZEZEO|M 'printenv'E Y25t HE £E 2HF M-S WAYYLICH 2T 0pdof| 22 MEELICH

() ol mye 28 HAv 24 BSHA e FL TSR %2 4 YBLICH

M 2: ZIEE2{7} MetroCluster0f| JAELICt
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* LEIH20K Ol ¢l 2HAE T A= L HEO AOF LI S AE 7 2{F0)| gLt B AEER 0| X4
HENOfl CH3l FALSEZ} BAIEl= 2 &4 E HESEE S25t7| Mol 2HE sHZsHof LthEE) "= =2
S LB ST|stetL .
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3. 2E 0|C|o] 51| MR HES S2f St R0 M £E 0]T|0jS Haldh ThS £E 0]T|of 22104 AR
Sub2 oA wL|c

()  SEuiCopt A% wE SE D[C0jS AN 4 UODZ HISHL 912 Hot 2IIX| DRAIR.

3¢t 22l 0|0|X|E R n|Cjo= M&L|CH
o[O|X|7t EX|& USB S2iAl E2t0[E2E AFE3H0] WA R O|C|0{of| A|A” o|0|X|E X[ 4= AFLICt. 2Lt Of
EXt S0l var THY A|ARS S2I6l0f gLt

* FAT322 ZoE USB S2liAl =2t0|E 7t A0{0F 5tH 4GB 0| 4t2| 2F0| QL0{0F BfLCt.

* EYE HEERI HH T At Set ONTAP O|0|X| {2 S AHZ. NetApp Support AlO|EQ| LI22E=
Mol A oliE O|0IX|E LH22EE + ASLICE

° NVE7t AtSIEE M E 22 CIREE HEO EAE CHE NetApp Volume Encryption2 2 O|O0|X[E
CtRECgL|Ct

° NVEZt 2 M3te[X| Qi2 AR CIR2EE HE| EA|= T2 NetApp Volume Encryption 10| O|0|X|E
CIR2EEgLCt
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* A|AEIO| HA W2l 22 HIERZ0| HZE[0 AO{OF BL|Lt.

* AJAIO| SB AW AIAHOl HS HEYT AZ0| WRSHK X var THY AAHS St 0f 37} RS

AoHoHoF o|-|__||_-_|.

ChA|
1. ZES2 252 2 MAI Y710l 3= OIS HESE ZE3 v TaAHA AAH0| 2o Fd&LICH
2. Tof w2} #H|o|S 22| XIS CHAl EX[St A|ARS THA] ZAFSLICE
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MEdst Al O|C|0f ZIHE{(SFP)7t M E &% CHAl EX[3HOF gfLCt.
USB Z2i{A| E2t0|EE ZIEER] Z529 USB X0 &rietLict.

USB & ZE7} ofL|2} USB &X|E

>

X0l USB SzlAl E2t0|EE 2 X|sH{of L Tt

HEED =S AMAH E7HX] 20 @10 2 HS0[| USB S A| =2t0| 20 A A LE=X| 2tlst =2 2
HSS THEo| =01 ZIEER 2= A 2estn A HSS ol X2 2 ohS LIH|LIAS ZRIL|C

EZE2{71 AAlof 2bH3| EX[=|H HEZ 20| AZHEL|LY.

s R AE HAX|ZE EAZH Ctrl-CE =2] 20 ZEZEM X £E T2 MHAS SHHLICH SHSEH
Ctrl- C% FELIC

Ol BIAIXI7E LIEILIX] QFO® Ct-CE 521 QA|H4 BER HElsle S M2 Meist [1g HES2 S HA
2oz 2eleic,

- MAlof| StLte] AEER{Tt A= A|A”IS FL2 WS ChA| HEst HE 55 TAIE FLCH

LOADER ZEZEOM HIEQZE HZ fYS 4FLIC
° DHCP:'ifconfig e0a-auto'S 71 45t= 2L

THOHE B EEE UEYT HAS S8t var THY NAE 22 Sof A
() 2w A=Seiet SNk o ISt EF ZEQILICE O B0 A eOM EE Eywie
2= AL,

° 5 HAZ FHt= HR: 'ifconfig eDa-addr=filer_addr-mask=netmask-GW=gateway-dns=dns_addr-
domain=dns_domain'
* filer_addr2 AEZ|X| A|ARIC| |P FARIL|CH
* HiDtAS = HATIEHo| HZE 22| HEY 32| HESS opAIILICE
= AlO|Ef)0l= HIER 29| AlO|ELO|YL|CE.
* dns_addr 2 HIEY 30| Q= 0|2 MH Q| IP FAQILICEH

* DNS_DOMAINE DNS(Domain Name System) =H|Q! O|SQIL|C}.

Of MEHA D7 H4-Z AESH= E2 netboot AH URLO| ErtatEl =Ml 0|F0| ERSHK| &L Ct.
Mo S AE 0 .:.J USH FLCt.



@ QIE{H|O| A Q]| CHE OH7H LT LR E 4 YELICEH WY o] TE X E| "help ifconfig"S 24245t

N5 Mg stolst & QIBLICE

231 0|0|X| ASA A1502 RE/tL|Ct

USB E2t0|=0{|A] ONTAP O|0|X|E REI5t11 Y A|ARIS SRI5HH 2t HEE 21ols)of
2rL|Ct.
CHA|
1. LOADER ZEIZE0|A USB E2iA| E2t0|E0|M 57 0|0|X|E F &St AI2: "boot_recovery”
0|0|X|:= USB E2iA| E2t0|20j| A CHREEEL|CE
2. HAIX|7t EA|E|H O|O|X] O| S U=SI7LL tHO| 2 otof| EA|El 7|2 O|0|X|E I E AFERLICE
3. var It A|ARIS SBLICE,
A AHIO| CHS 7|S0] = E2: T2
HE3 AZA a. el M2 S/5IEHE HIAIX| 7 LIEHLIHA 'y E SELICH
b. A HEEZE 13 H$H +F(Set-Privilege Advanced)2 2
MFet|ct

c. 27 Q) HA 'system node restore-backup-node local-target-
address_impaired_node_ip_address_'S &ligtL|Ct

d. Hoj7|E 22Xt £Z2 2 £|ESZIL|CE: 'Set-Privilege admin'

e. ZRE TS AMEY AAX| 2= HIAIX|Z} LIEILIH 'y E =EL|Ct
f. AEZ2E MELst2t= HAIX|7F LEHLIEHE 'y E +ELICH

YE T8

HESZ AZO| gi&LIct a. e pd g EUGIE=E HIAIX| 7 LIEILIH "n"S & LIC
b. AJAEIOA HIAIX| 7} HA|Z|H A|ARIS R LE LT
c. EAIEl Hl=0|A * Update flash from backup config * (sync flash)
SMg MEfBtLCE,

YCIO|EE Al&stets HAIX|ZF LHELE yE =S L Lt

. ZIEEZ{E LOADER ZEIEE 7NN 2.

a
b. printenv HHO 2 $tA H MM S stolsiC},

O - T 2o2 7 - 1=

Cc. 2td H4It o MTHE MM E|0] /UK %S H ‘etenvenvironment-variable-namechanged-value' @822
HESHIAIL.
d. 'avenv' BHS ALE5I0] HE LIS MEHLICL

od

5. L—_I_% -6C-> Do AlAE‘Il __rl.A'lo-" [[I‘El‘ L__.l'E ||:|'
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° A|AERI0| 2EE 7| 22|X}, NSE £ NVEZL FEE0 AKX §42 F L 0] MOl HHH IS RS AL.

6. LOADER ZEIE0|M 'boot_ontap' BHS gtL|Ct.

HAE=UWE... J2{H...
2O IEOE CI2 thA|2 o|s§tL|Ct.
gist 7] ... a. OtEL]| ZHEEZE2{0| 2aI%L|Ct.

b. 'storage failover show' BE S AFE6t0] ERZ AE E2{7}t dietel
ZH|7t =[ A=K ZelgtL|Ct,

7. 2& 70|22 MHE AES2{0f HZFLIC}

My
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i
=z
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el;
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=
to

8. 'storage failover -fromnode local' BEZ AtE3t0] ZHE

9. 28{AE TEIE0f|A net int-is-home false BHE ALE510] =2| QIE{H|[0]AE 2HQIBHL|C}.

"false"Z HA|ZEl QIE{H|O| AT} Q= AL "net int revert" HHS AR50 8l|T CIE{IHO|AE & ZTEZ
| SELCt

10. 24 Ho|E22 L2|E HEZZ 2 7|1 rsion -v BHES ASHsI0] ONTAP HE S =tolstL|Ct

11. 'storage failover modify -node local -auto-2t2t true' FHEE ARSI X+3 et 7|52 diH|st 2 0] et
Jlss 2AstL|C}.

OKM, NSE % NVE-ASA A1502 S2IgtL|Ct

wH| 2 D|C|00[M f=otE SEBLIC

7| 2E|Xt Yol wet ARl AolE S5t ot MAESH HAIS ARSI Q. A[AHOA o 7| 2E2|XHE
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 2ot YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT

k=3
= =
SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ALK EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAIE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAXIZE EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHSH 22{AE MA| S E dBtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHR 7 HIAIX| glo| ZRAE ZEMET} wEELICH S|2t0) Lfste
()  =32f zEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E| D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIALR| HIGHAS.

security key-manager key query -restored false

O| B2 ZuHE HHatolX| gLt Zapot LIEHLEH O Of& Z2pvt Bhet=|X] g8 Wi7tK| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21E M(client.crt) It LIES 2ATILICH
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NH| IP FAE 2SN K.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 53 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

? =4
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

ZHof 7t EHAliSH HEZS NetApp-ASA A1502 2 E|SZIL|Ct

|E2t 87H ®=SE RMA Il*'oﬂ HEE U2 77 ot ES NetAppOf| BHetefL|C},
"EE e 81 WA"ARAe 82 H[O|X| S EZSHUAIL
MA

MA| X 7HQ - ASA A150

MAIE WH|StHH A
AHAJOI A A AHA|Z O
L.
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° Rt E AYLICH A A HEf HE"
° ONTAPE A|AHRIQ HF HE|AZ PO2||0|=FfLICY.
o B& A "Active 1Q Wellness 2 2 22" A|AHR M QA0 LEDRF 22 X A|AHIN Y= 2E
22 7IE4 SLIC
chA|
1. SSHE S8l 2| AH| 2QI5tHLE 24 2 AH|0|2 1 WE/2E2 AHE5I0] SR AEQ| LLE0|A
Z0IgL|Ct

2. R E 22t0|AHE/SAEN A NetApp A|AEIO| H|O|E{0f] HAH|ASHK| Rot=Z FL|CL.

3. 2F i XAS UA| SK|RLICH

4. AutoSupport7t Z-dotE 22 AH|0|A MM S XSt A|AR0| 2E2I0I0] E HOE o &&= 7|22

HE ALt

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE 22{AH LE9| SP/BMC F4 AlH:
system service-processor show -node * -fields address

6. 22{AH 48 ZFPLICL
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exit

7. O tHA|o] ZH0f| LIZE = E9| IP FAE AF23I0] SP/BMC over SSHO| 2 101510] Zl
DL e~ C}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0| A 2EE[= SnapMirror S7|4 22{AHE ME5t= 22AES| HR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown

true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. CH20| AL 2HAEQ| 2t AEZ2{0f CHsll *y * S U=FILICE

=
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t HEE2{7t HE mi7tX| 7|CH2l £ LOADER ZEZEJ} HA|EL|CE.

—_—a—_=—

mo
rz
N

: ZAEE2{7| MetroCluster A0 U&LICH

(D) NAH0| 2t = MetroCluster 742! B2 0] BAHE ALZSHR ORI,

= =
AE2|X[Of| M EO|HE A& MSE

LUE ZHEEDE SROIE{H 2HEED JEIE =olotn, Hdt Z2 YUHl HEE I &4 HEEY
ot ol O g

* LLETL 271 O| &Rl S ARV U= R HEO| AJ0{OF LICE S2HAE T HEHof| AL HA HEEZ]0f Xt 8
AEHO]| CHSH FALSEZL EAIEl= 22 24E HEEYE S=67| Mol 2XE siZsHof gLICHEX) "=E2
S ALl S7|SFLCH.
* MetroCluster 4H0| = A MetroCluster 28 ME{7t PM 0] YT G =7 MA 8l HAo
AFEH('MetroCluster node show')QIX| 2tQls{of BHL|Ct,
CHA|

1. AutoSupportZt &M3t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|& SZ5t0{ Xt5 H|0|A MM S AX|ELICt

co=2 1

CHE AutoSupport HIA|X|= 5 A2 St XS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

AtMol ZHE E2{9| 240i|M 'Storage failover modify — node local - auto-£t2t false’S At O 2 HisHghL|C}

o
3. £HE EESE B ZEIEZ JINHIHYAIR.

—_—a ==

EdE AEERHIL BEAEE E2... O3E.L

LOADER MA|X| 7} FEA|EILITE CHS EHAIZ Ol SRfLICt.
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
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controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
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LIEILHH YHI0|EVL 2RSS =eloh= HIAIX| 7L LIEHE mi7tA]
Ctr-CE =2 88 ZZMNAE SHIHX| OHYAIL.

Press Ctrl-C for Boot Menu H|A|X|7} EA|Z|H Ctrl-CBF =&L|C}.

Helof AH0|E7} FEtelp £ Z2N|AT} 20
DTE2DEZ ZFELICL update_flash HES AMatisH

(D) s =02 3250 15 2Y ANS Holshs ge
Ctr-CE 52| SA24 2= Sefsiof SLiCk
SChst2{ e Cir-CE 2L,

HIAIX| 7t BAIE|X| 90 HAEZER] 2E0| ONTAPZ REIE|H halt 2
2 Ct2 2 ZE T EO||M boot_ontapS 216t H|A|X| 7}
BAIEH Ctl-CE FE Ct2 R4 RER RElgLCt
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I=!
[m
]
k1

D
* HA RMO0lN SX|E4 REZ Matst nf MAXo| HEZE|7
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O =fe4oi| CHH

SHHE AAHEIf ChS Tl Rl BE S HEdtes 20| QLI

CHA
1. refacement_node?t LOADER ZEIZE0|| JUX| $OH A|ARES LOADER ZEZEZ FTHEILICEH

2. Healthy_nodeOf|Ad A|AE! A|ZtS SHOIBILICE cluster date show

2Utet AlZt2 FHE AZIHE 7|22 2 L L}

I

3. LOADER ZEZIZE0|AM, replacement_node:sHow dateQ| =Mt A|ZHS SQISHIA|R

=S AIZH2 GMTE HSELCt.

n

4. ZQst AR WA =9 IM(GMT)E 'SET DATE_MM/dd/lyyyy '2 A& stL|Ct
S. WQsAL WA =9 AZHS GMT 2|2 'SET TIME_hh:mm:ss_'2 MAetL|C}

6. LOADER ZEIZE0|A replacement_node2| Mt 8l A[Z+S SQIBILICE show date

St G A|ZH2 GMTZ |2 E/L|C}

HEED ZE9| HA HEHE =olstl Hast 22 AAH 240t AX|SI=E MEfE 0| ESOF SfL|Ct.
1. M ZHEEZ 282 SXIES ZEUM ZE FH2ATL SUsHHA AE ha-config showE EA|SH=X| &olgtL|Ct
HA &Elil= 2E 714 240 Cish SsoF gLt
2. MA|OI| CHSH FEAIE! A AR AERTL A AR 43} AKX|SHK] Qb= H2:
a. MA|2] HA AEHE "ha-config modify chassis_HA-state "Z A& $tL|C}
HA AEfO| Zt2 Ct3 & St o= AUSLICH

. -5'.

= mcc

= mcc-2n

* 'mcip’&L|Ct
= H|S}

b. MF0| HAL|J=X| &QlBfL|Ct. ha-config show

AMARIE MEEstn LA S MEYRLICH- ASA A150

wH| HAE 2A=5t0 A|ARIE M| APz S)sHH AEE|X|E 17tsdta, C|A3
eSS =215t NetApp Storage Encryption 2482 S(ZLeH A2)st1, H HEZ2{0|
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CHot 2fO|MIA S MX[sHof SHLICH A|ARIS A &t MEf= SRSH7| Mo YHe| =HS
2= 5|{Of efL|C},
1EHA: A AR 3|5
HEEY BE9| AEZ(X| Y HERIS HAE S &0l5t2{H CHE2 AFESIHYAIR. "Active 1Q Config Advisor" .
CHA|
1. Config AdvisorE CH2EE56t10 AX|gfL|Ct,
2. CHA A|AEIOf CHTt HEE 2ot LIS |0l T S S=IgLICt
3. Al0|2 HZ ¥g S O3 £HS HIFLICL RE C|AT 4Ot BAE|T BE ClAT T EH0|| A= =X
21015t #2 o] HZE EHE sHALICH
4. st HE 2=2/5t0] CH2 #[0| =2 &2l$t CHS Config Advisor®| 2 tQlgfL|C,

AEE|X| A[ARIO HA Y Lol Rl= B2, Bxt B2 Al 7|240] ZUSHH M HEES Z=9| A|lAH DIt XS22
ClA30) SEELICE S8 AHH AL-AME IDE LIAZ| =322 ME S oF fLICt.

Il

TH0l| SHIE BAIE AFESHOF LCE.

HES2 0|53 CHe HALE Ry,
HA % S 1: HA Al A%IS| A| AR |D #ZS 2telgfLct
=Yy S 2: ONTAPS| 52 M3 AIAH0 AlAH DS £502 WELELIT

S M 1: HA A|AHIO| A\|AHI D HAS SIS |Ct

_replacement_controllerE £&& o A|AH D HAS &It CH2 HE0| FHE|U=X] 2eldiof ghL|Ct.
O| EXt= HA ¥0l|lA ONTAPE &dist= A|AHI0)2H XM EEL|CE,
1. replacement_controller’t RX|E BE(™>" TEDE HA|)Ql 22 RAE+ HEE B850 26 TEXEQI
"halt"2 O|SEfLICt

2. system ID mismatch: boot_ontapZ Qs A|AH! IDE M 2lst2t= HAIX| 7} EA|Z[H
_replacement_controller®] LOADER ZE2ITEQN ZHEE2{E RElotT yE TLICt

3. replacement_controller 2&0] 'Waiting for 2tet...' HIA|X|7F EAIE Wi7LX| 7|CH2l = HAXol HEZE2{0|M M
OE L] A|ARID7} XS 2 K™ E|U=X] &hQIRtLICE. 'storage failover show

W EHol= &4 AEEH0|M AA™ IDIHAZEACHS HIAIX[QE 2H SHFE 017 3 M ID7t EA|=|0{0F
LICt. CHZ oIFI0AM node2E WHIE AR M A[AR ID7F 151759706 % LICt.
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nodel> ‘storage failover show’

Takeover
Node Partner Possible State Description
nodel node2 false System ID changed on

partner (0Old:
151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)
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o "Q|& 7| 22| ot 7|E SR ELICH
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EE3E CHA| MSELIC

HMAXol HEZER0| AN WH|El HAEZ2{9| AER|X|E CHA| S ELICE. 'storage failover et -
ofnode_replacement_node_name '

replacement_controller’t AEZ|X[E CHA| 71Kt &S 2t=gtL|Ct.
A AR D S2YXIZ Qs A|AH IDE R AlSt2Hs HIAIX| 7} LIEFLIH yE ={sHof oiL|Ct.
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'storage failover show' @& 2| Z30{l= LtEL] HA[X[OA] HAE A|AH! DI} I EHE|X| QFOFOF BHL|CE,

, A2| 0 E|0[2LH 7t 7hSTHX|, F 'AEE|X| HYLH HA|

a. 1z st £ 'Set-Privilege advanced’ 2 HZATL|Ct
g BEE AL Tstet= HAIX|7F LIEILIH YE SEY = JASLICHL 18 EE TETED;
LIEFEFL|CH*>)

b. IE A0 HTE XZEEILIC. 'system node run-node_local-node-name_partner savecore'

c. gt HH S M3MstI| Mo 'avecore' HHO| etz = mi7tX| 7|Ci2|MAIL.
LS BEES Y=o savecore BHO| 71l MEHE ZLIEHAY = J}ELICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FOZ 24| 'et-Privilege admin’L|C}

- AEE[X| A|AHI AEEX| B 28 Yo7t THE 22 2EE J| BHE|E MESt=X| = 27 7| HE|E
At8SH=X| o 2o w2t CHg "AH B SHLIE AL8SH AEZ|X| Bz 28 Y= 2t 7|52 S26Hof gfL|ct.
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7. C|ASTL MCH2 SRR 2RIttt 'AER K| C|AT EA-AFH!

_replacement_controller®f| &st= ClAT = M A|AR! IDE HEA|SHOF LIt CHS Ofl0fl M= == 10| 2%t
CIA30f A A|AE! ID 18737752770] EA|E/L|CE,

—

nodel> ‘storage disk show -ownership’

Disk

Aggregate Home Owner DR Home Home ID Owner ID DR Home ID

Reserver Pool

1.0.0

aggr0_ 1 nodel nodel - 1873775277 1873775277 -

1873775277 Pool0

1.0.1

aggr0_ 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

S 2: ONTAPS| 52| A3 A| A0 AIAH IDS $£502 eIt

=o0od
S AH NAHONE AANS BN Y MEIZ HS2)7| Mo C|ASES A HES2{o| AAH D2 4508
ECC -
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oA RXH4 BER RElsts SMS MEfBHIAIR.

ClA3 A&

otX| f2 AL replacement_nodeZ MEE!SID Cirl-CE 2] BE TZNAE LSO, HAIE

—

AARID 2LKZ Qo A|AR IDE RAISHEHE HIAIX|ZF LIEHLEH YE i2d8H0f LT},

AAE IDE

ELICt

FA 2O UREZ HAIE= 0T A" IDE 7|= 3l of LTt

CHS o= 118073292| O|™ A|AHRI IDE EELILCE



*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (1180732009) Pool0 J8XJEI9LC system-1
(118073209)
disk name system-1 (118073209) Pool0O J8Y478RC system-1
(118073209)

5. disk show HZHO{0|A &2 A|AE D HEQI'C|AA MEtEt-s 7| & A|AH! D C|AT ZHEE-s 118073209'S
ALE6I ClAT AR S L BtLICt

6. C|AS T} SHIZA S AJ=X| SolgtL|Ct
WH =0 £t CIAIN M AAE ID7F EAIZ|[0{0F BfLICH CFS G0l M= A|AE 10] 2R3 CIAIE M

AAE D 1180654812 EA|BHLICY,

*> disk show -a
Local System ID: 118065481

DISK OWNER POOL SERIAL NUMBER HOME
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)
disk name system-1 (118065481) Pool0O J8YOTDZC system-1
(118065481)

7. AEE|X] A AEI0| AE2|X| EEE ZE Y2t AHE 3R 2EE 7| HE|E ABSH=X| £ QR 7| HEE
AMESHEX] G0 2t CZ BAL & SHLUHE At AE2|X| 2= 2§ 20t 7|5S S&of L.

E

c "RHEC 7| #e| ¥zel 7|1E SAYLICH
o "QE 7| HE| AT FIE

8. boot:'boot_ontap' EE HEISIC}

HH| A AEHI E21 - ASA A150

NABIE HH 2YC 2 E¢t2{H NetApp Storage Encryption &(E2°%t 32)2 S5t
M ZEZE2{0f| chet 2fo|lIAE dX|et £ 7| Eet eH MSE RMA X EHo| 2 E thz Ao
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1. M 2to]MdlA 77} R AL oM WA 2to|dIA F|E HOMA
X|2l) MMOf| M Software licenses(2ZE|0] 2t0|MlA) E MEdstL|Ct,

@ Zast M 2fo|dA 7| = XSO 2 MY E|0] ol oMY FA2 HEELICH 302 0L
2t A F7F Lotz O|H RS EA| Ret LR 7 K& RMof| 22SHHAL.

2. 2t 2IO|MA 7| & 'AAH 2tO|MA FT} 2to|MA FE 2to|MA 7|, 2lo|MA 7|2 MX[gL|Ct
3. %t AR O|H 2to|MIAE HAHEL|CE.

a. OJALE 2to|MA Sol2to|MA FE| - O|ALE - A|Z2]|0|Md

b. S20| SHIZ2H ALE3IX| 2= A2 9| 'license clean-up-unused' S AK|EHLICH

2EH: LIFE =elstn o Ho 8 SESLC

replacement_nodeZ AMH|AZ
_replacement_node?| ¥ HS E SFst1, Xt et 7|52 - HsHof gL Ct.

|

1. =2| QIE{H|0| A7} E M & ZEO0]| CHSH 'network interface show-is-home false’2H= ETE SH=X| &tolstL|Ct

LIF7t FALSEZ EA|Z|H siE LIFE 8 ZEZ &|SZLICt network interface revert -vserver *
-1if *
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t 2t M5HEl AL AutoSupport HIAIX|E H&st 23 HS E SERILC.
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SEEES AE5I0] S AH HE| BAS sAots LRI

4. AutoSupport RXI24 =R ER[HE 2 E ME8I0 JIZRE ZSEYLICI system node
autosupport invoke -node * -type all -message MAINT=END E&H.

5. Ats gheto| H|Z M stEl H L 'Storage failover modify -node local -auto-2t2t true’S CHA| A BtL|Ct
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1. BE =7} "enabled" AEl(MetroCluster node show)di| QE=X| StQlEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMOIM TS 7|37} 2= E| A =X] 2lBfL|CE, 'MetroCluster vserver show!'

3. 57 Yol Qs == XS LIF 0+0|32{|0]M0| 'MetroCluster check lif show’0fl 883 HO 2 etz £|R=X|
grolgtL|ct

4. MMl SR AE| = BE - E0||M 'MetroCluster AQ|X[EH' HES ALRSI0] AQ XS L3THL|CL.

5. AQX|HH =Ho| =& U=K| &QISL|CE 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR =R} =X 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =0l o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show o] 2O Z 2tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR =R} =X 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =0l o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show o] 2O Z 2tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2| XU HHS ALESI0] AX[ME S
X
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5. AQX|uH =tH0| 2 2| =X| EOISEL|CT 'MetroCluster show'
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X| 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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