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key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):
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Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 43S S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7t 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7|3HLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HeL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) It LHEE UHSGIMAL. /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE =&l

I
o|stH
=

E|H
A
T

otE
o)

E
P
N

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH TEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|Z7F EAIEH 29 YAl HESR T QE{Ho|ALt MM S l=fgiL|Ct.

- TEO P F4

= IEQ| HiOofA =

(=]

* 7|2 AIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| MZHo= SRIE|JUSLILCE.
O| IZMAE IIEL LEO|A MAETH IIY S S5t L E5 MR SLICE CHS BHAIZ
Ho{7tM .

17t MBSO R EFEX| oM AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d. AEZ|X|E £|E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S#ot1 L E7 7hSE|0] T|O|E{E MSdtal LIH"Z20] A= FZ= NetApp=E HHetefL|Cf"

Almljst 2E! 0|C|{E NetAppOi| HH2t - ASA A250

E*
=
to
Rl
=
rot

ASAA250 A|ARIS 1 Q400 RF7E EHMSHH 31T FES NetAppO| ety
Q

= o
LHRS "2 dis} ol JK|" T|0| K| 2 ARSI A|
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WHStY, =5 O[0[X|E RESIL, A2HE FHGHD, A|AH 7SS &el5t0] ASAA250
AEZ|X| A[AES] BE DL BAIE AESHYAIL
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_>,:
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USB S2}0| =0 A ONTAP O|0|XIS RE/BHT T2 AAHS 220 TS 37 HAZ solgh|ch
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BHES NetAppl = HhatgtL|Ct”
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bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
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bootmedia-complete-rma.html
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AE2|X| AIAO| ONTAP 9.18.1 048 A1 501 29 "X} e) 27 HA"S(8) AFBSHIAIR. AlA0] O
HZo] ONTAPE A% 59| 32 45 HE) =7 HAtS Aot LIk

USB Z2liA| E2fo|=
* USB Z2HA| E2I0|EJt FAT32E EUME|U=X| 2OISHM 2.
* USBOll= LSS MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFE.
o Z=H|
SAMSICH image xxx.tgz IS USB Z2A| E210[E0]| SAtELICE O] Y2 USB Z2A| EBI0|EE ALESH
ONTAP O|0|X|E M&E mjf AFREIL|CH,
M @4 IA|
AHIist 148 @A E NetApp 0[N MSot wH 248 A2 WA[HL|CH

Ch= A

F& OIC0E uHsh= o 2ot @7 MeS AES £ £ "8 DIC|0f0f| M =st 7| X 8 HES efelgfL(tt
uAa-Ha- SHL|IC

T o = .

2ot 7| X 2 HEH 22l - ASA A250

ot

AEZ|X| A|AHIQ| H|O|E EOt2 QX|St2{H HE! O|C|0{ol|M 253t 7| X2 3 MEHE
gtolsljof L|Ct. ONTAP 0| NVE(NetApp %E A2 E X[JSt=X| 2telstn
ZHEEE SF5t7| ™o 7| 22| X7 &M AEfQIX| =olgtL|Ct.

B Iy = |

1CHA|: NVE X[ 22 20lst 1 SHHE ONTAP O|0|X|E CIRZESHM K.

S8 0|C|0] WM E 23l SHHE ONTAP O|0|X|E CHR2EEY = AU E ONTAP HZEO| NetApp 28 2= SHNVE)E
X|@st=A] 2HlstM K.

o
1. ONTAP H{Z0| 25812 X|2ISH=X] EQIoH|L.

version -v
Z3H0| Z2El 10n0-DARE 22 NVE= A2 Q1 S22 AH HEO|AM X2 E[X| ¥&L|CH

2. NVE X|ofl w2t &3t ONTAP O|0|X|E CHRZESHA K.
° NVEZ} X[ %= Z2: NetApp Volume Encryptlone AL&3t0{ ONTAP O|0|X|E CHR2 EEBILICE.
° NVEZt X[ AE[X| ¢i= B2 NetApp 2& 2=2t §10| ONTAP O|0|X|E CHREESHAM L.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2ZElL|Ch £& 0|C|o WA Xt St of O|0|X| mo] HLfL|Ct.

o = = = o
EHA|
1. A ARIOI M 2d3HEl 7] 212|XIE ZHelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HAYLIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMZ ALE5HH mrM O] HE S20f| EA[ELIC.

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK O™ No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B &30 EA|ELICEL
* OKMZ AE3H onboard 0| HHE £0f| EA|EL|CH

© 7| ZE|XIF AHE JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7| 22| X7t O A=X| o R0 Wt CHS & SHHE S-S

7| 2E[X7F EEX| g2 B

7| PHa|XI7H TAE 2 (EKM ES OKM):
a. 7| 2[R M T 7| JEfE EAISHAE CH2 2| BHS LHSIM K.
security key-manager key query

= WS 2UStM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|A=X| FE LIEFHL|CE

Ok

22 HESHD 22 Hols Hoz
H

3. Hdtel =g H2|XH RO w2} HES M 2tZ5HM K.

—
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:
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= HEED
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2FHSHA
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ful

° 7|17} CHE S EASHE 82 true SHE SE0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EUA=X] 2A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsl.

a. BE 7|17t SAEH &dE HEEHE ATo S0t S EXE TAY - ASLICE

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE SOA:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al&5tEt= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WRstLCL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

d. B= 91F 7|7t SYUEUA=X| =elstA Q.

rin
ol
rio

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
g Het BEEZ Mt
set -priv advanced
S} y AlEIE= HIAIXIZF FA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| MAUO|LE 21 MHU0H| SAFRILICH
uH| B B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
i. 22X} 2EZ =S0F}17):

set -priv admin

ChE Bt

32



1. 2AME HEERE 2 TETEZ JIH7HIAL.

& E HEEY I EAE= 2 2™

LOADER MIA|X|Z FEA|EIL|C HAEERY 2&E M7 = o|SELICL

"M JICElE ... Ctrl-CE & Ct3 HIAIX[7F LIEILIH yE FELICH

ANABRIODEDE = 245 HAHQlI ZHEZ2]Ql 'storage failover takeover -ofnode
DE2OTEAAH o Q12 impaired_node_name’0ll A &4 & HEZE2| S Ql4=5tALE SERILIC

el AE S0 7|23 J|LE[= &... O] EAIE[H Ctr-CE +E Lt

T =
SEELICH

< rp
un %
gjo

2. LOADER ZEIZE0|M 'printenv'E Yt ZE HE 2t

() olmze =z

—_—

SHEIUALL 2SO b= R ASOHR| ghE = ASLIC

SM 2: MetroCluster2| A|AH!

NVE £= NSE XS 2ttt 20i= &4 ZEED 2 Z2E 2t=dlof HLICt.

@ A|AEI0] 25 = MetroCluster TA491 AL 0] MALZ AFRHX| OIMAIL,

ANE HES2E BROT HESE MEHS Holohn, LR A WMl HES2| I} ANE HES?
AE2|X|0|A HlO|EIS A4 HIZE 4+ UEE HES2S ol4siof LI

* LCIH20K Ol SHAETE A= 2 FE0H A0{OF BfLIC S AETF Z | gL o HESEE0 At 8
HEHOfl TH3l FALSEZ} BAlE|l= 2 & ESEE S=ot7| Hof| ZHE sHEsHofF LthHE) "==2
ST AEC ST[SHRfL| .

* MetroCluster A&0| Ql= AL MetroCluster A& AEj7} M| QU1 St L ET}

1% Ol KA}
AEH('MetroCluster node show')@IX| 2tQls{Of BHL|CE,

A
= X ©

|

1. AutoSupportZt &M3t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of_hours_downh' AutoSupport HIA|X|E S ZE5}0{ At AH|O|A MM S AX[SLICt

— oco=

CHZ AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

A QI Z1EE2{2| 240 M 'Storage failover modify — node local - auto-£tet false’S A5 2 HhetgtL|Ct
3. 2MEIHEERE 2 TETEZ JINIIMAIL.

EHE ZHEELHI BAE= E2... dFE..

LOADER M[A|X| 7} EEA|ElLTE CHE EHAIZ O SEfLICt.
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ONTAP 9.16.0 0|3}
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ME| HE

=29} THEL] #

EH0|M CHE HAHIE A=A R.

2AE HEERZ0|M: £27| Yy @40l 2 M Do you want to restore the backup
configuration now?

S E HESHM: HAX|Z7L EAEH CHEE 724

HO{ELICH

{R. Y /etc/ssh/ssh_host_ecdsa_key E

TEW HES2{0)M: 24 HES2S IF Wt $F02 MFLIL

set -privilege

advanced

THEL ZES2{0)A: ¥ 2ol BUS AWHLIC

system node restore-backup -node local -target-address
impaired node IP address

(D MO
(X=X

OIEL AEE2{0f|M:

set -privilege
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ZOISHMIR.
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admin

FE27| y Y40| & I was the restore backup procedure

g &ME HEERWM: F27| vy &AO| F I .would you like to use this restored copy
now?
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from partner complete
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storage failover giveback -fromnode local
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRH YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el WS YoNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TA| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
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——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ 1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

o

A&etct.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOi| CHH 22{AE MA| S E = BtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3He 7 HIAIX| glo| SRAE ZEXET} LT S8t Lfste
()  =32f zEze= Sopby| Mol F HAIXIZE LEFELICH 287t 28E| D S7[3t7}
NZHOoz A Wikl A4 TSR ohHIL.
BE 717t S7|BHEIAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HretolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END £& E &5t 2210|E 21E M(client.crt) It LIES 2ABILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= EL|Ct

d. KMIP MH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.



OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

o ol.
e 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Che e
HEl OCjojof M YB3 B S [} S "He0| Y= HES NetAppE HHetetL|Chaasiof SL|Ct.

ZHoH7t S HES NetApp-ASA A2502 2 E|=2IL|Ct

7|E9t 87 AZE RMA KIZ0| UHE (2 @RI} YUt HES NetAppdl BeigiLICh
"R hgh ol DA XEA S LIRS HO|X|E AESHIAIL.

AA|

MA| 1K KIFEZ - ASA A250

N @F ArE dESt, ZESRE SRS, MAIE LAst, A|AH 2SS 2Helsto
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2. ZAEE3{9| 9|X| LEDE HMIK:

a. AFSILt system controller location-led show $X| LEDS| HZH AEHE HA|SH= HHQIL|CE.

b. x| LEDE HAMIL:
system controller location-led modify -node nodel -state on

?IX| LED7t 30 S AN UELICE.
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o ARHLY 2
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1. SSHE S¢f S2{AE(0| ZO0I6HHLE 22 24 Ho|2T AE/ZLS AFSI0] 22AE(S LSO

£ S2H0[AE/SAE| M NetApp A|ARO| CIO|E{0f| M| ASHX| ROt == SfLICt.

3. 95 Wl IS AN FXBLICE

4. AutoSupport7t 24otEl 22 #H0|A WHS AXMSU A|ARO| 2Ea0I0| & Aoz ofldE= 7|2HE
HEA[RLCE

m

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F£4A AlHH:

system service-processor show -node * -fields address
6. 2AF S ZRBLICE

exit

7. O|F EH7o| Z2{0f LIYE =0 IP FA
SUIEfBLICE,

i

AHE3810| SP/BMC over SSHO|| 2101810] I Atsts

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0{|A 2F &= SnapMirror 7|4 S2HAEE AL8%t= S2{AHS| B! system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C30| EAIE|H S2HAES| 2t AES20)| T3l *y * S LASLICE

Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7} Y& W7tx| 7|Ckl = LOADER ZEZEJ BAIELICE
CtS B
HESRIS R 3, MAIS THELICH
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EHE ASAA250 ZIEEEE uAet 20l= "A| A FES SRS 2elefL|Tisof LTt

AAH M 22| ol stolshL|C} - ASA A250

I 25l ASAA250 A|AH!
9l =& A|AE 2H S =Hols r

ﬂIIO

FAEs EEZ BEot 20|= WA
2R [Efﬂf AL HFS T8 0F LTt
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TN HES 2SO A7 IS HA MO| M ZESD BE £ SN 19| oFENQI AJZH Mu{et Eoleo}
SILICE, AIZF2} 7} QRISHX] OB AlZt KHO|2 olef 2etollE T} SErElE 2 7] gleh wH| 7HE Sz
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SEE0|M s Emet AlZhS T2l oF ghL|Ct,

Of ZFHofl 3
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CHA|
1. refacement_node?} LOADER ZEZE0f| QUX| @OH A|AHS | OADER ZEZEZ FTHEL|CE,

2. Healthy_nodeOllA| A|ARL A|ZHS SHOIBILICE cluster date show

3. LOADER Z2IE0f|A, replacement_node:sHow date2| LMt A|ZHS EISHA AR

= S AIZF2 GMTZ HSELCt.

4. LQst AL WA L= UIM(GMT)E 'SET DATE_MM/ddlyyyy 'Z A& stL|Ct
S. LRt AL WA LE9| AIZt2 GMT 2|2 'SET TIME_hh:mm:ss_'Z AHEgILICt

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8l A|ZHS &tQIBtL|Ct show date

2EHA|: ZIEE2{ 9| HA HE{E 2helstn ZFelLtt

AEE2] DEO| HA MEIS HOIotn TR 29 AIAH AT UX[SHEE AeS
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|0 E3HOF gfLCt.
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1. M HEE2 2EQ RX|E4 ZEOM BE FHRATH SY3HHA MEH ha-config showS EAISH=X| ghelgtL|ct
HA AEl= B E M A0 el Ssof ShL|Ct.

2. AEE2 ZEO| FAIE AAH MEfT AAH 43 AK|SHK| to™ HEEE] ZE2| HA &EHE "ha-config
modify controller ha-state"2 A& gfL|Ct
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Ct
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3. HEER REQ| TAIE A|AR MENTZF AAR -0 AX|SHK| Ao H HEES] B 52| HA ZEHE "ha-config
modify controller ha-state"2 A& gtL|Ct

4. MFO0| HAE|U=X| &IStL|C}. ha-config show

Chg e

NAH THS =RI6kn 2olt 3 "A|AH |0 22 CHA| Z6t1 C|AI S HHEFLITHS(S) S8efof gttt
NARS Terersts [lAS S HEEELICH- ASA A250

ASAA250 A| AN =7 SLAIAR Y 2els =S 20= A|AH #H|0[SS CHA| &St
CIA3S Mo oF 2Lt

AEEX|E MEFs D C|A3 MEYS &Helote] wA| ZxtE AL

1EHA: A AR 2|5
EEZ 2= AEZ|X| Y HESR D HZES QIS H LSS A A|L. "Active 1Q Config Advisor" .

ChA|
1. Config AdvisorE CI2Z
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3. Aol HZ HS 22st Ct2 =32 &QIELICt BE C|AI HIJ} BAIE|D 2E C|AT 7 E23H0]| EAZ =X
2tolsto] 32 #[0|2 HZ EHIE sHZTLCt
4. sljet g Z2I5t0] CIH2 #|0|28 &2l CH2 Config Advisore| =22 2HolgtL|C}.

2¢CHA: CIA3E APt ct
AEZ|X| A|ARIO] HA Y Lol = 22, BAL BE Al H M HEEZ ZE2 AMAH DI XISCE
ClA3of Z2ELICE _replacement_controllerE £/ Uf A|AR D HZZ =H0lot CHS HAO| LHE[U =X
stolsjof gL|Ct.
0| Fxt= HA ¥0|A ONTAPE Adlst= A|AHIOZH HEEIL|CE,

1. replacement_controller’t RX|E HE("™>" TELE HA|)Ql 22 RXE+ HEE S50 2 TEXEQ!

"halt"2 0| S&fLICt
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system ID mismatch0i| 2|8t A|AE! D ™| E == HA|X| 7t LIELLIH _replacement_controller?] LOADER
DEDENM HEEZE 2EHSIL "y"'E Y=HTLICL

replacement_controller 201 'Waiting for et HA|X[7} EA|E W7HX] 7|Chgl = HAE ZHAEER{0f|A A
OIEL A|AE! D7t XSO 2 X|HE|R=X| 21EtL|Ct. 'storage failover show

HE EHol= 248 AEEH0|M AA™ IDIHAZEACHS HIAIX[QE S7H SHFE 07 3 M ID7H EA|=|0{0F
SLICt. ChZ OfIFI0AM node2E WHIE AR M A[AR ID7F 151759706 % LICt.

nodel> “storage failover show’

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on
partner (0Old:
151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback

(HA mailboxes)

X AEER0M 20| HEIt MY A=X| etlghL|Tt.

a. 1g Hst £F 'Set-Privilege advanced’ 2 HZASL|Ct

Ag ZEER A& TAStE=E HAXK|ZF LIERLEH Y2 e = JAFLILH 18 RE TETETL

o 2 E X EEIL|CE 'system node run-node_local-node-name_partner savecore'

0 =
c. izt HHS Mslsl7| Fof| 'avecore' BHO| 2AZ = mi7X| 7|Ci2|MA|L.

CtS HHES U=SI0 savecore BHO| 71l MEHE ZLIEHZEY = J}FLICE. 'system node run-node_local-
node-name_partner savecore -s'

d. admin #%t +FO 2 24| 'et-Privilege admin’L|C}
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a. FYHel HEZ20M uHE HESE{O| AEE[X|S CHA| MSELICt. 'storage failover Hhet -
ofnode_replacement_node_name '
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'storage failover show' B&E2| Z210]|= TtEL H|A|X|0|A HAE A[ARN DI} ZEHE(X| 9400k BHLICE.
7. AT N2 SYEIRA=X] lSfL|Ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = M A[AR IDE EAISHOF &LICH CHS G0M= == 10] 28t
ClAZ0l| A A|AR ID 18737752770] HA|ELICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 71440l 2 ZHEE2{ AEll 'MetroCluster node show'S 2 L|E{&I5HC}
MetroCluster 1S M4 MEfZE =[S2|2{H uH| = R 2 Fk Z2|H, 0] 22 2 ZHEEZ(0f| LA E AEfTt
HA|Z|H DR O|2{20| 23tz Ha 2ETJH EA|ELICEH MetroCluster node show-fields node-systemid &
Z3H2 MetroCluster 40| F& MEf= S0t W{7HX| O|H A|AE! IDE EAIELICE.

9. ZAEE2{7t MetroCluster 40| = Z S MetroCluster A0 2} 212 AR X7t Ko AtO|EL| HEE2{Q!
29 DR 2 ID 20| CjA39| |2l ARX7F HAIE[=X] 2elgtL|Ct.
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10. A|ABIO| MetroCluster Q! 22 2} ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ch
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0f| Chsl of|Atx|= 2F0| 'vol show-node-name’ @1 X| &HoIstL|C}

12. HEE Al X135 E|O|22H 7|5E AESHA| & A 22 MY HESZ0||M 435I AIR. 'storage
failover modify -node replacement -node -name -onreboot true'
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ZHEEe2] ®A| wAH| - ASA A250

ASAA250 A ARSI HEER WH|E 2tEst0] A|ARIZ MYXOZ RFA|F7|2H NetApp
Storage Encryption 742 S@ot(ERet Z22) M| ZIEZ2{0f Cigt 2to| A S MX[gt CHZ
7| E0f| SSE RMA X|Eof w2t D& 2E2 NetApp2 2 Bhetslof ghL|Ct.
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o A
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Z2 olig 71Soll et 2fojdiAzL IeH 7|58 HEY

Lot RO 2fO| AT Q= J15S AFE0HH 2O HIA A|2fS E45HA] B2 & ALEZE Jhstt of Ee|

_replacement_node0f| uA| 2t0|MlA 7| EE= 7| E M X[s{Of SFL|LCE.

AlZtst7| o
2to[HlA 7| = 28Xt & 4|0|0{0F BfL|Lt.

2to|dlA 7|15 A 9022| R0l 7|Zt0| ASLICE. ROl 7|Zt0] X|LtH 2= 0| 2to[ AT R etE Lt
R Efo[dA 7|15 EX|ot = ||| 7[2H0] ELY| Tof| 2E F|E 24A12F SO EX|3H{0F FLCH.
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