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you sure? (y or n):

a. Uity OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIXK|ZF EA|E[H 22 E 7| 2t2|Xtofl Cist 2] Cl0|E S YSHAIR.

ot 27 gl el fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|A”O| ChA| 22t AEf7t &| 1 ZS3h=X| &elstM Q.



g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BAISIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt

13
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v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE &l

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO| P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 29 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.

(=]

* 7|2 AHIO|EY0|9] IP &



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE IIEL LEO0|A MAETH IIY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM .

" FI7t MBSO E EFEX| $oH AARIO| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CEA] HHBLICE boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE REYS = A[ARO| CHAl 22+l MEfTt E| 1 ZtSE=X] 2QU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2t B dstEl 3.

5. Xiz dizt0| H|2MSEl AL CHA| &M 5petL|Ct,
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

Cte oh

ONTAP O|0|X|E 2i8t1 =7t 7HSE|0f CI0|E{S M| 28t D LIH"Z 80| Qs HES NetAppE HHestL|C}
Almjfst HE! 0|C|0{E NetAppdil Htet - ASA A250

ASAA250 A|AHISI M A0 2F 7 LMUSHH SHE 2£E2 NetAppdl BH2HSHYA| 2. XAt
LHE22 "2 digt 8l 1" I[0|X| & EZSHMA|IL
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

(=] A

S 0|Cof - 45 27
£ O|L|0o] +5 =+ 3SE - ASA A250

wH 2 AIYS AESH, ot JEHS Hololll, AESRS S=ot1, £ O|L|0S
wH|St, 57t 0[0|X|S REoti, d=otS S, ALY 7|SS 2elsto] ASAA250
AEE|X| A A< £ O|E|0 WHE AIXSHEAIL

AE2|X| AIAHO| ONTAP 9.18.1 O[S A% 501 L "XtS S| =7 HA1'S(2) ALBSHIAIR. AlAo] ofH
HHO| ONTAPE A% B91 2 £5 B8 27 HAZ Atgfof it

o "R 000 27 ArdE AERLCH

S 0|00 uH 27 ArgE dERLICH

o "HIE| O|C|0{2 mAE

| A 22| 2E0jA F7F 2det 28 O|C|{E M|7{5t wH| £ DIE[o{E Ex[et OHZ USB S2iAl =210|EE
AHE3I0{ ONTAP O|0|X|E *%E* |Ct.

"= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|0|X|E REot1 Ij A|ARS S CH2 2t8 HaE gLt

ONATP & Hm0lM 2EE 7| 2t2|xt F40[Lt 2 F 7| 22| STt

NetApp2 2 HhatstL|Ct"

2l =
7|E9} 6.:.”HI HEE RMA X|Eof| 2 E 2 7RI Zdst RES NetAppf| HHetafL|Ct.

4+ HE 0|Cj0f 27 Q7 AR - ASA A250
A

SAA250 A|AEIS| & OIC|{E WA|SH7| Hoj| d5X el WA E ¢let B+ A=
EE5I=A] gelstiA| 2. of7|ofl= HHES 329 USB Z2iAl E2t0|E JA=X], 224
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bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-replace-requirements.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-encryption-preshutdown-checks.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-shutdown.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-replace.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-recovery-image-boot.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html
bootmedia-complete-rma.html

SHIE uN|2 BEl ZX|E Aot J=X| 20lst= Zi0| ESHEIL|C
8.1 0|2 A8l 0l AL "AI5 BRE 57 EA'Z(E) AHESIHAIL. A|AH!I0| 0|
HHo| ONTAPS 4% 501 A2 £5 HEl 27 HAHS ALgsof gLt
USB E2iiA| =2to|=
* USB Z2§A| S20|E 7} FAT322 EOE|QI=X| EoIstA| Q.

* USBOI= LtE22 MEY = A= F=2¢t MT 80| A0 &LIL}. image xxx.tgz T,

o

oh =

SASILE image_xxx.tgz LY S USB Z2HA| E210| 20| SAFRLICt. O] IU2 USB S2iA| E2t0|EE AHE5H0]
ONTAP O|0|X|E H&E ) AFSELICH

T8 @A uH|

Aot 14 A4S NetApp OlM HSeH uH| 74 242 WAISL|CH

| 0lC|0f2 DA o WS 27 AFES AES 3 8 "2 0|C/0fo| A 2t 7| Xl U MefS Holstict
Saefof ik,

oF 7| X 3 el =2l - ASA A250

2
E2|X| A ARS] HO]E 22ts RX[ota{H £ DIC|{o[AM Lot 7| X|R 8 JEiE
QI5OF EFLICH ONTAP H{TO| NVE(NetApp %E A=l E XI-HSH=X| 2elst
EZc|E S=ot7| ©of| 7| 2e|Xiot g HEflX| =helgfL|Ct,

e ) Sy = |

1CHA|: NVE X[ 2 2015t SHFE ONTAP O|0|X|E CIR2EE6HA| L.

28 0|C|0 IHE 25 SHHE ONTAP O|O|X|E CR2EEY & AT E ONTAP HTO0| NetApp 2& L=2HNVE)E
K| §st=X] 2olstA| 2.
cH

1. ONTAP HMO| 23S X|YsH=X| &QlstM| 2.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X| gt&L|CH

2. NVE X|oj mi2t HE3$t ONTAP O|0|X| & CHRZESHM|R.
° NVEZ} X|l%|= Z: NetApp Volume Encryption2 AF2350{ ONTAP O|0|X|E Ct2Z2E=BtL|C

° NVEZt K| HE[X| 8= E2: NetApp =& 2=} §l0] ONTAP O[0|X|E LH2Z2E5M K.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP L= FTP AMHLL 2H EEZ
CH2ZElL|Ch #8 0|C|of WA Xt St of O|0|X| mjUo| BLfL|Ct.

2CHA|: 7| 22| X} AtE} =H0l Tl

= - X

T ey

EHE HEEE SEoH7| Hof| 7| H2|X 742 2felstn Last HHE HASHA K.

chA|
1. AN AHRIOM 24tEl 7] 22[XE golet|ct.
ONTAP HZIL|C} O HS HAfLICt

ONTAP 9.14.1 O| &

security key-manager keystore show

24
o

* EKMZ ALE3HH ExrM 0| =0l EAIELICE

W M

u ]
o
* OKMZ AFZ5IH okM O HE Z0|| HA|ELICH

o 7| 2|7 B™E[H YX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[5} security key-manager show-key-store

* EKM2 AF238H external 0| & =20 HA|E L|LC}.
* OKM2 AF25H onboard O] B ==0i| HA|EL|CE

* 7| ZE|XIF BHE JAX| 2™ No key managers

configured & £&0|| 0] EA|EL|CH

2. N 2HIof 7] 22|XI 0] A=X| o0l w2t CHE & SttE - BfLICt

7| 22| X7t 4 E E2(EKM &= OKM):
a. 7| ZE|Xf|M 15 7| SEHE EAISIEH 2 F2| FHS LA K.

o

security key-manager key query

{2 2QISIM|R. Restored E. 0| E2 7| ZZ|XHEKM E= OKM)2| 015 7|7t 4
2E LiEpHL|CE

Ok

Ho=z

3. Fstel = H2|X FHU| w2} HESH HALS 2EEHAR.
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

>
0z
ul

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4E HEESE QoA E=stn 7 EXE TAHY = ASLIC

2HE 7| Z#2|XHOKM)
CtS SHAZ 240l 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wol HES Mol IiQIo|LE 21 TH0) SALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



C. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32Xt2] FA2 FHE 2EE 7| 22| Y= E Y R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

d. BE= 2F 7|7t SYUEU=X| =elstA Q.

rin
ol
rio

security key-manager key query

SIS F M2 Restored € EAl true ZE 215 7| U Key Manager RE0| EA|ELIC onboard .

e. OKM ZEE MM 2.
g #et HER Meh
set -priv advanced
S y AlSSIE= HIAIXIZF TA|Z|[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. HHQ! MEE o] mplo|Lt 21 mbA| ZAFEHL|C},
u K| EA B0l OKME S22 S70l0f = 22 0| i YEIL EREfLIC}
i. 22X} REZ =S0F}17):

set -priv admin
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AEEDE EH TEZEZ JIHIHA|IL.

HEER7 BAR= 3.

]
i
|_'_E

LOADER M|A|X|7F EA[EILICE ZHEEZ 2 & MAH £ 0| SgL|Ct.

"V|ME TICElE B Ctrl-CE =& U3 HAIX|7t LEHLE yE =S LICt

ANABRIODEDE = 245 HAMHQI ZHE E2{2 'storage failover takeover -ofnode
DETEAAH Qs Q1) impaired_node_name’0i| A &&E ZHEEZE Q5L SEHLICEH

HHHES

AME HESe0f 7|22 J|Cle|s F... o] EAIE|H Cir-CE F2 S
yE SEELIth
2. LOADER ZEIZE0i|A 'printenv'E 25I0] 2= A HAE HAELCH 20 oo &S MEELIC
() ol mye 28 A AN BSOHN B 2L TSR %2 4 YBLIC

g

—

2: MetroCluster2| A|AE!

NVE

®

24 HES2Z RO HES
AE2|x0) M HIO[EIS A& HBE %

=

CC
o

rr

NSE

REA
14

o

t=ot

—

2
>
il
>
00
ot
A
0
=
=
to

* LCOH20K Ol el 2 AR A= 2 FHE
AEHO]| CH3H FALSEZ EAlE= 22
ST AEC ST[SHRfLCt.

SLIC. 22 AE7} YO QAL Y HES2{0f X2 %
ANE HESRIE S| HO| 2XIS SHZofoF BLICKAE) "= =5

* MetroCluster 20| = AL MetroCluster &8 AE{7F PHE| QL0 ST =0t
Al ('MetroCluster node show')Ql X| 2tQlsH{OF BFL|C}.

|

1. AutoSupportZt 24 %}t=l A2 'system node AutoSupport invoke -node * -type all-message

MAINT=number_of hours_downh' AutoSupport HIA|X|E SE5t0{ XIS HO|A MM S AX|ELICt
CtS AutoSupport HA|X|= & AlZE SO Xt& 70| A MM Z AXISLICE ' clustert: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

2. HAHol ZHEZE2{9] 240 M 'Storage failover modify — node local - auto-2t2t false’S AH5 QO 2 HtatetL|Ct
3. 2MEI ZHEERYE 2 TEIER JIHIIYAIL.
EME HEES I BAE = 2., J{H..

LOADER H|A|X| 7} EA|EILICH

22
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https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
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8. 0|0 HE FHHE S0 22|HA2.

2G| 2 M| E w AL T

£& 0| E uHsty| To| AEER Z=0M 57| HEE 22[5t0 HEER Z=0|M 20| = £ O|C0E
Jt|-¢|__||_-_|._
=

£ E O|C[0{E MXI2|0] D& St= LIALS MAHSI2{H #1 Xt Phillips §l= E210[H{ 7t 2QefL|Ch HEER 2& W2
S MR Qlsl| LIALS S0IHE|X| =5 5t7| Qloh of LIAIS &2Z 4= U= RA0] A0{0F LTt

Ct= HICIR = B WA HAIS AFE5t 22 O|LI0E uAe £ AFLIC
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https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=7c2cad51-dd95-4b07-a903-ac5b015c1a6d
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configuration now?
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set -privilege advanced
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system node restore-backup -node local -target-address
impaired node IP address
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set -privilege admin
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7. AutoSupport?t Z243tE 22 Xts AHo|A MMS SRIBLICE

system node autosupport invoke -node * -type all -message MAINT=END

wH| 2 0|C{ofoM efzstE SARLIC

= 3=

7| 2E[XF fAof et A|A-O| 2ot E FSSH| et HEe tHA I
AMESH=R| 2 oHA| 2 Z £E 0|C|0f WA =XHE AlRte o 2

rotrio

ZSHMIR. A|A-I0M Ot 7| 22|XHE
A

2TS =Heloth R,

gimw

32


bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html
bootmedia-encryption-restore.html

2HE 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7188 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

SAH HAM 27t YHEASLICE "2EE 7] 2| ZEe)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS MESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 QJAEX| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Solst=

ONTAP H{TQIL|Ct O FMS MERfLICH
ONTAP 9.8 0|4 =M 10 S MEfRL|C

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAIE|X| YLt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:
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Successfully recovered keymanager secrets.
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
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* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 2F7t 28E D S7[3t7}
NZHOoEZ A Witx| A4 TSR ohHIK.
BE 717t S7|BHEIAER| HOlGHAS.

security key-manager key query -restored false

O| 2 ZuHE HHatolX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 242 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM CHS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8! ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt K.

OlM| ZEZEES HEA[L|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21Z M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BiL|Ct

C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XS HietS HlT MBI AL 2.
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE
system node autosupport invoke -node * -type all -message MAINT=END
CHE CHA
SE OC[ofo| M L=t SRS 2 T2 S "Z20| A= FES NetAppE BretefL|CH 33 oF gfL|Ct.

Zrof 7t st EE2 NetApp-ASA A2502 2 &|=E!L|CH
L

7|0t B MZE RMA X|E0| AHEl HZ QF 7} 2443t RES NetAppol BigLICH
H
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SH GAE stelof, Ao\ 4z HE SR 2R0f ol

1. 28 24 ZE0| AZASHY <t QAIEH0|ASI D A|ARS ZLE{ZIgLCt,
2. ZHEE® 9| ?/X| LEDE AHMIK:
a. M83SICt system controller location-led show ¥|X| LEDS| ¢ MEHE HA|SH= HHULICH

b. 2|X| LEDE AHAMI&:

system controller location-led modify -node nodel -state on

4. ZFYOIM LIBES M, T2 D&t 74 Q45 NetApp 22 HHEY off 22HetL|Ct
%

S. ME A|AHI0| HEE ZE A0S0 2tE S Z0|M K. 0| A| 8tH LIZ0| o EXtofl M Z=t x{t{ 0]
EII-EIL'[_I-_

6. OFZ HX|=|0f RUX| ACHH HXISHAIR.

Ct
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|
ASAA250 MA| StEY0] K| FHIE O = "HEER{E SE LT8Ok gLt

HEEDY =& - ASA A250

ASAA250 AEE|X| A|ARISI AEERE ZR5I0 MAIS WAHE M C|0|E] &4 S WX[st
AMAE AHHES ETOHAL.
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4. AutoSupportZt &
HEAISLICE

o| 9EE|~0|0| =] 7-|O§ 01|AI-E|'— 7| %

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

o. BE Z2AH LEQ| SP/BMC F& AlE:

system service-processor show -node * -fields address

exit
7. O|™ CHA|Q &30f| LIZEl 29| IP FAE ARSI SP/BMC over SSHO|| 23215104 T3l Alstg
DL HYELICE

TE/HES AE0ts 32 St S2{AH Xt XHH FHS A5t AEED{0| 2L}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|AM 2HE[= SnapMirror 57|4 22{AHE A5t= 22 AHQ HAR: system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C20| HAIEH 22AES| 2t AES20)| CHafj *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7t HE mi7tX| 7|CH2l £ LOADER ZEZEJ} HA|EL|CE.
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L4 E ASAA250 ZIEEEE uAet 20l= "A| A FES SGHL 2elefL|Tisof LTt

=/

ANAE FES S1 5 =elgfLIC - ASA A250

=6l ASAA250 A|AEIZ RXEs BEE BEEISHS0f= WA=
¢ = AAH R HZ =I5t o rtrar AMAERI MHZ 1H2Md8Hof eiL|Ct.

SISO WAIE 220t |fX| 22| HEZ REloh 20
et A|A™> ™S TR

rir

uH| HEEZ Q| 59 +=F ALY FYS =Sty 2R

1CHA|: AEERE uHeh = A2 AlZtS 2F0t1 =QIgfL(Ct

TH| HES2 DEO| A7 LIS HA MO BN HES?| D5 £ S2UH 40| OOl AZH A2t Holso}
SILICH AIZE3} ST47} LX[SIR| QOB AIZH 10l Qls) 22t0|QIE T} FEHEls 7] Slah wH| HE S

LS — -

DS0M SHE et AlZtS M ATsHoF LICt.

Of ZfHofl CHaf

SHHE AAHIf| ChS Tl = BE S HME38t= 20| SQELIC.

* replacement_node= O| HAe| A2 = &4E LEE WS M| =ERIL|C
E

* healthy _node= _replacement_node2| HA I}

oA
1. refacement_node’t LOADER ZEIE0| UYX| %OH A|AHS LOADER ZEXEZ FLHSHLICE

2. Healthy_nodeO|A] A|AE] A|ZHS ZHQIBILICE cluster date show
SImet AIZH2 A E AZIHE 7| &S 2 gfL|Ct
3. LOADER ZEIZE0|AM, replacement_node:sHow date2| Mt A|ZHS ERISHMA|

= A A[ZF2 GMT=Z S E LT

4. st AR WA =9 UM(GMT)S 'SET DATE_MM/dd/lyyyy '2 A&stL|Ct
5 Wttt AL WH| =9 AZHS GMT TH2|Z 'SET TIME_hh:mm:ss_'2 M ehL|Ct

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8l A|ZHS &tQIBtL|Ct show date

=S AIZH2 GMTE HS-E Lt

20| ZIES2{9| HA HEHE =telst e A-etL|Ct

ZEED ZEO| HA HEIE &fQlsot Hest AR A2 - Fdut ZX[6I=F HEiE

18°)

0| E3HOF gfL|Ct.
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1. M HEE2 2EQ RX|E4 ZEOM BE FHRATH SYsHHA MEH ha-config showS EAISH=X| &helgtL|ct
HA MEl= BE M 40 el Ssof ShL|Ct.

2. AEE2 ZEO| TAIE AAH AMEfT AAH 43 AX|SHK| to™ HEZEE] HE2| HA &EHE "ha-config
modify controller ha-state"2 A& gfL|Ct

HA AEffo| Zf

ro

Ct

gl

S OILIY &~ AF LI

o HA
> MCC
° mcip
> H| B}
3. HAEER REQ TAIE A|AR MENTF AAR -0 AX|SHK| o H HEES] 252 HA 2EHE "ha-config
modify controller ha-state"2 A& gtL|Ct

4. MF0| HAE|U=X| &IStL|C} ha-config show

Ch £

NAY PHE 226D Holot 3 "AAH 70|28 CHA| 91Z5l 0 CIAIE HHEELICHS(S) 8o of BTt
AMAES Mot Ll A3 S HESRILICH- ASA A250

ASAA250 A| A =7 SLAIAR Y =els 2=t 20= AL AH|0[=S CHAl k2
ClA3E Aol of BHLCY.

1CHA: A AR 3]
EED 259 AEZ|X| Y HESR A HES =S H S-S A AIL. "Active 1Q Config Advisor" .
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2. CHAF A|AEIO| CHEH &

E
O = -d/= =1
3. A0l HZ ¥ S2st Ct3 =22 &AQIELICE BE C|AT HIJ} HAIE|D 2E C|AT 7 E23H0]| EAL =X
oISt &2 Aol HZE EHIE sHAgLIct
4. i Y2 22I5t0] CHE 7[0|=2 =HQI3t CHS Config Advisorl| £3 S =HQIgtL|C,

AEE|X| A|AHIO| HA Y LHO|| A= HR, BXL B2 Al H M HEEZ ZEQ AAH DI} X522
ClA3of SEHELICE replacement_controllerE S£&IS M A|AH! D HAS =tolst CHS HAO| FAHE[/}IE=X]
2tolsi{of ghL|Ct.

O] Xt= HA X0llA ONTAPE AasH= A|ARIN2F HEEILICE

1. replacement_controller’t RX|E4 ZE(™>"TEIE HA|)Ql AR RX|Ex ZEE SF6t0 20 TETEQI
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"halt"2 0| S&fLICt

. system ID mismatch0i| 2[$t A| AR ID ME|E S= HAIX|Zt LIEILFH _replacement_controller2| LOADER
DETENM HEEHE 2ESI "y'E YLt

. replacement_controller 2£0i| 'Waiting for #ret. " HIA[X|7F EAIE Wi7hX] 7|CHel = DAX QI HE S0 A M
IE L] A|AR DI} AFS O 2 XM EQ=X| SISt 'storage failover show

W o= &4 AEEH0|M AL IDIHABEACHS HIAIX[QE H SHFE 07 S M ID7H EA|=[0{0}
SLICt. ChZ oI A node2E WHIE AR M A|AR ID7F 151759706 LI Ct.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover
node?2 nodel = Waiting for giveback
(HA mailboxes)

X HEEH0M 20 HETL KA | ZreletL|ct
a. 1g Hst £F 'Set-Privilege advanced’ 2 HASL|Ct

b. @E F0| HTE XZELIC. 'system node run-node_local-node-name_partner savecore'
HHS MEst7| Mol 'avecore' HHO| b= E m7tX| 7|Ci2|MAIL.
Lt HHE S U=SIH savecore BHQ| Tl MEHE RLIEZE = J}FLICE 'system node run-node_local-
node-name_partner savecore -s'
d. admin #gt £+ZO 2 Z24|'et-Privilege admin’L|C}

- AEEX] A AERO| AERX] s =2 A2Vt FYE B 2EE 7| #E|E AE0t=X = 2R 7| HEE
|

AESHEX] 68O 2t CZ EAL S SHLHE A0t AE2|X| 2= =28 29 ?_45H0F 2fLCt,

JHI

° "2HLC 7| 22| Y=ot 7|1E
o "QIR 7| e 2ot 7| E SEELIL

- AEE2{E Al MSELIC

a. MAHMOl HAEEHUM 1M El HEZER|O| AER|X|E CHA| HBELICE. 'storage failover B2t -
ofnode_replacement_node name '

replacement_controller?t AE2|X|E CHA| 712t REIS b2 SLICH

AARID ELKIZ QU8 A|A- IDE FAISI2EE HIAIX| 7 LIEFLIH y& I2dsliof LTt
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() 710l Hesie ARHS HEo £ YBLIC

"AE 2! ONTAP 9 HZTO|| St= 1It8Y 74 2HIXE HOtEHA|L"

a. 7|24
21|

O HRE T HA KO| M SHE FOIX|, 12|70 0| T2817} FHsEX|, 5 AE2IK| HARH EA
oIzt

H
=

=1)

=]

'storage failover show' B&E2| Z210]= TtEL] H|A|X|0| A HAE A[AR DI} ZEHE(X| 9400k BHLICE.
7. AT N2 SYEIRA=X] olSfL|ch 'AER|X| CIAT HA-ARA

_replacement_controllerdfl £3ti= ClAT = M A[AR IDE EAISHOF &LICH CHS G0M= =& 10] 2Rt
ClAZ0l A AIAR ID 18737752770] HA|E LICY.

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO

8. A|AHIO| MetroCluster 714401 2 ZHEE2{ AEll 'MetroCluster node show'S 2 L|E{&I5HC}
MetroCluster 712 M4 MEfZE =[S2|2{H uH| = R 2 Bk Z2|[H, o] 22 2 HEEZ(0f LM E AEfTt
HAZ|H DR O|2{2 0| 23tz Ha ZETJH EA|ELICE MetroCluster node show-fields node-systemid &
Z3 2 MetroCluster 40| F& MEf= S0t W{7HX| O|H A|AE! IDE EAIELICE

9. ZAEE2{7} MetroCluster 40| = Z S MetroCluster A0 2t 212 AR X7t RS AtO|EL| HEE2{Q!
Z9 DR 2 ID 20| C|A39| Y2l ARX7F HAIE[=X] 2elgtL|Ct.

CHg & £70] 25 Aol

ox
4o

0l

1A

tei0] EegfLct

° MetroCluster 71A10| H et AE{QILICE

° replacement_controller= X{sll AFO|E0]| QI = ClA

|U
1o
rot
=
k>
=0
A
e
i
iul

"4 E MetroCluster 240l A HA H|0| 3 21 & MetroCluster AL X|2H 0| C|AT AQHO| HAEIL|C}

10. A|ABIO| MetroCluster Q! 22 2} ZIE ZE2{7} 'MetroCluster node show-fields configuration-state’ 2
TEE0 J=X| ZelgtL|ch
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nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t ZAEZ2{0f| Chsl of|Atx|= 20| 'vol show-node-name’ @1 X| &HoIstL|C}

12. HEE Al X135 E|O|22H 7|5E A8SHA| R E AT 22 MY HEESZ0||M ZH2I5HUAIR. 'storage
failover modify -node replacement -node -name -onreboot true'

EEZE2{ ™A A - ASA A250

ASAA250 AAEIS| ZIEER WH|E 2tE5t0 A|ABIS HAHOZ ZFA|7|2H NetApp
Storage Encryption 742 S@ot(ERet Z22) M| ZIEZ2{0f Cigt 2to| A E HX[3t CHE
7|E0f| S&8& RMA XA 2t DH Lt 2ES NetAppL £ dhetsliof ghL|LCt,

1CHA|: ONTAPO|IA A ZAEE2{0]| CHt 2H0| A S A X|grL|Ct

ruI

ZHOH7t A L EJF R (& Z2) 2H0|MA T Z Q3 ONTAP 7|52 A2 £91 A2 replacement_node0| CHSH
M 2to|MIAS MX|sHof eL|Ct. EZE 20| MA T} Q= J|59| AR 331* Eof Zt =0 7|0l st XtA| 7|7t Qlo{of

oT = =
Lot
O =te1oi| CHaH
2tofdllA 7| EX[St7| K| = EE 2to[ ATt %‘BEF |S& _replacement_node0l|A{ 71I-’—'.‘- A8 = ASLITE
a2t 24E 2 ETF 2 A YT LEQI FR Y VIS0l tiet 2to| AT QIOH J|5S HEY & YIELILE

ot =20 2Ol MIATE Gl=E TISE )\f93f'1' 2tO[HIA A EOHA] B2 5 UL ZE Jhstl o Ee|
_replacement_node0]| & 2}0| A 7| FE= F|S AX[6of fLICt.

AlZfoto] Fof
2t HlA 7| = 28Xt & 4|0|0{0F BfL|Ct.

2lo|MIA 7|2 Mx|st

= A= 902 9| 7oi| 7[Zt0] ASLICE 7Ol 71Zt0] IILPE EE O 2fo| M A7 F2oHEL|CY.
Fret2o|dA 7|1E A

XISt = R0j| 7[2to] ELtI| Hof| 2= 7|E 24AI12F St EX[8HOF BfLCt.

i ok
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A A0 XS0l ONTAP 9.10.1 O| A2 M3l FO|AUCHH off MHE XIS "AFF/FAS A[AHIQ|
(D) efoldlx ¢Eo|=E SIst niti= s mA|  ZAAAISSHIAIR. A2BlS] £7] ONTAP UalAE
2= AR oM XtMISH LB S HZSHI A2 "NetApp Hardware UniverseS & Z=SHUA|Q".
CHA|
1. M 2to|MIA 7|7t st AL oA BAH|& 2to|MA 7|2 #OMA|R "NetApp Support AFO|E" My Support(LH

|
X|2l) MM0j| M Software licenses(AZEQI0] 20| M A) & MEHBIL|CE,

@ st M 2fo|dIA 7| = XSO 2 M0 ol oMY FA2 HEELICH 302 0L
2to A 77 Lot O|H| RS EA| Ret R 7 X REMof| 2QSHHAL.

[LE

2. 2} 2IO|MA F|E 'A|AH] 2IO|MA FT} 20| MA A E BHO|MA F|, 2lO|MA 7. 'E HX|RL|C
3. Hadt Z2 o|H 2to|HIAS MASLICE
a. OJAHE 2o A 2Fl2to[dA Ha[ - OAE - A[Z30]H

b. S=0| SHI2H AME5HX| &= AER 2| 'license clean-up-unused' £ AFK|EFL|CH

2CHA|: LIF 24l 5! 24 =

fot
oin

replacement_nodeS AMH|AZ BI85 | M| LIF7} 8 ZEO| J=X| &Ql6t, AutoSupport?t 8HEl A2
_replacement_node?| ¥ HS E SE5t1, At3 et 7|53 A | of gLct.

|

1. =2| QIE{H|0|A 7} & Mt 8 EE0| CHSH 'network interface show-is-home false’2t= 21 E st=X| 2HQlstL|Ct

LIF7 FALSEEZ HEA|Z|H G LIFE 8 TEZ &|SEL|C network interface revert -vserver *
-1if *

2. NetApp Support0] A|AE 2 HSE SEEHL|CE

° AutoSupport7t ZA13HE|0] QK| UOH = SESILIC} "NetApp X" YH HSE SEEHL|CL

3. 2HAE{Q| HEHE 2ARUITLICL "ONTAPOIM AFEES ALE5I0] 2 AE HEf EHES
LS KB 2ME HESHIAIR.

Fests o

It

"KEMISH

4. AutoSupport RXI24 =R ER[HE 2 E ME8I0 JIZRE ZSEYLICI system node
autosupport invoke -node * -type all -message MAINT=END HH.

5. At= Hizto| H| g MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& BtL|Ct

3CHA: Zof 7t LS HES NetAppO| et

7|E9t 2 MSE RMA X|Eol| BHE iz QFIH ZUlst RES NetAppof| BHtetL|Ch, "5 Bhet 51 K[ XA g
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