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M= HEEHE SFoH7| Mol A|AEI0| NetApp Volume Encryption(NVE) &= NetApp Storage
Encryption(NSE)0| Z43}%|0] A=X| helsiof ehL|ct JHCIH L8 g =l HOF LIk

1. 22{AHQ ZE EE0| NVEZF AE &1 JA=X| &lEL|Ct. 'volume show-is-encrypted true'

EH0|| EAE[= 250| sttt AH NVEZF &[0 NVE &S 2hQlsiof gfLict. LHEE =280 §leH
NSEZl #-&&[0] 1 AE SUKX| 2elgfLct.

2. NSE &% 5l At8 o2 &0l:'Storage encryption disk show
(]

o Y EH0| RE S 7| ID Y2 ZEE EEI0|E MR HEIL HEAE = R NSEZH &0 A2 NSE
THS eelst M% 21 AYL|Ct.
° LIAZTF EAE[X] 8 NSEZt 7 E (K] 882 ALICH.

O -

° NVE2I NSEZt 7LE&|X| 942 B2 NSE 7| = E2E|= E2f0|E7t gleBz &4E ZHEZE == A0
o

1. 7] 22| MHof| MZHEl Q915 7|9| 7| IDE BEAIGLICL security key-manager key query

@ ONTAP 9.6 22| 20fl= 7t 7| 22|X} 0| AS 4= ASLILE KMIP, AKV, GCP 50| ULt

0[2{¢t R 2ol MHE2 2|F = 2EE 7| 22| fES 24Qlsh= atgnt Z2ELC

- =

° 7| E|Xt FYO| 20| S L0 o2t EAEH &4E HAEEHE KHSH= 20| b edL|C.

o 7| 22|X} A0 22 E(Onboard)0| EA|Z| 1 5 El(Restored) E0f| 0l(Yes)7t EAIZ|H 5 JHX| =7t
CHAIE et=slof gL Ct.

o 7| 22Xt FY| 'R 7 EAIE| L SHE Eoj o7t ofl CHE &= 0| HAIE[H R IHX| 7t HAE
2t=oljof BLICt.

° 7| ZE[X RO 'HE' 2= HAIE D 'FAE Sof 0’7t ot THE S=0| EAIE|H =7t HAIE 2tZ35H0F
'c'>'|-[__||:|-
= .

2. 7| Z2|Xt SEo| 22 = (Onboard)0| A1 22l%l(Restored) 0| Ofl(yes)7t EA|E|H OKM HEE 5902
BHiL|Ct.

a. Advanced Privilege ModeZ 0|5 3}t0] 'et-priv advanced 2t= HIA|X|7t EA|E|H yE 2ATHL|Ct
b. 7| 22| ME (=t 7| Z2|XI 2K E show-backup)E HEA|st2{H Ha

%
C. M YEHO| LHES B ol ItAO[LE 23 U0 FSAILLICH OKME S22 S718H{0F 3= XHoh
AlLt2|20f| A o 19 o] ZRetLCt.

d. 'Set-priv admin' 2EZ S0tZtL|C}
e. 2ME HEERE SEYLICL

3. 7| ZelX K| T HAIE[ D SE 2oj '0of 7t ol CHE E=F0| A== B
a. 8 7| #2| 21E 7|5 22{AHS BE LEO| S 'Het 7| 2K 2 =/

HH0| MIiStH NetApp SupportOll 22|5HAIL.

"mysupport.netapp.com”
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a. E 2QIStLICt Restored 0| SYLYLICE yes BE Q1T 7|2] 22 security key-manager key
query

b. &ME HES2IZ R
4. 7| He|R QEO| 'L I EAIE D AT Q0| 07} obl CHE2 B=0| EAES FL:

)

a. Onboard security key-manager sync command:'security key-manager 222 sync’'E /=otrCt

DTETEOM 09| 32X G4t REE 7| 2| A2 E HLLICH A2 E M3 += 8=
B2 NetApp Supportdt| 22|t A|L. "mysupport.netapp.com”

©

b. £ SOIBIL|Ct Restored 0| EAIEIL|CE yes B E Q5 7|9 AR security key-manager key

query
c. 7| B2|X} 80| 2 E(Onboard)0| EA|E[=X| 208t C}2 OKM HEE 502 BHASHL|C}.
d. Advanced Privilege ModeZ 0| S 5t0q 'et-priv advanced 2t= HIAIX|7t EAIE|H yE 2ATILICt
e. HHS UGl 7| 22| MY HEH 'Hot 7| 242Xt 2EE show-backup's EAIL|C}

f. ujol Hiio| L{RS HEo| IfUO|L 211 IHU0| 2ASILICH OKME + 502 278j0} 3t X3l
AlLt2| 0] 0f 74 o] Tt

g. 'Set-priv admin' ZEZ SO0ZrL|Ct

h. AEZEE Mo B = UASUICH

NSE T2 2tQlgfLict

1. 7] 22| MHof| MZHEl Q15 7|9] 7| IDE BAIZLICL security key-manager key query -key-type
NSE-AK

@ ONTAP 9.6 Z2|~ 20ll= 7t 7| #2|Xt FH0| AS 5 AFLICE KMIP, AKV, GCP S0| ULt
o] =

Olzfet Rdol &fel MpH2 QR = 2L 7| 2|kt fYS =AQlSts atd 0t 5L L

° 7| EE|Xt 70| 20| S L0 o2t BEAEH &4E HAEEHE KEHSt= 20| T ELC,.

—_

o 7| #E2|Xt RY 2EE(Onboard)0| EAIE|1 S El(Restored) 20| 0fl(Yes)7t EAIE[H R 74X Z=7t
Tt E 2t=ZoljoF BHLICt.

o 7| Z2[Xt KYO| 'R 7 HAIE| L SAE Zoj o7t of -l CHE &=0| HAIE|H R IHX| 7t HAE
2t=oljof LTt

° 7| 22Xt FY| 'RV EAIE| L SHE Eoj o7t ofl CHE &= 0| HAIE[H R IHX| =7t HAE
ft=oljof LICt.

2. 7| &2|xt R0l 22 =(Onboard)0| EA|E| 1 =2 E (Restored) S0 Oll(yes)7t EAIE|H OKM HEE 522
SHABILICE.

a. Advanced Privilege Mode2 0|5310] ‘et-priv advanced 2t HIAIX|7} EAIEI® y& el2igfL|ct

b. 7| 2| M (=t 7| 2|Xt 22 E show-backup)E HEA|st2{H H

=
. 8l Mo {82 Wz o| IUo|Lt 21 Telo| SAREILICH OKMS $502
AlLt2I20]Af o 74 o BRBLICk.

d. 'Set-priv admin' 2EZ S0tZtL|C}

e. ZAEECE AT S2Y = ASLIT.

J
-1
St
o
ot

-
=
=t
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3. 7| ZelXt K& Tt HAIE[ 1 SE 2oi 'of' 7}t ofl Cf

i
of

S=0| HEAE[=
a. QIf 7| #E| 215 7|18 S2AHS RE Lo S 'Hot 7| HE|X} 27 =Y
H240| MIiStH NetApp SupportOll 22|5HAIL.
"mysupport.netapp.com”

a.

i

2POIBtL|Ct Restored E0| SYEYLICE yes BE Q1T 7|2] 22 security key-manager key
query

b. ZES2Z otxehl| R 4 UL

—

C}.

-

[=]
4. 7| ZE[X R '2EE 7L HAIE| 1 SAE!" 20| 0 7t ofl CHE ¥ 50| HAE= E%:

—_ o T

DTETEN A D249 32X YAt REE 7| H2| AT E LHEILICH LS E MBT 4 2= Z2 NetApp
Support01| ols f N2,

"mysupport.netapp.com”

a. E &QIYLICt Restored EO| HA|EILICE yes B E Q1B 7|2l 2 security key-manager key

b. 7| Z2|X} SE0| 2E = (Onboard)0| EA|E|=X| 2018t [}S OKM HEE $502 HH4BtL|C},

C. Advanced Privilege ModeZ 0| S3t0 'et-priv advanced 2t= HIAIX|7t EA|E|H yE 248tL|Ct

d. IS Y=sto] 7| 22| MY ME 'Hot 7| 2E2|Xt 22 E show-backup's EA|RLICH

e e MO {82 Hro| mto|Lt 21 mof| SAELICE OKME =322 S7H{0f St= XHsH
AlLt2| 201 o] 74 o] HeetL|Ct.

f. 'Set-priv admin' ZEZ S0tZfL|Ct

g- ZEECE AT S =+ ASLIC

£AE 2EZ2|-ASA A4002 ZEBLICH
NVE = NSE AgS HRel 20= 24 HEER{C TS A=HOF FL T 740
Kot ZAto| w2t AEERE SEO7LE 24 E HESE AR

245 HEB2T} BASE 2. J29..
LOADER MAIX|7} EAIELIC  ZES2 28 M 2 o|SFLct
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EHE HEERI BAEE E2... O3{H..

"M JICkElE ... Ctrl-CE & Ct3 H|AIX[7F LIEILIH yE FSLICH
ANABRIDEDE = 245 HAMHQI ZHE E2{2 'storage failover takeover -ofnode
DETEAAH ot Q) impaired_node_name’O|A| &4 El ZHEZZE QStAHLE STHELICE

8
>

Vel AE S0 7|23 J|Lt2= &... O] EAIE|H Ctr-CE FE LIS

SEELICH

r
0

<
i

2. LOADER ZEZEO|A printenv'E Y2ot0l BE RE £ WAS YHBILICH 23 Tof 5242 MFBLIC,
OREE

2M 2: ZAIEE2{7} MetroCluster 7M0]| A&LICH

ro

2el KXy

—_—

AAE|QIL RIS BHK| Qe A TSR] 22 + YL

@ AIAHI0] 2t E MetroCluster 7491 ZS 0] HAE AL3HX] OHIAI2.

£uE AESRS ZaoR Y AESE MBS Holstn, W3 22 HAKol AESe|t AME HESR

AE2|X|0|M HOEIS A4 HZE 4 UEE HES S 4o &

* LTt 27 0| kel SRIAE} Qs 2L A0 QU0{of BHLICH AR T Aol YHLE HA HES20f XA U
AMEHO| CHaH FALSEZ EAIEIS 29 2A1El ZES2(S Z267| Mol 2HES siZsHof FLICKEE) ===
S2{AE9 7|,

* MetroCluster 20| Q= A MetroCluster 8% AE{7t PHE| Q0 ST L=t MH 51 HA
AFEH('MetroCluster node show')QIX| ZtQlsl{of SfL|LC}.
oHA|
1. AutoSupportZt 2432l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E S ZE5}0{ XtS HO|A MM S AX[EL|Ct

ocos=

CS AutoSupport HIA|X|= & AlZH SOt X}E A[O|A MM S AF|BILICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

A Ol ZHE E2{9| 240 A 'Storage failover modify — node local - auto-2t2t false’S A5 Q2 HtetstL|Ch
3. 2MEI ZHEERYE 2 TETER JIHIIYAIL.

EME HAEE I EAE= 2., J2{H...
LOADER M|A|X|7F EEA|EILICE CHS ©HA2 ol SErL|Ct.
HHS CHY| = Ctrl-CE 2 C}& H|A|X[7} LIEILIH yE FEL|CH
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EME HEES I BAE = E2... JH..

MNARIZETE L= A5 ANl ZAE E2] 'storage failover takeover

DTETENAH s Q13) -ofnode_impaired_node_name_ 'Ol A &4 El HEE2{E QI8 AHLt
Foishct
24 E HEED0| 7|EME J|Ci2[= ... 0| EA|E|H Crl-CE FE LIS
yE SEELIC

2M 3: HEZ2{7| 2 E MetroCluster0il A&L|Ct

pp Storage Encryption2 At&5H= 2 2| "FIPS E210|E = SEDE ESE|X| b= BEE E|E2|7|"
' 19| X|Eofl k2t MSIDE &2 FsHof &ILILE "CLIZE S NetApp 2=e JHR"

S S50t E 0| EXte| otx|gto| M S5 EXIE A FO0{0F Lt

é
z %

* Y ZESE o MY

—

AME ZESE SR FAESR NEIS Holstn, LR A HES HAS Mol YAl HES}
£ME HES2 AE2|X|0|M HIO|E{E A4 HIZSHEE ofof BHLiCt

THA|
1. MetroCluster #EHE 21510 EOi7} = HEER|7t RSO E M4 ZHEE2{(MetroCluster show)2

FEhe| Q= x| StolstL|C}

2. Xt= HA7H LM =X o 2of| w2t CHS Foi| e it ct,
HEED &4 HR 12{H
7t NS 2 M| ASLICE CHE THAIE T Ct
It s E MEE|X| AUASLICH " HAEED MetroCluster BA| 7|52 S3lf Al=2lE X S22

T3otCt

7t RS2 HBE X ¢, HEH HAIXIE HESHL 7t5et 22 2HE sZet = CHA|
'MetroCluster switchover @HOE A|ToIMAILR. EHE SHEE £ = AR 7|12 X[ BEM0| 2o5MAL.

Hotg Ao, AQIX|Qu{7t
HHEE LT

3. FaEel 22{AE0M 'MetroCluster 2H2l THA| A BHES M| G|0|E O 12| AH|0|EE xS 7|SFRfLICt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7t 7HEE|™ 'override-vetoes' O{7i H4-E AFE 50| 'MetroCluster 2Hl' HE S THAISMS 4 JUELILCE Of
MEX Of7f HLE ALESHE ER AAHES 57 A2 WYKot ZE 2ATE H|QI2 THE t

O

4. MetroCluster operation show &2 A5t £ 0| 22|} =X| &oltL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2

raid dp, mirrored, normal...

6. MetroCluster 2 tHA| £ E 0l 12|H|0| E( heal-phase root-aggregate) @@= AFE6t0] RE o I2|H0|EE
Ax-l'c'>'|-|__| [:|-_
T od

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEE|H -override-vetoes DH7HEHRE AL SH0 'MetroCluster EHel' HHS THAIME 4~ QIEL|CE 0]
MEfT O HAE ASSHE B AAMS 27 HYUS YX|ots RE ARE HlolS WHoIBILIC
7. tHA 22{AEIA 'MetroCluster operation show' E@HS At25t0] 2Hel Zt10| 2AZ |} =X SHQlstL|C,
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41

End Time: 7/29/2016 20:54:42
Errors: -

8. 2iE HESD DM XY 35 KIS 22U

£l 0|C|of WA - ASA A400

F8 0L E WHSHH &4 ZESE Z=S 22lotd WA #8 0TS EXIe TS
2l 0|0|X|E USB ZE2HA| EEI0|E 2 T &3H{of BL|Ct.
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20| el 0jH|S mALCH
HEED ZE0|M 2E O|C|0{S A2 [IZ(HEER ZE2 FRU M £X) X|&l0j| a2} mA|sHok gL Ct.

AlZtst7| o

S ojcfofe] 2H X7t et ote| X2 £& 0|C|0{E wA|st7| Toj| £& 0|C|ofe] WES X[R+= A0| E5LIL.
KiMIEE LHE2 £ HZSHUAIQ "2 2o tieh 2" S YESHAIL.

S = - =20 =2 o™

() MAsol oiigt _Statement of 31248 FAI512! NetApp Support AtOIE0] 2I191540F BLICt.

CtZ ofiLfmiold, O = 7= BHAE AESto] 28 O|C|0E wHE & JASLICEH

OHLImof - R& D|C|0{E wA|ELCh

ChA|
1. 0ol HEES gL|Ct.
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c. RE O|C|KE Ol 2 +2HAM M &5 HES S0 =25 £ E 0|C[0{E MAt2[of 2F gLt

6. oflo] HEES B&UIC

dx[et wH £ 0|C|ojofl= & o[0|X|7t gleB 2 USB E2iAl =210[2 & AHE5t0 £ O|0[X| S H&sHof
Lot

-

AlZtst7| o

* XA 4GB 29| MBR/FAT322 U=l USB EzHA| =2t0|2 7t QLo{of BfL|Ct
* EHE HEER 7 HAY Sl A0t SLTH ONTAP O|0|X| Q| =AHZ. NetApp Support AIO|ES| CHRZE
M M0 M Bl *OIDIIIE 22 = ASLCH

° NVE7 AFESIEE MM E Z2 CIREE HE EAE CHE NetApp Volume Encryption@ 2 0|0|X|E

CH22EgtL|C),

ox

° NVE7Z| M3t X| 2 42 CHREE HEO| EAIE CHE NetApp Volume Encryption 80| 0|0|X|E
CtRE2EgL .

* AARI0] HA 4ol 2 WER 3o AZAE|0 A0{OF gL,

* AAERIO| S HAHE AL FR HEHI HEY 2= X[ var THY A[ARS S8 Wfis F7t2

M EoHOF BfLICt.
£H
1. NetApp Support AtO|E0|A USB Z2HA| E2t0|E 2 X H ot MH|A 0|0|X|E CH2EE5H SAFRLICH
a. MH|A o[0[X|E HE2 &Y St L2 = =8t L|C.

b. MH|A o|o|x|e| &=E FLICH

@ WindowsE ALE6IH 2HIXE FE5t= B2 WinZip2 AH2SHH netboot O|0|X|E FESHX|
o =

OMMA|R. 7-Zip EE= WinRARZH 22 C}
% Si{AIE MH|A o|0|X| o= S 7He| EE7F JASLICH
S

= EFI
C. EFI ZEE USB Z2HA| E210|E2] 2[4 LA E2|0f ZAFLIC

USB E2iA| E210|E0j|= EFI S0 &4 HEED 7 dd 2l A1t St BIOS(Service Image)
0| QI0{of BfL|Ct.

d. =ES0|M USB Z2HAl E2I0|EE H|HEfLICY.
2. Ol%| 0fj0] HHEE EX| 2t2 B2 0o HES HOHAR.
3. ZEEZ ZE9 22 M Y70l HE OIS HEEY ZES UHE ZHAHA A|A” 0] 2o &L
4. LQ0j| w2t #[0|S 22| FHX[E ChA| BX|5t1 A|A—S ChA| FARILICH

O|C|of ZAHE|(SFP £= QSFP)E Z22let 22 & X[8HO0F LT

S. MY AO|EE2 T 32 FA ol

e

2ot e A0l 1T TX|E ChAl XLt
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6. USB Z2llA| E2t0|EE HEER 252 USB &R0 A HLICH

USB 22 EEJ} ofL|2} USB ZA|8 £20i| USB SaiA| E2to| 22 MX|e{o} ShL|Ct.

a M@ I=E WY 32 X0 AZstn M A0|E FHaz 12| S LAl EX[et g HE 35 TXIE W

mhop QR RS ZHANE 7K AL Q2 HHEFS| 20| FELC

2
E2e| DE0| 2HS| FAEH T3 A7 MBI
(D) HuEt2usx es 2ESe D52 AAl0 Lo B2 o T3t 312 JHOHR| DHIAIL.

EE3 Z50| MAlof| 2tH5| A|H HiZ HEI0| AR ELICH RE ZZHAS ST FH|E SHAL.

a. H= 2xlE ¢

o=z
b. OFx| AXx|6X| ¢t2 &

Ol HIAIX|7} LIEILIX| QORI Ctri-CE £27 RXIE4 RER Qe SH4S MEf3t 1S 202 RYsia
HES2IS "FASHIAIL.

9. AEZ2{7| &% L= T1E 2] HZA MetroCluster0l] Q= 2R FC O{HE] 2MH S 22Isliof ghi|Ct.

&:'boot_ ONTAP maint
b. MetroCluster ZEE O|L|A|0|O]E{ 2 MH™BtL|C}: "ucadmin modify -m fc -t_initiator adapter_name_"
C. fX B4 REZ S4617| s HXIBtCt

HE A2 AA”0| HEE o e E LT,

£ 0|0|X| £ & - ASA A400

=7 0|0[X|0[M &2l HAEERHE FES= BXt= AA-O0| 2 E MetroCluster T+ 0f|
U=X| 0] 2} CHELICH.

SM 1: el A

USB E=2t0[=20j|A| ONTAP O|0|X|E £&Ist1 YU A|ARIS SRASHH 2td Ha-5 2eldof gLt

O EX}= 2. E MetroCluster 01 8l= A2 HEEL|CEH

CHA
1. LOADER ZEIEO0||A USB E2fA| E2t0|20j|A 57 O|0|X|E BB A|2: "boot_recovery”

O[0]X|= USB S2iA| =2t0|20j| M L2 2 =E Lt

2. HIAIX|[ZH EA|=[H 0|0|X| O|ES YASHAL otHO| 2= oto| HAIE 7|2 O|0|X|E JHZ AFSFLIC
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3. ‘var T A|ARE SRELIC,

A|AEI0)| CHS 7|S0| /e 2% J2{H...
HES3 HZA a. el Mg S/{5EHE HIAIX| 7 LIEHLH 'y E SELICE
b. YA ZHEEZE 17 HP +F(Set-Privilege Advanced)2 2
MFet|ct
c. 23 &) M3 'system node restore-backup-node local-target-

address_impaired_node_ip_address_'S &&igtL|Ct

d. ®o{7|E &2|Xt +F2E E|SELICE: 'Set-Privilege admin'

e. SRE FHE AH8E AQUX| 2= HIAIX|Zt LIEHLIH 'y'E FELICL
f. ZHEEXE MELsl2t= OAIX| 7} LIEHLHH 'y'E FSLIC
HIESIZ HZ0| glsLct a. WA S FYStEt= HAIX| 7L LIEILH "n"S F=FLICH

b. A|ARIOA HIAIX|IZL EAIE|H A ARS IR RIL|CE

C. EA|El 50X * Update flash from backup config * (sync flash)
SHE MEigtL(C}
YUH|0|EE Al&EStE= HIAIX|ZL LIEHLH yE +=ELICtH

4. 2td HIt o AT E A | FeletL|ct

a
b. printenv HHOZ 2tA H4 MH

c. 2tA HATt of| A2 MAEE|0 QK| 2 O™ ‘etenvenvironment-variable-namechanged-value' &
HASHAI2.

d. 'avenv' HS AI25t0] HE LIS MZEEL|CE
o. LIS &= 2 A|AH Mol w2t CHEL|CE

o Alﬁ
=elBi |t

"ol 2L E 7| 212|Xt, NSE = NVE?Z} FEE 32 2 0|SEL|CH 2 R0 [2F OKM, NSE

AMAEO| 2EE 7| 22|XE, NSE = NVEZF EE|0 UX| @42 B2 0] M9 TS 2 =oAL,

6. LOADER ZZ2IXE0]|M 'boot_ontap' HHS AEtL|Ct.

*HAEE 3R s 1
EOQDEDE CHS CHAIZ ol SFLICE
L e D a. ME ZHEEZE=(0| 23QIgL(C}
b. 'storage failover show' BE2 AFH25I0| EFZ HEER{7}

FHIt = RA=X] =FletLct.
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8.

'storage failover -fromnode local' B2 ALE5I0] ZHEE2E HHEtsHH A2,

9. 23{AE TEIXE0|A net int-is-home false BHE AR50 =2| QIE{H|0|A S &QITHL|CT.
"false"2 EA|El QIE{HO|AT} Q= AR "net int revert" BY S AF26I0 ST QIE|H|0|AE & ZER
C[SEL|Ct.

10. 24 AHlo|22 4|5 HEEZE 7|1 rsion -v BH S AsH5I0] ONTAP XS =tolstL|Ct

=
. 'storage failover modify -node local -auto-2t2 true' S AFE5H0] XI5 Btet 7|52 siA|gt 22 0 vtet

JIsg STYLICH

2M 2: HEE2{7| 2 E MetroCluster0i| A&L|Ct

USB =2t0[=20j|A| ONTAP O|0|X|E F&st1 &F H-E 2tQls|{ofF ghL|C,

0| Hx}t= 2 E MetroCluster 74 2| A|AEI0| HEELICE

EHA|

1.

LOADER ZEZE0|A USB ZeiA| E2t0|H0|M S+ 0|0|X|E RESHYAI2: "boot_recovery"
0|0|X|:= USB E2iA| E2t0|20j| A CHREEEL|CE

HIAIX| 7} EA|Z|H O[0|X| O|FS YSHAHLL tHS| 23 Qtof| EA|E 7[= O|0|X[E = AFSILIC.

O|0|X|E MX|3t = 22l TZMHAZS A|EEILICE.
a. it 1 HE Sst2t= HA|X|7t LIEfLEH "n"S S&LICt.
b. M2 MX|gt AT EQIOE AtEst2{™ HEEISt2H= HIA|X| 7} LIEILIH 'y E SSLICt,
TETEJI BAEH HE TZMAE ZCHeE ZH|7}F 2l Z{QIL|CL.
AAHIO| 2EIE [if Press Ctrl-C for Boot Menu HIA|X| 7} LIEtLEH Citrl-CE 211 Boot MenuZt HA|Z[H &

otA HATL O ATHE M™E|N J=X| &lstLCt,
. T EE | OADER ZEXEZ J}HZL|CH

a
b. printenv BHOZ $tA HA: MM StoIgiCt,

-

c. =t 5*7 FoflACH 2 MEE|0 UX| 2 OH 'etenvenvironment-variable-namechanged-value' BEO 2

2= MetroCluster 714121 ASA A4000{|A] O 12| H|0|EZ CIA| MEtEtL|Ct

2= & MetroCluster 24 0M FRU W H|E 2t2 3t 20f|= MetroCluster 22| X|8 A S
Tl = ASLICEH _'31':'4 O] AIO|E2| SVM(Sync-Source Storage Virtual Machine)O|

2t MEfjo|n 2 C|A3 Z0j|M HIO|HE NMsotes 782 HA 2F MEf2 E[ZE £
UA&L|CE.
0| &t 21 E MetroCluster A0 M EIL|C}

M
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X| 2HQIBHL|CE. "MetroCluster vserver show'

3. B3 =Hof| 98l £3ME|= XS LIF 00| 12{|0]4 0] 'MetroCluster check lif show o] 23O Z tZE|A=X|
solghL|Ct

4. MARQI 2EAEH0| = 2= L E0|A 'MetroCluster AQ| X' HES ALRSI0] AQX|EHS Ll THLICE.

5. AQIX|E =tfo| AR E|UE=X] ZRIBILICE 'MetroCluster show'
S AL "TH7| T - A X[ AE{O QOH A X|EH ZtAA0| { S| AlEH FZILICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H telo] 2R ELICH

o i i = —

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQX(HHE 2t=5H= O |.7_0| el Z2|= Z <L MetroCluster config-replication resync resync-status show
HHE A5 A Sl 7|E M| HEiE ehele = AGLICL

6. SnapMirror EE= SnapVault 7142 CHA| A BtL|Ct
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OKM, NSE % NVE-ASA A4002 =22igtL|Ct

otd HaE MEfSH S0f|= 2EE 7| 22| XHOKM), NetApp AEZ|X| 2 SSHNSE), NetApp
=& YZSHNVE)7f M StE A|ABID 2HAE CHA|S 2t OF SLICL.

1. OKM, NSE = NVE 7182 S)5t= Ol AA8E MM AH: NSE E£= NVEZF 2EE 7| 22|t &H g4%tEl
Z2 0| 2XE A= f Zixjet HHS SRolof LICt.

° NSE L= NVEZ gMste|n 2B E 7| 22|X7t 2MsteEl 2L 2 0|58 LIt Onboard Key ManagerZt
%Hgs*arEl 22 NVE K= NSEE S/ gLt

NSE = NVE7Zt ONTAP 9.601| CHal 2tMstEl 22 =2 O|STLICH ONTAP 9.6 0| &S AlichH= A|AFI0| A
NSE/NVEE S&lgtL|C}.

o
= 3|

Onboard Key Manager”} &4%tEl 22 NVE &
CHA|

1. 2£ 70|22 & HEER 0| HESLICE

2. Loader ZTEIE0| A "boot_ontap" HHS ARSI HAEEE 2EIELCL.
3 FOIBIL|CY,

rHI
>
fot

&2

fio
J

*ZE0| EAEE FR.. Y S =

LOADER HIA|X|7} A E LICH 28 070l A boot_ontap menuE HEE2E R2EFLICH

HES Cf7| = a. IETEQ Ctrl-CE YAFLICE

HIAIX]: Do you wish to halt this node than wait [y/n]? y=
olzdshL|C}

C. LOADER ZEIE0A 'boot_ontap menu' EHS 2IBiC}.

4. HE| i 50|l M &HZ HEH recover_onboard_keymanagers Qs T2 EQ| yE Q2det

O EXtE A2t mf o2 RE B2 2HLE 7| HE|Xto] Y= E UHAFLIC

[©2e)

- M HOIH S 2 ot2t= HAIXIZ} '—fEH-f“:' O Zxtef AI’S.* —'?'—EOHH et —.“?:1 tlolE{E ‘=’01 ""*l—llif

@ O| CI[O|E{= H ot 7| 2t2|Xt WY & = HOt 7| 2HE|X} 2EE show-backup EEE Sdl
EHE LI

e} CllOE{of off:
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0y A%

AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAACOVA
AABAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAVAAYHAVHOAAVAAVAAVHA
AVHAAAHABOHOAAHOAAHAAAHOAAHOAAHAAAHAAAHAAAHOAAHOAAAAAAAAHAAAHOAAAAH
AAAHAAAHAAAHAAAHAAAHOAAHAAAHAAAHOAAAAAAAAAAAAAAAAHOAAAAAAAAAAAAHAMA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAABAAABAAAAAAA . . .
HANPQMONrDRYRAISCVBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA

8. 2& 70|22 ME HEE2 2 0|S3}1 "admin"QE ZQIBLICE
9. 'storage failover show' @S AHZ3I0{ Ef2I AE S|/} HehE FH|Jt E[U=X] 2HQISfL|Ct

10. 'Storage failover 82t - fromnode local - only-CFO -aggregate true' B2 S AF235I0| CFOTH HIEHSIMA| 2.

=]
* CIAS0] 287} 2aotol ol Mot Fol7t WAIs [ATE 22K H2lots, il C]A3S w2
kx| ClASE 220 JcH= SLct,

© CIFS AI40] ®2f 0f HO| M3t A2 DX CIFS MAS B S SOISHAAIR.

M 4 AL

FF>

(D ciFss z=ste dolel

o MEL7} "EH| X 3" HEE Qls B 0| MIistH, NVMEMO| 57|32t mi7tX| 58 S¢t 7|CHLICE

> NDMP, SnapMirror EE= SnapVault T2 M|AZ 2l HHO| AIistH T2 HA S SHH|ELICH XtAst LHE2
e 2M HIHE &x HéMIQ.
11.

= &|™ 'storage failover show' 5!

0| &t % 'storage failover show'-gtet HHOZ U2} Hhet AEY
Al |9.

i

et
gol

CFO OiJ2|H|0|E(RE o a2|A|0|E %! CFO AE}Y H|O|E{ 0§ 2|H|0| E)2t HA|E/L|C,
12. 2& Al0|E22 A HEERE o|SYLICL
a. ONTAP 9.6 0|42 Adll Fol 22 Hot 7| 22X} 2EE S7(SHE ALt
b. Security key-manager 2 2E sync BHS Al CHS HIAIX| 7} LIEILIH S E =Bt
C. 'Security key-manager key query' ZE0|E 21235}0] Onboard Key Manager0i| M&E 2= 72| 2HA|
HI|E 2&olsta BE Q1F 719 'restored' column = yes/true@X| EHQI5HT}

(D) ‘restored(=#IEy 2ol Yes/true(Cl/zh 0l2l9l 2L 12 X2 HE0] SIsHIAIR,

d. 7|7} 2 AE MMM S7|2H W7tx| 102 F= 7|CHILCEH

Z& AH0IES HEH ZEEHZ O|SELICE.
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14. 'storage failover -fromnode local' @& 2 AFE5t0] EFZI ZAEE2{E CHA| HISELICEH

15. 'storage failover show' BEE AFE5I0] 2t2 = 382 SOt Hhet MEfE SIS,
208 = 7|20 2= E|X| o™ 12 X2l Elof| 2O[stMA|2.

16. %E'lﬁE‘I N IOEOE

T ETE0|A "net int show -is -home false" HHS QUS| 8 HEEZ 9l ZEO| = =2
QIE{H|O|A S LIHTILICE
QIE{I|O| AT} 2 LIEE[0] Q= AR false OlA 0|23t QEHO|AE & EEZ E|ZELICE ‘net int

revert -vserver Cluster -1if nodename HH.

17. 2& 70|22 & HEERE F7|1 rsion -v BES H&SI0{ ONTAP HE S SHlgfL|Ct.

=]

=
18. 'storage failover modify -node local -auto-gtet true' @S ALESI0] X5 Bt 7|52 six|st 2 0] gtet
Jlss 2t}

ONTAP 9.6 O|AfS AldHiSt= A|AEIN|A NSE/NVES 22I8fL|Ct
EHA|
1. 24 #0|=22 & HEE2{0f| HZTLILCL.

o
2. Loader ZEIZE0|A "boot_ontap" HHS A5t ZHEEZHE BEEIgL|Ct
3

* 250 EAE= B3Rt =y
209 TEOE 7EHA 2 o|SELC.
gtet Cho| 3. a. IIEL{ HEE2{0| 2a0I8t|C},

b. 'storage failover show' B2 AL3t0{ EfZl
AEE2{7t dretel FH[Jt E|}=X] 2ol gLt

4. 24 H0|=28 TtEL HEZ2{Z 0|535}0] 'storage failover back - fromnode local -only -CFO -aggregate true
local' BEE AHESt0] EIZ ZHEEZ AEZ|X|E Yot AL,

° L2330 F 7t Edsto] FHO| AoStHE Fof7t Aot CIAIE S2X 2 220k, WA C|AIE B2
mW7kx| ClA3 8 SR 22 s CH

o

CIFS Ml40] E2{ A0| HE0| Aot 22 U0f|A| CIFS MME EH= U

ol
o

—

fjo
o
o]}

FMAI2L.

(D ciFsg zaetw cojes 248 4 YL

° DIELJt "ZH|E|X| S HE2 Q1o BHO| ZIstH, NVMEMO| S7|=tE ti7tXx| 52 S 7|CHE LIt

(L.

> NDMP, SnapMirror EE= SnapVault Z2AM|AZ QI8 H0| AufstH TZM|AS sHA|EL|Ct XtASH L2
ST 2M MEHE *"_EngMQ_

5. 32 M 7|Ct2l = 'storage failover show' BHOZ M| AEH

=
o =
6. 22{AE A TE I EO0|A "net int show -is -home false" HHE Ql2sto] = A
QIE{H|O|AE LtFgtL|Ct,

r
Im
M
L]
e}
H
im
2
£Q
rr
rr
il
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OIE{H|O| AT} 2 LIYE|0] Q= AL false OA 0|28t CIE|HO|AE = EEZR E|EZILICH ‘net int

revert -vserver Cluster -1if nodename HH.

7. 24 Ho|2S A HEZERZE &7|1 rsion -v HHS AdisIo] ONTAP HE S &tolstLCt,

=
8. 'storage failover modify -node local -auto-2t2t true' S AFEsH0] XI5 Btet 7|52 siAgt 2L 0 vtet
Jl=S 2AstL|C}.

9. EMAH M IZEZEQ M 'AEZX| 2SS CIAT HA'S ALESI £3HE A

tm

gfLict.
10. Hob 7|-22[X} 7| 2| BHS AH8st0] 7| 22| MHol| MFE IS 7|9 7| IDE EAILIC

° 'restored' ZEO0| 'yes/true’?! B2, AHEX= 25 2EE|0 WK Z2MAE gt £ JUSLICH

° Key Manager type="external" % "restored" column=yes/true 0|2|2| A E 9t key-manager external
restore BHE ALESI0] 21F 7|9 7| IDE |7etCt.
() =aol amete D2 K2l ME(] 2IBHAAIR.
° Key Manager type="Onboard" % "restored" column = yes/true 0|2|2| 2L, E9t key-manager 22 E

sync BHES AI2810] Key Manager S8 S CHA| S7|ststrt,

Security key-manager key query & Z AF250] &= authentication keyOl| CHH restored column =
yes/true@!X| 2QIStC},

11. 2& A0|=22 IIEY HEE2{0o| AZARLICE
12. 'storage failover -fromnode local' 3@ S At&5I0 ZHEE2{E BEsHMA|2.

=
13. 'storage failover modify -node local -auto-2tet true’ FE S ARSI XH3 et 7|52 diAst 2 0] et
Jlss 2t}

ZIof 7t St HES NetApp-ASA A4002 2 E|SZIL|Ct

7|E2} et MSE RMA X|EHo| €8 E tHz 2FI Llist 25S NetAppol| BHatelL|Ct S
HESHIAR "F& HHE 8l I, WH" HO|X| S EZSHAIL.
MAl

MAl wH 72 - ASA A400
MAIE wA|ote{H ot AEES] BE5S &€l MAOA &4E MAI2t S ot | A
MAIZ s HOF ghLCh,
AABQ CHE RE 714 247t SHIEA ZSslof ZLICH 2FX| @2 B2 7|s X Mol Z2[o0f BTt

+ O] MAHs AASIOIN Xgiots BE BITO| ONTAPOIA AFRE 4 AUBLIC
+ o] Mt FEt

=2

=

= HFAHSE A
STo| e =+

MELICH 2l E 22{AEQ ZR 2ot MH|A SHHE JYSIH TS & SHARQ Y7
olAL|C}
A H .

ZHEED ZZ - ASA A400

TG0l Mot ZExtof Wl AESEE SRotHLE &24E ZESE S oA L,

—


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma

S 1: MAIE uNE o HEEHE SEYLIL
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* BZ S1A "Active IQ Wellness 22! 2l Qal" A|AEI 1M @A9| LEDQ} ZH2 x| A|AEIY Q)

it
of
N
al
=2

ONTAPO]| Cligt 2& 2t2|X} XtH SHYL|CE

* AEE[X| d2OE AH8SH= E 2 NetApp 2EE 7| 22|(OKM) 22 A FA| = £2

* 2t AEE2{0f| et SP/BMC A~ 7Hsd

D= S20|AUE/SAEN|M NetApp A|ARS| T|O|E{0f] HMASHK]| RS F SLICE

A ARIO| FabricPool 22I2E AZ2E AMEE|= NetApp StorageGRID = ONTAP S3¢21 22 £
EZSHIA QR "AER|X| A|ARIS HHXHoz ZEot MS HLICHHZE *e“:c'i'kl" o] EXIE %‘3*

-IF

=
N SEMel AE2X AL dFME FXSIHUAL.

SSDE ArE7dt

< &) SSD 24 A2l 274 0|4 Helg B
49 E2ojlE 1

d0

@ FlexArray 2E2[X| LUNS AIE3t= E2 O] XS &St = o A|A=0f tiol| =Y S=2 A=

07 oy

2 2 AESHIAIR "SU490: (T
U Go[E] 24 §/HES MBI’

* ONTAPE A|AHIS| HE 2E|AZ 30| =7fL|Ct.

=2

A
=

rr
rin
ook
o

7|=0H L.

CH
1. SSHE Sdlf 22HAE0| 2OQIsIHLL 2Z 2& H0|E1t ¥ E/2ES A0 2 AEQ 20N
ZI0olgtL|ct,
2. AutoSupportE 1111 A|AHRI0| @I 2tol HEiZ & HOE O ME|= A|ZHS EAIRLICH

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

DE LE9| SP/BMC T4 2H9l:

system service-processor show -node * -fields address

S22 22 SELICH exit
O[T THAIo] 2H0f| LIEE ==9| IP A5 AE3t0 SSHE Sl SP/BMCO| 2 1%8fL|Ct.
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6. 2HAEQ BE LE JX:

system node halt -node * -skip-lif-migration-before-shutdown true -ignore
-quorum-warnings true -inhibit-takeover true.

StrictSync ZE0| A ZS38t= SnapMirror SynchronousE AF26tH= 22{AE9| AR: system

(:) node halt -node * -skip-lif-migration-before-shutdown true -ignore
—-quorum-warnings true -inhibit-takeover true -ignore-strict-sync
-warnings true

7. 22{AEQ| 2 HEEHO| Ccl *y * E YHELICH warning: Are you sure you want to halt node

"cluster name-controller number"? {y|n}:
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2. Ats BH7F LUY =X o 20of| w2t CHZ HO w2t TidetL|Ct.

HEED &4 6R L

It ASe= et ASLIC CHE HAIS Tl SfL|Ct.

tXiso= Mt K| SpASLICH HY HEES MetroCluster BH| 7|52 Sl A= e EH S22
ABHSIC}
T o

34


https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/return-seds-unprotected-mode-task.html
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HEED

FH

R%E JEHA...

ot IS0 HMete x| ek, 72 HAXIS AESD THst A2 2HS o2 = O
St

'MetroCluster switchover' HHOE A|LSIMA|IQ. 2HE HES 4+ gl= 22 7= X[ EA0| 225 AI2.

Hets Ao H, ALK 7}
HEEASLICH

eyl S AE{0M 'MetroCluster 22 THA| A BES 2&5H0] HIO|E| O22|A[0|EE HS7|=t&fLITt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X R7t AR E|H override-vetoes' OH7H H3
MERX O] HE A8t E R AAHIR

a

AFE310] 'MetroCluster 2tal' §HEE MHAHY = AFLIC Of
t

A=
= =
ST AYE YRS ZE AZE H|QlS M olgtL|Ct.

4. MetroCluster operation show H&Z A2t £ 0| 22|} =X| &QlgtL|Ct,

0

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

S. 'storage aggregate show' BES ALE35I0{ 0iI2|H|0|EQ| AEHE SHQISHYA| 2.

6. MetroCluster 2H2l | R E 0 32|#|0| E( heal-phase root-aggregate) BES AI25I0| £ E 0f12|AH0|EE

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes RAID
Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid dp, mirrored, normal...

™t

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™H -override-vetoes DH7HEHEE A
MEfX D7 HA-E AFRSHE B2 AIAH2 57

O
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7. CHA 22{AE0| A 'MetroCluster operation show' HH 2 AF25H0] 2t 20| et 2 |} =X| QletL|Ct

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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b. 3 XIS AHE3H0] TZ X7t HS3H7| AZF W7tK] AEER] ZES AA[0]] THEHS| 2of E&L .
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f. LOADER ZEZE0|A BYES 2250 PCle 7t= U 7|Et M @A E ChA| X7|3t8fL|CE.

g- RE ZZNAE B 'Cirl-C'E =8| 20 ZEZEZ 2RO
AARIO] RE Mmool M= 32 ZEHZ S#RISH= 83 MEgLCH

4. O|™ CHAIE Br=5t0] A AHAIO] & Bl ZHESE{ S AX[eL|Ct
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7| EQt 8H M2 E RMA B0 MHE CHE AjA|2] HA MEHE 2ol n Eof7t BhAs HE
NetAppdi| Et2t6HOf ShL|C}.

o

1A A2l HA HEHE 2helstn BTt

=

MAIS] HA HEHE efelstn 2ot F2 A|AH 20 JA HENE HUT|o|Edtof fLICt.

1. R+ ZEQ HEER & T otLIoAN 28 HEEY ZE U MAI2| HA 4EHE "ha-config show"=
HAlSLICH

HA MEle BE M QA0 CHsl| Ssof Shi|Ct.

2. A{AlOf| CHaH FEAIEN AJAE] MENZE AJAR 0t LX|SHK| @b E R

a. MA|S| HA AEHE "ha-config modify chassis_ HA-state "= A& gtL|C}

HA-STATE_ Q9| 242 CtS & StLIY & JSLICE

.

. oI_
= mcc

= mcc-2n

* 'meip’L|Ct
* H[S}

b. Q0| HF=|A=X| &letL|Lt. ha-config show
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3. OFZ] CHA| SHX| QAQUCHH LIHX| A|AEIS CA| MSHAMAL.
4. AAH! QFHO| M-S CEA| AX[EHL|CE,
2CH7: 21 E MetroCluster T1A10| A 0§ 12| H|0| ES ChA| FEHEL|C}
2= = MetroCluster A40|A FRU WX S 223 S0|= MetroCluster A 2| X|& X

HH
B |
0| AFO|E2| SVM(Sync-Source Storage Virtual Machine)0| 24 Atefo|n 2& C|
THE MY 2 MEf= = E  YSLICH

e+ ASLICEH 24{H
E0|M ol E HMSdt=

O] 242 2. E MetroCluster 40{| 2t HEEL|C}.

|

1. RE CJ} "enabled" AE|(MetroCluster node show)di| Q=X| &tQlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

= SVMOUIM M ES7|2t7t 22 =} =X 2HlBtL|Ct. 'MetroCluster vserver show'

T o] 9|8l == Xt LIF 0to| 12j|0| M0| 'MetroCluster check lif show’0l] A2XMOZ A2 | =X|
ol
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- AKX 20| b2 E|U =K 2IBLLICE 'MetroCluster show!'

SHAETE Y| & - A9 K" HEfof AT AL K| ZHAHO[ K TS| Al SYLICEH

-

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAEHZHEY SEio ALH ALK ZHI0| b= E LT

- 1
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cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

AQX(HE 2tZ5H= I1‘|| |ﬁ0| 22l Ze2|= &2 MetroCluster config-replication resync resync-status show
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...

0 mccl-a2

6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

S A 3= A8
Oi22[AIO|ES +=FeLICt,

mcclA::> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful
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mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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oHA|
1. refacement_node’} LOADER ZEXE(| UYX| ROH A|AHS LOADER TETEZ FLHEHLICE

2. Healthy nodeO|A] A|AEI A[ZHS =tol

%

LIC}. cluster date show
gamel A7 FHE AIZIHE 7|E2 2 FLct.

3. LOADER ZZIEO0||A, replacement node:sHow date2| LM} A|ZHS SISIAAIQ
a9 AZH2 GMTZE M gLt

H| . E0| LUH(GMT)Z 'SET DATE. MM/ddlyyyy '2 A stL|Ct

H 29| A|ZtS GMT T2 2 'SET TIME_hh:mm:ss_'Z M&EEIL|Ct

6. LOADER ZEIZEO0f|A replacement_nodel| Mt 8l A|ZHS &tQIBtL|Ct show date

=0 A A[ZF2 GMTZ S EL|C

20| AE S ZE2| HA HEIE gelstn HggiLict

l

1. M HEER 2EQ RX|E4 BEOM BE FHRATH SYSHHA MEH ha-config showS EAISH=X| helgtL|ct
HAAEH= RE LN Q40 Cisl SYsloF L|ct.

2. AEEZ ZEO| TAIE AAE MEfT AAHI 43 AX|SHK| o™ HEEE] HE2| HA #EHE "ha-config
modify controller ha-state" 2 MHgrL|C}

HA &EHQ| 22 THE & otLte o= ASLIC

o -6-'.

° mcc

° mcc-2n

° 'meip’&L|Ct
o H|s}

3. ZHEEZ DEQ| HA|E A|AH! ME{TL A|AH M0 UX[SHX| ko™ HEEZ] 2E2| HA AEHE "ha-config
modify controller ha-state"= A& gHL|Ct
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1. A|ARIS CHA| R CH
2. 2 AH83t0f #|0| 20| SHIEX| =RIRtLICH "Active 1Q Config Advisor".

a. Config AdvisorE CHR2 2E5tD AX[gfL|Ct.

b. T A|AHI0| et MEE 2293t Ot 0|8 T & 22T
c. #olz A& E.*% Szlotrhs EHE =0 |§.”-Ilif EE A3 Aot HAED 2= C[A3TH S0
EAE =X

d. sig e 221510] CHE 70| =2 22I$t CHS Config Advisorl| 32 2HolgtL|C.
2CHA|: CIASE TS|t

AEZ|X| A|ARIO] HA Y Lol = 22, BAL BE Al H M HEEZ ZE2 AAH DI XISCE
ClA 30| EZELICE replacement_controller % SEIg o A|A"R D HES 2ol CHE HFO| AAHE|J=X]
stolsjoF gL|Ct.

O b= HA WollA ONTAPE A&sH= A|AHI0|TH HEEL|Ct,
1. replacement_controller’t RX|E HE(™>" TELE FA|)Ql 22 RXE+ HEE B850 2 TEIXEQ
"halt"2 0| S&fL|C}

2. system ID mismatch: boot_ontapZ 2l A|AE! IDE A [SI2t= EI1|)\|7(|7f HA|=H
_replacement_controller®] LOADER Z2XE0|AM ZHEERE BEISIT yE st}

3. replacement_controller 2&0] 'Waiting for Bt ' HIA|X|7F EAIE mi7tX| 7|CH2l = HAXOl HEZ2{0|M M
IE L] A|AHE! D7} AFS O 2 X HE[Q=X| E.F.O_IE.*LIEF. 'storage failover show

HH Z2H0||= 24E AEEZ{OM AAH”H D7} HAZQUCHE HIAIX|QF EHH SHHE 0T S A ID7} EA|=|0{0F
SiL|C} CHS G0l A node2= WHIE HE M A A|AH! IDZ} 1517597061 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

a. g Hst £F 'Set-Privilege advanced’ 2 HZATIL|Ct

03 RES & ZMsiats K7} LIELIR Y2 ST 4 J4LC 18 RE Z2TE}
LEEFEELICH*S).

b. @E I HXE XZELIC. 'system node run-node_local-node-name_partner savecore'
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c. Higt M S AMESET| Fof| 'avecore' HEHO| AF E W{77}X] 7|CIE|MA|L.

Lt HHE S YU=SI0 savecore BHQ| 71l MEHE ZLIEHZE = J}FLICE 'system node run-node_local-

node-name_partner savecore -s'

d. admin H3t +F O 2 S| 'et-Privilege admin’&JL|Ct
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6. AEE2{E CHA| HSELICH

a. MAXol ZHEZE2{0|M H|El HEZ2{9| AEE|X|S CHA| H2ELIC. 'storage failover Bzt -
ofnode_replacement_node_name_'

replacement_controller?t AE2|X|E CHA| 7142t £ &

o

A=RLCH
AARID ELXIZ QI8 A|A- IDE FAISI2H= HIAIX| 7 LIEFLIH yE {24sHof LTt

(D) 7120 Hesp AeHs yEole
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y 1 —

'storage failover show' B&E2| Z210j|= TtEL] H|A|X|0|A HAE A[AR DI} EEHE|X| 9400k BHLICE.

7. CIASTL M2 SYER=X| 2QISL|CH 'AEZ|X| C|AT EA|-ARH
_replacement_controller®ll £5t= ClAT = M A|AE! IDE EA|SHOF SL|CH CHS O[0A= == 10| A K%t
C|AZ0| A AJAE! D 18737752770] EA|EIL|CE,

nodel> ‘storage disk show -ownership®

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool

1.0.0 aggr0 1 nodel nodel - 1873775277 1873775277 -
1873775277 Pool0
1.0.1 aggr0 1 nodel nodel 1873775277 1873775277 -

1873775277 PoolO
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8. A|AHIO| MetroCluster 71491 AR ZHEZ2{ AEH 'MetroCluster node show'S 2 L|E{2I$HC}
MetroCluster TAIS A AlEHZ E|S2|2{H M| S 2 2 M Z2|H, 0| 2L Zt AEE2{0] TAE AR}
HAEH DR O|220| M3tz HA REJL HAIE LIE} MetroCluster node show-fields node-systemid E&
E32 MetroCluster 70| & HEIZ SO0 W7HX| O A|AH IDE HAIRLICH

9. #A

E
1=
o
7=|_|_

E2{7| MetroCluster TtA40| = AL MetroCluster AEHO| L}2} 212 AL X7} XHsH ALO|EQ] HEZE21{Q!
DR Z ID ZEof ClAZQ| {2 ARQX7L EA|E[=X]| 2HQletL|Ct,

Cts & Z210| 2F &l 32 0] Zo| LT},

° MetroCluster 70| T2t 2EfIL|C}.
° replacement_controller= sl AO|E0]| U= ClAT Q| oIxlf AFXHALICE.
"4=E MetroCluster 40| A HA E|0| 32t % MetroCluster A2|X|2H F0f| C|A3 ARAO0| HAEL|CH"
10. A|ARIO| MetroCluster #4401 B 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’2

TEE0] J=K| ALt

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t AEZ2{0]| CHl o A== 2F0] 'vol show-node-name’@X| ZHQlgtL|C}

12. HEE A| X} E|O|22H 7|52 AH8SHA| R E HHES 22 MY HESZ0||M ZH2I5HAIR. 'storage
failover modify -node replacement -node -name -onreboot true'

AARIE MM RFCE S151HH NetApp Storage Encryption +&(E a3t 32)2 S/t

M AEE2{0| ciet 2to| A E MX|ot = F|E2t &H HSE RMA X[ & dHE CH2 Alofst

HIS NetAppl 2 Btetsl{of Shi|Ct,

1CHA|: ONTAPOA wH| ZAEE2{0f| Cit 20| MA S MX|EL|Ct

ZOW7H ot L EJF HE(E EY) 2t0|MATF Heot ONTAP 7|s 2 2l A2 replacement_node0]| Cist
2 —

t
M 2to|MIA S MX|sofF BrL|Ct EZ 2t0o|MATL Q= 7|52 B2 %EMHP_I 2t 20| 7| S0l Chet XkA| 7|7} Qlo{oF
SfL|Ct,

Of Zroi| Chat
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlgtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X| 2HQIBHL|CE. "MetroCluster vserver show'

3. B3 =Hof| 98l £3ME|= XS LIF 00| 12{|0]4 0] 'MetroCluster check lif show o] 23O Z tZE|A=X|
solghL|Ct

4. MARQI 2EAEH0| = 2= L E0|A 'MetroCluster AQ| X' HES ALRSI0] AQX|EHS Ll THLICE.

5. AQIX|E =tfo| AR E|UE=X] ZRIBILICE 'MetroCluster show'
S AL "TH7| T - A X[ AE{O QOH A X|EH ZtAA0| { S| AlEH FZILICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H telo] 2R ELICH

o i i = —

cluster B::> metrocluster show

Cluster Configuration State Mode

Local: cluster B configured normal

Remote: cluster A configured normal
AQX(HHE 2t=5H= O |.7_0| el Z2|= Z <L MetroCluster config-replication resync resync-status show
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6. SnapMirror EE= SnapVault 7142 CHA| A BtL|Ct
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-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2

raid

6. MetroCluster

_dp, mirrored, normal...

bl £hA

=2 E
=E

E 04 12|A|0| E( heal-phase root-aggregate) EHES AtE35t0] FE

stel i =
oja2|A0|ES HBILICt

mcclA::

:> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful
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:> metrocluster operation show

Operation: heal-root-aggregates

State: successful

Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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X2 2 E MetroCluster 8 0f| 2t HEElL|C}.

1. @E L E7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery

2 entries were displayed.

2. RE SVMOUIN TS 7|347t bR E|RA=X| 2lBtL|Ct. '"MetroCluster vserver show'

3. 83 zH0of| 9ol £3ME|= XS LIF 00| 12{|0]40] 'MetroCluster check lif show o] d3HMOZ AZE|A=X|
sfolstL|LCt
4. Al S AH U= ZE 20N 'MetroCluster 22| X[HH' HHES ALESI0] AQK|MES e BiL|CE
S. ALK =tf0| 2tZE|RU=X| ZHeletL|Ct. 'MetroCluster show'
SHAETZL Y| & - AKX HEfof| A M AL K| ZHA0| K TS| HH SULICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
SHAETHF HEjo] ASH AQ{X|E 0| 2tE ELICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal
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6. SnapMirror EE= SnapVault A4S CHA| A& SHLICH

7TEHA: o7 Zdet 252 NetAppo| ghet

7|E2 o MSE RMA X|Eof| 2HE 2 QFIH Zdst RES NetAppOf| HHtEfLICH & HESHIAR "5

SLAI, WA HO[X|§ HZSHA|IL.

@ W RES MAOIAM 22[et = 28 O|LHOf| WH|3OF SILICH A|AR Z7] SE0| SHE| BtE K|
BEE 28 20| ZEE 2E E= 250 S=EELICL

CtZ OfL(mold, O = 7|5 BHAIE MESHH M RES St 28T - ASLIC

OfL|cHlo|M - ME wA[ehL|Ct

sh= ol AlZto] @2 Z2|= A2 MetroCluster config-replication resync resync-status show
7 (o]
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tApp Storage Encryption2 At83t= 22 2| X[Ho| w2} MSIDE A ™sHof EL|CH "SEDE ES =X
£ ZEE F[E2|= SYLLCH.

rOZ

* SAN A|ABIS A8SH= B2 O|HIE MIA|X|E &HQI8HOF BLICt cluster kernel-service show)
=4E HEED SCS| £8[0| =29 2. E S=gL it cluster kernel-service show BE2 L

O|F, o =2 A& HEll, oie =2 7184 HEl 8l alie ==9| 25 HEHE EAIFLICH

2} SCSI £3[0|E T2 M AE SHAE Q| CIE =0 BHH HZHo|| QLo{of BtLICE nASE XIgst| Hof|
£ =HIE s ZsHoF gLct.

* O 27K Ol ¢l 2HAE T A= 2 FE 0 AOF BfLICH S AE 7F =0 gL o HEEE

Xt 5L Efoil ol FALSEZL EAIEIE B &4 HEEE S=PY| Mol 2H S SHZ8HOF L ChE X)
"= 2T AE ST|SHRLICH

|

1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
gEetetL|Ct

() x5 uas vzysBIALIL Tt EASR y'E gt

3. 2HE HEEDE R ZEIEZ JINHIHYAIR.

EHE HESHI BAE = s
=
o

LOADER MAIX|7} EAIEILICE  CHZ THAIZ Ol SELIC.

gket o] 5. Ctrl-CE +E Ct3 H|A|X[7} LIEILIH yE FELICH

AMABIIEDE L= Qs MMl ZEE8 'storage failover takeover

ZISIE -ofnode_impaired_node_name_'0flA| &4 El HEZE2E Ql4-6t7Lt
STheLct
4 E HEER 0| 7|28 S J|Ci2|= ... O] EA|E[H Ctrl-CE F8
Chs yE SEHYLICL

> o

M 2: HEEZ7} 2 E MetroCluster0| Q! &L|CH
MNEI ZIEERE Z=ol2H HEEDY MEHE 2Qlstl, HRst 22 HEER MRS Moo MAHol
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1. MetroCluster AEfE 2215104
Mete| Q=X gl ot

-

2. X5 EA7h LER=X| o0

7t AtSC = M| X| 9f,
'MetroCluster switchover'
FHOE MeAZS AT,
AKX I HEE|ASLICE

MS7| =t ct.

controller A 1::> metrocluster heal

—

oj7t A HES2YTL SO WA ZE

et Che mol| whap ElsEtL|C).

J2{H...

ChE EHAIS TAgLICt

> 0
0°I* 0>
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=g MKE

t ZAE Z2{ MetroCluster %

L
—_

A 7152 Sl Al

HEH HAIXIE AESHD 7%3._*
ANZSHHAR. ZHE HEE =

OISHMA| Q.

MSot== sH{of LICt.

SEDE 23 E|X|
E3t NetApp 253t 7HR".
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74 £0{0f BHLICH,

-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
O MEHM Of7f HA-E ALSsHe B2 AlIAEI2 57 RS

4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH

S AHE3H0| 0 12| AH|O| EOf 2Ef

—
e ZE2

3. Faxel 22{AE0M 'MetroCluster 2t THA| A BHES MASHo] G|0|E O 22|AHO|EE

etroCluster 2tl' HH S R AlsHEt
HX|ste RE ATE HQIS MAES

E£2{(MetroCluster show)2
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6. MetroCluster

7. CHAH 22{AEO0| M 'MetroCluster operation show' E@HS AF25H0] 2t 20| 2t Z £ Y =X 2HQIStL|Ct,

controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online 0 mccl-a2
raid dp, mirrored, normal...

19l £t 2E

0§ 12| #|0| E( heal-phase root-aggregate) B S A5 R E

stel i =
oja2|A0|ES HBILICt

mcclA::

:> metrocluster heal -phase root-aggregates

[Job 137] Job succeeded: Heal Root Aggregates is successful

X[R7t HEE|™ -override-vetoes IH7HEH ~Z AF25L0{ 'MetroCluster 2H' HHE S A AHS £ ASLICE.
28573

O MEAE Oj7H HAS ALBOHE B AlAH

mcclA::

=
A2 57 HYS LRots ZE 2T E H|QIS [Fo gt

o
—_— 1

:> metrocluster operation show

Operation: heal-root-aggregates

State: successful

Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

20 AEER ZES 2Lt

HEEZ ZE URO| FE220 AMA5HHH MAOM HEZ2 ZES E2[6H0F gL

1. OF2 FX|E[X| 42 ZR SHIEA| FRIBHUAIL

2. MY 70|12 1 HX|E Z2let ChS TE 32 FKXI0M A0S 2Lt

3. Alo|E& Al0|2 2| KXo HAsts T3 U FTE AEMS E O3, 70|50 HAE KIS FHEIHA
HEED ZS0|M AL A0l St SFP(E RS 22)E 22l Tt
A0S 22| ZKX|of| A 0|ES HAH FH A 0|= 22| HKIE CiAl X mf A|o[=0] He|E Lt
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O. UE EF KIS ot 2 £ E ChZ F XIS SAlofl of2i= SELICE
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f. LOADER ZEZE0|A BYES 2250 PCle 7t= U 7|Et M R4S ChA| X7|3t8fL|Ct.

g RE DZEZMAE ZTHSIL 'Cirl-C'E 521 20 ZEZER REHL

o

AAEI0| e 0N AL 29 2O Helsts M2 MEELICH

ZIEED| 252 etet L3, AtS BHeto] ThA| ALSE| =5 A 7sH{of LT
1. 2o w2t A|A-—S ChA| AZ LT
O|C|of AHE{(QSFP = SFP)E 22[¢t 32 d® #0I=S AMEdt= 32 ChAl 2X[8tof L Lt

2. AE2|X| 'storage failover back-ofnode_impaired_node_name_'S HMIZ6t0] ZEZ2|E Mo ZHE MEfZ
E|E2Lct

3. At= dizto| v MstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A BtL|Ct
6CHA|: 2. E MetroCluster 740l A Ol 12| A|0|EE CHA| MetgtL|Ct
2 E MetroCluster #80A| FRU W HIE 2t= 3t 20ll= MetroCluster 29| X|HH £t S falSh 4 Q&L O2{H
A3 E1

o
0| AtO|E 2] SVM(Sync-Source Storage Virtual Machine)0| &4 &Ejo|11 24 C|A3 F0i|A OB E M3 dt=
T2 Y 2 YHZ B[S + AL

= T A

0| 22 2= E MetroCluster A 0f| 7t M ElL|C}.

ChA|
1. BE L CJ} "enabled" AEll(MetroCluster node show)di| Y=X| rIEtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

o o

Mo >t
otrie

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status
aggr b2 227.1GB 227.1GB % online 0 mccl-a2
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[Job 137] Job succeeded: Heal Root Aggregates is successful
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Operation: heal-root-aggregates
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Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
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Group Cluster Node State Mirroring Mode
1 cluster A
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1. MetroCluster 4} H% Solsto] Eolf7t A= HEERZ 7 SO E A ZAEE2{(MetroCluster show)E
T 3hE| Q1= X| BFOISHL|C}

2. X5 EA7h LER=X| o0l 2t CHS FOl| okt T BLICE

HEED &d 6E S s
It Xse= HEE|ASLICH ChE EHAIS TIAELICt

-

F ZAIEE2] MetroCluster | 7|2 Soll A= E HH| S22
,_H:

>0z
o°=* 0

—_—

7t XEo= HBEX| 41, HEH HAIXIE AESHD 7ttt 32 2HIE diZet = THA|
'MetroCluster switchover' ANESHUAI. EHE SHEE £ e R 7= X 2AM0
HHOZ M2 A=, FOSHYAIL.

A X[LMIE HRE[R}SLICH

3. Fax el 22{AE0|M 'MetroCluster 2t THA| A BHS MASHo] H|0|E O 22|AO|EE
MS7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

etroCluster 2Hel' HHZ MAIS 4~ UELICH
21 Xoig giX|st= B E AT E H|Q12 XA Q| gtL|C},

-

K27t HEE|H "override-vetoes' Ii7H HEE ARSI !
O MEAX {7} HLE ABSH= 2R AIAHRIR

—

pN3
A

2

4. MetroCluster operation show HHS A3}

1%

Of A= E|A=X] Sl BtL(Ct.

=

controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -
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9. 'storage aggregate show' HEZ2 A2t O 2Z|AHO|EQ| MEHE SQISIAMA|L.

-

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
O DZ2|AIO|EE +FELCt,

od

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

St0{ 'MetroCluster 2H' HH S MAAHSH &~ JASLICE.

X|R7t HEE|H -override-vetoes DN7HEH LS AL 3 =
AR 27 HAS WSt RE ATE H|QIS K™ olELCt,

O MENM OiJH H4Z AEBHE HD A2

7. CHA 22{AE0| M 'MetroCluster operation show' BHE A28t 2Hel XH10| b2 =Y =X| 2HelstL|Ct,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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6. X5 gtzto| H|ZM3tEl ZL 'Storage failover modify -node local -auto-g2tet true’S CHA| A& BtL|Ct
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3. X+ gteto| H| 2 M3tEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& EL|CH

7CHA|: 2 E MetroCluster 720 A O 2| H|0|EE CHA| MetetL|Ct
2= MetroCluster 4 0|A FRU 1H|E 223t Z20|= MetroCluster 22| X[ S 2~
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal
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of FP FQI 7| ZMO| MefES olgt & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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1. AutoSupport7t Z43}t=l AL 'system node AutoSupport invoke -node * -type all-message
MAINT=number_of hours_downh' AutoSupport HIA|X|E SZ5t0{ Xt5 H|O|A MM S AX|ELICt
CHS AutoSupport HIA|X|= 2A|12F SOt AFE AH|O|A MMS AXIZLICH clusterl:> system node
autosupport invoke -node * -type all -message MAINT=2h

2. M0l HEER{9 240N 'Storage failover modify — node local - auto-2t2t false’S AH52 2
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controller A 1::> metrocluster heal
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-phase aggregates

[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7} HEE|H "override-vetoes' D7} HES ARSI
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4. MetroCluster operation show

S AE510] 20| 2= E[U=X] 22l

controller A 1::> metrocluster operation show

Operation: heal-aggregates

State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56

Errors: -

d. 'storage aggregate show' BH
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controller A 1::> storage aggregate show

Aggregate Size Available Used$% State #Vols Nodes
RAID Status

aggr b2 227.1GB 227.1GB % online
raid dp, mirrored, normal...
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6. MetroCluster 2t2l £t 2 E 0 32|7|0| E( heal-phase root-aggregate) &S A5 2E

stel i =
oja2|A0|ES HBILICt

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful
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7. CHAH 22{AEO0| M 'MetroCluster operation show' E@HS AF25H0] 2t 20| 2t Z £ Y =X 2HQIStL|Ct,

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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7. LOADER ZEIE0|M BYES 2235l0] PCle 7= X 7|Et 74 QA4S THX7|315t0 HEEZHE HRELHLIC
A

8. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M23t0] HEZ2{E HA 25 AE( 2
E|E2Lct

9. At= Hizto| H|ZMstEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& BtL|Ct
5CHA|: 2. E MetroCluster 740l A Ol 12| A|0|EE CHA| MetetL|Ct
2 E MetroCluster +80A| FRU WHIE 2t= st 20ll= MetroCluster 29| X4 £t S falSh 4 QU&L|CH O2{H
A3

0| AO|E2Q| SVM(Sync-Source Storage Virtual Machine)0| &4 AtEjo| 1 2 [ Z0|M HIO|HE HMBst=

THE Y 2T JHZ £ = ASLICL

0| 22 2= E MetroCluster A 0f| 2t M ElL|C}.

ChA|
1. BE L CJ} "enabled" AEll(MetroCluster node show)di| Y=X| rlEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 2| Y =X 2HQIBHL|CE. "MetroCluster vserver show'

T o] 9|8l £ k|= X}= LIF 0+0| 12j|0| M0| 'MetroCluster check lif show'0l] AZHOZ AR E|A=X|
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4. MMl SHAH| Y= ZE LE0M 'MetroCluster 29| XU HHS AL S| A|X|US ~aHBtL|CE
A N

|8 = 0| b2 E| U =X 2HIBtLICt. 'MetroCluster show!'

SHAETIHTT| F - 290X HEHOf| ASH AL K| 20| o T5| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback
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cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

BS et she o AlZHo| @2 Z2|= AL MetroCluster config-replication resync resync-status show
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6. SnapMirror LE= SnapVault A2 CHA| M&EEHLICE

6THA|: Foli7t Zdst RES NetAppof et
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