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HEE2{9| e0S(e0M |) L EO| Z20| Q=X golstn, 2HE 7| #2|XHOKM) Ei= 27

[ |

7| 22| XHEKM)7t 2430 QJ=X| 2Heldh= 20| ZHElL|C

AHS K 0|C|0] BT TRA|AL ONTAP 9.17.1 O[Ol KBt XU EILICH AE2|X| A AofA O[F B{X S| ONTAP
A 501 29 45 RE 27 HA

* Holizt Zdst 71 242 NetAppilM Mot 2zt S2et 82| WA FRU 718 242 WH[SHOF BfLICt.
7 A

o o =
+ ANE HES20| cOM(HIA) ZEIL HZE|0f YT 2R} Q=X HOISHHL,
eOM EELE X5 K 27 I2N|A S0t & HES2| 7t SN0 ALBELITH

* OKME| 24 Z2{AE| HA| 5ot el ¢lo|E{7t Wsh|Ct
* EKM2| 29 THEL - Sofl A S Thle] ZA=o| HRet|ct,

> [cfcard/kMIP/servers.cfg I,
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bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
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bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
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bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html

° /cfcard/kMIP/cert/client.crt TF.
° [cfcard/kMIP/certs/client.key It
° /cfcard/kMIP/certs/ca.pem I+,
* 2HE RE OO0 E WA M= SHIE HEER0| BHEE MSH= 40| Z2ELICEH

o _SME HESR = QX B2IS $¥oln Yk HESALICL

r

Xt £ 0| 572 23l ZIESR S= - ASAA400

XS 28 0L S5 T2 M2 YKot A AH- HH S FXISHEH ASA
A

AMO*EﬂﬂM*HWH MEl ZHEEY

Its 28 0|0 57 TEM|A= ONTAP 9.17.1 O| 40 M Tt X[ R ELICH AER|X| A|ARINA O HHT 2| ONTAP
Al Zol AR "4+5 HEl 23 MK},

EME ZHEERYE ZEoIHH HEEY MEHE 2Qlst, HRst 22 HAXNI HEERH I &4E HEEY
AEE|X|0|M CIO|EHE A& MY & JEE HEEZHE Q4oljof BiLC.

O =i CHaH
* SAN A|AHIZ AL2SHE ZQ 24 E ZIEE2] SCSI 20| =0 Ch$t O|HIE HAIX|E &Ql8H0F cluster
kernel-service show &LICt. priv advanced ZREO|A HHZ AHAMSIH “cluster kernel-
service show 8l mEO| LT 0|22 AEHQILICH it L of 7H2A AFEY B! Tt L Cof XHE AMEf7}
HA[ELICE

2} SCSI 23[0|E T2 M|A= S2AHQ| CHE =2 e Aol Lo{of SLICH WH|E TS| T 2=
=HE sl Zsliof LICt.

* LLETt 271 o| Aol E2{AETt 'E < o lojof FL|Ct S2{AE 7L | AL MA HEE2{0f| XtH U
AEHO]| CHSH FALSEZL EAIEl= E —’.E el ZEERE ZE617| Mol 26E sHZsoF ELCHEX) "= E5
S2{AEQt S7|StetL .

CHA
1. AutoSupport7t ZM3}tEl AL AutoSupport HIAIX|E S ZE5I0{ X5 70| A MM S AX|EHLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHS AutoSupport HIA|X|= 2A|12F SOt A& AH|0|A M-S AX|gfL|Ct.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. Yo ZESD O 2&0M TS FTS LM K.

storage failover modify -node impaired node name -auto-giveback false
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Btet o] &... Ctrl-CE +E ttZ HAIX|7t LIEILIEA yE FFLICH

AMAROEODE = Qo TEDE  HYXQ HEER M &4E HEERE UASHAHLE SXIELIC

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|LICE.

s B8 532 2[5t 28 0|0 1Al - ASA A400

ASAA400 A AEIS| 2 O|C|ofol= E ’E%IH N 78 HOE{7t MZELICE A
ZIZN20= ZESY EES MAHst2 81, &4 RE O|C|0{E MA st HAESH Z=0f

uHM 2E DI E EXI O, HESH E =2 LAl BX|5t= 2fH0] ZHEL(C.

— 1 d

& O0|C|of 57 T2 A= ONTAP 9.17.1 O| A0f| AT X[ A EILICH AEZ[X] A|ARIO|A] O] HHH S| ONTAP

o
ol AR 25 B = A"

SE D|C|0l= 37| HE of2flel AEED 2E UR0 A, A|AHNM HEES ZES HAHSHHE Y2 =
olAL|C}
THA|

1. OF2] FX|=|X| 242 Z2 SHIZA FXISHIA2.

2. @ 7ol 1™ FX|E 2ot Ch2 M@ 3= BX|0M Ao|2S 22[LCt

3. Al0|EE Z0]5 &2| TX|of| HFst= 22 B FX AEMS F C}3, #|0|20] | IX|E F=XSHHA

Alol= 2| ZX|oj Aol=

o
ot
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4n
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X
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e
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mufn
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>
x
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o
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=l
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n
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SE0M AlolE 22| FXIE 22[6t0] eHZ0f LIt

1
5. UZ EF KIS ot 2 £ E ChZ F XIS SAlofl of2li= SELCE

HEEE] Z=0| MA[Of| A ofZF 7H4LICY,
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a E 0] Q= A3 g 7ESY 28 Y | FELICL
b. 37| HES HEER| D FIZOR 0l [tg M| F2l YUK 2Zo= SYLICE
EE HE| QO x S

° o2t HES F=ELIL

S8 0|E[oE /12 =2l 270 M FMAZLIC

a. & 0|C|jofof Elo| mjztM HES X2 mi7tx| £ 0|C|of 20| )l= Tz HES +FLICH
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b. HE/ 0|C|0j2 92 S2|T 2304 HE 0]C]0fS EAAZ | widL|cH
10. #| 2 0|C]ofe] ZHaRtE|S e 0]T|o] A200 BHE TFS Ao REA Lof WaLICH
1. 22 0]C|0f7h AZ0f EHR XS] FAEIYER| solsh|ct

12. 2E 0|C|01E MXi2|of| FFL|Ct
a. HE 0|C|0{E niHEE 2oz S},
b. mi2tM HES =2 el 0|C|of Zof 2712

= =of oM I3 HES +SLICL

OHr
k-
el
om
a
iul
T <2
Im - my

=3
=
c. RE O|C|0E OHZ +2HAM Mz Hz HES S0 29 OIC|oE HIXt2|of| 2 FghL|ct,

13. oo HES R&LICE

Ct= T
&4z R 0ILAE SE|HCE wH|eh 2, "IEL =0 A ONTAP O|0[X|E S LT

MELH 20N Xt5 2& 0|C| 57 - ASA A400

ASA A400 A|AHEI0| A 2E O|C|| & o
A|ZHSHO] ME L 29| LME SRS £ JUSLICH EF TZMA S0 A|AHI2 25517t
MR JY=X]| &St A2 Tl 7| 253 A2 =QITiL|Ct 7| Y= st7t 2 Mot of

|
U FL, AAHS EoIS 913t HHS ChA|S OhyBiLIC

IS 2E O|Cjof 27 T2N|AS

xHS HE 0|C|0] ST TR A AL ONTAP 9.17.1 O[Ol KBF X IEILICH AE2|X] A A0 O[F B{ZO] ONTAP
AlB Z0l 2 45 RE =21 TR

° Onboard Key Manager(OKM): 22{AE{ MA| f5 3! Wi Cf|0|E{ 7} ZRBHL|CE.
° 2IF 7| HE|XHEKM): THEL = E0{|M CtZ THY0| et}

* /cfcard/kmip/servers.cfg

* /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pem

EHA|
1. LOADER ZEIEQ|A EEl O|C| 27 T2 MAE A|ZFEHL|CH

boot recovery -partner
SIHO| Tt OIAIX|ZF EA|ELICE
Starting boot media recovery (BMR) process. Press Ctrl-C to abort..

2. B O|C|0 HX| S Z2ENAS DL HZFLICH
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bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

O=MATL R E[D Installation complete MIA|X|Z} EA[EILICH

3. A|AHIS ol5 5}

0

efelst Chz HIAIX| & otLIE EAIRLICE

=

i

O HIAIX|Zt A== B2...

ﬂJS’t

...

1

SH
=]
A

-

key manager is not | AR 2=ot7t X[ [0 UKX| QESLICE

configured. Exiting.
a. 200l ZEDEJ HAIE WX 7|CHE|MR.

b. =0 200510 ME St BHetsiM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BHE CHAl Zdel HiZdete 3.

[

key manager is oS o7 X E|ASLICEH 2 7ICH| 22|k 22
configured.

AAEIO0] 7| BRIR PHE AES & gl 22 OF HAXIS EASHD 7| B2lxpt 74of
(D) l=x, o Ru(RRE wE 2=)0lx) Sfelstats BAIXI} BAIELICH A%si2i oAIK o
CoHAIR.

4. FHol Mgt BAES AFE5He] 7| 22[XE SeLIch



25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 &A5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. YHSICt y OKM S ZZMA S A|ZFE Q1K 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z7} EA|=|H REE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH @2 S ChA| LZSHAIR.

d. HIAIK|IZF EA|E[H 282 E 7| 2t2|Xtofl Cist 2] ClO|E & YSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M M DtUS SAUSHEM S+ Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3RS S LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.



g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE AS M LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| ot LHE2| o E 20 FLILt

- KMIP AMH CA(s) It LHEE US|, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| o2 E{FLICt
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v, B A I LR

M 1 T L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|RL. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 20 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.

(=]

* 7|2 AIO|EYo|9] IP &



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIEL LEO|A MAETH IIY S S5t L EE P SLICE CHS EHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE ChA| HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d AE2X|E =S HESHE o ZUC = =S

'Storage failover 22t - ofnode_impaired_node_name '

2 i &b gtE THAl 2det HghdstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport7} 283tEl AR XS AO|A MM S SATL|CE
system node autosupport invoke -node * -type all -message MAINT=END
CHS CHA
ONTAP O|0|X|E =511 L E7t 7kSE(0] H|O|E{E HS5t1 LIH"Z2f0| = FES NetApp= EreteiL(Cf”
AIlst 2E! 0|C|0{E NetApp 2 EHet - ASA A400

ASAA400 A|ABIS| M QAT IELE HQ, NHLE BES NetApp 22 HI2SINR. . "2 3
et 5L WA XEMe L8 2 HO|X|E &E

—
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ASAA400 AEE|X| A|ARIS] BE O|C|0 WHS AZISHAH WA 27 Al HE, oot el
2ol ZIEEE] S&, R E D|L|K K|, =5 0|0|X| 28, gt 57, A[AH 7|5 &
ZIAHSHA 2.

or
fot

AE2|X] A|AROM ONTAP 9.17.1 0|2 £l 52 FR LSS AIESIMUAR."AIS 2 57 2. A A-0fA
O] 7S] ONTAP &dll Tl B2 =3 RE F7 XS ArE8HOF gLCt.

o "SE 000 27 ArgE dERL T

S 0|C|o] uK 27 ArgES dESLCH

"S& O|C|0{E WALt

| A 22| 2E0M 2F7 2dct 2 O|C|0{E M5t wH| £ 0|C[o{E X[et g USB S2iAl E210|EE
A-E3t0{ ONTAP O|0|X|E *%E.* |t

"= O[0[X[E RE L CH

USB S2}0| =0 M ONTAP O|0|XIS RE6HT T2 AAHS 228 TS 37 HaS Holgh|ch

ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt &7 7| 242|XE S LTt

r

BHES NetAppl = HhatgtL|Ct”
S|t 8 NBE RMA XI0] HEE 2 OR7} B e $EE NetAppoil gtetetLct.

> 22 0|00 57 F AFE - ASA A400

ASA A400 A|AHEISI HE O|C|HE wA|st7| ™
=

SESH=X| SQISHMAR. of7|0fl= HESH e
Ae=X|, J2|10 SHHE WH| & X7t J=X| =2eldt= 20| ZetEL|ct
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boot recovery
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a. &2ME HEEZWM: 527 vy &0 & I Do you want to restore the backup
configuration now?

b. &&E HEER0|A: HAIX|7} EAIZ[H CHS 2 F2MR. v _/etc/sshissh_host_ecdsa_key &
Ho{&ZLCt.

o IEL| AES2{0)M: 24 HES2IS 13 A £F02 MEBLCE
set -privilege advanced

d. THEL ZEZ2{0lA: WY B9l BYS MHLICH

system node restore-backup -node local -target-address
impaired node IP address

(D) 43=el =8 9lo| tAIXI7 EAIEIH NetApp XIIZ0| 2/6HS.
e. IEL| HES2|0|N: H2|xt $EO2 S0pp.
set -privilege admin

f. ARl HEZR{0|M: £27| vy ZA0| 2 I was the restore backup procedure
S ?

g &ME HEERWM: F27| vy &AO| F I .would you like to use this restored copy

now?
h. &24E HEZ20|M: 27| v PELSI2t= HAIXIZ EAEH OHE2E FEMK. ctrl-c 28 Rt
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I 24 HEESO|M: IS B oILIE tAl 2
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from partner complete
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storage failover giveback -fromnode local

NES geotet 22 ChA| 2dotsthR.
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H|

Mot

=
=
storage failover modify -node local -auto-giveback true

AutoSupport?} gM3tEl 22 XHE AHo|A HHdE =3

—

L.

system node autosupport invoke -node * -type all -message MAINT=END

OKM, NSE % NVE-ASA A4002 StL|Ct

W 2 0[C[ooM F=etE SR L.
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25 7| #2|XHOKM)
ONTAP EE! 070X Onboard Key Manager(OKM) 7182 2lgtL|Ct.
A|=tst7| Hof

X
x}
CHE Y2 E ZHISHI K.

S AH HAM 27t YHEJASLICE "2EE 7] 2| Zde)

"Onboard Key ManagerO0i| Ciot U HHIL|C}"

* LSS AMESHH SHIE Y= 2412 f“—*.'%* HIO|EE ZHX| 1 JA=X| SASHYA| L. "2EE 7| 22| #e &
§E1£E1 MM 2= E Selst=

ONTAP H{TQIL|Ct O FMS MEBfLIC
ONTAP 9.8 0|4 =M 10 S MEfRL|CE

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIE|H 57 T2MAE ASSX| EelotM|a.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. LHA|E Zelsto] BEGIN BACKUP Z5E{ END BACKUP E7HX|2| TH| Li82 20 d &Lt
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BACKUP————————————— -
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——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 & H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $HoI7| o 22X HES +HSHM 2.

o

A&etct.
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817 4Z3HR 7 HIAIX| glo| SRAE ZEMET} LT S|8t0 Mfste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 285D S7[3t7}
NZHOoE A Wikl A4 TSR ohHIL.
BE 717t S7|BHEIAER| HOIGHAS.

security key-manager key query -restored false

O| 2 ZuHE HretolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|ef BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAH LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l ZE

* */cfcard/kmip/certs/client.crt It (22I0|HE QIS M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem I (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BtL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FSLICH.
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Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= |3 O HIAIX| 7} EAIEL|CE
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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|E2t 7| x1|15| RMA X|£l0f| MHEI {2 QF 7} LAlst 23 NetAppol| Bt

AHA|

OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

xHE wist

[y

o

H

MUt

Mslst A

o2t =

o
T .

storage failover modify -node local -auto-giveback true
AutoSupport?} 2d3tEl 22 XIS 7|0|A MM E SRISLICE

system node autosupport invoke -node * -type all -message MAINT=END

HE| 0|C|0{E NetApp 22 3t - ASA A400

dret SLUAH"AEMISE LHE2 HIO|XI S HZESHUAIL.

MA| K| 7HQ - ASA A400

MAIS TASIAE Mol HES2 RS2 AAE| MAIO|M 2ALE A2 SUs @EIo| A
A2 SHOF S Lk,

AABRIOITHE R E 71 247t SHIEA| 2tS0of HLICh O™HX| g2 22 712 XY FAM0i| 22|8H0F gLCt.
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SHMA|2.

Of BxXt= 271 = 0] U= A[A”E flot AULICH SHAHE Mu[A " o] F S=00| st XiMet g2
HZSHUAR "AEE[X Alﬁ?é!‘é HYHoZ ZRot MAUS FLICE oiZ 710|= - NetApp 7| Rt=E"

AlZst7| o

* WS AIg Astat X2 FHO| UK SIELIC

o

ONTAPO| CHet 2Z 22| X}

N
2t AEE2{of ter BMC HZ2d

o

° It E FYBLICH A A AEf HE"

° ONTAPE A|AHIS| HE 2E|A2 30| =§fLICt.

° H& 8HZ "Active 1Q Wellness & 2! [&". A|AH 719 249 LED2F 22 oiX A|A”I| U= 2=
22 7|50 Sl

1. SSHE Sall S AH0| 2015tHLL 22 Z& A 0|23 YS/2ES AHE0H0] 2HAEC| LA

£ S20[AE/SAE| M NetApp A|ARO| HIO|E{0f| M| ASHX| Zot == SfLICt.

4. AutoSupport7t 2-3tEl 22 #H[0|A HHE ARSI A|ARO| 2RI E Ao of&dE= 7|2t
HEA[RLCE

o

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

5. BE S AH LEO| SP/BMC F4A AlHH:

system service-processor show -node * -fields address
6. 22{AH #S8 ZFLICL

exit

7. o[ EHA|o] 0|l LIEE =9 IP F£AE ALE310{ SP/BMC over SSHO|| 2101510 T &zts
S L

IELICH 2= 2 AR 2 2ol MH|A SHS s UE == 2{AH U8
|
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8. 24l MAl0| = 2702 =EE SX[EL|C
system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
StrictSync 2E0{|A 2F %= SnapMirror 7|4 SHAEE AL8%t= S2{AEHS BR: system
(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true
9. CI30| EA|EH S2{AEO| 2t AEE2]0)| Tl *y * £ LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:
10. 2t ZAEE2{7} B2 WEX| 7|Ckel = LOADER ZEZE S BAEL|CE
=M 2: 2 E MetroCluster TA0A HEEHE ZSEHLIC
2AE| ZES2|S S20l2{0 ZES2]| M| Solstn, Wt 32 HES WS Helsto] FAHQl HES{7}
EME HEER AEZ|X|0|M CIOIHE Al MSSH=E diof gLCt

|
1.

MetroCluster 2EllE 2015t Zol7t /= HEEEIF KIS 2 Ho ZAEER{(MetroCluster show)E
Metz| R =X] SolgtL|ct

2. X3 EA|7h LER=X| of 0l 2t CHS FOl| okt T BLICE

3

54

HEER &4 6% |

It RSz M= ASLICH CHE CHAIE TIASLICE

7t RS2 HBE K| RUSLILE Y ZESE MetroCluster BA| 7|52 Sl A[2l2l 2HM SE2
ASHSIC}
T o=

7t AHsL 2 MetE|X| HEH HAIXIE HESID 7ts5ot A 2H|E s ZAst = CHA|
'"MetroCluster SW|tchover' HHOZ AN ZMHE HEY = = B2 7| X BN 2[5t AIL.
Het2 AN EHOH, A X 7}

HEE|JELIC

HyEel S AE0M 'MetroCluster 22l THA| TAH' BE S &&A5t0] HIO|E| OH22|AH[O|EE HS7|=t&fLITt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.



X7t HEE|H “override-vetoes' If7 HIEE f
MEHH o7 HSE

A8dte R AlAHEI2

4. MetroCluster operation show B2 AL3t0{ Zt¢10| 2f

controller A 1
Operation:
State:

Start Time:
End Time:

Errors:

0

heal-aggregates
successful

7/25/2016 18:45:55
7/25/2016 18:45:56

=7 5ol

::> metrocluster operation show

S. 'storage aggregate show' BHE ALE5I0] O 12| AH[0|EQ| HEHE QIS A2,

controller A 1:

Aggregate Size Available Used$%
Status

aggr b2 227.1GB 227.1GB

raid dp, mirrored, normal...

6. MetroCluster & tHA| 2

+HgLct

mcclA::
[Job 137]

% online

E 0§ 32|H|0| E( heal-phase root-aggregate) HHS A2st0] R E

ml

:> storage aggregate show
State

#Vols Nodes RAID

0 mccl-a2

Oi2Z2|HIOIES

> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

X R7t HEE|™ -override-vetoes DH7HEH - AFRSHM 'MetroCluster 2H' HHES TH A S £~ QI&LICE. 0]

MEH oo W42

7. CHAH

mcclA::

Errors:

8. aAlE| HE

O - —-—

= AtEot= B2 AM2E2 57 HYS L5t ZE &

22{AE0|| M 'MetroCluster operation show' B2

> metrocluster operation show
Operation:
State:
Start Time:
End Time:

heal-root-aggregates
successful

7/29/2016 20:54:41
7/29/2016 20:54:42

£ ZS0M MY 32 FXIE 22l

AtESHO] 2H A UO| A= E[U=K]
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1. OFX] HX|E|X| 42 B2 SHIEA| HXISHIAIL.
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HEEE] ZS0[ MA[Of|Af fZF 74 AL
6. ZIEE &S MA| I 2 LO{LICt
EED] 25 SIS MAl 5122 2o o XIX[St=X] el gtL(ct.
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- 5 AIEHO| A= SEHOIA O] MAIE AMAR FHH|H = TH| 2ol 24 2| Hof| M o] H THZ 50| FSLIC.

- Ot HX|=|X| 42 B2 SHIZA FRISHAL.

LS 1=

A wW0DN
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o

MAIE &H| 2 EE= AAR | of 2EDS| 20| FEL T
6. O[T AHAIOIl M 22[Tt LIALS AFESH0] MA|2| THES ZhH| 2 fE= A|AR FHH| S0 - BfLICt

7. OF%| 2X|SHA| gt2 2 HRS XISt

M AMAIO ZEES 2RE2 dX|et = FE6of L|Ct.

St MAlol| 271e] AEES 2E0| A= HAYS| ZR, HEES RES EXI5t= =M= MAI0f 2tHS
HAEXOR HE-E A 5| fE| £33 SQELIC

—
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=2| 22 MAlIQ gi7t0fl &= Ch2 HEES 258 U1 A8 A= 20| LTt

=
oS

E=Ey 2
() mAHUs witx HES2 282 MAI0) 23| MUK THIAIR.

2. 2£2 HEER 250 CHA| HEStD 22| ZEES CHA| A2 Tt
3. ZEER EE HX|E 2A5FLICH
a ME I=E HEY 33 X0 AZstn HH AHo|S Hz 12| E ChAl Ex[et Otg HE S5 XIS T
HFgLIC
b. 3 2HXIS M50 ZHF 2HXI7t 45517| AZY WX ZIESE 2RSS MAl0f THEHS| 2oj F&L T,
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HYE7} £HEX] BT ZHEEY ZES MA0] 20 G2 mf 2t &S 715HA] DAL,
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c. &3 2HXIE B2 =0 H3 Ho| 2= 2
3 AAIE EZ X2 Lhed MA[of REHS| ZARLIC

EES] ZE0| MA|of S| ZAE|H HIZ REI0] A|ZHEIL|CEH R E T2 HAS SHEY FH|S SHHAI2.
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f. LOADER ZTEIXE0f|A BYES 22{5t0] PCle 7t S 7|EF 1M QA S CHA| £7|5ketL|Ct,
g HE IZNAE FCot 'Cirl-C'E 52 26 IEZER 28/gtL|Ct,
A AHIO] 22 RN HEE 22 2E0HE 25t IHS MEFLICL

4. O|™ THA|E BH=5t0] A AHAIO] & Bl ZHESE{ S AX[eL|Ct

MA| AHA| K| - ASA A400

ujo

71E2 St M3 E RMA BE0l| dHE CHE MA|S] HA AENE 24QlstD Zol 7t Ylst BE
NetAppOi| gtets{of gfL|Ct,

1EH7: AAI2] HA HEHE &Holstn AX™eL|Ct

MAIS] HA MEHE =olstn Hest A2 A|AR M0 A HEfE LO|0|EsiOF gL Ct.

1. QX|E4 REQ AHEER IE Z stLIM 22 HEZER ZE U MAI2] HA AEIE "ha-config show"Z
HAlL|CH

HA &Elil= 2E 714 240 Cish SsoF Lt
2. M{AJOI CHOH FEAIE! A AR AERTL A AR 243} AX|SHK| Qb= B2
a. MAI2] HA 4EHE "ha-config modify chassis_HA-state "= A& gfL|C}
HA-STATE_°| 2t2 L2 & StLtY = JA&LC

!
= mcc
= mcc-2n
* 'mcip’L|Ct
= H[S}
b. 0| HALF=X| &lSfL|Ct. ha-config show
3. Ol CHA| X QUACHH LIHX| A|ARIS CEA| HEHMA|2.
4. N AHI QHHO|| H| ™S ChA| AX|RHLICE

2CHA|: 2 E MetroCluster 70| Al 0§ I 2|H|0|EE CIA| M&tEtL|Ct
0| kP2 2 E MetroCluster A 0|2t M ElL|CT,

THA|
1. BE L EJ} "enabled" AEll(MetroCluster node show)di| =X &lEtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'

3. 23 =Hof| o8l £ E|= XIS LIF 00| 12{|0]M 0| 'MetroCluster check lif show 0| 2O Z tZ E|AU=X|
stol

4. FHRQ SHAHO| Y= EE E0|M 'MetroCluster A2/ XU HHS ALESI0] AX[ME S
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

i
ME

o o

Mo >t
otrie

=
of FP FQI 7| ZMO| MefES olgt & UBLICH

oF |>

6. SnapMirror E£= SnapVault 742 CHA| A& ELICH

L|C}.

St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
(o]
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3EHA|: Foioh &

0x

gt HEZ S NetAppd| et

7|E9t o MSE RMA X|Eol| EHE 2 QFIH Zdst RES NetAppof| BHtefLICt, 55 Hhet 51 A KM e
LHE2 HIO[X| & HZSHAI2.

ZAEEZ uwH| 7H2 - ASA A400

WA BXE Qo e M QAE HAESHD A2 £ ONTAP 29 M|X| HEO| St= SHIE
74 QAE MEHSHOF ShL|LCt,

* BE Ceto[E 4Tt SHtE &

* A|AEIO| MetroCluster A9l
St=X| 2 E elgtL|Ct,

-

g MMES HEMOF RLICE "SHIE S5 Z2AF L& o] BAHE ALEDHOF

O| EXIE ALEdHOF ot= B2 4 EE= 8. E MetroCluster 7182 ZAEEZ{0f| Lot HE
HEER WA Xt SYELICH HA PairZ Mg 2o ! AEZ|X| HYH BHS
22 M3 = ASEE MetroCluster 2t THAI7F HQSHK| Q& LICH

£ wH| EX= HA 49
AHE3I] M| Al FSEH

- QBJburst 1N QA2 ZIUNZLE W2 WH| FRU 4 Q42 WASHoF BtLict
- HEEZP| DES SYUSH DY 90| HEEY RS2 DHSOF FLICH HES BT DHEH AlAHS
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1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
AAE ZES2|E SR0l2{H HES2| HE|E Sololn, Wt Ze HESR HAS Moo FAEQ!
HEER 7t &l AEESS AE2|X|0|M HIO|EE A& NSSH= 3l{OF gfLCt.
Of ZFofl CHaf
* W HEES 0| TYS SSot2H o] Xt opx[2to| MY S5 EA|E A F0{0F Lt
oHA|
1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
M= A=X] =relghL|ct

XS EH7E L

7t A0 2 M3 X| &1
'MetroCluster switchover'
FHOE M2 NN,
AKX 7t HREE|R}SLICH

ALK O|
_ll_

A 2 AE{0|A] 'MetroClu
=713t

L|C}.

E.

=
St
St
=

controller A 1:
[Job 130]

:> metrocluster heal

2™

CtS CHAIE TIggtLCt,

HAF HAE E2] MetroCluster ZAH| 7|52 Sdfl Al2l=l HM SES
#@ﬂﬂ

HEH HAIX|E HESID 7tstt R 2XIE siZSH = CHA|
AESHMAIR. EXHIE SEE £ 8l ?5'—?— 7l& XY 2EM0|

FOSHAIL.

PN
(=]

EZ2

=

X

stel kA

'

k=]
=

ster AASHo] C|ofEf o2 A0 E

-phase aggregates

Job succeeded: Heal Aggregates is successful.

X7t HEE|H -override-vetoes' D17} H)E AFESH0] 'MetroCluster 2H2l' BES TS 4~ QELILCE
O] MEHX D7} HEE A= 3R AAHS 5 Y2 WXt ZE ATE H|QlS TH™ ol gL Ct.
4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HEZ A2t OfZ|AHO|EQ| MEHE SQISIMA|L.

= -

controller A 1::> storage aggregate show

Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster 2@l ttA| 2E 02| #|0| E( heal-phase root-aggregate) &S AL
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
E

O MEAT D7 H4E Aot B AIAHS 27 XYS YKot BE

O T =]

tot

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]

r

Hel ZH0| 2= = A=X| =l gfL(ct.

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

ZIEZ2{-ASA A4002 WAH|EL|Ct
HEEZ2| BE St=Y01S nHsl2H 2AE HESZ2|Z Ml 1, FRU 74 QA X
HE=2| REE 0|S3H O}, mA| ZES2 BES MAIO| MX|8tD, AIAHS QX|E4 BER
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nodel> “storage disk show -ownership’

Disk Aggregate Home Owner DR Home Home ID Owner ID DR Home ID
Reserver Pool
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HAIE|H DR O[2{20| gdste| 1 F& BETJH HA|EL|CL MetroCluster node show-fields node-systemid E&
E32 MetroCluster 740| F4& AEfZ S0t W7HX| O] A|AE! IDE EAIEL|CE
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"4 = MetroCluster T140{| Al HA E{|0| 2 2H 8! MetroCluster A2|X|2H F0j| C|A3 A Q0| HAEL|CH
10. A|ARIO| MetroCluster #4421 B 2t ZAEE2{7} 'MetroCluster node show-fields configuration-state’2

THE0] J=K| ALt

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured
1 nodel siteA nodelmcc-002 configured
1 nodel siteB nodelmcc-003 configured
1 nodel siteB nodelmcc-004 configured

4 entries were displayed.
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failover modify -node replacement -node -name -onreboot true'
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tHA|
1. RE CJ} "enabled" AtE|(MetroCluster node show)di| Q=X| EtQlgtL|Ct
cluster B::> metrocluster node show
DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A

controller A 1 configured
completed
cluster B
controller B 1 configured
switchback recovery
2 entries were displayed.

2. RE SVMOIN T 57|37t 2t R E|Q=X] 2l BtL|Ct. 'MetroCluster vserver show'
3. 57 =Y Qs == XS LIF 0+0]22{|0]40] 'MetroCluster check lif show’0fl A3
sfolgtL|Ct
4. HAHol 2R{AEN Y= ZE = E0|M 'MetroCluster AQ|X|E' HHS ALRSH0] AQ X8 S el
5. AQIX|E 0| AR E|UE=X] ZRIBILICE 'MetroCluster show'
SEAETLTHI| T - A K[ AEHOf YO A X[ ZHH0| TS| A ZRLICE
cluster B::> metrocluster show
Cluster Configuration State Mode
Local: cluster B configured switchover

Remote: cluster A configured

S| A7 A Mefol QO A9IX|H relo] 2R ELIC

cluster B::> metrocluster show
Cluster
Local: cluster B configured

Remote: cluster A configured
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kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH
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1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
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1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
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2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE
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It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH
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controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.
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4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate Size Available Used$%

RAID Status

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H
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dRSt= BE

O] MEhE| D7 HAZ ABSHE P AlAHS 21 Key

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -
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% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful
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4. ZIEEE 2 E HX|E AFHLIC
a M IEE WY 32 Ko AZstn M AolE &z 12| S LAl EX[et g HE 35 XIS W
HZLICH
b. 3 2HXIE AE5I0 FHF X7t 4S5H7| A WX ZIEES ZRES MAl0f THEHS| 2o E&LTt.

@ FHUE{7} 2AME|X| UYEE AEER DES MA|N 2| Y2 ol DHESH SIS JI6HK| OHAA|L.

c. = 2XIE BLE =0 Ha Ho| E2|=E HEER RES 7|2Q T3 HESEE 20| 2 2 L3
g3 KIE 3 ?IXIZ L AHAIOH 2ATS| FAfetLICt

HEZEE] 20| MA[of 2T ZAE|H HIZ 20| A[ZHEL|CE RE T2 MHAE SHY FH|E SHHA|2.

d. OFE] MAISHX| QS A A0S Ba| HXIS CHA| MAISHIAIL.
e. MM BEE D2 NAE FHSID 'Cirl-C'E =2 2L E BEIgL|CH

() Aol 28 siRolM BEE FS 202 HEsts SN Mg

f. LOADER ZEZE0|A BYEE 2250 PCle 7t= 3 7|Et M R4S ChA| X7|3tefL|Ct.

9. HE TZNAE ZHSHD 'Cirl-C'E =8 20 TEXEZ HEISHL|C]

AAEO] 28 Mmool M= 2 ZHZ R#EISH=E 83 MEgLCH

ANARS o|ot, AEER] 2SS Hettt CFS, XS HHet0| ThAl ME&E| =& Ao of &L Ct.

1. "eof wat A|ARS CHA| HZELICE
O|C|o| ZAHE{(QSFP = SFP)E 22(3 22 MR AI0|S S ME%t= Z CHAl HX|sHof gfL|Ct,
2. AE2|X]| 'storage failover back-ofnode_impaired_node_name 'S XM|35t0] ZHEE2{E M4 25 MEiZ
E|SELICH
3. X}& gteto| H|ZMSHEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| M- BtL|CH
6CHA|: 2. E MetroCluster 740l A O 12| A|0|EE CHA| MetetL|Ct

O] 242 2. E MetroCluster A0{| 2t HEEL|C}.
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ChA|
1. BE =7} "enabled" AEll(MetroCluster node show)di| U=X| rlEtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. BE SVMUIM [S7|3t7t b2 2| Y =X 2HQIBHL|CE. "MetroCluster vserver show'

T ZHAof| o8l a3 E|= X}= LIF O+0|12{|0] 40| 'MetroCluster check lif show o] 2HOZ R E|A=X|
Ishe|ct

ok Jjr

o
—
HHQl S AE| A= 2E T E0M 'MetroCluster 29/ X[ HEHS AHZ5H0 A9{X|H S A TLICE

{UX|e 0| 2t E|A}=X| &RIBfL|Ct 'MetroCluster show'

[> ox

SHAETIHTT| F - 29(X[H" HEHOf| ASH AL K| 20| 7T

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QLT A9IX|H Krelo| 2R ELICH

—

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

HHE
HE

i Zot= O A|Zto] 22 ZE|= AL MetroCluster config-replication resync resync-status show
AH25He 2l ol 7|E M| MEfE =ole = UELC
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g4 1: ol 7y
245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,



controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate Size Available Used$%

RAID Status

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H
=

dRSt= BE

O] MEhE| D7 HAZ ABSHE P AlAHS 21 Key

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

off K| ABLR{E AfAlO]A HES2]

94

% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

JES M = ASLIC.
ITE

Hel ZH0| 2= = A=X| =l gfL(ct.
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AEES Z=0| MA0[A 242t TH-HLICE.

= 2

HEES7L MAl S22 o7t o| S LIt

= =1

RES MA| 2 2oLt
ZEED| I8 SIS MA| 8122 2o ff XIX|SH=X] &flgfLct.
2

== FEX0|1 Heh BH| s5LICL

3EHA|: NVDIMM HHE{2|E mA|efL|Ct

NVDIMM HX|E WM™, ZHEE ZEAM 2E0| Q= MX|E HMAHSHY uH MX|E HEER D=0 HX[sHo}
SHL|CH NVDIMM HHE{2|E 2toe{H HEER P& LHEQ| FRU ME AXSIAA L.

NVDIMM LED= A|AEIE SEHe of LIS C|AH|O|ASt= St ZetlL|Ct. C|AH[O|& 0| t=&[H LEDZt
THEL|CE.

CtZ ofiLfmlold, O = 2 E HAIE ALE50{ NVDIMM BB 2| E WAHE & ASLICE

OfL|mH|O| - NVDIMM BHE{2[E wH|ehL|Ch
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HEES] ZF0| MA|of RS ZAE|H HI2 20| A[ZHELICH RE I2MHAS SHYE ZFH|

() AAs0l 28 HiRoM BAE 22 202 HEots SN Mg

f. LOADER ZEZE0|A BYES 2250 PCle 7t= U 7|Et M R4S ChA| X7|3t8fL|Ct.

g RE IZNAE BLSHL 'Cirl-C'E 2] 20 ZEXZER 2L

o

AAHO| e Bl01M HEL 2L 202 et SHS MBIt

ZIEED| 252 etet L3, AtS BHeto] ThA| ALSE| =5 A 7sH{of LT

1. 2Q0j| w2t A|A-S THA] HZ LT,

O|c|o] ZIHE{(QSFP L= SFP)E 22I2t 3% Ed® 0|22 Ar80t= Z2 THAl EX[sliof LTt

E[SELCH

]

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S M35l ZIEEZ|E HAl &=

3. X} gtgto| H|ZAMSHEl AL 'Storage failover modify -node local -auto-gt2t true’S CHA| A& etL|Ct

6CHA|: 2 E MetroCluster #4301 A O 12| A|0|EE CA| MetetL(Ch
0| 22 2= E MetroCluster A 0f| 2t M ElL|C}.

=

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for

switchback recovery
2 entries were displayed.

2. BE SVMUIM [S 7|37t b2 =Y =X| 2HQIBHL|CE. "MetroCluster vserver show'
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3. 23 =Hof| o8l £ E|= X5 LIF 0+0]12{|0|M 0| 'MetroCluster check lif show'ofl 23X O Z AR E|UE=X]
StolgtL|Ct

4. MAEOl 2 AE0| U= BE L E0| A 'MetroCluster AQ|X|uH' HES ALREL0] AQX[EHS HSHTHL|CT,

5. AR|X|u Xtd0| 2t E|R=X| 2QIEL|CE 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

SHAETHEY LEfol| AH AQ{X|4H 20| t= ELIC

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured normal
Remote: cluster A configured normal

A iH =ot= EII |7F0| 22l d2|= 8 MetroCluster config-replication resync resync-status show
HHEZ ALEot0] 21l Il 7|E M| HEiE el &~ USLICEH

6. SnapMirror LE= SnapVault A2 CHA| M&EEHLICH

7EHA: ZoH7 ZlSt 252 NetAppo| ghet

7|E9t o MSE RMA X|Eol| 2HE 2 QFIH Zdst RES NetAppof| BHtefLICt, 55 Bhet 51 A XM g
LHE2 HO|X|E HZESHIAIR.

NVDIMM-ASA A400S I A|EfL|Ct

AAT0| E2fA| 20| 79l ELpiLt 458 NVDIMMO| Aetsel efst ofd sto S=

M ZIES2 Z=0|AM NVDIMMS LAsHOF BfLICE 2X| tO™ A|AR Ti]Of ErHSfL|CE,

AABRIOITHE 2E 718 247t SHIZA| 2tSoHof LICt. 2K g2 22 7|= XY FAM0l| 22[sH0F gLCt.

QLRI WA 1Y QA5 SEUNZRE #2 WA FRU 78 242 WA|SOf Lt
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AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate
RATD Status

Size Available Used%

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H

dRSt= BE

O] MEWE| D7} WS Aot A AlAHS 27 Rl

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

off K| ABLR{E AfAlO]A HES2]
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% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

JES M = ASLIC.
ITE

Hel ZH0| 2= = A=X| =l gfL(ct.
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HEE2| BEO| MAIOA A7 HHLICH

&= 2

HEZ2{J} AJA| HIOZ k7L O|STHL|C}

6. ZHEEZ ZES MAl H2 = LOo{HL|CH.
EES| I8 SIS MA| S22 2o o XIX|SH=X] &fel gLt
7. ZAEER B85 oFYX0|1 WHot BH0| S5LICH

3CHA|: NVDIMME WA|ghL|Ct

NVDIMMZ uM|ste{H S7| HE &THel FRU B £= &% 1 210|X &He| FRU BE AIE5t0 EE2 Z=0(A
31l NVDIMME Zt0tof fL|CY

* NVDIMM LED= A|AEIS SEHe f LI 2 C|AH|O|ASt= St ZHlL|Ct. C|AHO|& 0| 2t= &M LEDZ}
THEL|CE.

* NVDIMME| 28 %= ofsste|x|ot
Sofl ciet

VDIMMS IH[67| Hofl LSS XIS 0| S&LIC XAIE 82 8
HESHIN "3l Ao of :

fjo

HA|SH2{H NetApp Support AtO|E0f| 2 013}{0}

@ A AEIO|| CHEE  Statement of 32N
ghLct.
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NVDIMM: Slot 11

SLOTS

128GB
2,4,13,15

2,4,7,9
13, 15, 18, 20

g0 HEEZ ZEQ 22 110|A NVDIMME &H&LICH

1. 27| gE

]

(D NVDIMM2 AIAE DIMMI} &25] CHELICE.
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DIMM O|HE{ RS MW LO{M =X 0|M NVDIMMSE 7H'H CHS 2200 A

2. NVDIMME| 20 Q= Vv
st &LCt.

N
NVDIMME Z2HLH ol

=
ZE
=

@ NVDIMM 2|2 HEQ| 1M @40 20| 7}sHE 4 QoD 2 NVDIMME| 7HEXIZ|E ZAMAE A
E&LICt.

3. HM7| WX THE oM ZHE NVDIMMS 7HLH2 NVDIMMS 2 A 2|0 SF &2 CH2 &30 HFLICt
NVDIMMS| Tl AO|2] L X| 7} AZHo| EHut UXIMO| £|0{OF SHL|CY,

4. NVDIMME MxX|&

5 NVDIMME &2

NVDIMM2 &£%0] THets| R X T A Zarg & JELICH JEX| 42 22 NVDIMME £X20| ME-SH
E_|-A| Molol-|_||:|-.

HHHA
(D) NvDIMMO| Rt HEI0| 20| TS| HYEIAST| KAOE ABILICE

6. O|XIE{ EHO| NVDIMM & E20| L x| 9|0 7| Z mj77kX| NVDIMMS| AtCh JFENR IR |2 R AIAZA| Chohg|
+=ELCt.

7. 0|0l HEE E&UC)

HES2 DEUN 7Y RAS DA 3 HES2| DES MAIO| WX TS RXE4 BER RGO BILICH
1. OfX ofof HES X %2 P 0lo] HES ZOUAQ.

2. ZIEE 89 E2 MAI2 Y70l SE CHE HESD ZES UHE THAEA A|AH] 2o E&LICH

=]
(D) At s ot HESR 252 MAll 28| delehrl THIAIR.
3. CHS MM0| B2 28| 9o AIAHO| ANAY 4 YTS 22| EQH Be EEO|B Ao 22 AZBLIC

() ol mtel im0l LX) Aloj22 HESR S0 HHBHLICH

4. ZIEEZ 25 HX|E A=HL|C
a M@ IS WY 32 Ko HZstn M Ao|E FHF 12| S LAl EX[et otg HE 35 A& T
HAZ LT
b. 3 2HXIE AE5I0] FHF X7t 4E5H7| AR WX ZIEES ZRES MAl0f THEHS| 2o E&LT.

©

HUYE 7L ELEX| REE HAEER ZES MA0] 20| DS o 2ot &S JI5HK| DHYAI2.

—_ =

c. = 2HXIE B2 =0 Ha Ho| E2|=E HEER RES 7|2Q T3 UESEE 20| 2 E2 L3
EEE J‘.:.*E.‘ IKIZ L] AHAJOl| 2HEIS| FAFetL|Ct

HEE2 ZE0| MA[of 25| TAt=(H btz 20| A|FELICH RE Z2H A
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d. OF%| MX|5IX| gt2 Z<2 #|0|2 22| XIS CHAl EX[SHUAIL.
e Y RE ZI2MNAE SHSHL 'Cirl-C'E =2 20z RO

f. LOADER T2 E0|M BYES Y245t0] PCle 7t= S 7|Et M QA E CIA| X7|SkgtLCH.
EC_)I

g- RE DTZNAE BLHSHL 'Ctrl-C'E 52 26 ZEXEZ &

ZIEED| Z=3 etet L3, AtS BHeto] ThA| ALEE| =5 A 7sf{of iL|C.
1. 20| w2t A|A-S CHA] HZ LT,

O|c|o] ZIHE{(QSFP L= SFP)E 22Itt 3% 8/ A0|=22 Ar8dt= Z2 THAl ZX[sljof LTt

A

2. AE2|X| 'storage failover back-ofnode_impaired_node_name 'S X|&ad5t0] ZEE2{E M X5 MEiZ

E|SEIL|Ct
3. At= dizto| H| g MstEl AL 'Storage failover modify -node local -auto-2t&t true’S CHA| A& BtL|Ct
6CHA: 2. = MetroCluster 780l A] 0§ 12|H|0|EE CtA| MetetL|Ct
O] Xt 21 = MetroCluster 71A40f| 2t M EIL|C}

CHA|
1. @E L E7} "enabled" AEll(MetroCluster node show)di| Y=X| 2IBtL|Ct

cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B
controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN 57|37t bR E|RA=X| 2lBtL|Ct. "MetroCluster vserver show'

3. £ =A0]| 2ol +HE|= XtS LIF 0t0|22{|0]M0| 'MetroCluster check lif show' 0l 43XHO =2 2 E|/U=
efolgtL|ct
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4. HAEOl 2 AE Q= BE LE0|A 'MetroCluster A X[t HEHS ALRSI0] AQ|X|UHS LS |CT,
5 x

o
- AKX 20| b2 E|U =X 2RIBLLICE 'MetroCluster show!'

SHAETIHTT| F - A9(X[H" HEHOf| ASH AL K| 20| T 5| 2 SYLICE.

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

S| A7 A Mefol QO A9IX|H Ktelo] 2R ELIC

o i B | —

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

=Zot= O A|Zto] 22 ZE|= AL MetroCluster config-replication resync resync-status show
FE5I0] T F2l 7|E M| HEHE Eelg 4~ USLICH

= - =

TTHA|: ZHoH7F M5 2 ES NetAppO| et

9|59f 2H MEE RMA X|Eol| 2HE 2 @77t Zdst RES NetAppOf| BHetefL|Ch, "F& Hhet S A KM e
LHE2 HIO[X|E HZoHHAI2.

PCle == WXt FtE - ASA A4002 WA BHL|C}

PCle EE= HIXt-l FIEE WAt H AH|O|22 SFP 5! QSFP 2 &2 7I=0|M £2(5t12
QLETII YHMT PCle EE= HAL! FIEE WA|SE LS FIEE CHA| HHﬂoHOF eiL|Ct.

* O] Xtz A AHIM X {5t 2= HT2| ONTAPOIAM AFEE = AELICE

* NAHC| CIE BE 74 947} 2627 HSefor gLICH 2HX 22 2L

]

|= X3 S0l Z2fotof BfLICt.

2| X[ A A8 SEER0] 40| et CHE BALS AFEote] &4l ZHIEES E =0t
L.
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A1 229 714
EME HEEYE ZEoIHTE FHESSY ME|E Helst, Hast 32 MKl HEEE I}
E24E HEEY AEZX|0|M HIO|HE Al M3 = JATE HEEZE 280k
Lt
O] =roi CHsH
* SAN A|ABRIS AL8SH=E E R &4E ZEER SCSI 20| =0f| it O|HIE MIA|X|E 2QI8HOF cluster
kernel-service show LICt. priv advanced ZENA HH % MEiSHH “cluster
kernel-service show ST =2 LE O|E"# & MEfRULICH, Y == 718 el S i

LEO| &S HEH7F EAIELIC.

2} SCSI £8[0|= ZZMAE SHAEQ| CIE =0 SHH HZof| QLojof BtLICE nHIE TIgst| Fof|
£ ZHE ol ZsHoF LTt

* O 27K Ol 4Rl SHAETE A= 2 FE0 ACOF BfLICH S AE7F Z 0| gL o HESE0
Xt 5L JEHoll CHoll FALSEZ EAIE= B &4E ZEEHE S=5H7| Tl 2XIE o ZoHoF RLICHEZE)
"= EE SHAELE S|t

1. AutoSupportZt Z-43tEl AR AutoSupport HIAIX|E S &80 XH5 AH|0|A MM S AX|BtL|Ct,

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CtZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES AR ELICE.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h
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SuE FESA BASE  J2iE..

ze

NAY ZEIE EL ot el HESR{0M 24 HES2IS QASLL SHIBLIC,
O=EOE

ngne

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|LILCE,

2M 2: HAEEZ 7} 2 E MetroCluster0l| Q/&LICH

LA AEECSE SEotEH HESD] HEfE &elot, TRt F ZESE HYsS
FMts10] HAEol AEER{7} £ 4= HEE2] AE2|X|0|A IZ1|0|E1E A% MSSH=S
ofiOF Lt

* Y HEEO| HES S35t o Exto| otx|2tol| MY S5 FAIE A FO{0f HLCt,

CHA
1. MetroCluster 2'EHE 21510 EOi7} Q= HEE2{7t RSO E YA ZHEE2{(MetroCluster show)Z
HBhe| Q=X BHOISHL|C}

2. X5 EA7h LER=X| o0l 2t CHS FOl| what T BLICE

HEED &d 6E S s

7t XAse= HEE|ASLICH ChE EHAIS TAELICt

JtXEoE HBtE|X| SAASLICH T HEEI] MetroCluster BH| 7|52 Sl A& &l XM S=S
Sac

b XiEe= HBEX| §41, HEH HAIXIE AESHD 7ttt 32 2HE diZet = THA|

'MetroCluster switchover' ANESHUAIR. ERE SHEE £ e R 7= X 2AM0

HHOZ M2 A=, FOSHYAIL.

AQX[MIL HRE[R}SLICH

3. FAHQl 22 AE0||M 'MetroCluster 2 THA| EA B S M5t C|o[E| O 22| AH|0|EE
MS7| sttt

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X|R7t HEE|™ 'override-vetoes' O{7if H4-E AFE 510 'MetroCluster 2Hd' E
k=]

24
o o o
Of MEAX D7 HEE Aotz R AAHIR2 57 HYUS YX[ots ZE A8 E H[QlS MEARLICE

2

4. MetroCluster operation show H&Z AH25I0] £ 0| 22|} =X| &QlEtL|Ct,
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controller A 1::> metrocluster operation show
Operation: heal-aggregates
State: successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

9. 'storage aggregate show' HH 2 AF25I0] O 22| AH[0| EQ| MEHE SQISIMA|L.

controller A 1::> storage aggregate show
Aggregate Size Available Used% State #Vols Nodes
RAID Status

aggr_ b2 227.1GB 227 .1GB % online 0 mccl-az2
raid dp, mirrored, normal...

6. MetroCluster &%l ttA| R E 0 12| #|0| E( heal-phase root-aggregate) BHS AR50 RE
OiIZ2|AO|EE HELICL

mcclA::> metrocluster heal -phase root-aggregates
[Job 137] Job succeeded: Heal Root Aggregates is successful

X7t HEEH -overrlde vetoes Of7H{HE AHESI0] 'MetroCluster 2*% HH S Malde &~ UESLICE
O] MEfX Di7H HL-E AFRSHE B2 AIAHIS 57 A2 WX[dls ZE AZE

O T =]

tot

7. Ak 22| AE0|A 'MetroCluster operation show' HEZ AF25H0{ 2t XJ0| 2R =P =X| 2QletL|Ct,

r

mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

20 AEER ZES 2|ELIC

1}

HEED EE WRQ #9240 HMASHAH MAKM ZESS 2= 22[00F &fLIC}.
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5. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S M|&2%}0] ZIEER s MEIE

E|SEL

6. X5 gtzto| H|ZM3tEl ZL 'Storage failover modify -node local -auto-g2tet true’S CHA| A& BtL|Ct
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1. 2Q0j| w2t A|A-S CHAl HZ LT,
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3. X+ gteto| H| 2 M3tEl AL 'Storage failover modify -node local -auto-2t2t true’S CHA| A& EL|CH
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HH S AL26L0] AQ X[ S fHTHL|CL,
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE

L St= O AlZHo| 22l HE|= E 2 MetroCluster config-replication resync resync-status show
A2 o
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245 ZE SRS SRS HES2| MElS Solsin, Ut 29 ATl HES2 T} A4E HESS
AE2IX|OA OB A% RBE 4 UEE HES2IE 2A2ofof 2

Of Zteiof| Chat

* SAN A|AHIS AtESHE HQ £24E ZHEER SCSI E3|0|=0f| st O|HIE HIA|X|E &QI8iOF cluster
kernel-service show &LICl. priv advanced EEOA HHZ AAMSIH “cluster
kernel-service show ST =2 LE O|E"# & ME{RULICH, S == 718 A & s
L Eo| &3 MENZF BA|EL|CH

2} SCSI £8[0|E ZZMAE SHAE Q| CIE =9 SHH HZof| QLojof BtL|CE NS Igst| Fof|
= =HIE s Z8HOF gLCt.

* 7} 27} 0|9l SRAAE(T} QU= B Aol 0{0F BLICE SAE} Aol YL Ba HESa|
2

Xt 8! AlEHOf| CHoll FALSEZ} EAlZlE 2R &AE HEERE -’.f-ﬂom Hoj| 2X|E s ZsHok 3.:. L|CHEX)
" EE 2AESE ST|SEL O
ChA|
1. AutoSupport?} 2-43tEl 22 AutoSupport HAIX|E S &350 XI5 AH|0|A MM S AX[BLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of
hours>h

CHZ AutoSupport HIA|X| = 2A|1ZE S¢t AtS AH|O| A MES ARELIC.

o o

clusterl:> system node autosupport invoke -node * -type all -message
MAINT=2h

LOADER HIA|X|7} EAIELCE  OfZ BAIZ o|SELIC

gret o] 5. Ctr-CE +E Ct3 HAIXI7t LIEILIH yE FFLICt
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EHE HEEI BAE = J2H...
A2
NABOEDE = 45 HYHQ HEESH M &4 E HEEZE AAISHAHL XLt
OEOE
I=0E
storage failover takeover -ofnode
impaired node name -halt true
_-halt true_parameter= Loader TEZEE HA|LILCE,
M 2: ZIEE2{7} 2 = MetroClusterdi| A &L|Ct
245 AE SRS ZR0l2{0 HES2] NEIS Sololn, WS P2 HESR HAS Hsto] YAl
HEEE 7 &dEl AEE2 AE2(X[0|M HIO[EHE A& MSSt== 3l{ofF gL|Cf.

1. MetroCluster #EHE £Q1510] Zolf7t Y= HEER{It RSO E H4 HEE2{(MetroCluster show)Z
Mtz A =X] ZlgtL|ct

2. X5 EA|7h UM =X| of 0l 2t CHS FOl| what T BLICE

HEED &2¢ 6F 2|

It RSz M= ASLICH CHE CHAIE TASfLICh

I} S OR HSHE|X| YAALICH HA HEZ2 MetroCluster HH| 7152 Sof AL E HH| S52
Lo

RSz MEE K| ¢, HEH HAXIE HESID TSt 32 ZHE difZet = ChAl

'MetroCluster switchover' ANESHIAIR. XIS SHEE 4= Ql= z_,:l_?_ 71& X2 20

HHOZ Mt A=, FOSHAIL.

LAQX[LMIE HRE[R}SLICH

3. MAHol 2 AE{0|A 'MetroCluster 2 THA| 1A' HH S AlASIo] H|O|E| OH2|H|0|EE
H=7|3ketLCt.

controller A 1::> metrocluster heal -phase aggregates
[Job 130] Job succeeded: Heal Aggregates is successful.

X[R7t HE =™ -override-vetoes' 07l HE AL S0 'MetroCluster 2Hl' HH
O] MEHX Dj7{ HA-E AEsE AR A|AHS 27 XA 2 UX[ste ZE ATE H|QIS TH™ Q| BhLLCt,

— oT [=}

4. MetroCluster operation show HES AI25t0] 20| 2AZ ==X SHolstL|Ct,
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controller A 1::
Operation:
State:

heal-aggregates
successful
Start Time: 7/25/2016 18:45:55
End Time: 7/25/2016 18:45:56
Errors: -

S. 'storage aggregate show' HHS A}

controller A 1:
Aggregate
RATD Status

Size Available Used%

aggr_ b2

227.1GB 227.1GB
raid dp, mirrored, normal...
6. MetroCluster 2t &7 RE

Oi22|AH|0|EE +FEILIC.

mcclA:
[Job 137]

K R7t HREH -overrlde vetoes Df7HEH$E AFRE10] 'MetroCluster er%_
XtAHS H

dRSt= BE

O] MEWE| D7} WS Aot A AlAHS 27 Rl

7. CHA 22{AE0| A 'MetroCluster operation show' H&HES AHE235}0]
mcclA::> metrocluster operation show
Operation: heal-root-aggregates
State: successful
Start Time: 7/29/2016 20:54:41
End Time: 7/29/2016 20:54:42
Errors: -

off K| ABLR{E AfAlO]A HES2]
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% online

> metrocluster operation show

g5t0{ 0l 12| AH|0|ESf HEHE 2HRISHUAIL.

-

:> storage aggregate show
State

#Vols Nodes

0 mccl-a2

O 22| H|0| E( heal-phase root-aggregate) HHS A23sI0] R E

:> metrocluster heal -phase root-aggregates
Job succeeded: Heal Root Aggregates is successful

JES M = ASLIC.
ITE
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C. HH7| UK 258 WMol M UHE BIEZIE HMAZLIC.
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. ZES2| DEC| B2 M9 Y0l U O HES2| BES B THARH A2 Lof YELC

XIAIZEAS WK ZEES ZES MA[0 2tT3] A SHA| DHYAIL.

- 20| w2t A|A-S CHA] AZ LT

0z

AHE W7ER] M Al Rt 2 TS| o] E &Lt

() #H4Et ayeix) ss ZESR DES M of 92 0 Tz 3 IR THIAIR.

a. Mz xS ABLE =3 F2 Uo| E2|=5 HESD =S 7|=2¢ U3 HEES S 2T 2o 2 02
’é.%‘ X2 &3 K= L] AHAlof 2tX15| FAfetL|ct

b. OFX| MX|3tK| 242 A A\0|S Ta| FK|S ChA| MX[BHIAIL.

= =]
C. M HE D2NAS FHstD 'Cirl-C'E =28 20 Z RETL|CH
() AAs0l 28 HiRoM BEE 2L 202 BEots SMS MBI

. 'show date’ BYOR FArEIol ESe|o] UM} 8l Al7tS EHoIBiCt,

a =
b. CHAF ZIEE2{29| LOADER ZEXE0|A A|ZH U HWE stolgtL|Ct,

c. Lot AR 'mm/ddlyyyy HHOZ UWME X TtL|Ct
d. st AL 'A|IZt ¥H hh:mm:ss' BHES AH23H0] GMTZ A|ZH2 HEEL|Ct
e. LH& HEES Q| EM 8 A|ZHS =helgfL|Ct

- LOADER ZEZEO0|M BYES Y250 PCle 7t= 3 7|Et 74 248 ME7|et5t 0 HEEZE R SLIC

. AE2|X| 'storage failover back-ofnode_impaired_node_name_ 'S H|35t0] ZHEZEZ{E M &5 4
ESELct

. At3 gheto] H|g M5tz L 'Storage failover modify -node local -auto-2t2t true’S CHA| A BtL|Ct

5THA|: 2. E MetroCluster 7140{| A Ol T 2|A|O|EE C{A| HMetetL|Ct

A2 21 E MetroCluster tA0| T M EIL|CT

1. @E L EJ} "enabled" AEll(MetroCluster node show)di| =X 2IgtL|Ct
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cluster B::> metrocluster node show

DR Configuration DR
Group Cluster Node State Mirroring Mode
1 cluster A
controller A 1 configured enabled heal roots
completed

cluster B

controller B 1 configured enabled waiting for
switchback recovery
2 entries were displayed.

2. RE SVMUIN TS 7|347t bR E| QA=K 2lBtL|Ct. '"MetroCluster vserver show'
3. B3 XA ol £ == Xt LIF 0r0|128|0|M 0| 'MetroCluster check lif show’0l]| 2™ O 2 22 | =X|
§Hﬂ

4. MAMEOl 2{AH0| A= ZE =0 A 'MetroCluster A 2| X8 HH S AL26L0] AQ X[ S fHTHL|CL,
X

o
5. AQX|uH =tH0| 2| =X| EOIStL|CT 'MetroCluster show'

SHAETHTT| & - 290X HEHof| ASH AL K| 20| TS| A SYLICE

cluster B::> metrocluster show

Cluster Configuration State Mode
Local: cluster B configured switchover
Remote: cluster A configured waiting-for-switchback

=1 - —

SHAETHF HEjof] ASH AQ|X|E 0| b= ELICE

cluster B::> metrocluster show
Cluster Configuration State Mode

Local: cluster B configured normal
Remote: cluster A configured normal

o
I:IHE
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