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Can't find primary boot device ula.O0
Can't find backup boot device ula.l
ACPI RSDP Found at 0x777fe(014

Starting AUTOBOOT press Ctrl-C to abort..
Could not load fat://boot0/X86 64/freebsd/1magel/kernel Device not
found

ERROR: Error booting OS on: 'bootQ' file:
fat://boot0/X86 64/Linux/imagel/vmlinuz (boot0, fat)
ERROR: Error booting OS on: 'bootO' file:
fat://boot0/X86 64/freebsd/imagel/kernel (bootO, fat)
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varfs backup restore: update checksum for varfs.tgz
varfs backup restore: restore using
/cfcard/x86 64/freebsd/oldvarfs.tgz

varfs backup restore: Rebooting to load the new varfs

Terminated

varfs backup restore: bootarg.abandon varfs is set! Skipping /var
backup.
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key manager is configured.
Entering Bootmenu Option 10...
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Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

Enter the backup data:
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Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.
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Error when fetching key manager config from partner <IP>:

Has key manager been configured on this system? {y|n}

key manager is configured.
Entering Bootmenu Option 11...
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ERROR: kmip init: halting this system with encrypted

mroot. ..

WARNING: kmip init: authentication keys might not be

available.

System cannot connect to key managers.

ERROR: kmip init: halting this system with encrypted

mroot. ..

Terminated

Uptime: 11m32s

System halting...
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) Normal Boot.

) Boot without /etc/rc.

) Change password.

) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)7? 10



ONTAP HHQIL|C} ol &M
ONTAP 9.7 O[5t =AZ

S8 M7 ol EAIRLICH

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

—_~ o~~~

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_ = — — 1~ =~ — —

Reboot node.

—_ o~~~ ~ D
O O J o U b w DN

~

Configure Advanced Drive
Partitioning.
Selection (1-19)7?

recover onboard keymanager

B O2NAS A4 DAEX Selg|ct

oM ZEZES HEA[LC

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

Ao ES YHsts S 2E0] OFF Y ALK gigLCt

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

a. A% e 2felo] A HEH XS M = 2fels S 20 EaLItt.
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6.

X ZEZEES BAIZLICH

O

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

k% k% ke ke ke sk sk sk sk sk sk ok sk sk sk sk sk sk sk ok sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk sk ki ke ke ki ki ke ki ki ki ki ki ok ok ok ok ok ok ok ok ke ok
Ak khkkhkkkhkkhkkkhkkrkk Kk k) k*x*k

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b I b b b b b b b b b b b b b b b b b i b b b b b b b i b b b b

RRdh b b b b b b b b Sb Sb b b b b b g

HEAIE £30] 2p(2}) CHE HR A& TIHSHK| O AL, successfully recovered
keymanager secrets =AM HES I LT E ™ LICE

28 HwolM 4 12 MEI5I0] ONTAPZ A& 2L Ct
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R b b I b b b b I b b 2 b b 2 b S b b b b b 2 b S b b b b b b d b b b b b b b g b b b b I b b 2 b b b b b b b g b I b b b b b g b i 4
XKk khkhkhkhkkkkkkkxkkx

* Select option " (1) Normal Boot." to complete the recovery process.
*

KA KR AR A AR A AR AR A AR A AR A AR A AR A A A AR A A A A AR A AR AR AR AN A AR A A A A AR A A A ARk k K

khkkkhkkhkhkkhkkk kK kK xk

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)2 1

N
L

EEa9

Tk

£0i| CH2 HIAIX| 7t EA|E|=X] 2eletL|Ct

Waiting for giveback..(Press Ctrl-C to abort wait)
8. MEL] LE0|M CHZ BHS LS MEL] HESE HIESHIAL.

storage failover giveback -fromnode local -only-cfo-aggregates true..
9. CFO ofa2|A|0|EQt 2EISH = Ct3 HHS HATLICE

security key-manager onboard sync

10. Onboard Key Manager2| 22{AE MA| 25 E 2{efL|Ct

26



OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted volumes
are not brought online automatically, they can be brought online
manually using the "volume online -vserver <vserver> -volume

<volume name>" command.

S718H0l SZ5He 57 HIAIX| glo| SBAE TEEET} LT S7|817t Mufste Z2iAH
() =zEzxezsopp| Fo| 2F HAXIZE LERLITL 57t 28E|1 57/8t ¥2Ho= My

7kX| Al&SHA| OHY A L.

1.

gl

BHES YHSIH 2 E 7|7t ST|SHE|JU=X] 2l
security key-manager key query -restored false..

There are no entries matching your query.

HE 07 H0ll M falseS HE Y'Y o Z2tJt LIEFLEX] S4&LICH

©

12. C}2 BES Y5t MIEQ| L. EE ghetgtL|Ct

storage failover giveback -fromnode local
13, AFROIR| 2 MESH A [}2 WYL 2ot AHS uiete =AHLICt
storage failover modify -node local -auto-giveback true

14. AutoSupport7t 243t 22 CHs HHS st X} 0| A MHS SELICE

system node autosupport invoke -node * -type all -message MAINT=END

SM 2: Q2 7| Blg|X} 2AM S Elst|C}

ONTAP & Hiw0ilM 2F 7| 22Xt F4S SAYLIC

AlZtsE7| o

EKM(External Key Manager) 78S S¢l5

b
e
i
ojo
0z
HI
N
1z}
fo
et
=
o

* Ct2 22 AE 20N /cfcard/kMIP/servers.cfg It Q| EAE = CHS HH:
° KMIP M| FALICt,
° KMIP ZEQIL|LC}.
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* C}2 22{AE| S EE S2to|otE
* C}2 S2{AF L C EE Sato|olE

*LE SH2AH EEEE

KMIP A{H

EHA|
1.

2.

Tk

e
=

CIZ MO It SALEQILICt /cfcard/kmip/certs/client.crt

7|2 oty SAMRRLICE /cfcard/kmip/certs/client.key

CAQ| It SAL2QLICE. /cfcard/kmip/certs/CA.pem

3. BIAIK| 7} EA| 5

E|

[=]
T™Oo

1)
2)
3)
4)
5)
6)
7)
8)
9)
10

~ o~ o~ o~~~ o~ o~~~ o~

11
Sel

o2l ol E EAIRLICH

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.

Maintenance mode boot.

Update flash from backup config.

Install new software first.

Reboot node.

Configure Advanced Drive Partitioning.
) Set Onboard Key Manager recovery secrets.
) Configure node for external key management.
ection (1-11)7? 11

HUQTH YEE MUK A LLCt

OiR| ZEZES HEAIRLICH

Do
Do
Do
Do

you have a copy of the /cfcard/kmip/certs/client.crt file? {y/n}
you have a copy of the /cfcard/kmip/certs/client.key file? {y/n}
you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|Z7H HAIE|H 2210[E 3! M FEE etL|ct.
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Enter the client certificate (client.crt) file contents:
Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the server configuration (servers.cfg) file contents:

Oof|H| =71

Enter the client certificate (client.crt) file contents:

MIIDvjCCAqagAwIBAGICN3gwDQYJKoZIhvcNAQELBQAWGY8xCzAJBGNVBAYTALVT
MRMwEQYDVQQIEWpDYWxpZm9ybmlhMOwwCgYDVQQHEWNTVkwxDzZANBgNVBAOTBkS1
MSUbQusvzAFs8G3P54GG321IRvaCkFnj2gQpCxciLJ0gB2foiBGx5XVQ/Mtk+rlap
Pk4ECW/wqgSOUXDYtJs1+RB+w0+SHx8mzxpbz3mXF/X/1PC3YOzVNCgbeieek62si
Fp8=

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

MITEizCCA30gAwWIBAgIBADANBgkaghkiG9wOBAQsFADCB] zELMAkKkGA1UEBhMCVVMx
7yaumMQETNrpMfP+nQMd34y4AmseWYGM6gG0z37BRNYUOWE2gDL61cQ3/7km7Y94
EQBKGINY8dVyjphmYZv+

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

kmip init: configuring ports

Running command '/sbin/ifconfig e0OM'

kmip init: cmd: ReleaseExtraBSDPort eOM

SCH0|HE S M FE

I

Qs =27 TR A|AT} R EILICH
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System is ready to utilize external key manager(s).
Trying to recover keys from key servers....

[Aug 29 21:06:28]: 0x808806100: O0: DEBUG: kmip2::main:
[initOpenssl] :460: Performing initialization of OpenSSL
Successfully recovered keymanager secrets.

5. 2 Mo M S 12 MEISI ONTAPE A& SEELICH

A b i b b b b b b b i b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g b b b i g
*khkhkkkhhkkhkkKhkkhKx*k

* Select option " (1) Normal Boot." to complete the recovery process.
*

R i b b b b b b b b I b b 2 b i b b b b b 2 b b b b b b b b I b b b b b b b b b b b b I b b 2 b b b b b b b 2 b b b b b b b b b i 4

Rk b b b b b b b b b b b b b

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

Install new software first.
Reboot node.
Configure Advanced Drive Partitioning.

(1)

(2)

(3)

(4)

(5)

(6) Update flash from backup config.

(7)

(8)

(9)

(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)7? 1

7. AutoSupport’t 2d3tE Z CHg B S YUSI0 Xt3 7|0jA ddS SUYLICH

system node autosupport invoke -node * -type all -message MAINT=END
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1. SSHE S3ll 22 AE0| 2QI5tHLE 22 24 0|21t MS/252 ME5I0 2 AEQ| LE0i|A
ZIaQlgtLCt.

2. AutoSupportE 1110 A|AEI0] QIE2EOI0| & ZHOZ Of|AE|= 7|2t EAIBILICE

system node autosupport invoke -node * -type all -message "MAINT=8h Power
Maintenance"

3. BE E2° SP/BMC F4 2ol
system service-processor show -node * -fields address
4. 22{AH 48 ZSFELICE exit
OS. O|H HHA|o] EH0f| LIEE ==9| IP A5 AE3I0] SSHE S8l SP/BMCOl| 2 31%tL| T},
ZE/AES ME= 22 St S AH A2[Xt XHH SEE A5 HEEZ{0f| 22t
(D) =% sze 2UHYY + YSE 2 SPBMC Y20 thet SSH A8 HLich
6. £AE NAIO| QU= 27Ho| =S FX/BHLICE

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true
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