ASA A800 A|AE

Install and maintain

NetApp
February 13, 2026

This PDF was generated from https://docs.netapp.com/ko-kr/ontap-systems/asa800/install-setup.html on
February 13, 2026. Always check docs.netapp.com for the latest.



=0

ASAA800 A|AH

XU ME
O{7| M AlZE: MX| W HE stE S MEfSIL|CE
Bt= THA| - ASA AS0O
H|C|2 THA| - ASA A800
XM THA| - ASA ABOO

Al 22|
ASAA800 StES||0] FX| &2
S 0|ty - Xts S
S 0/Co - 5 57
MAl
HEEY
DIMM 1A - ASA A800
SSD E2}0|E E= HDD S210|E 1| - ASA A800
FAN-ASA A8002 W AH|EHL|C}
NVDIMM-ASA A800S W AH|gL|Ct
NVDIMM H{E{2] WA - ASA A800
PCle 7t= 14| - ASAA800
Mol 23 K| stA L - ASAA800
MAIZE AA BiE 2] 1H| - ASAA800

ASAA800 o =2 AMY

B e . . N N

18
18
19
33
57
64
84
90
95

100

106

112

119

122

130



ASA A800 A|AH
2% 8l 2%
01714 AIF: 45| 9 497 shaig Mefgct

CHEE2 7 (ASA 718 Eeh)0AM= Chet 2HIX 4] SO0 HEte £~ JAEL|CE

" HHE A

A|AEIO| MetroCluster IP 74

e
oX

= Ct7| - ASA A800

Of HO|X|ofA= = X[ & AO|SZOM 7| A|AR AX7IX] A|AEE EX[oHs LEHHQ
Aol et 22im XA S MSELICE & AFEELICE "AFF A800 2X| 5! 27 X|E" NetApp

A" Lol oj43t 2
(i)  ASAAB002 AFF AB0D AIA®ITH S HX| HAIE ALSBILIC

H|C|2 T - ASA A80O

Ci= HICI20M= M AlAE S| ZX] 2 A0|Z HE d8=S 2oFLICL

"OHL|tH|O] 44 - AFF A800 & X| 5! &
(i)  ASAAB002 AFF AB00 AIA®TH S HX| HAIE ALSBILIC

AtMIh THA| - ASA A800

O] H[O|X[0f M= ASAAB00 AIAE EXIE ffeh XEM|SH EHAIE XIS HSELIC

1EHA|: EX| Z=H]

AABE ZX|otH AZE T
HESRZ YEE +THof gL

T AAS SEooF BT 3t AAHO) B H0|S £ RS EHolotT S

n


https://docs.netapp.com/ko-kr/ontap-systems/a800/install-quick-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-quick-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-quick-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-quick-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-quick-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-videos.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-videos.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-videos.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-videos.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-videos.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-detailed-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-detailed-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-detailed-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-detailed-guide.html
https://docs.netapp.com/ko-kr/ontap-systems/a800/install-detailed-guide.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/index.html
https://docs.netapp.com/us-en/ontap-metrocluster/install-ip/index.html
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://docs.netapp.com/ko-kr/ontap-systems/media/PDF/215-13082_2022-08_us-en_AFFA800_ISI.pdf
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2a61ed74-a0ce-46c3-86d2-ab4b013c0030

ol CHat AM|A ABHo] LO{OF BFLICE "NetApp Hardware UniverseE & ZSHYA| 2" (HWU) - ALO|E Q A AL CHet
e 8l M E A[ARIO Cet =71 HE o Chet AMA Hots 7HE = JUELICH"ALE 521 ONTAP H{E 0| et
23| X L E" 0] A|AEI0]| CHSH XIM|T LIRS & AIXSHAAIQ,

et A

AtO|EOI M CH2 2 HIZ8HoF ELict,
« AE2|X| A|AEIS| 2 ZZbQILICH
* Phillips #2 E2t0|H

* EH HEIRKNE AFESI0 AA-E HERD 29X X &S E= 2&0| AZst= F7HHEAZ #Hol2

I mo

a. D= dxe| lg=s &L

b. AEZE{0I|M A|A™ L

rE

=2= =

Chmanen )

a2
1A% 8,
a. 71Z Aol 2IQISHAL AHE BHELITY,
=
=

=
Salgct

f
b. SE("NetApp HIZ SE")
2. C}RZE Y MX| "NetApp CH2 ZE: Config Advisor' tESQR.

3. @2 AHo|29| -of RHE gfelstn J|SetL|ct,

=

rir

LIS EoM = A & A= AIO|E 82 20 ELICH TO| LIF JAX| %42 7|0
"NetApp Hardware UniverseE A TSI A|2" H|0|22 X0} AFE ({EE ol

-r-

|IE2S &2 R E YZoHHAIR
L|C}.

AdE /Y 22 S gl 2ol Aoz 9. CHA ..
100GbE X66211A-05(112-00595), ﬂ " * HAOIE{H4E
A 0|= 0.5m .
* 22{AH QHAYE
X66211-1(112-00573), 1m HER=

* AEZ2|X]|, O|O|E]
X66211-2(112-00574), 2m

X66211-5(112-00576), 5m

10GbE #[0]2 X6566B-3-R6(112-00300), — ] .~ OoH

3m,

X6566B-5-R6(112-00301),
5m

25GbE #H|0|2 X66240A-2(112-00598), 2m, — ] . - OoH
X66240A-5(112-00600), 5m


https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/eservice/registerSNoAction.do?moduleName=RegisterMyProduct
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://mysupport.netapp.com/site/tools/tool-eula/activeiq-configadvisor
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com

HUE 98 B

HH
rE
ot
=
m
o

on
£Q
glo

RJ-45(F=0l of
2t CHE)

IO A X66250-2(112-00342) 2m:;
X66250-5(112-00344) 5m,
X66250-15(112-00346) 15m

X66250-30(112-00347) 30m

00|22 USB dliY 12
=& AHo|=2
HY AolE Y AS

4. S CHR2ELSID 2R PLICH "2 AE 74 ATAE"

2CHA|: SHEQ|0] A K|

TR0 w2t 4-EAE 24 [= NetApp AIAH FHH|SO A|ARIS HX[SHOF &L |Ct.

THA|
1. 2ol mzt 2 7|EE HXILCt

"4-LAE 2H0j| SuperRail AX|"

2. 2|Y 7|E0i| ZEHE X|Eof w2t A|ARS XISt 1

O ELEECEEEENE

24 55Dsg 48 55Ds

CHet...

- m2l

U]

- ADEQ0| MY 5 23
oz

e 320 PSU HZ


https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://library.netapp.com/ecm/ecm_download_file/ECMLP2839002
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html
https://docs.netapp.com/ko-kr/ontap-systems/platform-supplemental/superrail-install.html

Cable
management
device

3EA: AEE2 A o|=S AZEYLIL

AQAX|Tt QlE 2 E 2HAH UH E= S2AH ABHHYE HERD YYS M8 SAUE S AHf Tiet
Alol=E E?EJ'OI LRt Fibre Channel 2= iSCSI ZAE H|E® 3 = 2 HE AEEZ|X|0f Ciet 7|02 HE2
M AretRiL|Ct. o] #[0]E HE2 tIHEPS*.OIII HOHOZ S AE HERA 'i' AEE|X|0f A0][2E AE t

et 12
S
30
i3
-
[l

2astAo|2 HE: ZEEE S2{2H| #0|=2 HZELIL

7} gl 21 = SRAE WHS ALSOIHLE 22IAH QIEIAUE UEIE AGstel HES2(0 Hol22
|

M 1: 290XVt gl= 2 E 22{AEHE A 0|S2 HZLT

AESaiol ga| YEYI EES A9X|0| HZELICH HAQIEHHUE U S2{AE| QEHUE ZES £ 21
==0f Hlojg2 HFELICH

=oAL,
@ HUEHE A off D2F A2[7) S2{0fF LI =2 A2(T} o £[H HYUHE XM AStD 2| MMCH}
ChAl A|ESHIAIL.

CHA|
1. OHL|H[O| M tE= B WA HHAIS A5t ZHESE{ A2(X| Al0|2] #|0|E HES 2tEELICH

OHLImO] M - AQUX|7t @l= 2 & 2HAHE AHO|S2 AAYLIL


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=edc42447-f721-4cbe-b080-ab0c0123a139

2t
2]

A

UES2 BE0M S
HA 2IE{7{4E EEof #[0]S &
* e0b ~ eOb

«elb~elb

e o

100 GbE cables

tuu,h.'!

22 AE CIHAH4UE ZTEQY #H0o|=

» e0a ~ela

« ela~ela

e

100 GbE cables

;;
Vi
S

Vs
2l
- SSeussssnsssssans
LD HHHHHHHHHHH IIIIIIIIII = LA LLLLLITTLTLTLY

oy
QI TEe

IIIII."JJ. R :: .
wﬂ::::::::::::::::::EEE@E;Q‘"

I,{.fl'%' .I.I'i

'! 0O (T
H e i




A 2 HEER 2N =—ELICH
E3 A

SIX|0f 22| ZEES 0|52 HZLLC

WEEIIEEINNS,
Sasessseenees

I -‘a'-‘-'-'-'f-%'-‘-'-‘-‘n‘-'
e

CH Ezto|e dlmof HZBLICE

[n M
it

T CEto|E dmof| HZgLCt
3. AR HHS 2FSIH S BRSHIAIR "4THA: A|AR 2| 8l 2HS tE el
4 2: 29/X| 2HAH #H[0|E HE

AEEZ{9 22AH QHAHYE g #2| HERZ ZE= AQ(X|0| HAE D HAQIEHEE ZE= £ HEEZ 0
Aoz AZELIC.

AlEsE7| Hof
ANARIE AQAK|of| AESHE S| Cet XiMeh LHE2 LIERIS 2E|Xtof|A| oSt AL.
O% St B0l SHHE 70|12 HYE S B 20| A=K 2HAsHHAI2.



.

()  ZIIEIE S mh g £20t Se(of LICt @ 22071 o S8 YIS APt O}
CHAl A ESHIAL2.

chA|
1. OHL|TIO| M = H HA| THAIS ALSH0] ZIES2{QF A9|X| At0|Q] A|0|2 HZE S 2tETL|CY.

OfL|TH|O]M - A9X| 22{AE #H0|2 HE

=] | AES2] DEO|A S ELIC
EJ ~oerids zeo oz oz

J\l

* eOb ~ elb
«elb~elb

me o

100 GbE cables



https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=49e48140-4c5a-4395-a7d7-ab0c0123a10e

Ch 2 2 ZEOAM fstL|CH
n 22{AH QIEHHUYE TEE 100GbE 22{AH QEHIUE ALX|0f Ho|22 HATILICE.

rlIHH

VOO OIS '! TSSO
eesrasesenseree

)

ETIRINNENS =
l==l-------------------- AR

| MES x|

o E-l

'l

B ZE| HIEY I A90K|0f 22| ZES H0|S2 HEHLICE

£ v -
RJ-45 cables

e savasetnesany!




o olnf H@ AES B OHAIR
2. Al0|2 17 SMS oI B C}SS HTSHIAIR.

=
° 2M 1: Fibre Channel A E HEQ| 30| #o|22 HASILICH
o

0
° 2M 2: 10GbE SAE HESQ30| #Ho|2 A&

° FM 3 HEERE ¢t E2to|E ol HZAFLICH
°c FM 4: ZAEECE F Eoto|E doof HZgLct

|
[=]
3. NAH HHS 2AFSHHH 2 BRSHIAIR "4 A|AR] HX| 8l 242 et L),

Aol2 A2 S4: #H|o|2 o w2t HatX= M

Fibre Channel £ iSCSI SAE HEQ3 E&= &M AZE AEZ|X|0f CHEH A4
ol #lo|2 &2 tIHEPE*.OIII ooz SAE I EQ3 4l gl A AEZX[O AHOIEE HEEY £ UBL

2M 1: Fibre Channel A E HEQ 30| 70|28 HATIL|C}

ZAEE2{9 To|H 2 ZEE TjO|H ME S AE HER I A(X[of| AZELCE

AMARIS AQAX|off AASHE L CHet XiM[eh LHE2 LIERIZ ZE|Xtof|A| 22t AIL.

(D HYEHE MY o 22 22|7t Se{0F Lot 22 22|71 o E|H HEHE WSt @

CHAl A ESHYAL.

R}



A 2t AEER ZS0|M SABLIC

1 I E 230X 2DE FC SAE AR[X|0f #0|2Z HZTILIC

e— |

FC optic cables

I SRTTY TR RRYLITY
Sepsvessnssenere  EE

EENEENE EENEEEEES

SM 2: 10GbE SAE HEQ30| 70|82 &

ZHEE2{2| 10GbE ZE = 10GbE TAE HER| 3 A|X|0f| AZEL|CE

10



A

HUEIS AQISH of ©uf A2|7t S2{of SLIC 2t A2|7h of £ B HUES X|7{3tn S| HCH
ChAl ALEBHIAIR.

2t ZIEEE] ES0|M s L(ct

H0|2 ZE eda~edd= 10GbE SAE HEYI AQx|of HHELICH

=

10 GbE cables

e cessessnanes

f==i

* S 3: ZEESE te E2to|E dIof AZYLICH
* S84 ZEEYE F E20|E Ao HAZLICH

HE NS224 E2t0|H & Io| NSM ZE0f| H0|E2 HZASHOF LIt

11



12

@ FUIE|S ARl o @2t A2|7} S2{of SiL|Ct =2t A2|7} O &|H HUEE FAHSD

S| MUCH
I:I-Al AlE-é-I'AIAlQ

EHA| Zt HEER 20N FASLICH

.
Ell Zeseiasuzdez

MSM A

NSM B

=1 s
B sheitt

Controller &

-

Contraller B

i'“!illliliﬂlllllii ﬂ


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=09dade4f-00bd-4d41-97d7-ab0c0123a0b4

NSM A

MHSM B

L]

H

Controller A - o : !
: T v =

Controller B

AAR HHE §R5IAH S FZSHY AR "4l A AR 2| 8! 22 2tEen.

—

AESE7| Hofl
2| SHATEO| 2HIE #|0|2 F{4lE] &h2l EH Bisk

= ond -d oo

o
9
rr
A
Jgk
ro
ot
I
=
to

@ HYEHE MUY wl 22 22(7t Se{0F gLt B2 227t ¢ =|H AHEE E Mot =

CHA| A ESHM A2,

OHLIM|O| M o= B YA EHAIE AHE0I HEERE F Et0|E Ao AZ gL

= T

OfL||o|M - AEERE & E2f0|E dmof| AZELCt

HUCE7E

13


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=fe50ac38-9375-4e6b-85af-ab0c0123a0e0

Contraller &

Controller B

HSM A

W.’i.!!!%!! }

M5M B

14



NSM A §ii - I 1
o i mmme ﬂ!.; """" -

I
MEM B HHHHHEHHH

EHEHE T H
i AR

I Shalf1

Contraoller A

E"?ﬁaﬂ-i"ﬁ ] B
Controller B ol prsemssnspnsznnanasceeset it ) 6 EI

g

B R g
: Bl B

ANAE HEE AR S FROMMAL "4EHA!: AL EX] 8L 7S A= RILC

4THA|: Al AE 2K 8

__IJ.
A (%] 5 AEO Chet HET HSSt
NES

= S AE HMZS AL A|2-S| AEER0| 2T A LhZ &
AS|X|of HZBH0] AIAE MK| U pHS LT

SM1: 4 EQT ZAMO0| EAMBIEl A A|AEI Mk U TAS 2B |C}H



ofLiBo|Md - =ES

2
=

2a| A0x[off AZEL|CH

4. L}EE ONTAP Ot0|2

o

w4 < File Explorer =& ] = Network
Home Share View Network View
« © 1 & > Quick access « v 1 &> Network
& This PC v Frequent folders (4) & This PC ~ Computer (5)
=¥ Network Desktop Downloads =¥ Network SAMPLE2-PC
| § ThisPe 0 SAMPLE2-PC =
~ Other Devices (2)
_ Documents Pictures
25 This PC == This PC
£ . * ! ONTAP-XXXXXXXXXXXX
Q e/ ! ONTAP-XXXXXXXXXXXX
=
a. Ity EfM7|E GLICL
o = <+ = ES ot = (=) [<}
b. 1% Aol M * YESIT 2 22UstL 1192 Q2= HES =gt 5+ M2 14 * 2 Meigi ot
e P = A rel
C. ONTAP O(0|2E & H 22/t ot HO|| HA|E ABME EIELICH
@ Xxxxx= CHA L E O A|AHE! Qled tHSQIL|C}

System Manager?t E&/L|C}.

5. System Manager®| QfLHO 2} BYE AFESH] Ol M =T et CIOIEE A8t A|A-E FYYLICE "ONTAP
T 7t0|E E HEFHIAIL"

6. Config Advisors &li5t0] A|ARO| HEHE 2felstHAl2.

7. 27| FEE AR 2 ONTAPS| 37t 7|5 40l St RHAISH LIE2 & "ONTAP 9 ZEAM" XU AIL.

F8 2: HIEY I HMO| 2HStE[X| 2 F AlAH 82X & FES fEPLICH
BEOIN HIEYD HMS MBS Y F2 0l HYS ALgst0] T4 U HMS ABsHoF LTt
oA
1. ME T 2a AH0l2 91 U 7Y
a. LES L= F£9 24 ZEES N-8-18 AHE510] 15,2002 2 AFetL|C}
() =& mes7ustswHe ¥E Tt 280 2210 E2US BTSN
b. 24 0|23 WS T 20| AT AAHT B MBEH 24 oS ALgsto] ZES2|0| 22
EES AZBLICE

16


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=d61f983e-f911-4b76-8b3a-ab1b0066909b
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html

lﬁ:qwlull;:%ii éi-l : I ::E

% Hitsensg '*'"'a'i"—'aiiaﬁiw%mh

e
Client
[ 1]

i!----ﬁiiéiiéiﬁii;iiiéiif e

Management
subnet

Client

L W

22| HEL AW DHCPZt /= = 1 .
_C'>_
TAE M HEER{0f| = |P F=AE J7|2EHL|CE
T X AUSLICE a. PuTTY, HO|'2 MH &= e 2| siedst= E AF8st 24
NME FL|Ct.
@ PuTTY #H 8IS O2= AR LER = 249
2210l =L S SQISIHAIR
b. A3 | HIAIX[ZF A= 2t2] | £ UHsL|ct

= L= 240||M System ManagerE AtE%t0{ 22{AEHE FAELICEH

17



a. HEIRXOo|M E 2| IP FAE 7t2|YLICh
@ F29 A2 hitps://x.x.x.x &LICE.

b. ol M T3t CIOIEE A0 A[AEIS FEBLICEH 'ONTAP 74 710[= £ EESHYAIR".
5. Config AdvisorS &S] A|ARIS| HENE 2HRI5IHAIR.

6. X7| FHE HETH T ONTAPL| 37} 7|5 -0l Tt XtMEE L2 & "ONTAP 9 EE A" HZSHA2.

ax 2t

ASA A800 SI=90 |X| 22|

EHI[Hol ot™ Mt EI"*OI Mg HEHSIE ™ ASAA800 AEE|X| A|AEIO| SIEQ0E QK|
2SN . DR 2E DAt 242 MMl QK| 2| XS £™stH JHs X U H|0|H
2AM 3 X5t o =20 ElL|Ct

AMAE”FE 24

ASAA800 AE2|X| A|AHIS| HR TS T+ R40 Ciet RX|24 EXHE f8e = ASLCH

"8 0L - XS S S8 0|C|ojs AEE|X]| A|A-O0] RESHE= O AHESH= 7[= 5l £& ONTAP
o[0|x| it MEE MEYLILE XS 57 30| AIAE2 IEH =E0M BE
O[0|X|E 7.:1&10}—! HAES RE My S92 AS22 A0 WK £E 0|C|0f0f
O[0|X|E EX[gLCt XtE £ O|C|0] 57 T2 M2 = ONTAP 9.17.1 0| &H0f| A2t
K@ ELCH AE2|X] A|A-IOA O] TS| ONTAP ’é‘%‘i 2 3% "+ FE

S =X

"SE 0|00 - 8 54" 2E 0|00z AEZ|X| A|ARI0| 2EISH= O] AH8St= 7|2 W 2 ONTAP
o|0|X| md MEE MELICL =& =+ S0ll= USB EEI0|E0|M AEZ|X]|
AABS REISHT IH A| AR o|0|X|et LS ¢%9§ SHgL|CH AEE[X]|
A AEIO| A ONTAP 9.17.1 O|AHS AMdl =01 AR LIS 2 AIRSIMA|IR "AI5 HE
S5 =R

"AHAL" MAl= HEER/CPU K|, MY S5 X X /0%t 22 ZE HEEY 74
RAE $8%h= 22[H ASEXNYL|C

"HESH" HEER = EE, HAlo] X AZEQ|0{Z FHELICH E210|EE X[0{5t 11 ONTAP
7|58 FHELct

"DIMM" HZ22] SLXI7t YALE DIMMOf| 20| L= Z2 DIMM(Dual In-line Memory
Module)2 uH|sHOF hL|Ct.

"Egto|g" E2to|E= =2|H H|o|E M O|C|0 & NSot= &ALt

18


https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://library.netapp.com/ecm/ecm_download_file/ECMLP2862613
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
https://docs.netapp.com/us-en/ontap/index.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
bootmedia-replace-workflow-bmr.html
https://docs.netapp.com/ko-kr/ontap-systems/asa800/controller-replace-overview.html
https://docs.netapp.com/ko-kr/ontap-systems/asa800/controller-replace-overview.html
https://docs.netapp.com/ko-kr/ontap-systems/asa800/controller-replace-overview.html

T Bo| HES2YS YZAIULICE

"NVDIMM" NVDIMM(H|2|2d 72 eletel 22| 25)2 2|2y HIZ2(of| A H|2|&d
MELZ OO|HE &0t A &4 = A2 —’é— Al HIO[Ef FAES
Rt

"NVDIMM HHE{2|" NVDIMM MX[= NVDIMM 2 &2| Ml &2|8 gLt
"PCle 7= 5! 20| X" PCIe(PeripheraI Component Interconnect Express) 7t== O 2 =2| PCle

RO[Lt OHE =0 AZE E0|Mof| e &FF FtEYLIT.

"HE S5 A e 32 HXl= ZESD oo 0|5 MYUS ’MSELIC
"RAIZE AA HHE 2]" HAZEAA BHE 2| TR0 A AS B2 AMA™- I 3 A2t HEE BESLICH

=gl OjC|of - KHE 27
el DL XI5 S+ YT EE - ASA A800

E O[0|X] ZtF S+ AAHIO| HAED HE Hlr SHE AUSL=2

TotetL|Ct OIEL] =9 2 E 0|0|X|E AI235t0] ASAAS00 A|AH!
ONTAP CHA| ZX|BHLCY.

b~ o
1 MEHSH= NHE S

I Il._ | £E O|C[oof]

& 0|C| 57 T2 M|A= ONTAP 9.17.1 O[ M0 M Tt X|RIEILICH AEZ|X| A|AEINA O™ TS| ONTAP
AR "5 BE B3 =i,

AIEfSl DAl 27 NS AESD, HESRIS 26D, HE
o CHS, AIAE JI5S SHoIctAR.

o "SE OIC 27 Alets HERIL|CH"

S 0|C|of wH|of| cHel 27 AreS AERLICH

9 "ZEE2S SR

S8 0|0 E wHsiof & i AE2[X] A|ARM HEERE SEYLICL

OIC|01E Ao, A|A-O0[ O|0|X|E SASHES

"E& 0L E WAHEL T
EED 2E0|M FIH Edst RE DL E M5t uK| £E 0|C|6{E EX[gLCt.

nHE]|
OEL] ZIES2{0|A ONTAP OIUIXIE S

19


bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-replace-requirements-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html
bootmedia-recovery-image-boot-bmr.html

e "Rt YA TH HES NetAppl 2 HhetstL|Che
A

= o
7|E2t et MISE RMA X|HO| BHE =2 QFIH LMo 252 NetAppoi| BHFELICE

XS 28 00| =7 27 Al - ASA A800

ASAA800 2| £ E D|C|{E wM|st7| Hof| 43Xl WMo 2Rt 7 AesS SF5H=X

2ISHN Q. 07]0f= SHIE WA £E O|C|0{E 7tX[1 [}eX| 2elst, &4E HEEEZC
e0S(eOM ZIX|) ZEOf| Zeto| gl=X| &elsti, 2HE J| 2| XHOKM) EE= 2§ 7|

2| XHEKM)Zt g-dotE|0] Q=] &eldh= 20| ZetElLICt.

HEel DL S ZZM|A = ONTAP 9.17.1 O| A0 M X[ EIL|CEH AEZ|X] A|ARIOA O|F T2l ONTAP

F0l A "+3 HE 57 HA},

o o7t grAst 1A @A S NetAppOl A A28 A1t SYUst 8
4 A

o =
+ 2YE HES2{0| COM(R]) EETL HAE|O] 2T 287t ¢l
eOM EEE IS HE 27 I2N|A S0t £ ZES2| 7H S40) ALBELIC,

* OKM2| 32 S2{AH TN L=t M H|o|E 7t HetL|Ct,
* EKMQ| 2 IIE L E0|M C+3 It el SAHE0| HREtL|Ct
° [cfcard/kMIP/servers.cfg I,
° [cfcard/kMIP/cert/client.crt TH.
> [cfcard/kMIP/certs/client.key I,
° [cfcard/kMIP/certs/ca.pem IH.

* &24E RE OIS uNE = SHt

Tl
™
Im
Mu
i
2
08
o
mjo
1
00
ot
rr
N
=l
o
0]

ot
-
iul

- _aNEIZiES

o

)

—

2st HES2|e 2AE HES2{2 HA IHEL{YLICE
Che e

HE O|Cjof @7 AFSS HES S HESHE ZREL|

its 2E 0L 272 ?lol ZHEE2| = - ASA A800

s 2E OIC0 57 Z2HA
A800 2EZ|X| A|ARIOM &4

Its 28 0|0 57 T2 M|A= ONTAP 9.17.1 O| M0 M Tt X[ R EILICH AER|X| A|ARINA O™ HHT2| ONTAP
Al Zol AR "5 HEl 53 HX},

EMEI HEERYE Z2oIHH HESY MEHE 2Qlst, Bt A2 HAXNQI HEEH I &4E HEEY
AEE|X|O|AM CIO|EE A& MSE 4+ ULE HEEZE 248l{0f LT

Of ZfHofl 3
* SAN A|ARIS ALE3H= Z 2 &4l ZIEER SCSI S2{|0|=0] CHot OHMIE HA|X|E 22l8H0f cluster

20


bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-complete-rma-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html
bootmedia-shutdown-bmr.html

kernel-service show &LICl. priv advanced BEOA HHZ AMAMSIH ‘cluster kernel-
a

o=
service show oY ==9| L= O|F"#E JEHYULICH, oY =20 7189 JEf S oY = =9 &F JEl7t
HEA|ELCE

Z} SCSI 23[0|E T2 M|A= S2{AHQ| CHE L E=of e Aol Lo{of SLCE WH|E TS| T 2=
=HE sl Zstiof LICt.

* LLETL 271 o] &l 2 AT} 'E < F ol A0joF SLICE SS{AE T HEO| AL HA& HES2{of| Xt A
AEHOfl CHol FALSEZF BEAIE= & —’.E =l ZIEE2{E S 2617| Hof| 2XE sHZsoF BfLIChEZE) "= =2
S AL S7|gteLCt.
oHA|
1. AutoSupport7t Z43}tEl AL AutoSupport HIAIX|E S ZE5H0{ X5 70| A MM S AX|EHLICE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h

CtS AutoSupport HA|X| = 2A|7F S0t Xt 7|0|A MM S AXISLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

O
1
1
Ot
Iul
Y
pal
ofn
riot
I
[o
E
Tt
0x
l?_l-
_o'_|-
>
]
>
-
)
'}
-
>
Ral
N
=]
>
H
g

LAME| HEZEY T BEAE = 2., J3H...
LOADER M|A|X|7F EA[EIL|CE CHS ©HA2 o[ SgtL|Ct.
giet 7] &... Ctrl-CE +E Ch3 H|A[X[7} LIEILIH yE S=ELICH

ANARHOEDE b= s TEXE FHXMQI HEEZ M 24 E HESHE AAISHAHLE SX|eLCt.

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|ELCE.

s BE 575 flet 22 0|C|0f WA - ASA A800
ASAA800 A|AEIS] RE D|C|0f0f= 4= HAO 3 719 GO 7F M LI WA
TZNA0= HEES 2E2 Mot €1, &4 FE DL E MAHSt2, ZIEER 20

21


https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html
bootmedia-replace-bmr.html

wH RE DL E XS 2, ZIEEE] ZES LAl EX[5h= 20| X E L)

& O0|C|of 27 T2 A= ONTAP 9.17.1 O| A0f| ATt X[ A EILICH AEZ[X] A|ARIO|A] O] HHH 2| ONTAP

A =
FQ 45 HE 27 H,

FE D|C|oj= 37| HE o2 AEER 2= LR A2H, A|A=HM HESS ZES MAHoHE 2 +

1. OF% HX|E[X| 42 FR SHIEA| FRISHYAIL.
t

2. Ao ZE E2t0|E27} S ntof| CHEkS| ZHAHE|
AEfZt 2 mi7kX| S ELICH

Of AEX| elgiL|ct. HX| £7t2to 2 2t EEI0|EE =2 HE

Sy
WWW@W
VDVVMVVQWOO

AN

Besl
==
===
==
= <<l

[J
=

i §
H o
4. H A 0|2 0 TKE 22lot Chg T 32 XM Aol2S 2FLIC
= 2

5. A|0|2& 0|2 2| HA|of| HESt= 23t X AEMS F OHZ, A|2H A0|21t SFP 3! QSFP ZE(Ea%t
)2 HEED ZE0|M E2/5t0] A 0[S0 HEE IKIE F=HPLIC.

HEZ3 BE0| AAOIM 27 FARLICH,

22



EEi i

=]

]
KO

8. AEEZ ZES MAl $12 = Lo{HL|CH.

fLICE.

k=)
(L=

MAl te= O mf X|X[SH=X] 22

2l RIXI7HX| B2 2 SELICH

o o

|7
S Ho

23



-
ul

o
KO
w|
or

= YL|ct

ol
sir

Ut

&
i
|
or

7
Mo

Zoz SELC

=

=]
i
|
ar

7
Mo

10. HEE2{ ZE0ilA S8 0|C|0{E 2o} WH|SHM K.

24



ool HE

2t0[X 3

S 0/Cjof LEA}

(1)
2]
9 Phillips #1 E2t0|t
(4]
(5]

a. 1 ARt SEHOIHE ALB3I0] HE THAIS D U LIS MHSHD LIALS otaigt 2ofl SLICH
b. S€) 0jc|ofo] ZBIS FT 2E 0[C|0|S MM 92 S TS £ 0lCI012 Ao Sk FotA
Sa|gict
1. DA £ 0lc|0jS HESe| DEO| Lx/BHict
a. HE 0|C|0fo] JHERIEIS A2 SHLE0 W ChS TAARA AH0| Sk Lof FALIC
b. £ 0|C]0fZ Oi{EE Zoz SRLC
c. £E 0|C|of LIALZ AL8to| SE 0|C|0f2 nte{=So nystct

LIS WS ZO0|X| DHYAIR. JHX| QOB RE OC|oj7 £4E 4 UBLIC
12. 20| AES2| BEO ChAl MA/ELICH
13. oo HES EHLC

a. oo HES ol oz SRt

b. @2t A2|7} LhBiA MXt2lol DHE wtx] 27| HES 2to|K ZO2 BLct,
14. ZiESe BES MABHCY,

a. FIEE2 DEC| BRES MAIS HPR0| UE TS, HES2| BES AAH 8 B2 GItx) YA

ZHEE8| B 50| 2EI2 A|ZStT LOADER TEIEO| A HEL|CT

m

e e

2

4 2 0L E SEH2 WS =, "TIEH =20 ONTAP O|0[X[E S L

IIEH - E0|M A= EEl 0|C|o] 23 - ASA A800

Mx|3t =

=
A
=
—e
2

Ats RE DL S Z2MAS

LIC 23 T2 HA F0f| A|AEIS ot5 35}
3l R soIgtL|Ct 7| Y317t A3 e of

|
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= flet MEst tHAIE QgL Ct,

[} — — — —
xS B 0|Cj0f BT T2A A ONTAP 9.17.1 0|40l A2t XIIEILICE AE2|X| AIAHO|A OIF BIZS| ONTAP
M 30l F 45 £ 27 W

° Onboard Key Manager(OKM): S2{AE TA| 2= 3 W C|o|E{ 7} BREtLICE.
° Q|2 7| Z|XHEKM): TEL] = =0f|A] C}S THo| et Ct.

* /cfcard/kmip/servers.cfg

" /cfcard/kmip/certs/client.crt

* /cfcard/kmip/certs/client.key

* /cfcard/kmip/certs/CA.pen

EHA|
1. LOADER ZEIZE0fA 2&l 0|C|o| 27 TZHAE A|ZFEFLICE.

boot recovery -partner

SIHO| Tt HIAIX[ZF FAE LT

Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
2. HEl O|C|of MX| 2 T2 NAE DL|E{ZIEL|C]

OTZMN AV IRE|T Installation complete HA[X|Z} EA[EILICE,

3. A|AHIS ol5 5}

O

i

efolst Chz HIAIX| & otLIE EAIZLICE

Of HIAIX|Zt A== B2...

ﬂli’t

...

1

SH
=]
A

-

key manager is not |AE0 Sot7t MX|E|0] QK| & LICE.

configured. Exiting.
a. 2O TETEJ} FAIE U7X Z|CIE| M| 2.

b. =0l 200510 ME St BHetstM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2Lt AtE BhE CHAl Zdel Higdete 2.

[

key manager is Aot MX| = R}ELICE 2 70| 2e|xf 53 .
configured.

Ae0] 7] Xt 248 LT Gl FP OF UAKIE ZASKD 7| pal) 24El0
(D) 9K, ol RE(REE & 9R)QIX] Holstats tAIXI7H EAIELICE A&stei2 olAlxof
erotul2
= .
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25 7| #2|XHOKM)
AAEI2 CF2 HAIXISE EAISHD BootMenu &M 102 &A5H7| AlZFEL(C

key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):

a. Uity OKM S ZZMA S A|ZFE 21X 2Hlst= HIAIX[ZF EAIELICE
b. HAIX[Z} HA|=|H 2EE 7| 22[0f Chot =S URSHMIR.
C. 2tQl HIAIX|7} LIEFLIH &2 S ChA| LZSHAIR.

d. HIAIXK|ZF EA|E[H 282 E 7| 2t2|Xtof| Cist 2] ClO|E & YUSHAIR.

ot 27 gl wel fofE| ZELEC| 0|2 HOIFAIR

Enter the passphrase for onboard key management:

e MEL LEof|M HES DS SASHEM S5 Z2ZMAS 2L EHZ LI,

E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MR = A|ARO| CrA| 22t dEf7t &l 1 ZS3h=X| &elstM Q.



g &4E HEEDE CHA| X5 & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2tM35| 25511 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HlgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&HetL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B3-S Y=Lt

=2 o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QUSM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2f0[AE 7| oi LHE2| o€ Eof FLILt

- KMIP AMH CA(s) I LHEE UG, /cfcard/kmip/certs/CA.pem OFY:

KMIP A I LHE 2| o2 E{FLICt

29



30

v, M8 A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE ol

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

L .= =9| ONTAP 22{AE UUIDE YEYLICH THEL 20 SHAH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

- TEO P F4

= IEQ| HiOofA =

Vi. HAIX|ZF EAIE|H 20 YAl HESR T QE{Ho|ALt MM S l=fgfL|Ct.

(=]

* 7|2 AIO|EYo|9] IP 4



QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENS &flstM L.

—

* SO0l EMH kmip2 client: Successfully imported the keys from external
key server: xxX.xxX.xxx.xxx:5696 ZZ0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE IIEL L EO0|A MAETH IIY S S5t L EE P SLICE CHS BHAIZ
Ho{7tM .

17t MBSO E EFEX| oM AARI| FSLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAE CHA] HHBLICE boot recovery -partner



7| 27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = A[ARO| CHAl 22l MEfTt E| 1 ZSEH=X] 2AQU5HM K.

d. AEZ|X|E £|E2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b 2tE THAl 2det g dstEl 3.

5. XHS BHBt0| HIZHSHEl A ChA| EHASELICY
storage failover modify -node local -auto-giveback true
6. AutoSupport?t ZMotEl 2 AtE 7|0|A MM S SBLICE
system node autosupport invoke -node * -type all -message MAINT=END

ChZ B

ONTAP O|0|X|E S#ot L E7} 7tSE|0] C|O|E{E HMSdt1l LIH"Z20| A= FZ= NetApp= Hretefl

Mgt 2El 0|C|0{E NetApp 2= U2t - ASA A800

ASAF A800 A|AHIS| 1 QAT NELE AL IIE 252 NetApp 2 BHEHSHM(R. .

"EIHESE Ol | KRS L2 2 0| K| 2 AHRSHM|K.
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https://mysupport.netapp.com/site/info/rma

2el 0|Cjof - +5 27
EE O &5 57 Y/ EE - ASA A800

ASAA800 AEE|X| A|ARIS] RE O|C|0] WHIS AZISHAH WA 27 Al HE, oot el
2ol ZIEEE S&, R E D|L|K K|, =5 0|0|X| 28, gt 57, A[AH 7|5 &
ZIAHSHA 2.

olr
fot

AE2|X] A|AROM ONTAP 9.17.1 0|2 £ 52 FR LSS AIESIMUAR."AIS £ 57 2P . A A-0f A
O] 7S] ONTAP &dll Tl B2 =3 RE F7 XS ArE8HOF gLCt.

o "SE 0lCof 7 ArgE dERL O

S 0|C|o] uK 27 ArgE dESLC

"SE O|C{E WALt

| A 22| 2=0M 2F7 2dst 2E O|C|0{E M7H5t wH| £ 0|C[o{E EX[et OHZ USB S2iAl E2I0|EE
AE3t0{ ONTAP O|0|X|E *%E.* |Ct.

"= O[0[X[E RE gL CH

USB S2}0| =0 A ONTAP O|0|XIS RE/BHT T2 AAHS 220 TS 37 HAZ solgh|ch

ONATP 2g Hw0lM 2EE 7| 22Xt F40[Lt &7 7| 242|XE S LTt

r

BHES NetAppl = HhatgtL|Ct”
S|t 8 NBE RMA XI0] HEE 2 OR7} B e $EE NetAppoil gtetetLct.

+& 522 0|00 57 7 AFE - ASA A800

ASAA800 A|AHIS] 2E DI|C|0{E wK[H7| H
=

SESH=X| SQISHMAR. of7|0fl= M e
AE=X|, J2|10 SHHE WH| & X7t J=X| =2eldt= 20| ZetEL|ct
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bootmedia-complete-rma.html
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AEZ|X| A[ARIO|M ONTAP 9.17.1 0 A F2 BR OEE ABHAR."Ats FE =+ ZAP . A[A”0M
O[T TS| ONTAP ¥l Tl FR =5 RE =I5 BAE ArEdHoF LCt.
UsSB Zz2{A| =210l

* USB E2{A| E2I0[ETt FAT32

* USBOll= CIE2 MEY = U= S22 M2 80| JQ0{0F HLIC} image xxx.tgz IFR.

Hu
H
)I:l
m
$Q
rr
>
Juok
o
ok
=
fO

e |
SARSICH image xxx.tgz LU USB Z2§A| Sato|Eof| BAREILICE 0] IIUS USB Z2HA| S2t0|HE AR}
ONTAP O|0|X|Z F&3t mjf AFREIL|C}.

T A WH|

MISt 14 RAZ NetApp OlM M2 mX| 74 QA2 mHELICE

CHS CHA

S8 0|0 E uKsh= O 2Rttt o7 AMds dESt 2 & "SE 0|C|ofof|M =st 7] X2l 3! HEfS =feletL|ct
uAa-Ha- °|-|__ C

T o = .

ASAA800 AEZ|X| A|AHIQ| GO HQtS HAISIEH HE D|C|o{e] 23t 7| X|& 8l
ALERE =tolslo |c°H_|Er ONTAP H™O| NetApp 25 LZ3HNVE)E X|{st=X| 2olst,
ZIEEHE S=o7| ™of| 7| 2|XH7F 2 H3E|0] Y=X| SISHM| K.

AE2|X] A|AROM ONTAP 9.17.1 0|2 2 52 FR LIS S AIESIHAR."AIS £ 57 2 AIA-0fA
O] 7S] ONTAP &dll ¢l B2 =3 RE 57 XS ArE8HOF &LCt.

1EHA|: NVE X[ S 21Ql5t SHHE ONTAP O[0|X| S CH2ZE5HA K.

BE 0|C|0 IHE flof 2HIE ONTAP O|O|X|E CHR2ZEES 4 Q== ONTAP HZHO0| NetApp =& LS SHNVE)SE
K| §st=X| 2olstM| 2.

EHA|
1. ONTAP HTO| Y=ot E X|St=X| Zelsth Q.

version -v
Z30f| ZeHEl 10no-DARE B2 NVEE AL F¢! S2{AE HHEO|M X|HE|X] gk&L|CH

2. NVE X|210] @2} =3t ONTAP 0|0]X|2 [} 2 =8 2.

° NVEZ| X|2l[= ZHL: NetApp Volume Encryption2 AF25t0{ ONTAP O|0|X|E CIRZE=%HLCE.
° NVEZ} K| E|X| o= A2: NetApp 28 23t ¢10| ONTAP O|0|X|E CHR2ZESHM Q.
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@ NetApp X| & AtO|EO|A ONTAP O|0|X|E HTTP E£= FTP AMHLL 2H EEZ
CH2 2Lt #8 0|0|of WA Xt St o] O|0|X| mjo| HLfL|Ct.

o = = = o
EHA|
1. A ARIO M gd3tEl 7] 2H2|XIE ZHelgL|Ch
ONTAP H{TQIL|Ct o] B3PS HAYLIC

ONTAP 9.14.1 O| & security key-manager keystore show

* EKMZ ALE5HH mrM O] HE S20f| EA[ELIC.

=
=
H =0 EAIELICH

0 OF

* OKMZ AHE3SHH oxM O]

« 7| 22X AHE|0] UK $OM No key manager keystores

configured & £&0|| 0] EA|EL|CH

ONTAP 9.13.1 0|3}

security key-manager show-key-store

* EKME AL831™H external O B &30 EA|ELICE
* OKMZ AE3H onboard 0| H™E E0f| EA|EL|CH

© 7| ZE|XIF ™ E JqX| %2M No key managers

configured BE &0 0| HA|ELIC}

2. A A=) 7] 22| X7t 0 A=X| o R0 Wt ChS & SHHE S-S

7| 2E[R7F EEX| g2 B

7| Ha|XI7H TAE 2 (EKM ES OKM):
a. 7| 2[R M T 7| JEfE EAISHAE L2 2| BHS LHSIM K.
security key-manager key query

= WS 2StM|R. Restored . 0| €2 7| HE[XHEKM E= OKM)2| 215 7|7t 4
HE|IA=X| FE LIEFHL|CE

Ok

22 HESHD 22 Hols Hoz
H

3. Hdtel =g H2|XH RO w2} HES M 2tZ5HM K.

—
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Q|F 7| Z2|XHEKM)
CtS SHAE Zhof| 2} 2tESHM|R. Restored &

BE 7|17t EAEl= B2 true SHE SHAM:

>
0z
ul

= HEED

]

2FHSHA

O
H
Of
k]
O
H
|1l
>t
i
el
0%
ot
4>
30
>
I~
o

° 7|17} CHE S EASHE 32 true SHE S0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO| HI{SIH NetApp AIHEO| 22I5HMR.
b. BE 2F 7|7t SJ/EUA=X] 2A5HM K.

security key-manager key query
2Ol FM| 2 Restored @ HA| true 2E 215 7|0 CHaH.
a. RE 7|17t S7EH &4 E HEESE Qs E=stn = EXE TAHY = ASLIC

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 22 SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

(=

—

rot

D2 Mek
set -priv advanced
UG y Al&5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T HA} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin



c. 2EL 7| 2[XtE S7|=tetct.
security key-manager onboard sync

HIAIX|ZF HA|2|H 32At2] FA2 FHE 2EE 7| 22| = E YHGHMIR.

E

@ O|= Onboard Key ManagerE A& A< mff Mdot S22HAEH ®A S EAULICE 0]
57t GLO™ NetApp X2 E!I0| 29|5IMIR.

%

—

d 2

rin
ol

717t EREIU=X] &AM K.

{0

security key-manager key query
SIS F M2 Restored € EAl true 2 215 7| ¥ Key Manager RE0| EA|ELIC onboard .
e. OKM HEE HASIN K.
g Het BEEZ Mt
set -priv advanced
S} y AlE3IE= HIAIXIZF TA|Z[H.
7] 2e| W HEE EAIRL|CE
security key-manager onboard show-backup
ii. Bl HEE HEo| mAUO|LE 21 MHU0H| SAFRILICH
WK HA B0l OKME S22 S70l0f = 2 0| M YEIL EREfLIC}
ii. 2|Xt REZ SO0H7t7]:

set -priv admin
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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ONTAP HHQIL|C} o]l &M
ONTAP 9.7 O[5t AT
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SHE MEBILICt recover onboard keymanager

SE w2l ol EAIRLIC

Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2MAE ASSX| EelotMa.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

QTS QURfot SoF Ba0| OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| Li82 20 d &Lt
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—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA



AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.
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M MEH 1 HEI | 50|A ONTAP £ £E

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl &=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered

—
keymanager secrets.2FE $£H5I7| 2/ =H| HES THIM L.

o

A&etct.
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X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2lsth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E =BtL|C
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1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4ZBHE 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0 Lufste
()  =32f mEze= Soppy| Mol F HAIXIZE LEFELICH 257t 28E D S7[3t7}
NZHOoE A Witx| A4 TSR ohHIL.
BE 717t S7|BHEIAER| OIS,

security key-manager key query -restored false

O| 2 ZuHE HretolX| gLt Zapt LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tX| S7|et BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t Z2M3tEl 22 XHs AH0|A ME S SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| Z2|XHEKM)
ONTAP 28! HIR0A & 7| Z2|X 2482 SASL|CE.

Al=Het7| Ho|

SAE LEL HAM ChS ThU S T

* */cfcard/kmip/servers.cfg It L= KMIP A A 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A



* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2 MEH 11 ONTAP EE! H|%0f| A

SE Hwel ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZL HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|¢E 21E M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BfL|Ct

C. BEGIN % END £ Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP Mt ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.
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ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= E[3 O HIA[X| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

MUt

Mslst A

o -l =

? =4
storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tE A2 XtE AH0|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T

S oCjofoM L=etE SRSt = LSS "Z220| A= FE2 NetApp = BretefL T &3 OF SfL|Ct.

AIist 2E 0|C|0{E NetApp 2= U2t - ASA A800

ASAA800 AEE|X| A|AHIQl 1 QA0 Zof7| EhASHH Zof7 Hiiol 2EZ2 NetApp 2=
HISISIMA|R BN "2 et B WA XEMS LI 2 o2 I|0| X[ £ HZTSHMAIL.
MA|

MAl K| 2 ZZZ - ASA A800

ASAA800 AEZ|X| A|AHRIO| MA| WHIE AZSIHH WX 27 AFLE HESHL, ZHHEERE
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MAl A 27 At - ASA A800

ASAA800 A|ARIS| MAIE wAot7| Tof =Xl uMof 2Rt 27 MES SF5H=X|
eQISHMIR. 7|0l= AlARS CHE 2E 718 Q471 MU 2 2S5h=X| =Hlstil, ONTAP of
Cict 22 22| Xt Xt SEO| A=K, SHIE LA MA| 8 2t =77} Q=X] 2elsk= 20|
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QESIMAL.

* ONTAPOf| gt 22 22|Xt xtH SF0| gl= 32 diE AtH SES HsLItt
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1. X2 24 TEO|| HZH10] 9 QIE{H|0|AStT A|ARS DL|E{>IELCY,

2. AEER 9| QX| LEDE HMIL:

a. AFSILt system controller location-led show $X| LEDS| HZH AEHE HA|SH= HHQIL|CE.

b. 2|X| LEDE HAMIK:
system controller location-led modify -node nodel -state on
2IX| LEDZ} 30& S¢t HM U&LICE.

3. EFS EU| Mol X 2PAS HT{E D OHS A S Zelsth Q.

4. ZZOIM LIBES M, ZF2 nF 1M Q45 NetApp QZ HHEY off 22HSfL|Ct
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