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boot recovery -partner
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Starting boot media recovery (BMR) process. Press Ctrl-C to abort..
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configured. Exiting.
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b. =0 200510 ME St BHetsiM R,

'Storage failover 22t - ofnode_impaired_node_name_

C. 2 JICt X5 £h= ChA| 24ds) HlZ et 3.
key manager is A7t AX|E|ASLICH 2 JHCH7| 22| X S .
configured.
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key manager is configured.
Entering Bootmenu Option 10...

This option must be used only in disaster recovery procedures. Are
you sure? (y or n):
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Enter the passphrase for onboard key management:
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E7 ZMAT e EH L ETF R ELICH O HAIXl= 577t 3USS LIEFLICE

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.keydb file.

Successfully recovered keymanager secrets.

f -EE MRt = A|A”O| CrA| 22t AEf7t &l 1 ZS3h=X| &elstM Q.
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g &4E ZHEEDE CHA| AX[5t & &S5 o = E[SELIC
'Storage failover B2t - ofnode_impaired_node_name '

h. MEL] =7} 2™ 35| 255t 1 H|0|E{E MSstH SHAE KoM OKM 7|E S7I8tLICt
security key-manager onboard sync
2 7|t Xt3 ghE ChA| g3t HIgdstE F

o
o

QIE 7| Z2|XHEKM)

ANAHIS S HA|X|2 BA|SIT BootMenu M 112 AlsHst7| A|&FsL|CY

key manager is configured.
Entering Bootmenu Option 11...

a. MIAIX|7} HAIE[H EKM 7+ B- S Y=Lt

=2o =

o
i. 2EI0|HE QIS M LHES YUAHSIMR. /cfcard/kmip/certs/client.crt OtY:

S20[AE QASM LS| o2 EAIRILICE

i. 2210|AHE 7| MY LIS YUBSIMA|L. /cfecard/kmip/certs/client . key IHY:

S2t0[AE 7| oi LHE2| o€ E0f FLItt

- KMIP AMH CA(s) It LHEE UG, /cfcard/kmip/certs/CA. pem OFY:

KMIP A I LHE 2| 0|2 E{FLICt



v, M A I LR

M 1 o L g2

XXX
XXX
XXX

XXX

. XXX
« XXX
« XXX

< XXX

. XXX
« XXX
« XXX

« XXX

2 YUHSIYA|L. /cfcard/kmip/servers.cfg IHY:

| oIS

2o FLIC

.XxXX:5696.host=xXX.XXX.XXX.XXX
.Xxx:5696.port=5696

.xxx:5696.trusted file=/cfcard/kmip/certs/CA.pem
.xXx:5696.protocol=KMIP1 4

IXXX.XXX.XXX.XXx:5696.timeout=25

XXX
XXX
t

XXX

XXX

IRC2:

XXX

« XXX

« XXX

. XXX

« XXX

< XXX

« XXX

« XXX

.xxx:5696.nbio=1
.xxx:5696.cert file=/cfcard/kmip/certs/client.cr

.xxx:5696.key file=/cfcard/kmip/certs/client.key
.XxXx:5696.ciphers="TLSv1.2:kRSA:!CAMELLIA: !IDEA:
!RC4:!S

EED: !eNULL: !aNULL"

XXX . XXX .XXX.Xxx:5696.verify=true

XXX . XXX.XXX.XxX:5696.netapp keystore uuid=<id value>

V. HA|X|7F EA
UUIDE &l

I
o|st
=

E|H
A
T

otE
o)

E
A
N=]

ONTAP Z2{AE{ UUID

Notice:

4 .= =9| ONTAP 22{AE UUIDE YYLICH THEL 20 S AH
LICt. cluster identify show EE

o

DTEDEQ OE EHFMR

bootarg.mgwd.cluster uuid is not set or is empty.

Do you know the ONTAP Cluster UUID? {y/n} y
Enter the ONTAP Cluster UUID: <cluster uuid value>

System is ready to utilize external key manager(s).

Vi. HAIX|ZF EAIEH 29 YAl HESR T QE{Ho|At MM S l=fgiL|Ct.

- TEO| P F4

= IEQ| HiOofA =

(=]

* 7|2 AHIO|EY0|9] IP 4
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QA YEYT ME TETE oS HOFHR

In order to recover key information, a temporary network
interface needs to be
configured.

Select the network port you want to use (for example,
'eQa')
e(OM

Enter the IP address for port : xxx.xXXX.XXX.XXX
Enter the netmask for port : xXXX.xXXX.XXX.XXX

Enter IP address of default gateway: XXX.XXX.XXX.XXX
Trying to recover keys from key servers....
[discover versions]

[status=SUCCESS reason= message=]

b. 7| S HENE &lstM L.

—

* SO0l M kmip2 client: Successfully imported the keys from external
key server: xxx.xxX.xxx.xxx:5696 Z0|A EKM 7140| M3 Moz SRIE|JUSLILCE.
O| IZMAE TIELH LEO|A MAETH DY S S5t L E5 P SLICE CHS BHAIZ
Ho{7tM 2.

" FI7t Mo R EFEX| oM AARIO| SLHE|D @F S A1 H|A|X[7F EA|EL|CH LOADER
DEDENM S5 TEMAES CHA| HHBLICH boot recovery -partner



7| =27 2F U Z1 HAIX[S] | E EAIRLICH

ERROR: kmip init: halting this system with encrypted
mroot...

WARNING: kmip init: authentication keys might not be
available.

KA KK AR A AR A AR A KA A KR A AR A AR A AR A AR AR A ARk A A A A A A A A A ARk, Kk

W ATTENTTION e
* *
& System cannot connect to key managers. 23
* *

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

ERROR: kmip init: halting this system with encrypted
mroot...

Terminated

Uptime: 11m32s
System halting...

LOADER-B>

C. =EE MRYS = AARO| CHAl 22l MEfTt £| 1 ZtSE=X] 2AQU5HM K.

d. AEZX|E =2 ZESZE B4 Yo & SELCL
'Storage failover 22t - ofnode_impaired_node_name '

2t &b BtE THAl 2t HgdstEl 3.

5. X3 Hreto| H|ZHdotEl 2 ChA| EdstetLct.
storage failover modify -node local -auto-giveback true
6. AutoSupport7t ZMotEl 2 AtE 7|0|A MM S SBLICEH

system node autosupport invoke -node * -type all -message MAINT=END

CHg A
ONTAP O|0|X|E ZI6tT =7t 7HEE|0f HI0|E|S MIZotn LI 20| 2l £ EES NetApp HHegiLct
Aot 2 0|C{0]S NetApp 22 izt - ASA A800

ASAF A800 A|AHEIS| 1M QAT A AR NELE BES NetApp 22 UIHEISHM Q. .
Ht3}

=S ol " XpMISH LH2 S H|o|X| = *"}_'6|-k||9.
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HE O|C|0f 5 27 YIZZ - ASA AS00

ASAA800 AE2|X| A|AHIS| L E D|C|0f WH|E AlZfStH WA 7 A HE, oot AE
2ol ZIEER S&, RE DTN uH|, =7 0|0|X| 28, gt 53, A2 7|s &els
ZIAHSHA 2.

AER[X] A|ARI0A ONTAP 9.17.1 0| &2 && F¢l LSS AESHHAIR"ALS 58 =1 ZA . A|A-0AM
O HTS| ONTAP &l F2l Z2 +=& F& =7 XS AHSdHof L Ct.

o "2 0|C0) 27 Altg AR gL
2¢ 0jclof aH 27 At AEghLc

o "HIE| O|C|0{2 mAE

| A 22| 2E0jA F7F 2det 28 O|C|{E M|7{5t wH| £ 0IE[o{E EXx[et OHZ USB S2iAl =210|EE
AHE3I0{ ONTAP O|0|X|E *%E* |Ct.

"= O|0|XIE RY LIt

USB =2t0[=20j|A] ONTAP O|0|X|E REot1 Ij A|ARS S CH2 2t8 HaE gLt

ONATP & Hm0lM 22 7| 2t2|xt F40[Lt 2 F 7| 2#2|XE S et

NetApp2 2 HhatstL|Ct"

2l =
7|E9} 6.:.*771| HEE RMA X|Eof| 2 E 2 7RI Zdst RES NetAppf| HHetafL|Ct.

SAA800 A|AEIS| HE OIC|{E WM|SH7| Hoj| §5XQl WA E ¢let B+ A=
EE5H=A] gelstiA| 2. of7|ofl= HES 329 MEF S2t0] = USB E2HA| =2t0[E 7}
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bootmedia-shutdown.html
bootmedia-replace.html
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UA=X|, 22|10 SHHE Wl £& FX|7t JA=X| 2elst= A0] ZHE Lt

4
0
0

AE2|X] A|AEIOA] ONTAP 9.17.1 O| A2 Adll 01 AR LIS 2 AESIMA|R."AIE B2 S ZAb | A|AHIA
O|™ HTO| ONTAP &8l 52l 22 5 E& 57 HXIE ALZsHof gL Ct.
USB Zz2i{A| E2t0|E

* USB Z2{A| E210|E7} FAT322 EUE|Q=X| SQISHM 2

* USBOl= L2328 MEY = A= S22t MT 80| A0 &LIL}. image xxx.tgz T,

oh =

S AISILE image_xxx.tgz LFYS USB Z2HA| E210|E0f| SAFELICt. O] IU2 USB S2iA| E2H0|EE AHE5H0]
ONTAP O|0|X|E H&E ) AFSELIC

T8 @A uH|

Aot 14 A4S NetApp OlM HSeH uH| 74 242 WAISL|CH

| 0lC|0f2 DA o WS 27 AFES AES 3 8 "2 0|C/0fo| A 2t 7| Xl U MefS Holstict
Saefof ik,

Aot 7| X[ 3 HEl 22l - ASA AB0O

ASAA800 AEZ|X| A|AEIQ| H|O|E HOt2 HEEst{H 2E D|C|0{Q 53t 7| X[ &
AEHE 2HQIsOfF THL|CH ONTAP HHTO| NetApp 25 LS SHNVE)E X|St=X| 2Holst,
ZHEEHE S=67| ™of| 7| 2|X17F 2 H3E|0] Y=X| EISHM| K.

AE2[X] A|A”OM ONTAP 9.17.1 0|2 &l 52 FR LSS AIEOIHUAR."AIS 22 57 2 AIA-0f A
O[T TS| ONTAP ¥l Tl ZR =& RE =7 BAE ArEdH0F ZLCt.

1EHA): NVE X| 2 S 2fQl5t1 SHHE ONTAP O|0|X|E CIR2ZE5HM K.

S8 0|C|o] WH|E /5 SHHE ONTAP O|O0|X|E LI22EE = ATE ONTAP HTO| NetApp =& L= SHNVE)SE
X #&st=A i.*odﬁﬂﬂﬂ.
ChHA|

1. ONTAP HT0| Y=ot S X|S=X| 2elsth Q.

version -v
Z30| Z2El 10no-DARE B2 NVE= A2 Q1 22 AH HHO|AM X2 =[X| ¥&L|CH

2. NVE X| 0] w2t & $t ONTAP O|0|X|E CIR2ZE5HAM| K.
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° NVEZ| X|2lZ[= ZHL: NetApp Volume EncryptionS AF235t0{ ONTAP O|0|X|E CIRZE=%LCE.

° NVE7} X|E|X| ot= ZA2: NetApp 25

2/ 5} §l0] ONTAP O|0|X|E CH2ZESHAI K.

@ NetApp K| AO|EO|A ONTAP O|0|X|E HTTP = FTP A|HLI 22 E0Z
CtRZCgtL|ct 2E! 0|C|of WA A 5S¢t 0] 0|0|X| o] ZeBtL|Ct,

2647: 7| ER|R} Abef 2ol W 4wy

EHE HEERE SEoH7| Hof| 7| 22|X 42 2felstn st HHE MASHA K.

£

T A AR M 2detE 7] 22|XHE ghelgfuct.

—

ONTAP H{TQIL|Ct 0| S AlSHBH|C}
ONTAP 9.14.1 0| A}

security key-manager keystore show

* EKMZ ALE5HH mrm O] HE S2H0f| EA[E LI,
* OKME AHE3HH orm O] HE =20f| EA[ELICL.

o 7| 2R B™E[ UX| %OH No key manager keystores

configured BE &=0|| 0| EA|ELICE

ONTAP 9.13.1 O[S}

security key-manager show-key-store

* EKM2 AFE6IH external O B &30 HA|EL|CT
* OKMZ AFSHH onboard 0| HE £20f| FA|E LY.

* 7| 2| Xt AHE[O] JqX| %2H No key managers

configured & £&0|| 0| TA|EL|CH

2. A A=)l 7] 22| X7t &0 AEX| o R0l W2t CHS & SHLHE @S

7| 22Xt A E ZR(EKM = OKM):
a. 7| ZE|XoM 2IF 7| HEHE EAISIEH 12 2| BHES LHSINIR.

security key-manager key query

b. £22 HES Y S 2RISHHR. Restored E. 0| E2 7| 2|XHEKM E= OKM)2| 215 7|7t §3EH2=
SHEA=R AR E LIEFHL|CY.

3. Fstel =g H2|X FHE| w2} HESH HALES 2E6HAR.
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Q|§ 7| Z2|XHEKM)
CtS SHAE Zhof| 2t 22 SHM|R. Restored &

BE 7|17t EAE|= B2 true SHE S0AM:

rk
0%
0

= HEED

i

2FFSHA

O
H
Of
k]
O
H
|1l
_>i
i
[al
0%
ot
4>
30
>
I~
ful

° 7|17} CHE S EASHE 82 true SHE E0f|A:*
a. S2AEQ BE O 2F 7| 22| 215 7|15 SHELIC

security key-manager external restore

HHO0| HI{SIH NetApp AIHEO| 22l5HMR.
b. BE 2F 7|7t SJ/EU=K] 22A5HM K.

security key-manager key query

SIS FEM|R Restored @ EA| true BE Q1S 7|0 CHsH.

a. BE 7|7t SAEH &dE HEESHE Mo S2otn S EXE TAY + ASLICE

2HE 7| 22| XHOKM)
CtS ©HAZ ZHof| 2t 2t2SHM|R. Restored &

BE It BMNEl= B2 true SEE S0A:
a. OKM HEE HASIN K.

i. 12 &

—

rot

D2 Mekh
set -priv advanced
UG y Al &5t2t= HAX[7F EA|E|H.
i 7| ZHa| W MEE TAIFLIC
security key-manager onboard show-backup
i wo) HES Mol IiQIo|LE 21 TH0) ZALBHLICY,
T A} S0 OKME +S 22 E7810} SH= 2 0] Y H=ot WL

ii. 22X} 2EZ S017}7|:

set -priv admin
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c. 2EL 7| #2[XtE S7|=tet k.
security key-manager onboard sync

HIAIXIZF A2 32Xt2] FA2 FEE 2EE 7| 22| = E S R.

@ O|= Onboard Key ManagerE A& A< mff Mdst S22AEH ®A S EAULICE 0]
57t GLO™ NetApp X E!I0| 29|5IMIR.

%
—

d 2 717t =

rin
ol

E| A=K 2ISHM K.

40

security key-manager key query
SIS F M2 Restored € EAl true ZE 215 7| U Key Manager RE0| EA|ELIC onboard .
e. OKM ZEE MM 2.
L ng Het BEEZ Met
set -priv advanced
QIBIC} y Al stats HIAIX| 7 EAE| S,
i 7| 2Ha) wel MEIS BAIBLICH
security key-manager onboard show-backup
ii. Bl HEE HEo| mAUO|LE 21 MHU0)| SAFRILICH

uH| B 0| OKME =522 =7140f 5t= < 0|

=
2
0
HL
N
me
3
I
r
i

iii. 22|Xt ZEZ S017tY|:

set -priv admin

—
S O|C|ojol M Lot 7] X[ 8 HEHE 2ttt = Ch28 "HESRE S LI =Jslof ghL|Ct.

AHS 28 0jcjof 27 T2AA Sot
A800 AEZ|X| A|AHRIO|A &4HE 2

0

AE2|X|] A|AEIO|A ONTAP 9.17.1 0 & Fol
O™ KT Q| ONTAP A&l B2l AR 5 HEl 537 HXIE ALEdl{0f &L|Ct,
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SM 1: CHEE9 A|AH

Ik
0z
Ll
U
Im
M
i
mufn
Hu

O ZEDEZ JI7HAAQ.

EME HEESH I BAR = 2. J2{H..

LOADER HIA|X|Z7F EA|EL|CH ZAEED 25 M7 = o|SgLCt.

"J|EE TICkElE B Ctrl-CE & Ct3 HAIX|7t LIEILHH yE FSLICEH

AMABIIEODE L= Qs HAXol ZHE ZE2{Q! 'storage failover takeover -ofnode
DEODEAAH Qs Q) impaired_node_name’0i| A £AHEI HEE2|E Q8L SEHRILICH

EdE AEER 0| 7|EME 7|Tels F... O] BA|E|H Ctrl-CE =E L=

T

2. LOADER ZEZEOA ‘printenv'S Q2{3t0] BE HE 3 WAS YAILICH 21 1o
OREE

2M 2: A|AEI0| MetroCluster0 Q/&L|CH

rlo

BE K7L £LERAALL ZHSOHA| b= B HSOHA| g2 = AsLIT

(D) NAHO| 2:E MetroCluster 7421 2 0] HAHE AIBSIX AL,

EHE HEEME S=otHH

HES2 S Soloti, W A2 WA HES2T 24E HES?
AE2(X|OIA HIOEIE A4 HTE 4 YU HES2(E 2I40{0F BLICL
* =S 27 0|49 SRAE{T} QU= HS HE0l U0{0f BLICH S2AAE|TE HO QAL WY HES2{o X1 Y

HENOfl TH3ll FALSEZ} BAlEl= 2 & HESEE S=5t7| Hof| ZHE sHEsHofF LthHE) "==2
ST AHC ST[SHRfL| Tt

* MetroCluster AX0| = AL MetroCluster M& AE{7} TMHE|] U0 SHE =7 AX gl HA
AEH('MetroCluster node show')QIX| 2tQls{of BHL|Ct,

|

1. AutoSupportZt &-M35t=l AL 'system node AutoSupport invoke -node * -type all-message

MAINT=number_of hours_downh' AutoSupport HIA|X|E S £t At 7[0|A M-S AX|LICH
CHE AutoSupport HA|X|= & A2 St XHS 70| A MMS ARX|BHLICE: ' cluster1: * > system node
AutoSupport invoke - node * -type all-message MAINT=2h'

2. HArHMol ZHEE2{9| 240 M 'Storage failover modify — node local - auto-2t false’S AFSQ 2 HtatstL|Ct
3. 2ME ZHEERE EM ZEZER JIN7IMAIR.
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rk

HE HESHIL BAlEE E2... I3{H..

LOADER M|A|X|7F EEA|EILICE CHS ©HA2 o[ SEL|Ct.
gtet 7| & Ctrl-CE 52 C}3 HIAIX[7} LIEILIH yE FEL|C

AMARITEOE L= A HMHQI ZIE E2 'storage failover takeover
DETEAAH o5 Ql3) -ofnode_impaired_node_name_'Of| A £2M = HEEZ{E Q14581 HLt
ST ct
SME HEER 0| 7|E¥ME J|Ci2[= B... 0| EA|E|H Cil-CE FE LIS
yE SELICH
CHS chA|
e

E2E SR = E sljof "FE O|L[0{S wH|EfL T,

=2 0|C|0E W5t 5 FE =715 FH|ELICt - ASA A800

ASA A800 AI*E“°I =2 ojC|ofol= E4= HAllo 3 4 CIoIE 7t MEELCt WA 2rE2
ANAE 2E| B3 MAHSHD, &4 E —'?'—%' OIC[E RAot, uHE 2 O|C|0E Ex[et
CHE, USB %EHAI C2f0|EE ArESHe ONTAP O|0|X|E WM& £& D|L|0{Z 522
H&5h= oz g ELIL

AEE|X] A|AHIO|A ONTAP 9.

17.1 0|M2 A% 591 A2 TS ALBSHIAIR "IHS 28 27 Fil , AIAH0|A
O H{Fo] ONTAP M 9l 29 +5 el 27 HAHS AFg3iof BHLict,

=/

12H4: ZIEES E=3 E2[gU

HEEDZ ZES WML ZEERY 2E R0 A= FHAE uAY o MAOM ZEZES ZES 22[6H0t
'6‘|-|__||:|-
= .

1. OFZ| HX|E|X| 42 B2 SHIEA| HRISHIAIL.

2. MAl9l 2E E2t0| =7t ZYTHof| THEHS| FAE[0] AR SlgLICh HX| &712f0= 2t C2l0|EE =2 HE
HENZL E W7t =FLIC.
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set -privilege advanced
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set -privilege admin
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storage failover giveback -fromnode local
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storage failover modify -node local -auto-giveback true
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system node autosupport invoke -node * -type all -message MAINT=END
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(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize
all disks.

(5) Maintenance mode boot.

(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive
Partitioning.

(10) Set Onboard Key Manager recovery
secrets.

(11) Configure node for external key
management.

Selection (1-11)2? 10
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SHE MEBILICt recover onboard keymanager
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Please choose one of the following:

Normal Boot.
Boot without /etc/rc.
Change password.

Py

Q
O W J o U W N

Clean configuration and initialize
disks.

Maintenance mode boot.

Update flash from backup config.
Install new software first.

—_— = = — P~ — = —

Reboot node.

Py

~

Configure Advanced Drive
Partitioning.

Selection (1-19)7?

recover onboard keymanager

3. HIAIXIZ} BEAIEH 57 T2 MAE ASSX| EelotMe.

oM ZEZEES HEA[L|C

This option must be used only in disaster recovery procedures. Are you
sure? (y or n):

TS QURfot SoF Ba0 OLRE YT EAE|X| QLT

Enter the passphrase for onboard key management:

Enter the passphrase again to confirm:

5. el HEE YBotNR:

a. CHA|E Zelsto] BEGIN BACKUP Z5E END BACKUP E7HX|2| TH| g2 20 d &Lt



—————————————————————————— BEGIN

BACKUP————————————— -
01234567890123456789012345678901234567890123456789012345678901
23

12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
34567890123456789012345678901234567890123456789012345678901234
56
45678901234567890123456789012345678901234567890123456789012345
67
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
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AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARAA

AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAARARA
AA
01234567890123456789012345678901234567890123456789012345678901
23
12345678901234567890123456789012345678901234567890123456789012
34
23456789012345678901234567890123456789012345678901234567890123
45
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AA
AAAAAAAAAAAAAARAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAANAAAAANAAAAANAA
AA

——————————————————————————— END
BACKUP--————————— = —————

b. 21210] ZL}H Enter 7|12 £ H £2M|R.
231 TZM AT AZ 5D CHS HIA|X| 7} EA|EIL|CH

Successfully recovered keymanager secrets.



M MEH 1 HEI | 50|A ONTAP £ £E!

X ZEZEES BAIZLICH

Trying to recover keymanager secrets....

Setting recovery material for the onboard key manager
Recovery secrets set successfully

Trying to delete any existing km onboard.wkeydb file.

Successfully recovered keymanager secrets.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b db g
khkkkkhkhkkhk ki hrkkhkkhkkkkkhx

* Select option " (1) Normal Boot." to complete recovery process.
*

* Run the "security key-manager onboard sync" command to
synchronize the key database after the node reboots.

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i b b b b b b b b b b Y

R b b b b b b b b b b b b b b b b o d

@ HAIEl £=30| CtZ1t CHE 2R XIASHK| OFYAIR. Successfully recovered
keymanager secrets.2FE $H6I7| o 22X HES +HSHM 2.

mjo

A&t
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10.

X ZEZEES BAIZLICH

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

R IR I e I b dh db I b I b db b Ib b 4

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

R b b b b b b b b b b b b b b b b b

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.
(10) Set Onboard Key Manager recovery secrets.
(

11) Configure node for external key management.
Selection (1-11)2 1

ZHEEZ 2250 Ot HAIXIZ7E EAIE| =X 2Isth .
Waiting for giveback..(Press Ctrl-C to abort wait)

IEL HEE0|M:

CFO TARte 2 RElot 2 7| 22[XHE S7|=2tLL|Ct.
security key-manager onboard sync

HIA|X|7t EAIZ|™ Onboard Key ManagerOf| CHH 22{AE MA| S E Bt C



1.

12.

OlN| ZEZEES HEA[L|C

Enter the cluster-wide passphrase for the Onboard Key Manager:

All offline encrypted volumes will be brought online and the
corresponding volume encryption keys (VEKs) will be restored
automatically within 10 minutes. If any offline encrypted
volumes are not brought online automatically, they can be
brought online manually using the "volume online -vserver

<vserver> -volume <volume name>" command.

71817t 4Z3HB 7 HIAIX| glo| SRAE ZEMET} WEELICH S|2t0) Lfste
()  =32f ZEze= Soppy| Mol F HAIXIZE LEFELICH 257t 285D S7[3t7}
NZHOoE A W] A4 DK ohHIK.
BE 717t S7|BHEIAER| SIS,

security key-manager key query -restored false

O| 2 ZuHE HretotX| gLt Zapot LIEHLEH O O& Z2pvt Bhet=|X] g8 Wi7tK| S7|=t BES

storage failover modify -node local -auto-giveback true

14. AutoSupport7t ZMatEl 22 XHs A0|A MEE SARLICH

system node autosupport invoke -node * -type all -message MAINT=END

QIE 7| ZE2|XHEKM)
ONTAP 28 HI70A 2F 7| Z2|X 2482 SASL|CE.

Al=ket7| Ho

SAE LEL AN ChS ThU S ST

* */cfcard/kmip/servers.cfg It L= KMIP A 24 8l IE

* */cfcard/kmip/certs/client.crt It (22I0|HE 2B M)

* */cfcard/kmip/certs/client.key It (22+0] 21

Im
A
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* */cfcard/kmip/certs/CA.pem It (KMIP At CA QIS A)

1. 248 HEER 0| 2£ 70|22 HESIMR.

2. 2M MEH 11 ONTAP EE! |50 Af.

SE el ol EAIRLIC

Normal Boot.

Boot without /etc/rc.

Change password.

Clean configuration and initialize all disks.
Maintenance mode boot.

(1)
(2)
(3)
(4)
(5)
(6) Update flash from backup config.
(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.
Selection (1-11)7? 11

3. HIAIX|7} EAI=|H 2ot YEE +HYE=X] 2RIt L.

OlM| ZEZES HEAIL|C

Do you have a copy of the /cfcard/kmip/certs/client.crt file?

{y/n}

Do you have a copy of the /cfcard/kmip/certs/client.key file?
{y/n}

Do you have a copy of the /cfcard/kmip/certs/CA.pem file? {y/n}
Do you have a copy of the /cfcard/kmip/servers.cfg file? {y/n}

4. HIAIX|ZH HAIE|H 2210[E S M FEE etL|ct

a. BEGIN 3! END E& E &5t 2210|E 21Z M(client.crt) It LIES 2ATILICE
b. BEGIN & END £2 Z 3t 20| E F|(client.key) I LHES & BiL|Ct

C. BEGIN % END £& Z&5t0| KMIP At CA(CA.pem) It LHE S Y= SL|Ct

d. KMIP NMH| IP FAE 2LHSINR.

e. KMIP M| ZEE Q&HEIL|CH 7|2 ZE 56962 AtE5I2{™H EnterE FELICH.



ol 271

Enter the client certificate (client.crt) file contents:

Enter the client key (client.key) file contents:

Enter the KMIP server CA(s) (CA.pem) file contents:

Enter the IP address for the KMIP server: 10.10.10.10
Enter the port for the KMIP server [5696]:

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
kmip init: configuring ports

Running command '/sbin/ifconfig e0M'

kmip init: cmd: ReleaseExtraBSDPort eOM

ST Z2MNATt b= 3 O HIAIX| 7} EAIEL|CH
Successfully recovered keymanager secrets.

Oflx| 271

System is ready to utilize external key manager(s).
Trying to recover keys from key servers....
Performing initialization of OpenSSL

Successfully recovered keymanager secrets.
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OlN| ZEZEES HEA[L|C

R b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b g

kAhkKkkkhkhkkk kKX kK

* Select option " (1) Normal Boot." to complete the recovery

process.
*

R R i e S i b I b b b b 2h b b dh b Sb b 2 dh b b S b dh b b S b dh b b dh b db b db db b b b b 2h b b dh b db b b db b b Sb i db b 4

Xk kkkkkkk kK

(1) Normal Boot.

(2) Boot without /etc/rc.

(3) Change password.

(4) Clean configuration and initialize all disks.
(5) Maintenance mode boot.

(6) Update flash from backup config.

(7) Install new software first.

(8) Reboot node.

(9) Configure Advanced Drive Partitioning.

(10) Set Onboard Key Manager recovery secrets.
(11) Configure node for external key management.

Selection (1-11)2 1

6. XI= Hist

[y

o

H

Mot

Mslst A

o -l =

o ol.
2 29

storage failover modify -node local -auto-giveback true
7. AutoSupport?t Z43tEl 2 Ats AHo|A MMS SRITLICE

system node autosupport invoke -node * -type all -message MAINT=END

Ch= T

2 O|C|o{ol| M 2otE /et 2 CHEE "220| = FE2 NetApp= HreteiL|Cra=sliof gLt

AT HEl O|C|0{E NetApp 22 £l - ASA A800

ASAA800 AEE|X| A|AHIQl 1 QA0 207} EiAISHH Zof7 HWiiol 2E2 NetApp 2=
HISHSIMA|R BN "2 et B WA XEAIS LI 2 o2k I|O|X[E A ZTSHMAIL.

A
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MA| M| 23 EZ - ASA A800

ASAAS800 AEZ|X| A|AHIOI AHA| AH|E A|ZSIHE UM @F AlSE HAESHD
Z25t0, MAIE WH|SID, A|AH RS2 SOIBHAA| L.

o "MAl 2A 27 Are HE"

ANAR o2hd, HRot =7, ONTAP X2 53, 718 /4 7|5 452 EL0 MA| A 27 ArS HEHLICE

e "MAl WA Z=H|"

AAR X ohef, XtH S 8l =7t 8, WA MA 22l #|0|= 20|23 S= Sl MA| WM E EH[ELIT.

MAl RX[EE|E AT st H ZHESHE SEOMIR.

e "MAIE WAL Ct

EAE MAOIM wH MAIZ 718 245 FLULCH

ZEESE F-51, Givebacks +&5t1, AIlist MAIS NetApp 22 BHetsto] uK|E 2tz etL|Ct.

MAl WA 27 Al2h - ASA A800

ASAAB00 A|AEIS| MAIS WA[5H7] Tof 45Xl uAof EQet 25 M%% EE5=X]

b

2foIStM|R. O7|0l= A|AHIQ CHE 2= 74 247t MU 2 2Sdt=X] 2Helstil, ONTAP of
st 2 22fXt XH4 SHO| A=X], SHFE WM MA| 8 E2et =517t %‘EII ehelsh= 20|

EotEIL|CE,

* AARIO| C}2 BE TN QA7) HCHZ SHSSH=X| 2QIsh, XHS6HA| o AL O NetApp A 2" XIS
QAESIAA Q.

* ONTAPO| T3t 22 B2|x} 12 5%0| gt 29 ol Xt 582 @aLid
+ WH|O| B3 ERe |7 R HelLc
* AIABI0|A XI5t BE ONTAP BITIO| AAl IA| HAIE AEE 4 2

A
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© MAl A Ext= HIH NVMe E210|E 8l HEER ZES M MA|Z 0|S5t1l wA| AfAl= NetApp2l ME2
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RED BE STHO| LM HYLICE
Ch= A

RFMNSE AES 2,"MA| WA E EH[ELCH .

MA| x| Z=H| - ASA A800

2MEl MAIS AlESID, N 2 @A SISt AH|0|
ASAA800 A|AHIOIA &AEl MAIE LAE =H|E giL|Ct.

1. 218 2& ZE0f| AZ5I0 of QIE{H[O|ASI U A|ARS HLEZISLCY,
E

2. HAEEZ 9| Q|X| LEDE HMIR:

a. M85SILt system controller location-led show ¥|X| LEDS| ¢ MEHE HA|SH= HHULICH

- 2IX| LEDE HNMK:

system controller location-led modify -node nodel -state on

4. ZFYOIM LIBES M, T2 D&t 74 Q45 NetApp 22 HHEY off 22HetL|Ct
=

S. ME A|AHI0| HAEE 2= A0S0 2tE S Z0|M K. 0| A| 8tH LIZ0| o EXtofl M Z=t x{t{ 0]
HEELCH

6. OFx| TX|=|0f RUX| 4CHe TXIBHAIL.

Ch £
ASAABOO MA| STES0f WHIS ZH|3E S0l CHS BHAIS S8slof PLICH HESS ST
7IEE2| Z= - ASAA800

NIAIS TH|S ) GlOJE] £A2 HRISHD AIAR OFY A4S 2HEst2{B ASAAS0D AE2|X]
A AEO| PHE SIS ZROHIAL.

Of Bxt= 271 = 0] U= AI2AESE .2 AHE MH|AY 0 Fo S20 OIS XEMEH LHER S
HESHIMR "AER[X| AARS HHHOZ ZRst HEAS ALILE oiZ 7H0|= - NetApp 7|& A"
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4. AutoSupportZt &
HEAISLICE

o| 9EE|~0|0| =] 7-|O§ 01|AI-E|'— 7| %

system node autosupport invoke -node * -type all -message "MAINT=2h Replace
chassis"

o. BE Z2AH LEQ| SP/BMC F& AlE:

system service-processor show -node * -fields address

exit
7. O|™ CHA|Q &30f| LIZEl 29| IP FAE ARSI SP/BMC over SSHO|| 23215104 T3l Alstg
DL HYELICE

TE/HES AE0ts 22 St S2{AH Xt XHH FHS A5t AEED{0| 2L}

system node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true

StrictSync 2E0|AM 2HE[= SnapMirror 57|24 22{AHE A5t= 22 AHQ AR system

(:) node halt -node <nodel>,<node2> -skip-lif-migration-before-shutdown
true -ignore-quorum-warnings true -inhibit-takeover true -ignore
-strict-sync-warnings true

9. C20| HAIEH 22AES| 2t AES20)| CHafj *y * S LASLICE
Warning: Are you sure you want to halt node <node name>? {y|n}:

10. 2t AEE2{7t HE mi7tX| 7|CH2l £ LOADER ZEZEJ} HA|EL|CE.


https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/onprem/ontap/os/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/
https://activeiq.netapp.com/

!

|m oo

MU

t

gl

L

A

2S Z28 2, "MAIS AFLICH

MA| 1K - ASA A800

SIER0| o2 QI8 ASAA800 A|ARIS| MAIE WKl OF ot= &
A

= 3% WA 2-go
MA, =2tol2 g4, &8E MAIMA, A MAl X 3 MA| 74 24

12 712 MAIOM HEER] ZES MARLICHL

71Z MAIOIM HAEER 25 HARLIC

EhA|

MAIE wASt2AH O MAOIM ZIEER] 2S5 22|3H{0F ZLIC
1. OF2 HX|[X| 42 FR SHIZA| FRIBHUAIL.
2. MU AOlE IH HKE &

= Lo o
3. Z|0|EE #Alo|E &2| EX[of = f
HEED ZE0M A|AH 0] E2 22|TLICt.

rdo
Ok
i

0z
>t
2
>
A
o
1
o
M
'}
o
-
o

Aol= 22| X|of| A 0I=2 HAH FH A0|= 2| FKIE CHAl ExX| f Ho|=0| e[ F LT}
4. ZIEEE ZE0|M #H0|E 22| KIS 22510 $HZ0f| FLICH

2
O. UFE EF HAIS ot 2 £ E ChZ F XIS SAlofl of2i= SELICE

ofn

™

EEZ2 ZE0| MAIO| M FZh THEHLICE

44

I E=

—_ —-——=

o

MEKX|7F ZetELIC,


chassis-replace-move-hardware.html
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storage failover modify -node local -auto-giveback true..
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CHS Config Advisore| £ fQlgtL|Ct,

AEZ|X| A|AHIO] HA Y Lol = 22, AL BE Al 7|E80| L stH M ZIEER D& A|AH! IDI AIS2E
ClASTO ZHELICE _replacement_controllerE £&/e I A|AH! D HE S 2QISH CHE HEO0| 2HE A=K

efolstiof gLt
O &A= ONTAP HA 42 = Hdlidh= A|ARI0|2E M EE LT,

THA|

1. replacement_controller’7t RX|E RE(™>" TEXE FA|)Ql 22 |X|E4 ZE
"halt"2 0| S&fL|C}

i

Z2l] 2 TEDEQ

2. system ID mismatch: boot_ontap2 Q15 A|AH! IDE H’Hc’l3f3fL H|A[XI 7} A =|H
_replacement_controller®] LOADER Z2IE0|AM ZHEERE BEISIT yE st

3. replacement_controller 2&0f| 'Wa|t|ng for gkgt. . HIAIX|ZF HEA|E W7HX] 7|CHEl = FAEQI AE S 20| A A
IE L] A|AE! D7} RSO 2 X HE[QJ=X| é.*?_'i.“—llif. 'storage failover show

HH =2H0||= 24E HAEEZ{OM AAH” D7} HAZQJCHE HIAIX|QF 2HH SHHE 0™ 8! A ID7} EA|=|0{0F
SiL|C} CHS G0l A node2= WHIE HE M A A|AE! IDZF 151759706 L|C}.

nodel> “storage failover show'

Takeover
Node Partner Possible State Description
nodel node?2 false System ID changed on

partner (0Old:

151759755, New:
151759706), In takeover

node?2 nodel = Waiting for giveback
(HA mailboxes)

13 BER A% TS HAIKIT} LIEKIH Y2 SYE 4 YALIC 18 BE TETET}
LEEFEHLICH*>).

b. @E F0| YOI E NEEILILCE 'system node run-node_local-node-name_partner savecore'
c. thgt HH S MMELI| Hofl 'avecore' BEHO| tZE W{7LX| 7|CHE|MAIL.
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nodel>

Disk Aggregate Home
Pool

Owner DR Home

Reserver

1.0.0 aggr0 1
1873775277 Pool0
1.0.1 aggr0 1
1873775277 Pool0

nodel nodel -

nodel nodel

te ClA3E M AIAR IDE EAlsHof BHLICE CHS oo M e == 10| 2R3t

"storage disk show -ownership’
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Home ID

Owner ID DR Home ID

1873775277 1873775277 -

1873775277 1873775277 -

AFER 'MetroCluster node show'S ZL|E{ZIstC}


https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-onboard-key-management-encryption-keys-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/restore-external-encryption-keys-93-later-task.html
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286
http://mysupport.netapp.com/documentation/productlibrary/index.html?productID=62286

MetroCluster 1S M4 MEfZE =[S2|2H uH| = R 2 Fr ZE|H, 0] 22 24 HEEZ(0| LM E MEfTt
HAE|H DR O|2{20| 2tMstz| 0 HA REJH HEA|ELICH MetroCluster node show-fields node-systemid E&
E32 MetroCluster 80| & HEZ SOHZ W7HX| O] A|AE] IDE HEAIL|CE.

9. #A

E
1=
H O
oT

E2{7| MetroCluster TtA40| = AL MetroCluster AEHO| L}2} 2124 AL X7} XHsH ALO|EQ] HEE21{Q!
DR Z ID ZEof ClAZQ| {2 ARX7L EAIE[=X]| &HQletL|Ct,

ChE & =0| 2F Tel 22 o Z0| HetL|C},

° MetroCluster 70| F2t 2E{ILICE.
° replacement_controller= sl AIO|E0]| = C|AT Q| tixf AFXHALICE.
"4 E MetroCluster A0 A HA H|0|22H 5! MetroCluster AQ|X|2H F0f| C|A3 A [0 HAEL|C}"
10. AJAEIO| MetroCluster 441 ZAL 2t ZAEZ2{7} 'MetroCluster node show-fields configuration-state’2

TEE0] J=K| ALt

nodel siteA::> metrocluster node show -fields configuration-state

dr-group-id cluster node configuration-state
1 nodel siteA nodelmcc-001 configured

1 nodel siteA nodelmcc-002 configured

1 nodel siteB nodelmcc-003 configured

1 nodel siteB nodelmcc-004 configured

4 entries were displayed.

1. 2t AEZ2{0]| CHH o] A== 2F0] 'vol show-node-name’ Q1 X| ZHQIgtL|C}

12. HEE A XHE HO|TARH 7|52 A2 A= E Aot 22 MM HEEZ0|A SIS AIL. 'storage
failover modify -node replacement -node -name -onreboot true'

TA| A|AE =2 - ASA A800

AARS HH 2HO R =75t2{H NetApp Storage Encryption 78(E R0t Z2)S S&dtn
M ZEZe{of tiet 2to| A S dx[ot = 7| Eet ol MSE RMA X &0 2FE =2 Moot
HIS NetAppl 2 BHhetsl{of S|t

1EH7): ONTAPOM wK| ZIEZ210)| Chet 2to[ A S AX[ghL|Ct
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M ZIO|MIAE MX|sHOF SHL|CH BEZ= 2I0|MA T = J|59| AL %aﬁ B9l 2t .LE0of 7| S0l CHSE RbAl| 7|71 RLO{OF
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o] ZrAof| CHaH

2to|MIA 7| E MX|SH7| TNK|= EE 20| AT HRPt 7|SE _replacement_nodeOll A A& AHEE 4= USLICH

65


https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration
https://docs.netapp.com/us-en/ontap-metrocluster/manage/concept_understanding_mcc_data_protection_and_disaster_recovery.html#disk-ownership-changes-during-ha-takeover-and-metrocluster-switchover-in-a-four-node-metrocluster-configuration

2L 24E 2ETF 2 A YT LEQI FR Y 7Sl tiet 2to| AT JIOH J|5S HEY = YELIT.

S 20 M 2tO|MIATE Sl 7SS AHBSHH 2ol A AH|2ks E40HK| bg = U JHs T o Ha
_replacement_node0i| uX| 2tO|MIA 7| EE= F|1E AX|sHOf SfL|Ct.

A|Ztst7| Hof|

2tO| A 7|i= 28Kt & 4]0]0{OF BfL|CY

2to|dlA 7|5 AX[ = A= 902l 7ol 7|2H0] AELICE || 7|ZH0] XILfE EE O 2fo| M A7 F2oHE LT,
FaotetoldA 7|15 EX|e £ |0 7|ZH0] ELEZ| Toi| 2E 71E 24A12H St AX[stof LTt

A AR M X 20| ONTAP 9.10.1 0| &2 Al FO|AUCHH of| YHE HXHE "AFF/FAS A|AEIQ|
@ 2HO|MIA HH[O|EE 2|2 OIHELE LN & TENAARBSHYAIR. A|AEIS| £7| ONTAP EE2|AE
I O2= AL oM XtMISH LHE S HZSHI A2 "NetApp Hardware UniverseS A Z=SHUA| 2",

A

1. M 2to]MlA 7|7} 23t AL oM WA 2to|MIA 7|E #HOMAIR "NetApp Support AFO|E" My Support(LH
X|2l) MMOf| M Software licenses(2ZE|0f 2t0|MlA) E MEdstL|Ct,

@ Zast M 2fo|MA 7| = XSO 2 MY E|0] ol oMY FA2 HEELICH 302 0L
2tol A 77 Lotz O|H RS EA| Ret LR 7 K& RMof| 2Q5HHAL.

2. 2t 2lO|dA 7|5 A AH 20| A FTF 210|MA FE 20| MA 7], 2l0|MA 7|2 EX|FL|Ct
3. LSt A 0|F 2to|MA S H|AHEtL|Ct.

- O|AHE 2o A shel2to[dA HE| - OJALE - AlZ30]H

L-—— = L--

a
b. SE£0| S2HI2H ALESIX| = AL Q| 'license clean-up-unused' S AFK|EHLICH

267): LIF 2ol 9 U3l s 52

replacement_nodeE AMH|AZ Bt2tSE| Mof| LIF7F 2 EEoﬂ QU=X| &918t 1, AutoSupportZt M El AL
_replacement_node?| ¥ HS E SE5t1, At3 Het 7|52 A FsH0f gLct.
THA

1. =2| QIE{H|0|A 7} = M 8 EE0| CHH 'network interface show-is-home false’2t= 21 E st=X| &QlstL|Ct

LIF7f FALSEZ HA|E|H 8T LIFE & ZEZ E|EZLICt network interface revert -vserver *
-1if *

2. NetApp Support0i] A|AEl 2 HSE SEEHLCE
° AutoSupport’
° AutoSupport’

3. 22{AEQ| MENE EQIBIL|CE "ONTAPO| A
LI22 KB 2ME XA,

4. AutoSupport RXIE24 =R ER[HE 2 E ME80 JIZRE ZSEYLICI system node
autosupport invoke -node * -type all -message MAINT=END HH.

ot
O> 0>
E
2
$0
Pal
§2
fo)
rg
|> i
b
it
mot
r
il
zZ
@
>
e}
kel
Rl
rdo
e
rl'LI
rE
fot
i
oln
Jhu
mot
r
fml

SEEE AE5I0] 22 AH dE| BdS sdots LRI

_'_

5. X+ gteto| H| 2 3tEl AL 'Storage failover modify -node local -auto-2tet true’S CHA| A& EL|CH

66


https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://kb.netapp.com/on-prem/ontap/OHW/OHW-KBs/Post_Motherboard_Replacement_Process_to_update_Licensing_on_a_AFF_FAS_system#Internal_Notes^
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com
https://mysupport.netapp.com
https://mysupport.netapp.com
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP
https://kb.netapp.com/on-prem/ontap/Ontap_OS/OS-KBs/How_to_perform_a_cluster_health_check_with_a_script_in_ONTAP

3EHA: FHo{vH &

0=

st HES NetAppOll £Het

7|E2t o MSE RMA X|Eol| 2HE 2 FIH Zdst RES NetAppof| BHeteL|Ch, 55 Bhet 51 K[ KM e
LHE2 HIO[X|E HZOHHAI2.

DIMM LI A| - ASA A800

ASA A800 A|AHIOIAN =H 7ts0tHLE 8 =275t H22| LF I 2t =6HA| Z X[ 2™
DIMME W H[SIMA|I2., OIEM QEE Qg AEZ|X| A|AEIO| ONTAP 2EIGHK| 2 4
USLICEH WM TZMH A= 24E HEEHE SF5t1, M7st12, DIMME WAt
ZHEEDE CIA| MX|$ LIS, QLET LS HES Ne tApp O 2 "tetst= 40| LeHEIL|CE

H I
oL T3

AlZFsE7| o

* AAHIO| CH2 BE 7Y AT} MR SHSOHEX| HolshAlR. I o
'c'>'|'|__||:|-
= .

FIO

B2 7|z XY M0l Z2[sHoF

DEH HES2ZS 6L OIAS EA%ON L.
AME ZESRS SR AESE MRS HOIotD, TR A9 HANQI HESRJ 24E HESH
Ag2(R|o)M HlO|EIE A4 HZY 4 U= HES2Z o480} gLich

Of ZfHofl 3

* SAN A|ABIS A= 32 &4F ZIEER| SCSI =2i|0|=0f| CHEt O|HIE H|A]
kernel-service show ¥LICt. priv advanced ZREOA HHEZ A
service show Y =2 LLE 0| "7 & AE{RULICH, ST =E2[ 7
HEAEL|CH

|£ 2QIBHOf cluster
= tH “cluster kernel-
M AMEH S SHE L EO| A= AFEHT}

2t SCSI 28|0|E E2 M|A= 22{AE{Q| LHE =2t 2H| #ZHof| A0{0F HLICH 1HE THsI| Hoj| 2=
Z=HE sl Zstiof LICt.

* =T 271 o] el 22 AE Tt 'E 2 Aol A0{0F LT S AT ol AL Y HAESE0)| X4 2
ALEHO]| CHoH FALSEZt EAIE = & —’.E el AEEE{E Z=5t7| Mol 2HE sHZsHoF SLChEZE) "==2

S LB ST|stetL .

CHA
1. AutoSupport7} 43tz 22 AutoSupport HAIXIE S E3t0] AtS 7|0|A MM S AX[BLICE

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CHE AutoSupport HIAIX|= 24|12 S2F XS 20| A ME S ARELICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEED S FE0|M THE BB S YHAM K.

=

67


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

storage failover modify

-node impaired node name -auto-giveback false

b. 2AsICty Xt&S =S HIZHESSIAIZELII?_2h= HIAIX|7F EA|E[H

re
for
o
N
of¥

=
ME HAEEDE 2 ZEZEZ JINIIHAIL.

J2q{H...

CHS EHAIZ Ol SfLICt.

Ctr-CE =& U3 HAIX|7t LEtLE yE =S LIt
Xl HEEH|M &4E HEEDE QUAISIAHLE SXIZLICE

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader TEZEE HA|g

2EHA: ZIEER 2ES 22 RLICE

EER Z=S

wHSHALL ZHEEZ & LR A= FERAE uNY o MMA0M HEEZ ZES 22(5H0f
gLt
EHA|

1. OFZ| HX|E|X| 42 22 SHIEA WXISHIAIR.
=

2. A9l RE E2to|E 7t
AENZF El UK =ELICE

e
WW%W
00149 ool

= =<

[
—

68

oIStL|Ct AX| 27}2to 2 2t E2jo|E

i

Tr

0%
o


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

3. A|AH HE{Of w2t AEE2] E2t0|HE HHHYAI2.

=
a. MAEQI AEZ2{0)A ZA RAID 18 & 4

storage aggregate show -raidstatus !*normal*

* FHO| tﬂ%ﬂ'*‘ There are no entries matching your query. AIESHMRLHS ot CHAZ
0| S5t FatEl E2t0|ET} J=X] 2HQlgtLC}. .

- HE AW ZULCEA| LIE 32, & ZHEE2{0[A AutoSupport H[O|E{E =510 NetApp X| & El0|
=I5t I X[ S HoMA L.

system node autosupport invoke -node * -type all -message
'<message name>'

b. m AJAH E= ofH| E2I0|E BF0iM F2E E2t0|2 EXIE gelgtLct

event log show -severity * -node * -message—name *disk.missing¥*

0

HO| HI2tE[™MH There are no entries matching your query. AIESHMRLCHS HHAZ 0|5

 HE A ZaUL CHEA LIE B2, & HEE2{0|A AutoSupport HIO|E{E +~Z!5t0] NetApp X[ El0]
225t F7t XS oA 2.

system node autosupport invoke -node * -type all -message
'<message name>'

4. [T 2012 ’MAHHH A0S 1F FXIE M L2 T S5 FHXI0M 70|22 BE2AM L.
o Alolg Hel ¥ |9| 432 AEYUS héﬁﬁll OHHIR EER DE0AM AL A0St SFP/IQSFP &

6. ZEE2 ZE0|M #[0|2 22| HXIE 22|5t0] otZ0f FLCt.

1
7. SZ EF KIS ot 2 £ 2 ChZ F XIS SAlofl of2li= SELCE

HEZEE] Z=0] MA[Of| A 7t 7H4LICY,

69



8. ZEEZ ZES MAI H1Z LO{LH D QHEZ 0|1 HWHot HHO| S&LICH
HEEC SO SIS HHE = MAOA HLHMA|L

3CHA|: DIMME LA gL Ch
ZAEZ2{9| DIMME TH|SHIA|2.

DIMME uWA|ste™ 7| HE Htte| DIMM ¥ 2[0S S A3t ZEE2 ZE0M DIMME &2 T3 EF &M
t2t W Af|sor fLIct.

70



210X 2 5! DIMM
Bi3 7-10, 12-13 &!
15-18

oflof HE A

2t0|X 1 % DIMM ®3 1 5! 3-6

210|X 3 & DIMM 19-22 &l 24

H1:* &% 29 14= H[O| AFLILE o] SR D
3. WH| DIMME SHIE o= Yl + AET 470
4. DIMMQ| 2Z0i| = F 7§2| DIMM O|HE |2 M| U0l &

THRLICE.

IMME EX[5HX| DA 2.

A0 M DIMMO| &2 7|28 SAAIR.
X

RO|M DIMMS THH L2 &R

oM DIMME &

71



@ DIMM 2|2 EE9| 31 Q40| 0| 7I31E = A2 Z DIMME| 7HEAE[E = A8
EHOMAR.

S. FHI| UK ZHE MolM wH|E DIMME M3t DIMME ZME[0f %3 &R0l SEELICH

DIMMS| £l AL0|9] L=X| 7} A-719] Rt = 0] =[0fof BfL|Ct.

(D)  DIMMol 2YshH MEl0f S0 3| MUEIY=R KUOE ZABILIC,

7. O|HME{ BO| DIMM & 2£2| X| £/0f 7|/ & Ti7tX| DIMMS| ATt 7HEXI2|E RMAZA| Cets| =S L Ct
8. ZHEZ
E

EE0M 22|t 2f0|XE 25 X FfLICt
9. olo HEE &

=
=

Lt

4TA|: ZIEER =S MK CH
HEEY ZES Al EX[otd TR G L)

o

1. ZIEE2 252 E2 MAIQ 270l SHE T2 ZESE RS UHE ZoAEA AlAH0| 2o EELICH

o

() mAPH 2wtk HE SR 2ES M) 28| AR THIAIR.
2. TR w2t A Ch HEBIIC
0]jo] Zi{E(QSFP = SFP)E E2l8t A2 BAQ A0S ALBSH 22 ThA MXIsfor gLict

a.

™
i
Ha
n4n
=l
o
02
)=
1]
ra
-
re
rd
O
)l
>
=
>
HU
r
rm
Of
ne
2

A
o>
r
o

@ HUE| 7 ANE| SES HESE DES WA Lo DS T BT 212 JOHR| DHIAIL.

a. ZF KIS B2 52 B3 Ho| 2I” Witx| 7|89 TS FF K2 LI
b. Mel ACE Mol BF KO AZotT MY A0 FF L2AS CHA A3 S MR BF HAIS WU

CHAl RIS AL,

=
=
X[st Y& S22 =SEIL.

72



storage failover giveback -ofnode impaired node name..

5. X}= HI3}0| H]

—

Mot

HotE B2 CHA| M35 A 2.
storage failover modify -node local -auto-giveback true..
6. AutoSupport7t Z8%tEl 22 X5 AH0|A MHS S/ A

system node autosupport invoke -node * -type all -message MAINT=END..

5EH7A|: Fol7t Edot RES NetAppoOf Hhet

7|E9t o MESE RMA X|Eol| 2HE T2 QFIH Zdst RES NetAppof| BHteL|Ct, "S5 Bhet 51 A KM e
LHE2 HIO[X|E HZJHHAI2.

SSD =2}0|H = HDD E210|H 1 A| - ASA A800

ASAAB00 A|AEIS| EEt0[EH0f| 27T At AL ¥ a2o[ =7t &

WHBHEAIL. WA ZEMA0= LRI = =EH0[EE A&k, QHESHA| M TS,
K|&EHQ HIO[E M2 AAH- 52 2TH7] /I8 M| =2t0|2E BR|Sh= 20|

ZotElLCt.

=0l THE= St Folivt Aot E2t0|HE ST glo| WME - ASLICEH SSD A
HAh= H|2| ™A EEI0|EE & Q2 StH HDD WA BAh= 2|HA E2t0|EE <3 A LTt
Seto|uof ©F7F 24 SANFS AAY 2E0] OfH S240|=0t DX LIEHES A0 HAXIE IS RLIC
3, B ClAZ0| 49| 2F LEDS 1% E2t0|Ho| @F LEDI 25 HHLIC

A|=stz| Hof|
* CEl0|EHE wA|sty| Mol 28 A|o]| 2t DQP(Disk Qualification Package)2| $1xH HF S MX|SHMA|L.

* AMAHI ZE0N HHZ MASIH 2F 7 LS E2I0|HE storage disk show -broken AlEHSIL|CE
QEI st E2to|ETt Mulfst E2t0|E S F0f LIEHHLICH O X| gto™ J|Ctzl CHE BH S CHA| At 6Hof

1 0| whef =2to[ =5t Folf 7t 2dsh =202 S=0f| LiEtLHE O] £ R AlZto] 23 =
L|Ct.

* SED 915 &3t 6| RE =telgtL|ct.

CE2l0|EE uAH|st= WH2 E2t0|E7} AL | = dhAlof w2t CHELICH SED 91&50| 24
X|&Z AHES0F "ONTAP 9 NetApp 2= st 7|5 7H0|="gfL|Ct, O] X|H oAM= SEDE 1AH|5t7| d
£=Bl5l|OF Sh= =7t THA|Of CHo ST,

i

* WKN| E2IO|EIt FHEUN XA E[=X] RISHMA|R2. E FZSH AL "NetApp Hardware UniverseE
X

OF
I

AHIOILHE RE 7 847t MU 2 2Ssh=X| 2l

=

MYAlL. =X 8

HO

B2 7|z XY M0l 2250k

73


https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://mysupport.netapp.com/site/info/rma
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-nve/home.html
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com
https://hwu.netapp.com

74

El o

el M E2t0| 20| M =2f0|E Helo{7F S glol XS 2
o

Mg o, AEE|X| A|ARIOM A E2I0|ES EME

=

| E2IO|EE MUY Wintx| 12 F & 7|Ch2{0F gLt



2M 1: SSD WA
THA|
1. WA E2to|=o| Cht E210|2 ARAE 50 TUstHH Ats E2t0|E 0| Moo Y= E2
O|E H|ZM3tsl{of FL|Ct.
a. Xts =2tol2 o] MHE| U =X| 'Storage disk option show' & 2HQIBtL|CH

T HEED 2= T otLiolM SES =Y 5 ASLIL.

XS E2t0|E 20| gyetE Fe 4 AEER S0 T3l "Ats Y Eofl E2H0| "AY"22
HEA|ELCE

a. Xt& E2to|2 &eto| MY El HL 'storage disk option modify -node_name -autostassign off &
H|gdstetL|ct

T HEEE 2=0|M AtS =2t0(2 2T S HIZ Y=ol oF gLt

C2l0| 20| @37t LMsHH AAH 20 2T 7L Wst E2t0|2 8 LiEt = Z 1 HIA|X| 7t 7| SELICt.
[ 5] M) LEDS} &t E2to| 27 HZRL|CE

Holi7t Zdist =2to|Ho| 2F(54) LED= AM(AIS HE) AL, 0= EEH0|E0f| 0|

() Solexiet Zsto/| efofof 32 LIEFLICE Ol 1O XSS LIERHLICE Hol7} et
cSatol=0f 22 Aejo| giALIC,

=
= d
a. Zf HS0| El 2AX|of A= HEHOIM F &3 AFESHH WA EC0|EE ATt

c. E2I0|E7} S0 2t 3| EAtE| D HS0| B2 A2 E LHH MXt2|of DHE = A HSS SEL|Ct
# HS0| E2to|E Hit SHIEA HEETE 7 HES HHS| Zotof FLCt
7. E2t0|E9| ZHE (M) LEDIt HA UEX| golsti|ct,
ceto|He| &F LED7f D™E0 oM E2to|Hof| M0l SZE 1 A= AUL|CH E2t0|E =F LED7}

Zeto|H ':Efol‘doﬂ =0l S5E1 /07t Tl SYES 2I0|ELIC. =202 Heo7t 522
UO|0|EE[H LEDZ} A48 L|CE.

75



8. [}E CEt0|HE uH|sh= ZR O|T BHAIS HHESHMR.

9. 1EHAl0llM XtE E2tolE S
C2to|2 Y S CHAl EdetefLint.

a. AQBIX| 2 BE S2fo|= EA
storage disk show -container-type unassigned
FHEED 2E S otHoM FHS LAY & ASLICEH

=]

o
N
[

2o

ot
o

storage disk assign -disk disk name -owner node name

FHEED 2E FotHoM BHE LAY + ASLICE

(o]
112!
0]
rot
oX
40
Pl
oln
[n
'}
o
T
ot
on
mjo
o
>
Mot
0x
l?_}
ot
-
iul

storage disk option modify -node node name -autoassign on
T EEZ 2E BF0|M XI5 E210|8 2T S ChA| Zdetslof ghLct.
10. 7|E9t &H HBE RMA X[ &0l AEE CHE 2F 7 4Mst 252 NetAppoi| BHetetL|Ct.

HEFSIT "NetApp X" RMA HZLE WA ZXHof| chist =71 =20 2ot 3L

HDDE LAH|EL|Ct

2:
1. uH| E2t0|E 01| CHel E2t0|2 AR S =522 YEst2{H XtE S2to|E &Y wK| =202t
4 otE[of < 0| £ HlZ-d=lsloF gLt

;0 it
rir
X

@ E20|E ARAUS S22 LY LIS 0] Xt R Z0|M XIS =202 SES CHA|
gdstfLic

a. Xts =202 o] MHE U =X| 'Storage disk option show' & &HQIgfL|CH
T HEEZ 2E F oL BHEES LAY o+ ASLICEH

XS E2t0|E 20| gyetEl F2 2 AEER S0 T3l "Ats 2" Eofl Z2H0| "AH"22
HEA|ELCE

a. X5 =2to|=2 &eto| MM El AL 'storage disk option modify -node_name -autostassign off &
H|gMdatetL|ct

T AEEE 2=0|M XtE =2t0|2 2T S HIZ Y=t oF gLt

4. AMAH S Z10 HAIX|2H C|A3 EEL0|HS| HAISO| HX|= 2F LEDOIM 2F 7 Ldst C|A3


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard

e
=2
x
gy
L)
m
It
il
4r
o
i
Iu]

ClA3 EEt0|E AnRo| H MSO| REMOZ FEa|1l C|A3 E210|E 7 O|=S 2| A0f| A sliA| & LICt.

6. A HSS AT B2 /K2 YA 0|=22A0M C|AF E2to|EE 22|FLICH

% A% U0 JHL C| AT} QPHSHA| AHCHRE WM7HK] 12 e 7IHRCL & &2
{ C|A3 E20|EE 22T},

|_|

@ M ClA3 E2L0|EE Hlst7| Tojl A 10% St 7|CHILICE O A| SHH A| AR M
C|2A3 E20| 27t HAZ A=K 1A 4= ASLICE

@ SEE =210|E H|0]of] E2t0|E 7} 2HHS| ZEL|X| g2 B2, Toi7t Aot EE0|EE
Zelet E2t0|E H|o|of| A E2I0|EE HX[sH= 20| ZSQELIC
@ ClA3 E20|EE felet M= & &2 ARESHR| R C| A3 2|0 RHO| &&= O[22
C2fo|H EE0f= &8 X OAl2.
9. C|A3 E2to|E7} 0|=E522lo)| 2tH3| ZAtE[n &F0|7F 22 42|15 WM HMAZ|of HE=5 A HSE
&Lt
H HSO| C|AF E210|E BHO| SHIZAH| FEETE A HES MHMI| FHotof gL|C,

10. C}2 C|A3 S210|2E DXSHs 2D 4-9EH|S sh=stL|ct,

1. H|™S ChA| Ax|EL|Ct.

12. 1EHAO| M Xt E210|E SES Higdetet 4 E2t0|H AR A
E2to|2 EYS ChAl EdetgfLtt.

a. ARE[X| 42 BE E2f0|E AER|X] TIAS HA| - ZIH0|H R X|FetehS EAIZLICH
FHEED 2= S otHo|M BHES LHY & ASLICH

b. 2} =2to|=0| AEE|X| C|A3 &S - disk disk_name - owner owner_name'S &&tetL|C}

T HES? DS 3 oiiolN BYS Y £ UBLCH
SUCSIIE 2R ALGSIO] 3 HOll = JH Ol4to| Eato|HE Bre 4 gLCt,

a. Ut 22 Xts =202 &ehS ChA| 283}etL|Ct. 'storage disk option modify -node_name
-autostassign on'

o



™

EER Z& ZF0M XS EEI0| 2 S CHA| Sdstatiof LTt

|
=
13. 7|E2t &M M3 E RMA X &0l HHEl 2 77 Ldot 2E2 NetAppoi BHetSfL|Ct.

7|& X[ BM(0f] 22l5tAIL "NetApp K| 2l", 888-463-8277 (£0]), 00-800-44-638277 (9&) =
+800-800-80-800 (OFA|OF/ENTQF) mA| HXtof| CHEt 27} X|2l0] LRst AL,

FAN-ASA A800S WAL |LCt

ASAAS00 A|AEIS| TO| D& LILt EEHOR XHEHX| QM A|AR W2} 5l MutFol
M50| ES2 08 4 9onE M DES DABHIAR. BH S DE HEE

5?‘:6} ZEE8|E MHetn, W @52 wAstn, HESaS ChA| A3 Ctg, DA
BEES NetApp O 2 "ietst= nPd S ToterL|Ct

& HEEYE SeotH A
AEZX[O|M IO E AL MESE = A=E HEERE

O =rdofl cHst
* SAN MAE“O f%ﬁ'é 2R &ME HEED SCSI =2{0|=0i Cist O[H E HA|X]|

ow 2LICt. priv advanced ZBEOAN HHZ ASSHH cluster kernel-
service show ST =2 L= 0|5 R & MENRQULICH, s ==2| 72 MEf Sl siE L =9| &F AEf7}
HA|ELICE

2} SCSI =20|E Z2MA = S2{AE Q| LHE L= o1 A Zof| A0{0F BHL|CE WHIE TS| Hol| 2=
EHE sl Zstiof LICt.

* 2T 271 O] el 2{AEI U= 75'—?— Aol Aojof Lt S AETH | AL Ha& HEEZ0f| XA 8!
HENOfl CH3 FALSEZ} BAIEl= 2 & & HESRE S=5t7| Mol 2HE sHZsHof RLthHEZE) "==2
S AEQF ST(stetL .

OR

CHA|
1. AutoSupport7} 2-43HEl 22 AutoSupport HIAIX|E S &350 XH5 H|0|A MM S AX|BL|CE,

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtS AutoSupport HIA|X| = 2A[ZH SOt X}E A[O|A MM S AF|BtLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEED S 2E0|M THE BB S YA K.

storage failover modify -node impaired node name -auto-giveback false

78


https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://mysupport.netapp.com/site/global/dashboard
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/display-nodes-cluster-task.html
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum
https://docs.netapp.com/us-en/ontap/system-admin/synchronize-node-cluster-task.html?q=Quorum

O
ro
1

OF
Il
=
>4
on
riot
MHI
o
o
Tt
0x
fot
Of
>
;Ed

lSLIMt?_2h= HAX| 7 BA|Z|H

SHE HEERHI BAEE E2... O3{E..
LOADER H|A|X|Z} BA|ELIC CHS EHAlZ Ol SEiLICt.
gret o] 5. Ctrl-CE +E ttZ HAIX|7t LIEILIEA yE FFLICH

MARM OEDE b= 0 TEXE FHHQ HEEZ0M &4 E HESHE AAISHALE XLt

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|LICE.

ZEED 2SS WMStHL AEER 2& LR A= FERAE wAE o MAIM HEE ZES 2&|5H0F
L.
A
1. Otz HXI=|X| 42 E2 SHIEA HXISHAIL.
H7

2

=
2. MAlS| BE E2t0|E7t ST THEHS| FHAE O] A=A 2l
HENZH 2 m7X| =Lt

1
:
ot
-
o
Q
Ral
B
N
N
n
I
=)
|
i
Mr
o
oz

e
WW%W
o

= =<

O
(]
L

3. AJAE] MEHo w2t HAEER E2I0|EE HASHIAIL.

= O
a. A AEZEE MM 24 RAID 2F & €5 ot e, I &Ef £= = Chofl sifdt= 2F0| UA=A


https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2
https://netapp.hosted.panopto.com/Panopto/Pages/Embed.aspx?id=2c46e4af-2c21-4f12-b065-b38b003d0ea2

4,
5.

80

SIS AI2.

storage aggregate show -raidstatus !*normal*
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system node autosupport invoke -node * -type all -message
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system node autosupport invoke -node * -type all -message
'<message name>'

[ A ol= MANHH A ol2 nF FHKIE MAHL LS W& S5 FAoM A0S B2AM K.

AlolE Ha| FX|Q HA= ﬁE S S5k StMR. EER RE0A A|A” H|0|=2 SFP/QSFP 2=
(2Rt ZR)S BEl6tAIR. Z #0229 #XIE 7|§°H FAlR.

A0|= 22| ZKX|of| A0|=S HAH FH 0|2 22| HKIE CLhAl X mf A|0[=0] He|E L/t

|

HEEZ ZE0M A0

A% T2 KIS o2 +E L2 F 2HX[E SAl| ok = SELICEH

t2| ZX|E 2e(5to R0 L L

r

HEED] Z=0] MA[Of| A o7t 7H4LICY,



EEi i

=]

]
KO

PHE = MAIOA LI AIL.

FL|C

M

E

=

3CHA|: T

OF A M S 2 WH|SHYAIL.

B

1.

oj

2=

H

L 1
[

f

.
o

Ko wH|sHof

O] AZl LEDE

=
[S)

QLF HAIXIE &QIStAHL OIHEE0f| A M 2F0i| CHEH EA
L|Ct.

F

=22
AlEs
Al

EER 2= HO= £HIZ

HsS

H

oI

3

x
=]

o
w

o
KO
J]
o3

Bl

KIr
U

=

=]

81



3. WHE W REO| JHERIEE HESE 29| 70l &
%

=
ika}
oy
1

=

HEED 20| 20 5L

ATHA|: AEER| RES MAEX[RLICE

HEED DES CIA| MX|St REEISH|C},

=

82

A
1.

HEED ZE9| £ MAIS Y70 HE LIS HEER RES UE ZoIAEA AA- 2o F5LCH

Hd

() mA7HUS Gtk HES2 252 MAI0) 23| MUK THIAIL.

- 20| maf A|A-S CHAl AZ L.

o|C|of ZAHE{(QSFP == SFP)E £2[3t &

—

oH

7 70l

fljx
mjo

? Atgdts 8% CHAl EX[3HOF gLt

ZEED 23 MEXE A=HLICH
o=

a. 7AEED| D E0| Y Itu} OtL} b S| ZHAHE! W77FK] MA| QIO 2 EFELS| 2

ZEE2| 50| 25| ZEtE|H & 2fX|7t ASTLCh

=

HE L2 &= iXIo ®MAr2[of DEE m7kK] wHE

il



=2 MAIo] 20| ES mff Dot ol S J15HK]| O A2,

N
In
m
N
>
>
n
A
o
ry
Im
M
_fE

a. Hz XS AB2E =5 &3 To| 22| wi7ix| 7|2l oS &= fIXIZ LT
b. M@ IES MY = FX|0f HEst MY #|0o|2 TZ S CHA| EX[ot CtS M@ 32 TXIE T
HZLICH

0| E7E[= ZA HEER ZE0| REE7| A|ZRELILE #E I2MAS SHY FHIE AL

He| FXIE CHAl EX[5HHAI2.

=
=
aXx[sto] Yat 2Se = =S8

storage failover modify -node local -auto-giveback true..
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clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h
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storage aggregate show -raidstatus !*normal*

* HHO| tﬂ%ﬂm There are no entries matching your query. AESIMRQCIS 62| THAIZ
0| =5t0] F2tEl =2t0|E 7t U=X| =heletL(Ct. .

* 3 AW 2N OEA LU= 3%, F UEE2{0|M AutoSupport HIO|E{E =E35t0{ NetApp X| 2 E 0|
ZO5t 7t XS HodA .

system node autosupport invoke -node * -type all -message
'<message name>'

b.  mY AJAE = OfH] E210|E RRE0|M =2HE E2t0|E 22X gelgtL|ct.

event log show -severity * -node * -message-name *disk.missing¥*
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oI5t =7t XS T HA2L.
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system node autosupport invoke -node * -type all -message
'<message name>'
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1. s 2t0|X{ 9 &3 2HX|E £0! NVDIMMO| H2$t CHS 2I0|NME MASHYAIL.

9 &2 11 % 232 NVDIMM

2. NVDIMME 1N ZIEE2 ZE0|| SHIE gisto 2 AMelsh 4 QIEE AZJI0f| Q= NVDIMMS| 2ekE 7| 28|

o o

FHAR.
3. NVDIMMS| &Z0]| = & NVDIMM O|HE 2 MA S| LA £20|A NVDIMMS HH CHS A7
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- AEES ZE2| E2 MAI2] 7o
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of E=E5t

SLIC

XIAIZE AS WK ZEE2 RES MAI0] 2tT5| &sHX| OHYAIL.
R0 w2t A|A-S CHA| HZE L]
O|C|0] ZIHE{(QSFP L= SFP)E E2Igt 3% 8| A 0|22 AHEdt= CHAl X3t OF BfLICt

{ ZS0| SLEI} THLf 25| FAHE WimbA] MA| ¢te = TS| 2ol EELCt
ZEE ZE0| S| A=A EHF K7t ST

a. F3 NS YZOR S2f T3 Wo| E2|Z w7tx| 7129 TS FF X LYLIC
b. 79l ACS Hel BF X0 HZsD Fe Hol2 BT LIS ChAl MAIB 1S HE B2
HZBILICL.
20| BRES ZA| HES2] DEO0| HYE|7| AZBLICL HE TRAAS F0He |
. OFE| MK|5HK| 942 A2 A0l BHe| HXIZ TH| MAISHIAIL.
AME HES2IS CHA| MXIoH0] HA BSO2 s ST,

storage failover modify -node local -auto-giveback true..

eSS 715HA| DY A2,



6. AutoSupport7t Z2MatEl 22 Ats A0|A MH S S/ siA:

system node autosupport invoke -node * -type all -message MAINT=END..

5CHA|: ZHol 7t 2o EE S NetAppOil ghet

7|E9t 2 MSE RMA K| &0l 2HE thz QFIH ZUlst RES NetAppof| BHtetL|Ch, "S5 HHet 5 K[ XM g

[ —

LHE2 HIO|X| & HZSHAIL.

NVDIMM H{E{2| N - ASA A800

ASAA800 A|AEIS| NV HHE{Z|= HH Al Q% A|AH! HIO|HE E&E6t= 92 5t2

HHE2| STEO] EO{S L & L] AIZSHH WAHSHHAIL. WK T2 M A0 = éo*E._l
EEZE N1, HEEY E = Mot NV BiE2| S wAstn, AEEE ZES CiAl
AX[5tn, LRI YUt 2EZS NetApp 2LE BHetdh= 20| ZetEL|CE

AME HES2E ZRoIH HES2 ME|S Holotn, LR A HANQI HES2 T 24 E HES
AE2IKOIM HIOIEIS Al HTE 4 YTE HES2YS ol4o]0f LI

Of ZfHofl 3

* SAN A|ARIZ AL8SHE ER 24E ZIEER SCSI 20| =0f| cigt O|HIE HIA|X|E &QI6HOF cluster
kernel-service show ¥LICt. priv advanced ZREO|A HHEZ AHA:EIH ‘cluster kernel-
service show dIE =EO| = 0|2 72 AEfRlL|Cl, oS 20| 712 AL} U oIS o o] TS Atel}

HEA|ELCE

2} SCSI =30|E Z2MA = S2{AE Q| LHE L= o1 A Zof| AL0{0F BHL|CE WHIE TS| Hol| 2=
=HE sl Zstiof LICt.

* LET} 27K o|Akel S AT} 'E < 2ol lojof FL|Ct S2{AE 7L o AL A HEE2 0| XA
AFEHOf| CHSH FALSEZ} EA|El= & —’.E el ZEERE Z=617| Mol 2HE sHZsoF ELICHEX) "5
Se{AE QL 7|5ttt

CHA
1. AutoSupport7t 2-43tEl 22 AutoSupport HIAIX|E S &350 X5 H|0|A MM S AX[BL|CE.

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtS AutoSupport HIA|X[= 24|27 St XIS AH|O|A ‘WM S AX|BHLICE.

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. o HEEZ O ZE0|M THE BB S YHSAMIR.

storage failover modify -node impaired node name -auto-giveback false
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MARM OEDE b= 0 TEXE FHHQ HEEZ0M &4 E HESHE AAISHALE XLt

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|LICE.
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SIS AI2.

storage aggregate show -raidstatus !*normal*

* HHO| Bt2tE|™ There are no entries matching your query. AISSHMRCHS ot CHAZ
0| S5t0] F2tEl E2t0|ET} J=X] 2HQlgtLC}. .

» Y Ml AT CHEA| LI_E R, & ZAEE2{0f|A| AutoSupport HIO|E{E %510 NetApp X2 &
=25t I X[ S HoMA L.

system node autosupport invoke -node * -type all -message
'<message name>'

b. m AJAH E= ofH| E2I0|E BF0iM F2HE E2t0|2 EXIE gelgtLct

event log show -severity * -node * -message-name *disk.missing*

02

HO| BI2tE|™H There are no entries matching your query. AESHMRLCHS HHAE 0l

* T AH BT CEA| LIRE BR, & ZEE2{0|M AutoSupport H|O|HE =T 510 NetApp XA E O
OISt =7t X/ E A HA2.

system node autosupport invoke -node * -type all -message
'<message name>'

4. [T 0|2 MAHHH A0l 1T FXIE MM L2 M 32 FHXI0M 70|22 HEAM K.

S. Al0|E He| KXol ¥Az ﬁE S S5k StMR. EER RE0A A|A” H|0|=2 SFP/QSFP 2=
(2Rt ZR)S BEl6tAIR. Z #0229 #XIE 7|§°H FAlR.

A0|= 22| ZKX|of| A0|=S HAH FH 0|2 22| HKIE CLhAl X mf A|0[=0] He|E L/t

|

6. ZIEER| ZS0|M A0|2

7. SZ EF KIS ot 2 £ 2 ChZ 5 XIS SAlofl of2li= SELCE

t2| ZX|E 2e(5to R0 L L

r

HEED] Z=0] MA[Of| A o7t 7H4LICY,
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P =11
O —

o EEi i

8. AEZZ ZES MAI H{2Z LO{LH D QHEZ{0| 1 HWHDE HHO| S&LICH
2

E9| SIS BME = MAIO|M BILHHAL.

3CHA|: NVDIMM BHE{2|E W A[etL|Ct

=]

UHE NVDIMM BHE|2|E ZIEES 2=0A H7ot2 M BiE2|E AEE ZE0| XI5t LHSHHAIL.

1. 37| HE HIHE E1 210|X0fl A NVDIMM H{E{2|E Zr&LCt.
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37| HE 2t0|X

9 NVDIMM HHE{2| E2{1

9 NVDIMM HHE{2| ZH

o 39| * AN|ARIS FTH Of NVDIMM H{E{Z2| ZAEE EE LED7| Z80|HAM Z2A| HIZ2[of LHES

C|AH|O|FRfLICt. C|AH0]YO| 2t2E|H LED7F THELICE

2. HiE{2| Z2{15 Kot HHE(Z| Z21 HEHO| U= SEES =2 220|M S 22| O3S
A0l=2 =elguCt

3. HE{2|E F1 37| HEQ HES2 ZE0M HIEZ|E S0 22 T2 Holl SLICH
4. WA HHEZ|S ZFOAM THELIC

5. NVDIMM 37| HEO| WX|E HHE{2| S MX[EL|Ct.

2ZU0f| A BHE] 2]

=
a. HiEf2| MS SROf| AUStLL HiE{ 2| WS THEts| S8 MXt2|of D™ ERA=X] 2teletict.

b. H{E{2| 2225 2t0|X A20f =10 Z2{2Jt MXI2[0f] 2HE[0] A=X| ZfelgfL|Ct.
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6. NVDIMM 37| HEE EH&LCE,

Z2{07} 220 MR 26 UK HRABHAAIL.

ATHA|: AEER| 2RSS MAXIRLICE

(=]
AEEZ2] @SS ChA| MA|3tT KB
£

1. HAEER D59 22 MAIQ| 710] HE OIS HEEY ZES UIE ZoAA A|AH0| 2o &LICHL

() mAHUS witx HES2 252 MA0) 23| MUK THIAIR.

2. WQof| et A|A—S ChA| HZFLICH

@ HHUETL SHEX] =S HEER ZES MAO| 20 E2 o] =t &S J16HX| OHYAIL.

— O

a. a3 eliXE ZeR =3 Tz Mol B2l Wntx] 7|22 LhE T2 fIXIZ tHELICH

b. M@l AES MY 5 FKX|of HEStD MY #|0|2 T= ZEIE CHA| EX[ot i3 M 32 TXIE T
HZLCH
0| EFE[= ZA HEER ZE0| REET| AZELILE #E I2MAS SHY FHIE AL

storage failover modify -node local -auto-giveback true..

6. AutoSupport7t Z2MatEl 2 Ats A0|A MH S S/ s

—

system node autosupport invoke -node * -type all -message MAINT=END..

5CHA|: ZHol 7} 2o EE S NetAppOil ghet

7|E9 2H MSE RMA
A

X 8HE = FIH LMD 252 NetAppOil BHetefLICH "FF gt 51 A XHAst
LHE2 IOX|E HZSHY A
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PCle 7I= uX| - ASA A800

ASAA800 A|AEIS| /0 BEE0| D&GHLE O =2 H52 X[A6t7| 9ot ¥12|0|=7¢
LQSIAHLE, F717|s0| st AR Y ZE2 WHISHHLE Z=7I6HMA|Q. W 1| =
ZIEEDY S=, Mol &M /0 2E WM, ZIESE MEE, 2|10 ZHof 2l HES NetApp Ofl
HIS}SH= apRO 2 __I.M-I ZlL|C},

AlZrst7| FHof
* NetApp M BZ = mH| S22 ZH|s| £A40F S|t
« AE3|X| A|AEIS| OHE RE 1A QAT ME RSEH=X| Solskn, BEHX| ot A2 7|2 X2 S Mo
29[5HAAIQ.
* 0| HAHS AIAEIO|M X|2SHs RE HFO| ONTAPOIM AFRE 4 UALICE

* AMAEIQILHE 2E 74 247t SHIE2A| ZSoHof FL|CE 2™X| g2 R 7|= X R0 E2lsHoF gLCt.

4I

24E| FES2E RO HESE ME|2 HOlotn, WA FS WAHQI HES I} A4E HES?
AE2|XOA KOS A% HBY 4 USE HES2IS QA3 T

o] =roi CHsH
* SAN A|ARIS AESHE 42 &4E ZAEER SCSI =2/|0|=0f CHSt O[HIE HIA|X[E &2l8 0 cluster
kernel-service show ¥LICt. priv advanced REOA HHZ AHMSHH “cluster kernel-
service show oliE EQ| LE O|F "7 T AEIRULICH, sifE =9 7t8d el & ol =9 ZtF AEf7}
A EL|C

Z} SCSI =3[0|E T2 M|A= S2AHQ| CHE L Eof o | LOo{oF RLICE WM S TS| T 2=
EHIE o ZsHof gLICt.

* LI 20K Ol el 2 ATt 'E 2 A Zol| Aok ghL|CE S AEIE HFH| AL H HEEZ 0| Xt
AHEHOI| CH3H FALSEZL HAlE= E2 —’.'_*— el ZAEESE S=ot7| Mo 4|2 sHZoiof LChEZ) "=E2
ST AEC ST[SHRfLICt.

A
1. AutoSupport?t &-d2tEl 22 AutoSupport HIAIX|E = E5H0 XI5 |0|A Md S ARSI

system node autosupport invoke -node * -type all -message MAINT=<# of hours>h
CtE AutoSupport HA|X| = 24|12 SQF ZtE AH|0|A HH S ARILICE

clusterl:> system node autosupport invoke -node * -type all -message MAINT=2h

a. Ho HEER S FE0|M TS FES YA K.

storage failover modify -node impaired node name -auto-giveback false
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LOADER H|A|X|Z} BA|ELIC CHS EHAlZ Ol SEiLICt.
gret o] 5. Ctrl-CE +E ttZ HAIX|7t LIEILIEA yE FFLICH

MARM OEDE b= 0 TEXE FHHQ HEEZ0M &4 E HESHE AAISHALE XLt

storage failover takeover -ofnode
impaired node name -halt true

_-halt true_parameter= Loader ZETEE HA|LICE.

ZEED 2SS WMStHL AEER 2& LR A= FERAE wAE o MAIM HEE ZES 2&|5H0F
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4,
5.

SIS AI2.

storage aggregate show -raidstatus !*normal*

* HHO| Bt2tE|™ There are no entries matching your query. AISSHMRCHS ot CHAZ
0| S5t0] F2tEl E2t0|ET} J=X] 2HQlgtLC}. .

» Y Ml AT CHEA| LI_E R, & ZAEE2{0f|A| AutoSupport HIO|E{E %510 NetApp X2 &
=25t I X[ S HoMA L.

system node autosupport invoke -node * -type all -message
'<message name>'

b. m AJAH E= ofH| E2I0|E BF0iM F2HE E2t0|2 EXIE gelgtLct

event log show -severity * -node * -message-name *disk.missing*

02

HO| BI2tE|™H There are no entries matching your query. AESHMRLCHS HHAE 0l

* T AH BT CEA| LIRE BR, & ZEE2{0|M AutoSupport H|O|HE =T 510 NetApp XA E O
OISt =7t X/ E A HA2.

system node autosupport invoke -node * -type all -message
'<message name>'

[ A ol= MANHH A ol2 nF FHKIE MAHL LS W& S5 FAoM A0S B2AM K.

AlolE Ha| FX|Q HA= ﬁE S S5k StMR. EER RE0A A|A” H|0|=2 SFP/QSFP 2=
(2Rt ZR)S BEl6tAIR. Z #0229 #XIE 7|§°H FAlR.

A0|= 22| ZKX|of| A0|=S HAH FH 0|2 22| HKIE CLhAl X mf A|0[=0] He|E L/t

|

HEEZ ZE0M A0

A% T2 KIS o2 +E L2 F 2HX[E SAl| ok = SELICEH

t2| ZX|E 2e(5to R0 L L
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